Image Encryption Using Dynamic Salt Injection,
Hybrid Chaotic Maps, and Dual Operation
Substitution

Aizaz Ahmad Khattak'!, Kehinde Babaagba', Xiaodong Liu', Syed Aziz Shah?
ISchool of Computing, Engineering and the Built Environment,
Edinburgh Napier University,
Edinburgh, UK.
Emails: 40614576 @live.napier.ac.uk, {K.Babaagba, X.Liu}@napier.ac.uk
2Research Centre for Intelligent Healthcare,
Coventry University,
Coventry, UK.
Email: Syed.Shah@coventry.ac.uk

Abstract—In today’s digital world, securing the multimedia
data, especially images transmitted over unsecure networks, is
critically important. In this paper, a novel chaos-based image
encryption algorithm is proposed, which utilises dynamic salt
injection, hybrid chaotic maps and a dual operation substitution
method to protect the image from digital attacks. The dynamic
salt injection process creates a unique salt for each encryption
instance ensuring that even identical images result in distinct
hashes. The dual operation substitution serves as a pixel-level
confusion technique which ensures that all identical pixels are
replaced by distinct values even if same s-box value is selected.
The unique diffusion-confusion components of the proposed
scheme make it a secure yet lightweight scheme. Extensive
security evaluation shows the effectiveness of the proposed
scheme in achieving an entropy of 7.99 and a correlation of 0.005.
Moreover, the equally distributed histograms and correlation
plots depict the highest level of randomness achieved by the
proposed encryption scheme. These results, along with other
statistical security parameters, such as homogeneity, energy, and
contrast validate the effectiveness of the proposed encryption
scheme.

Index Terms—S-Box, chaos, image encryption, confusion, dif-
fusion, hybrid chaotic map, salt.

I. INTRODUCTION

With the widespread use of digital technologies and the
extensive exchange of multimedia, especially images over
communication networks including social media platforms,
it’s crucial that digital images are secured effectively [1].
Image encryption, a specialized field in cryptography, protects
digital images and the information contained within these
images from being attacked and/or tampered with. A secure
image encryption algorithm should consist of two important
processes, i.e., a confusion process and a diffusion process
[2]-[4]. Confusion refers to the transformation or alteration
of the pixel values, whereas diffusion or permutation refers
to shuffling the pixels of an image [5]. Typically, confusion is
achieved through a substitution process, while diffusion, on the

other hand, is achieved through permutation [6], [7]. Recently,
chaos theory has been extensively utilized to make the con-
fusion and diffusion processes more nonlinear, unpredictable,
and dependent on control parameters. Chaos, in conjunction
with traditional confusion and diffusion processes, enhances
the security of image encryption algorithms against several
attacks, such as differential attacks [8], [9].

Traditional chaotic maps, such as the logistic map, sine map,
and tent map, despite possessing properties like non-linearity,
dependence on initial conditions and control parameters have
several drawbacks, such as a small chaotic range and low key
space. Recently, utilizing techniques such as modulation and
coupling, these maps are combined with others to produce
hybrid chaotic maps. Hybrid chaotic maps offer a larger key
space and a broader chaotic range, hence, they produce robust
pseudo-random sequences [10]-[12]. These sequences, when
utilized in image encryption algorithms, add an extra layer of
security in the confusion and diffusion processes.

Due to the widespread use of IoT devices, and the popularity
of edge and fog computing, image encryption schemes need
to be computationally inexpensive, in addition to being highly
secure. Most existing image encryption schemes focus on the
security aspect of the algorithms but ignore the computational
complexity. This paper focuses on designing an image encryp-
tion scheme that is robust and secure yet lightweight and com-
putationally inexpensive. The proposed scheme offers a simple
confusion-diffusion architecture with components responsible
for making the proposed scheme robust and lightweight at the
same time.

The major contributions presented in this paper are as
follows:

1) A novel, highly secure yet lightweight image encryption
scheme consisting of salt generation and integration with
hybrid chaotic maps-controlled diffusion and confusion
components is proposed and evaluated.
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Fig. 1: Overview of the proposed encryption scheme

2) The proposed scheme introduces the use of dynamic
salting process, i.e., the generation and integration of
a ’Unique Salt’ before applying the hash function, to
ensure that the same input images will not result in
the same hash. It improves the security of stored keys
generated by the hash function against the dictionary and
rainbow table attacks by ensuring precomputed hashes
are not useful.

3) The proposed scheme utilises a dual-operation substi-
tution technique. This technique utilizes two crypto-
graphic operations, i.e., & = (2;; + Sixm) mod 28,
and B8 = (Sixm > n) & (z;; <€ (8 —n)). These
operations are performed on the selected s-box value
prior to the substitution process. This ensures each s-
box is transformed into a new outcome even if the pixel
value was the same.

II. THE PROPOSED ENCRYPTION SCHEME

The proposed encryption scheme consists of three main
components: (1) The dynamic salt generation and intergration,
(2) Hashing of the salted data, and (3) The chaotic confusion-
diffusion encryption architecture. These components are de-
picted in Fig. 1. The proposed scheme utilises hybrid chaotic
maps to control the diffusion and confusion processes. The
confusion process has two confusion phases, i.e., pixel-level
confusion and bit-level confusion. For the pixel level con-
fusion, the chaotic dual operation substitution is utilised,
which is the main highlight of this scheme and makes the
proposed scheme secure yet efficient. Whereas, for the bit-
level confusion, a chaotic seed is generated by a hybrid chaotic
map. This seed is bit-xored with the input image to transform
the pixel values of the image. The important components of the
proposed scheme are explained in the following subsections.

A. Dynamic Salt Injection

Salting is a concept primarily used with hashing functions
to improve the security of stored passwords against dictionary
and rainbow table attacks. A salt is random data added to
the input of a hash function (like a password) before hashing
occurs. The presence of a unique salt means that common
passwords will not result in the same hash across different
accounts, making precomputed attack vectors far less effective.
In image encryption, salting helps in a way that even if
two images are identical, using a unique salt for each hash

operation ensures their hashes will be different. This can be
useful for ensuring unique hash values in a system where
duplicates could cause issues.

In the proposed scheme, a random salt or unique set of
bytes are created using the Logistic-Sine map. It is ensured
that the salt is unique for each input image or use case to
ensure that the same image doesn’t always result in the same
hash. The next step involves combining the salt with the image
Data. Before hashing, the Salt is integrated in the input image
data by using bit x-or operation. SHA-256 is then used to
hash the salted image data and a salted hash is obtained. This
process of salt injection ensures that for duplicate images, the
hash is always unique and hence, enhances the security of the
encryption scheme.

B. Utilised Hybrid Chaotic Maps

The proposed scheme utilises three hybrid chaotic maps,
i.e., the Logistic Sine Map, the Logistic Tent Map, and the
Tent Sine Map. These hybrid maps offer a broad chaotic range
and hence, a larger key space. The utilised maps control the
diffusion and the confusion processes.

1) The Logistic-Sine Map: The Logistic-Sine map com-
bines the Logistic map, i.e., £(r, z,), and the Sine map, i.e.,
S((4 —r),xz,). The resulting hybrid map, as presented in (1)
and (2) presents a broad chaotic range and larger keyspace.
Figure 2(d) shows the bifurcations diagram of the logistic sine
map, showing its broad chaotic behaviour.
mod 1

Tnr = (L(r,2n) + S((4 = 7),20)) (1

4

Here, L(r,z,) is the Logistic function, and S((4 — r), z,)
is the Sine function, with the parameter r lying in the range
[0,4]. If x,, < 0.5.

2) The Logistic-Tent Map: The Logistic-Tent Map com-
bines the Logistic Map and the Tent Map. This map along
with exhibiting chaotic behaviour over a large range, generates
highly random pseudo-random sequences. The Logistic Map,
L(r,zy), is expressed as (3).

Tpyl = (m:n(l — ) + ( ) sin(wxn)) mod 1 (2)

3)

L(ryTn) =Tpi1 =7 2y (1 —2p)

Where:
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Fig. 2: Bifurcation diagrams of traditional maps vs. hybrid chaotic maps.

« 1, represents the initial condition, within the range [0, 1].
e 7 is the control parameter, spanning the range [0, 4].

The Tent map, 7 ((4 — r),z,), is given as:

if z,, <
if x,, >

T-Tn,

T(=ra) =9 0

4)

NI

The hybrid Logistic-Tent map, Ay (r, z,,), is given in (5)
and (6) as:

Arr(r,@n) = Tnt1 = (L(ryzn) + T((4 —7),2)) mod 1 (5)

TTn (1—(1In)+ (4_2).3:” if xn, <

ren - (U= ap) + G mod 1, if @y >

mod 1,
Tntl =

SIS

(©)

The wide chaotic range of this hybrid map is given in Fig.
2(e).

3) The Tent-Sine Map: The Tent-Sine Map combines the
Tent Map and the Sine Map. As seen in Fig. 2 (f), this map
exhibits a wider chaotic range. The Tent map 7 (r,x,), is
given as:

if x, < 0.5
if x, > 0.5

rTp,

r(1—x,), M

T(r,z,) =

The Sine map component, on the other hand, is given as:

S((4 1), = EELIET)

By combining these, the Tent-Sine Map, Arg(r,x,), is
expressed as follows:

Ars(r,zn) = (T(ryxn) + S((4—1),2,)) mod 1 (9)
ro, g Gonsinea) ) pq 1, ifa, < 0.5
Tpt+1 = .
* ren) 4 “‘”'Sﬁl“(”'%)) mod 1, if , > 0.5
(10

The chaotic range of the hybrid Tent Sine map is given in
Fig 2(f).

C. Dual Operation Substitution— Pixel Level Confusion

The proposed encryption scheme utilises a dual operation
substitution technique inspired by the substitution technique
presented in [2]. The algorithm of this technique is presented
in Algorithm 1. This technique utilizes two cryptographic
operations, ie., o = (z;; + Sixm) mod 2%, and 3 =
(Sixm > n) & (z;; < (8 —n)). When a s-box value is
selected for substitution, these operations are performed on
the selected s-box value prior to substituting the pixel in the
image. This ensures each s-box value is transformed into a
distinct outcome even if the pixel value was the same.

D. Chaotic Seed-based Bit Level Confusion

To perform bit-level transformation on the pixels, a chaotic
seed is generated by the hybrid Tent Sine map. This seed has
a dimension of 256 x 256 and it is embedded in the substituted
image by using bit x-or operation.



Chaotic

-------------------------------------------- e ——
1
; | ¥ ¥ ¥ ;
! 1
Input ! Salted o !
Tty | Hash Key K Key L Key M E !
1
e 1 S
| ! : t v v v 5
i Unique | Y i qrs . . 3 .
1 1 ‘f \ N Logistic Logistic Tent Sine ©n
| Salt | L/ | SHA-256 Sine Ma Tent Ma Maj :
! 256x256 | ! ! P P P !
: T i i S U ESRRR S
1 1 1 1
e L T T m s s s m
E E ! ! E \ 4 : v E h 4 !
. 1
! g Scaling b Y | | Permutati | | ! Chaotic ‘f \ || Encrypted
15 ;o | onKeys | ! Mod 2 i Seed 'kj 17| Image
8 . Salted b Yy : . 1 ! 2
(3= !
: k= T i ! Image b H !
~+= int ! 1 [ !
[ Finite [ H 1
% Digital | | | y . P ! E" p
i Precision | | | Chaotic Lo Substituted | ! h
! ? ! ! Row — Image 1
! o Shuffling . |
! 1
i Logistic | | | * E E Operation Operation T E
| Sine Map | | Chaotic [ 1 2 1
| . Column  |¢—— Replace | !
| . . o | Pixel 1
N ! Shuffling P !
: v po v t !
1 " 1
| Permuted ' | Convert .| MSB, .| S-Box - Sé:lg:ted _ Tr;gsgmn !
| Image 17| to Binary LSB | Indices v Eox i attaacl I
! P Value Value !
1 o 1
! [ 1
1 ' 1
1 " |
1
1
1
1

Diffusion _

Fig. 3: The proposed encryption scheme

E. Image Encryption Process

The detailed flowchart of the proposed image encryption
algorithm, entailing the steps involved in the three main
modules, i.e., the salt generation and injection module, the
chaotic diffusion module and the chaotic confusion module,
is given in 3. The step-wise explanation is as follows:

Step 1: Image Preparation

A grayscale input image I of 256 x 256 is read and
initialised. If the input image is of any arbitrary dimensions,
it is ensured that the image is resized to 256 x 256 dimension.

Step 2: Generation of Salt

The salt is generated by using Logistic Sine map. The
chaotic sequence generated by the Logistic Sine map is scaled
and modulated to produce a salt matrix S of size 256 x 256,
with values in the range [0, 255].

Step 3: Salt injection

The salt S is then injected into the input image I5¢ using
Bit x-or oepration that results in a salted image I,jeeq:

Lied = I256 © S (11)

Step 4: Hashing the Salted Data using SHA-256 Hash
The salted image Igyeq is then hashed using SHA-256
resulting in a digest. This digest is used to create control
paramteres and initial conditions of the three chaotic maps.
Step 5: Diffusion via Logistic Sine Map

Two permutation keys are generated by the logistic sine
map, i.e., {z,} and {y,}, which are used to shuffle the rows
and columns of Igjeq, resulting in a permuted image Ipermuted-
The diffusion (permutation) process breaks the correlation
between the pixels of the image.

Step 6: Pixel-level Confusion using Dual Operation
Substitution

Each pixel p of the permuted image Ipermuea i8S Teplaced
by a transformed Syox value using one of the two operations
described below. The selection of operation is controlled by
the selection sequence generated by the Logistic Tent map.
This process yields a substituted image Igubstituted:

a = (2 + Sixm) mod 28 (12)

B = (Sixm >n)® (z;; < (8 —n)) (13)

where n is number of bits to be shifted, and >, <, and
@ denote right shift, left shift, and bitwise XOR operations,
respectively.

Step 7: Bit-level Confusion using Chaotic Seed

A chaotic seed matrix Mg is generated using the Tent
Sine map, which is bit XOR-ed with Igpstiteea to produce the
final encrypted image Iencrypred- This step transforms the pixel



Algorithm 1 Dual Operation Substitution

Input: permutedlmage, S_box

Output: substitutedlmage

Initialize constants: Ky < 5, n < 3, C < 100

Initialize x( for L-T map: o < 0.7

Compute sizelmg as the total number of pixels in permute-

dImage

6: Initialize operationSelection[1..sizelmg] and substituted-
Image with the size of permutedlmage

7: operationSelection[1] < x¢

8: for k < 2 to sizeImg do

A

operationSelection[k] — sin(m X
operationSelection[k — 1])
10: end for

11: Normalize operationSelection to binary values (0 or 1)
12: for each pixel in permutedImage do

13: Convert pixel to 8-bit binary and split into MSB, LSB
14: Fetch s from S_box using MSB and LSB as indices

15: if operationSelection[idx] == 0 then

16: new_pixel_value < (p +s) mod 256

17: else

18: new_pixel_value —
bitxor(bitshift(s, —n), bitshift(p, 8 — n))

19: end if

20: substitutedImageli, j] < new_pixel_value

21: idr + idx + 1

22: end for

23: Convert substitutedImage to uint8 type

value at bit level and ensures that without the chaotic seed, it
is impossible to reverse the encryption process.

III. RESULTS

The novel chaos-based image encryption scheme presented
in this paper has been extensively evaluated for key security
evaluation parameters, such as entropy, contrast, correlation,
homogeneity, energy, and histogram analysis. The results are
demonstrated in the following sections.

A. Entropy Analysis

Entropy is the measure of randomness of the pixels in an
image. For a 256 x 256 grayscale image, the ideal entropy
should be 8. The entropy of the ciphertext image produced by
the proposed encryption scheme is given in Table 1. It can be
seen that the entropy comes out to be 7.99 showing close to
ideal results.

B. Histogram Analysis

A histogram of a grayscale image shows the frequency of
occurrence of each pixel in an image. The histogram of a
perfectly encrypted image should be equally distributed. This
means that all pixel intensities or grayscale levels in an image
occur equally, making it difficult for the attacker to find the
intensity information of the original image. It can seen in
Fig. 4(e) that the histogram of the encrypted image is equally
distributed.

C. Correlation Analysis

The correlation measures the relationship between the
neighbouring pixels of an image. High correlation values
depict presence of some pattern or shape in the image, whereas
the low correlation values depict that the neighbouring pixels
are totally different from each other. Table 1 shows the close
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Fig. 4: Results of the proposed encyption scheme



TABLE I: Resutls

of evaluation parameters

Sr. | Security Parameters | Plaintext Image Ciphertext Im-
age

1 Entropy 7.298 7.998

2 Correlation 1 0.005
(Plaintext/
Ciphertext)

3 Autocorrelation 0.8283 -0.002738

4 Energy 0.0014 0.000023

5 Contrast 553.8452 10957.1458

6 Homogeneity 0.1653 0.036238

to zero values of the correlation for the proposed encryption
scheme validating its efficacy and robustness. The correlation
plots givein in Fig 4 also show that the correlation coefficients
are dispersed in an effective manner.

D. Statistical Security Parameters

The statistical security parameters utilised in this paper
to evaluate the proposed encryption algorithm are contrast,
homogeneity, and energy. For an effectively encrypted image,
the contrast should be as high as possible, and energy and
homogeneity should be as low as possible. The results shown
in Table 1 show that the contrast of the ciphertext image is
high and the energy and homogeneity results are low.

IV. CONCLUSION

This paper presented a lightweight yet highly secure image
encryption scheme that utilised salt injection, hybrid chaotic
maps and a dual operation substitution method. The presented
scheme has a diffusion-confusion architecture where the con-
fusion module contains two-level confusion components, i.e.,
pixel-level and bit-level. The utilised salt injection ensure
that all duplicate input images result in unique hash and the
dual operation substitution method ensured unique substitution
values for identical pixels. These components resulted in close
to ideal security results while evaluating the proposed scheme
for entropy, correlation, energy, contrast, homogeneity, and
histograms. The superior results validated the efficacy of the
proposed encryption scheme. Furthermore, potential future
work could be the inclusion of adaptive salt injection for
diverse environments and integrating quantum cryptography
to further enhance the security and efficiency of the proposed
scheme.
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