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Abstract: Web browsers are one of the most used applications on every computational device in our
days. Hence, they play a pivotal role in any forensic investigation and help determine if nefarious or
suspicious activity has occurred on that device. Our study investigates the usage of private mode
and browsing artefacts within four prevalent web browsers and is focused on analyzing both hard
disk and random access memory. Forensic analysis on the target device showed that using private
mode matched each of the web browser vendors’ claims, such as that browsing activity, search
history, cookies and temporary files that are not saved in the device’s hard disks. However, in volatile
memory analysis, a majority of artefacts within the test cases were retrieved. Hence, a malicious
actor performing a similar approach could potentially retrieve sensitive information left behind on
the device without the user’s consent.

Keywords: digital forensic investigation; web browsers; private mode; artefacts

1. Introduction

As technology becomes more embedded within our society, there has been an exponen-
tial increase in the number of web transactions that take place online on a daily basis. This
coverage can include activities that are carried out in the home, work or industry verticals
such as education. It is increasingly apparent that people are becoming more reliant on
having access to the internet and applications and that they have become dependent, if
not complacent, on expectations. Önday et al. [1] described that the computer has had
an impact that it has changed the way individuals live, work and play. They also portray
internet browsers as being pivotal in the success of electronic business and electronic trade.

Most everyday scenarios involve using an internet browser, such as Google Chrome.
This specialist application facilitates communication between the user’s device and the
remote web server in which the web page’s content resides and is then transmitted back
to be rendered on the end user’s browser. Since the inception of the World Wide Web in
1991 by Tim Berners Lee, the uptake in accessing the internet and user adoption has been
significant. Research by [2] focused on the topic of private browsing, specifically on the
Brave browser. Their area of research is around browser privacy and the increased number
of users who expect privacy whilst browsing online. Private mode browsing first appeared
within the Safari web browser in 2005 [3]. Since then, the majority of web browsers have
integrated this functionality and have made it available to all who choose to take advantage
of it.

Whilst access to the internet provides a wealth of information and allows the freedom
and opportunity to learn and conduct legitimate business, there is also the side where
individuals can misuse it. Digital forensics forms part of the overall banner of forensic
science and involves a technical specialist with the necessary skillset to conduct forensics
on a computer device or similar. The authors of [4] describe forensic science as being an
investigatory tool that allows for the analysis of evidence by applying expert scientific
knowledge and methodology to criminal investigations.
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Digital forensics can be extremely challenging in the modern computing environment.
One such example would be the increasing uptake and advancement of encryption tech-
nology, such as Bitlocker. Using whole disk encryption can help an individuals keep the
data they store on their hard drive private, but at the same time it can also render a digital
forensics investigators’ life challenging. Moreover, whilst there are many tools available for
assisting a security professional with their investigation, there is also an increasing amount
of anti-forensic tools appearing online by the hacking community that help a malicious
actor cover their tracks. As with most of the job roles in the security profession, it appears
to be a game of cat and mouse between the legitimate user and the bad actor. Within
forensic science, there is a well-known principle called the Locard’s exchange principle, “it
is impossible for the criminal to act, especially considering the intensity of a crime, without
leaving traces of his presence”, as discussed in [5].

Even if web browsers are a key component of the internet, their privacy is often
neglected. Additionally, there are situations where adversaries try to exploit the private
mode of the web browsers to cover their tracks. Some studies investigated the security of
their transmitted information [6], and there are studies that focused on the private mode of
particular web browsers [7] or investigated a web browser vendor’s claims [8]. As observed
in Section 2.2, four prevalent web browsers were chosen for this investigation and analysis.
These browsers are derived to the following: Google Chrome with the Incognito mode,
Microsoft Edge with the InPrivate mode, Mozilla Firefox with the Private Browsing mode
and Brave with the Private Window mode.

The main contributions of this paper can be observed in Figure 1, and are summarized
as follows:

• We thoroughly and forensically investigate the private mode functionality provided
by four of the most prevalent web browsers, namely Google Chrome, Microsoft Edge,
Mozilla Firefox and Brave.

• We critically compare our findings across four different web browsers.
• We evaluate the performance of the web browsers’ private browsing against the

promised claims of the relevant vendors.

Figure 1. Investigation approach overview. The utilised forensic toolkit involves the FTK imager,
Autopsy, Bulk Extractor and Strings Volatility. Our investigation approach aims to identify artefacts
left behind from private mode web browsing using Google Chrome, Mozilla Firefox, Microsoft
Edge and Brave web browsers in order to identify malicious behaviour and verify the web browser
vendor’s claims.

The remaining hierarchy of this paper is organised into the following sections: The
Literature Review and Background Knowledge section provides a review of the related literature
as well as background information related to web browser forensics and private web
browsing. The Methodology and Architecture section discusses and outlines the approach
taken to analyze each web browser to identify associated artefacts left behind from a
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terminated web session and the tools and methods used to investigate the functionality
of each browser while comparing the results. The Analysis and Results section is focused
on the conducted experimental analysis, which presents and discusses the results that
were obtained from our tests along with their respective key findings. The Discussion
section briefly explains and reviews our investigation goals in order identify if the findings
of our work are conclusive and if they warrant further research and investigation into
this particular topic of browser forensics. Finally, the Conclusions section summarizes our
findings regarding the private browsing mode while providing some pointers for future
work within this particular area of research.

2. Literature Review and Background Knowledge
2.1. Data Privacy

The topic of data privacy has received significant attention in recent years and has
been enforced in various geographies by regulations and acts such as the General Data
Protection Regulation (GDPR) [9] and the California Consumer Privacy Act (CCPA) [10].
Data privacy in the context of this paper is concerned with personal information that may
be sensitive, financial documents, or other confidential material. These data should be
handled with the utmost importance as “GDPR defines personal data as anything that
can be used to identify an individual person. This includes personally identifiable details
such as names, email addresses, social security number, IP addresses, telephone numbers,
location data, birth dates, as well as other information related to genetic, economic, cultural
or social identity” [11,12]. The aspect of privacy has been extensively investigated in both
centralized and decentralized systems [12]. Especially in decentralized infrastructures,
mutual trust is required between the participating entities [13]. Hence, by providing
a method for users to take more control over their web browsing activity, the private
mode can potentially help reduce the amount of personal and sensitive information saved
onto a user’s device. Alternative uses, as explained by [14], suggest that cybercriminals
can leverage this privacy feature in hope it will reduce or even eliminate traces to their
criminal/nefarious behaviour.

Many forensic investigations demonstrated that little attention was given to privacy
information based on user behaviours [15]. This could suggest a potential risk for many
companies who do not have a security system deployed in their environment capable
of detecting such activities. If solely relying only on traditional security mechanisms, it
could mean businesses are unaware of nefarious user activities. Whilst clearing a web
browser’s cache does not necessarily mean anything untoward, it can potentially be a cause
for concern, especially in a workplace environment where company policies dictate that
non-work-related internet browsing is forbidden during company hours. In [16], the topic
of spyware and the possibility of having it as a legitimate use case by a parent or employer
is discussed. This would involve installing recording software such as a keylogger, which
would record and monitor a user’s internet activity along with any other activity carried
out on their device. The possibility of individuals intending to cover their tracks by using
an anti-forensic tool such as CCleaner is discussed in [17] in which the authors describe
CCleaner as a tool that aims to remove residual artefacts left behind after a browser session,
such as web browsing history.

2.2. Web Browsers and Private Browsing Mode

The first web browser was introduced in 1991 by Tim Berners Lee. This application
facilitates the retrieval of web page content from a web server that a remote provider
hosts. The protocols used for this are Hyper Text Markup Language (HTTP) and HTTP
Secure (HTTPS). Web browsers are one of the most used applications in existence, running
on diverse types of hardware from mobile phones to desktop computers [18], and are
constantly evolving.

Private browsing, as described by [19], is incorporated into most modern browsers and
aims to promote privacy alongside related security-focused functionality. It can facilitate
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a web session that infers a state of anonymity that does not retain information about
the users’ browsing activities. Examples of what is provided by leveraging this feature
in a private browser session are that it does not record web search history, it disables
data caching across web sessions, and purges cookies upon session termination. Private
browsing comes at no financial cost to the end-user and, instead, can instill a sense of
confidence that whilst using this feature, the user’s privacy is ensured and protected from
prying eyes. However, one may misread this into thinking that they will have complete
anonymity, leaving no traces of browsing activity behind on their device whilst surfing the
internet or even after the web session has ended. Users have misconceptions and a lack
of understanding in how the private browsing feature functions [20,21], and they are also
likely to overestimate the protections private browsers allude to provide, such as blocking
ads and online tracking, and potentially putting themselves at risk and engaging in risky
online behaviour or similar.

This area is discussed by [22] who mentions that private browsing mode can protect
one from potentially sensitive and confidential information, such as health, sexual and
related sensitive topics saved to their device. This is one of the reasons private browsing
is becoming ever more popular amongst all age groups. As with most things that enable
legitimate usage and protection from malicious elements, there is also the side where
bad actors aim to misuse it. Within a company workplace, it is possible for private
mode browsing to be disabled through Microsoft Group policy for browsers such as
Internet Explorer and Microsoft Edge. Deploying a security control such as this may
seem unnecessary and maybe even somewhat draconian. However, from an Information
Technology (IT) security point of view, it can help prevent an insider threat from carrying
out malicious activities or trying to cover their browser habits if they were conducting
non-work-related activity online. IT security policies are the foundation of a good security
culture within a workplace. A good and robust security culture should be spearheaded
by the organization from the top down and is augmented by corporate policies and
procedures [23].

Furthermore, private browsing can also be proved troublesome for digital forensic
investigation of an alleged crime on a computing device. This particular area of concern is
discussed in the research by [24] and describes the challenges that law enforcement face
with investigations of the internet search history of a suspect only to be left with a gap in
time as the user had taken advantage of the private browsing mode and even displaying
no records of history at all.

Private Browsers Overview and Scope

Google Chrome Incognito: Google chrome browser was first released in 2008 and de-
veloped by Google. The source code used for this browser is part of Chromium, a free
and open-source project by Google. According to the statistics provided by stat counter,
Chrome has a global market share of 64.47 percent in April 2021. Incognito mode was made
available in December 2008. As explained by [25], this allows users to browse the internet
without worrying about any of their browsing activity being stored on their computers.

Microsoft Edge InPrivate: Microsoft Edge, also known as “Project Spartan”, [26], is a
cross-platform web browser developed and released by Microsoft in 2015. The InPrivate
feature was designed to help protect a user’s privacy by not recording web browsing
activities such as web searching history and cookies. In the work of [27], the authors
mention that browser artefacts were not completely private when using the InPrivate
feature, as remnants of a browser session were still visible in Random Access Memory
(RAM).

Mozilla Firefox Private Browsing: Mozilla Firefox is a popular web browser and well-
respected in the security field. This privacy-focused browser aims to provide an intuitive
and aesthetically pleasing user interface. In the research by [25], Firefox is used as one of
the main components of the TOR browser. The private browsing feature within Firefox first
became available in 2009 and purports to be one of the best browsers in helping to protect
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a user’s privacy as well as preventing websites and ads from harvesting web browsing
information [28].

Brave Private Window: Brave browser is one of the latest additions to the web browser
market, with its first stable release in November 2019. This browser purports to be privacy-
focused and claims to have greater privacy by default than alternative browsers, such as
Mozilla Firefox. It also has an interesting feature by rewarding the user with cryptocurrency
and the Basic Attention Token (BAT), for agreeing to receive targeted adverts as part of the
browser’s session. This cryptocurrency is designed with privacy at its core along with the
aim of reducing the amount of advertising online users are presented with [29]. In the study
of [6], the authors found that Brave was the best privacy-focused browser. Brave is similar
in its description for the functionality of their private browsing function and purports to
prevent cookies, site data, form information and browsing history from residing on the
device once the web session has been terminated.

2.3. Digital Forensics and Web Browser Forensics

Digital forensics, as described by [30], is a vast subject that involves input from
individuals in various professions. The main areas concerned cover network, database,
mobile, cloud, memory, and disk forensics. Digital forensics can be observed as a branch of
forensic science, with similarities including identifying, searching, seizure, preserving and
investigating digital data in crime scenarios. Digital forensics is characterised as the product
of the intersection of the practices of law and computer science [31]. Activity conducted
online using a web browser, or similar will leave forensic artefacts and potentially include
sensitive information that the user will not be aware of.

Web browser forensics can be one of the most crucial phases deployed as part of
a cyber-crime investigation, whether for an investigation in the workplace or part of a
criminal investigation. The majority of web browsers available today include the private
browsing feature that first appeared in 2005 within the Safari web browser [3]. Private
browsing and allows an individual to keep most of their browsing session secret, providing
the user with greater control over their privacy, but many can be misled into believing that
all browsing activity is completely anonymous [32].

It is worth noting that this private browsing feature does not prevent an individual
from downloading malware onto their device nor protects them from visiting a web page
serving malicious code. Whilst most use cases are legitimate for using private browsing, an
adversary with malicious intent can take advantage of this feature, primarily for covering
their tracks and remaining anonymous. A risk of using the standard browsing mode is that
if a local attack was successful on a device, then the attacker could potentially gain access to
browsing data and other related session artefacts residing in that local machine [33]. Hence,
a compromise of this kind could reveal many sensitive and financial information items,
such as passwords, credit card numbers and health information. As there is no monetary
cost to installing or using a web browser, one has to ask what the actual price of using such
a tool is? Since “If something is free, you’re not the customer; you’re the product” [34].

2.4. Related Work

Experiments such as the one carried out by [7] concentrate on examining the protection
capability proposed by private mode functionality in popular web browsers, such as
Google Chrome, Mozilla Firefox, Internet Explorer and Opera. Their work comprises
using a virtual filesystem as a countermeasure to eradicate the chance of leaving behind
remnants of browsing artefacts once the web session has been terminated. Their analysis
environment consisted of using virtualisation as their platform, which hosted a Windows
7 guest operating system (OS). Their work aimed to prove that private browsing fails to
protect the privacy of the web session and that artefacts can still be retrieved. A piece
of software called RAMDisk was used as a countermeasure to protect browsing session
activity from being recovered.



Computers 2021, 10, 165 6 of 20

In the work of [8], the authors investigated the claims made by web browser companies
about the protection that private browsing provides to end users and verifying if residual
data remain behind, which contains private data. The researchers used VirtualBox as their
virtualisation platform to perform their experimental tests capable of creating snapshots
of the machine’s clean state. Additionally, the utilization of virtualised platforms such as
VirtualBox provides surpassing flexibility and reduces the need to have multiple physical
machines to conduct their testing for all the different web browsers. The primary tool they
used to search for remnants of browser artefacts left behind was MiniTool Power Data
Recovery v6.8. Similarly, in the work of [35], the authors utilized their platform for testing
Google Chrome, Mozilla Firefox and Internet Explorer 11. The authors utilized VirtualBox
in a Windows 10 host OS and performed a forensic investigation to search for artefacts on
the hard disk and live RAM bt using tools such as MagnetRAMCapture. This tool allows an
investigator to take a snapshot of live RAM, which can then be analyzed by using another
tool, such as WinHex.

A work that focused on volatile memory forensics is [36], which states that files such
as Hiberfil.sys and PageFile.sys are considered to be sources that can potentially contain
artefacts such as private browsing history. The authors mention that the activity will still
reside in volatile memory by using private mode web browsing, such as IP address, Proxy
List, Network commands and Tor-related activities. Ref. [37] describes memory forensics as
being a critical method in digital forensic investigations. Valuable information such as files,
processes, registry keys, passwords, encryption keys and network data can be retrieved for
volatile memory, all of which can provide vital information to a forensic investigator. Their
research method also used virtualisation software VirtualBox as their testing platform,
enabling them to capture bit by bit copies of the virtual machine easily. Ref. [38] describes
a tool written in Python called Volatility as an open-source command-line tool that is
developed specifically for memory analysis that is free, extremely versatile and flexible.
A GUI version of Volatility called Volatility Workbench also carries out most of the same
tasks as the command-line tool. Research carried out by [39] concentrated their focus on
the forensic analysis of the Tor browser but used Volatility as one of the main tools to search
for interesting artefacts in RAM. They also used virtualisation as their primary platform,
VMware Workstation 12 Pro. Virtual machine Memory images from Windows 8.1 guest OS
(.vmem files) were analyzed for browsing artefacts.

The research carried out by [2] investigates artefacts left behind by using Brave
browser. Their approach involved using VMware as their virtualised environment and
a Windows 10 OS as the guest virtual machine. Their methodology involved taking a
snapshot of the machine’s memory before installing the browser and one immediately
after installation. This enabled the researchers to pinpoint the files and folders created by
the Brave browser. Furthermore, the authors took snapshots of memory for both normal
and private mode browsing and compared the two. This allowed them to identify the
behaviours associated with the two different browser modes and observe any differences
in the types of files stored, amount of data, data content, and whether private mode deletes
the artefacts associated with browsing activity that would typically be left behind if using
normal mode or if files are not stored in the first place. Memory analysis of RAM was also
used to augment their research.

As observed in Table 1, our study aims to ascertain residual artefacts left behind from
private web browsing session and compare the results to that of an ordinary browsing
session across the browsers within our scope. There has been increased research covering
the main web browsers in this area over the last number of years but not extensively
focusing on comparing these with the most recent Brave browser. Additionally, most works
in the literature included conventional forensic methodology and tools, but little attention is
given to live forensics using Volatility for investigating RAM. Our work intends to evaluate
and compare the strengths and weaknesses of using such approaches in combination with
traditional forensic investigation. Additionally, our work aims to form the basis of further
research regarding forensic investigations in mobile devices.
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Table 1. Investigation comparison of our work against other related works.

Web Browsers and Artefacts Our Work [7] [8] [36] [35] [37] [38] [2]

Brave 7 7 7 7 7 7

Google Chrome 7 7 7 7

Mozilla Firefox 7 7 7

Microsoft Edge 7 7 7 7 7 7

Bookmarks 7 7 7

Browser History 7

Cookies 7 7

Downloads 7 7 7

Passwords

Web Search Queries 7

RAM 7

3. Methodology and Architecture

Our work investigates the usage of the private mode within the chosen web browser
scope, compares the findings with those of normal web browsing mode and identifies which
web browser offers the most privacy and if the results correlate with what is promoted
by its web browser vendor. In the following sections, we explain extensively all the tools,
methodologies and approaches we followed for our investigation approach; additionally,
the visualization of it can be seen in Figure 1. The presented investigation approach
analyzes each web browser to identify all the artefacts left behind from a terminated web
session using private mode. This is compared to the results from a typical web session,
which enables us to compare the two modes and each browser directly. Many tools and
methodologies are easily accessible online to assist in digital forensics, and one may be
easily overwhelmed by the wealth of information covering this specialist topic. Most of
these forensic tools allow a trained specialist to investigate cases suspected that a device
has been compromised or involved in a criminal act. Examination of areas such as memory
or hard drive forensics is where this specialism comes into play.

In order to carry out the experimental part of our work in a controlled environment,
VMware Workstation was used, which is a type two hypervisor [40], as this allows for
the creation of virtual machines, straightforward configuration and the capability to use
system snapshots. The benefits of using snapshots include maintaining the original image’s
integrity and enabling the virtual machine to be rolled back to a clean state after each
test. This approach leverages the capabilities contained within modern CPU’s that allow
for the creation of virtual machines that are isolated as well as the applications that are
installed on them. This is an alternative compared to a Type 1 hypervisor, also known
as a bare-metal hypervisor and installed directly on physical hardware. Instead, using
a type two hypervisor is shown to be a practical approach [28] in order to maintain a
consistent and clean testing environment. Similarly to VMware, VirtualBox can also be
leveraged to investigate each web browser by taking snapshots of the virtual machine
under investigation before any testing is commenced in order to roll it back to a clean state
when required [7].

The technical architecture of our work derives to an X64-based PC with an 11th gener-
ation Intel Core i7 CPU at 2.80 GHz, 16 GB RAM and 220 GB SSD. The used virtualisation
software is the VMware Workstation 16 Pro to create a Windows 10 Pro virtual machine
with 2 GB RAM and 20 GB Hard Disk space. As mentioned above, a clean snapshot of the
virtual machine is taken before testing, which we reverted after each experimental test to
ensure unbiased results and findings.

For the data acquisition, we followed a Live acquisition approach such as the following:
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1. Acquiring the VM’s hard disk image: We used FTK imager to take a forensically
sound system image. This image was analyzed in Autopsy. An MD5 hash of each
image for each browser test had been recorded.

2. Acquiring VM’s volatile memory image: A copy of the VM’s (*.vmem) volatile
memory was taken whilst the web browser session terminated, and the VM was in a
suspended state.

The forensic tools we utilized to conduct extensive web browser analysis are the following:

1. FTK Imager 4.5 is a forensic tool that allows capturing a forensically sound image of
a hard drive without making any modification to the original.

2. Autopsy: An open-source digital forensic application to conduct hard drive analysis.
Examples of web artefacts this application reveals include bookmarks, cookies, web
history, downloads, search queries and keywords.

3. BrowsingHistoryView: A tool by Nirsoft, which provides the ability to retrieve and
display browsing history for several web browsers in a single table.

4. Volatility Framework: This tool is used to analyze the RAM images and allows us to
view the live running state of the device.

5. Bulk Extractor: A tool that can analyze a memory image and extract interesting
information such as browsing artefacts.

6. Strings: This is a commonly used utility tool to aid a digital forensic investigation
that is included in most Unix systems. The tool searches every byte of digital evidence
to locate strings of interest.

Common challenges during the digital forensic investigation include the possibility
of powering off or restarting the device under investigation, incorrect assumptions that
the target device is fully operational, insufficient information about the incident before
commencing the investigation and, finally, incorrect investigation techniques that do not
follow the order of volatility.

3.1. Normal and Private Mode Baselines

Before testing can commence, there must be a baseline of a known clean state of the
file system contained within the virtual machine. This adds consistency and helps us
identify any modifications to the Windows OS. Prior to testing the private mode for each
web browser, the normal mode is inspected first. This aims to demonstrate the number
of artefacts on the file system after each session for the two modes. As seen in Table 2,
the following experimental testing steps were carried out in the following order for both
normal and private browsing mode for each web browser included within our scope:

• Power on the virtual machine from a clean virtual machine snapshot;
• Invoke a new web browser session;
• Visit specific URLs contained within the test cases table into the address bar of

the browser;
• Save the bookmark of the visited URL;
• Download an application to each web browser’s default download location;
• Create an email account. Type the search query “gmail” in each web browser’s search

bar. Select the result for Gmail, and on the “Sign in” page choose “Create account”.
Continue with account creation.
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Table 2. Test case approaches that we followed during the investigation activities.

Test Approach Actions

1 Visit the https://us-cert.cisa.gov/ (accessed on 30 November 2021) URL and create a bookmark. Close the web
browser’s tab.

2 Visit the https://eff.org (accessed on 30 November 2021) and https://basistech.com (accessed on 30 November
2021) URLs, each accessed in new web browser tabs. Close both tabs.

3 Download the Bleachbit application from https://bleachbit.org (accessed on 30 November 2021).

4 Conduct the following search engine queries in each web browser’s address bar: Bleeping Computer and
Exploit db.

5 Create a disposable Gmail account and login. Logout of Gmail account and close the web browser’s tab.

6 Suspend the virtual machine.

3.2. Browser Private Mode—Vendor Statements

Each browser vendor provides a notification statement to the user by explaining
their private mode functionality within an active web session. The verbiage used in each
statement appears similar in content, with all statements alluding to help protect and
enhance one’s privacy.

The Google Chrome web browser’s Incognito mode notice states the following: “When
you browse privately, other people who use the device won’t see your history. Chrome doesn’t save
your browsing history or information entered in forms. Cookies and site data are remembered while
you’re browsing, but deleted when you exit Incognito mode. You can choose to block third-party
cookies when you open a new incognito window” [41].

Mozilla Firefox web browser’s Private Browsing mode notice states the following:
“Private Browsing does not save your browsing information, such as history and cookies, and
leaves no trace after you end the session. Firefox also has Enhanced Tracking Protection, which
prevents hidden trackers from collecting your data across multiple sites and slowing down your
browsing” [42].

Microsoft Edge web browser’s InPrivate mode notice states the following: “The new
Microsoft Edge will delete your browsing history, cookies, and site data, as well as passwords,
addresses, and form data when you close all InPrivate windows” [43]. As an additional note
on this notice, Microsoft states the following concerning browser addons/extensions
“Microsoft Edge can’t prevent extensions from saving your browsing history while browsing
InPrivate” [43].

Brave web browser’s Private Windows mode notice states the following: “A private
window in Brave prevents Internet browsing history, form data, cookies and site data from being
saved once you close the window. However, bookmarks saved from private windows are saved for
regular windows too. Private browsing stops Brave from saving browsing activity beyond the
current session. Note that some cookies and site data may be saved for the session, but will not be
remembered when the browser is closed. Downloads and bookmarks are still saved even after closing
a private window” [44].

The approach used within this paper maintains a fair and consistent test across all
web browsers. There are no adjustments made to the web browser settings; instead, the
default values are provided as standard.

4. Analysis and Results

The test cases and methodology outlined in the previous Section 3 were performed
for each browser in scope. This involved using the normal browsing mode first to establish
a baseline for the private browsing mode test. As it can be observed in Table 1, our work
tested several web browsers to investigate various artefacts left behind to both the hard
disk and the RAM opposed to other works published in the literature. In our work, FTK
imager was used to acquire the system images of the virtual machines used for each web
browser test. The VM was then rolled back to a clean snapshot before testing commenced

https://us-cert.cisa.gov/
https://eff.org
https://basistech.com
https://bleachbit.org
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on a different browser. Autopsy is the first tool used to perform hard disk forensics on the
test cases. Ref. [45] mentions that whilst it is entirely possible to perform a digital forensic
analysis by using the command line, it is not realistic due to the length of time and effort
this would take. Autopsy was developed to automate this manual process by leveraging
tools from “The Sleuth Kit” that can parse the output from the results into an intuitive
graphical user interface. Dead and live analysis can be performed using Autopsy, which
makes this tool versatile for a digital forensic investigation.

Table 3, depicts each web browser artefacts discovered in private browsing mode
using Autopsy and BrowsingHistoryView forensic tools. It should be noted that these tools
managed to retrieve the presented artefacts in all web browsers in the normal web browsing
mode; hence, the normal browsing mode results were not included in the table. As it can
be observed from the table, the web browser that has the least remnants of web browsing
artefacts on the OS is Google Chrome using the Incognito mode.

Table 3. Artefacts of private browsing for the web browsers within our scope. Ticks present the
found artefacts.

Artefacts Brave Google Chrome Microsoft Edge Mozilla Firefox

Bookmarks 7

Cookies 7 7 7 7

Downloaded files 7

Email 7 7 7 7

History 7 7 7 7

Web search queries 7 7 7 7

Contained within the Windows OS, there is a file named “pagefile.sys”. The purpose of
this file is to store information from running applications whenever there is no space left in
RAM. This file is also known as the swap file or virtual memory. Autopsy provides the nec-
essary functionality to perform keyword searches for any strings chosen by the investigator.
The keywords pertaining to the test cases were used, and the results returned several web
artefacts contained within this hidden pagefile.sys. Similar research was performed by [2].

The results of the pagefile.sys can be seen for the normal browsing mode in Table 4 and
for the private browsing mode in Table 5. As it can be observed, there were remnants of arte-
facts discovered in pagefile.sys for all web browsers except one: Google Chrome Incognito
mode. This is an interesting discovery in the fact that other browsers based on Chromium
architecture (Brave and Edge) returned positive results. Further experimentation into this
file would be worth pursuing in future work.

4.1. Memory (RAM) Analysis

Analysis of the volatile memory (RAM) is a vital digital forensics technique that is
becoming increasingly popular amongst investigators for identifying artefacts that could
be vital in an investigation. For all digital forensic investigations, the order of volatility
must be followed. The order of volatility deals with the lifetime of data, and data that are
the most volatile must be collected first, as this is the most susceptible to being changed or
destroyed first [46].
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Table 4. Normal web browsing mode findings by inspecting the pagefile.sys file. Ticks present the found artefacts.

Artefacts Brave Google Chrome Microsoft Edge Mozilla Firefox

URLs
us-cert.cica.gov
(accessed on 30

November 2021)

basistech.com (accessed
on 30 November 2021)

eff.org (accessed on 30
November 2021)

bleachbit.org (accessed
on 30 November 2021)

Email Address test@gmail.com 7

Web Searching Bleeping computer 7

Exploit db 7 7

Table 5. Private web browsing mode findings by inspecting the pagefile.sys file. Ticks present the found artefacts.

Artefacts Brave Google Chrome Microsoft Edge Mozilla Firefox

URLs
us-cert.cica.gov
(accessed on 30

November 2021)
7 7

basistech.com (accessed
on 30 November 2021) 7

eff.org (accessed on 30
November 2021) 7

bleachbit.org (accessed
on 30 November 2021) 7

Email Address test@gmail.com 7 7

Web Searching Bleeping computer 7 7 7

Exploit db 7 7 7

A user’s browsing history is optionally saved to a file on the hard disk, and in order
for the browser to access and read that data, it must read the file’s content into RAM [47].
This increases the possibility for a forensic investigator to retrieve browsing information
from volatile memory. The next stage in this experiment was to capture a memory image
of the virtual machine for each browser. This aims to identify whether any browsing-
related artefacts reside in volatile memory during the private web browsing session had
been terminated and compare that with the results on the hard disk. For this experiment,
the following memory analysis forensic tools were used: Volatility, Bulk Extracto and
Strings. Using multiple tools on a memory image allows for dual tool verification as not
all tools present the same results. Memory analysis was performed utilizing the SANS
Sift workstation [48], a forensic toolset containing free and open source utilities to assist a
forensic expert in analysing digital evidence collected as part of an investigation. Starting in
order for each web browser within our scope, a memory image was acquired and analyzed
for both normal and private modes.

Brave Analysis

The Bulk Extractor tool was executed on the memory image that involved normal web
browsing mode for Brave web browser specifically. All test cases for this experiment were
run, and then the results were analyzed for related artefacts. After analysing all the results
from running this tool, it was confirmed that all browsing artefacts in relation to our test
cases resided in memory after the browser session had ended and the Brave web browser
was closed (Appendix A). To continue the analysis, Strings was used to look for keywords in

us-cert.cica.gov
basistech.com
eff.org
bleachbit.org
test@gmail.com
us-cert.cica.gov
basistech.com
eff.org
bleachbit.org
test@gmail.com
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relation to our test cases. Comparing this to Bulk Extractor, the results were similar in that
almost all related artefacts were discovered by using this method (Appendix B). The final tool
used on this memory image was Volatility. Volatility provides numerous plugins that can
be used to extract specific information from a memory image. The focus for this test was to
use a plugin called “Yarascan.”This plugin can search an image for Yara signatures, looks
for patterns found in malware or be used to perform searches on the fly, such as looking for
strings containing “https:” [48]. All the related artefacts were found by using this plugin in
Volatility (Appendix C).

An area-specific to Windows 10 OS is that of Memory Compression. This was intro-
duced to increase the performance of the OS by compressing parts of process memory and
then being swapped out to a specific memory store [49]. Their focus was exploring the
memory compression issue and developing a method to de-obfuscate compressed pages
as there could be the potential to uncover interesting digital artefacts. Within Volatility, a
plugin called pstree exists whereby it can process and present a list of all running system
processes depicted in a tree form. This output will display parent and child processes,
which are indicated by indention and periods (.). In order to examine the memory space of
the MemCompression process, an association of its identifier would need to be confirmed in
order to dump the process to a file, which could then be analyzed using the Strings tool.
Following the process of capturing, it could be analyzed using the Strings command and
searching for keywords in relation to artefacts from the test cases (the investigation and
results related to that can be seen in Appendix D).

Similarly to normal browsing mode, Brave’s private mode is examined in the same
manner. The output of each tool can be seen in Table 6. The Bulk Extractor was the first
tool used and had similar results compared to normal browsing mode in Brave. Running
this memory image through the next tool, Strings, returned slightly different artefacts than
the Bulk Extractor, whereas in the third method for memory analysis through Volatility
and using the plugin Yarascan to look for entries that include “https”, the results increased
more than the previous two tools. In our test related to the web search of Bleeping computer,
we retrieved Partially (the result for Bleeping Computer found was from the following web
page: https://www.google.com/search?q=bleepi (accessed on 30 November 2021)), which
is a web search query.

Table 6. Memory analysis results using the Bulk Extractor, Strings and Volatility in Brave’s private web browsing mode.
Ticks present the found artefacts.

Artefacts Bulk Extractor Strings Volatility

URLs us-cert.cica.gov (accessed on 30 November 2021) 7

basistech.com (accessed on 30 November 2021)

eff.org (accessed on 30 November 2021) 7

bleachbit.org (accessed on 30 November 2021)

Email Address test@gmail.com

Web Searching Bleeping computer

Partially (The result for
Bleeping Computer found was:

https://www.google.com/
search?q=bleepi (accessed on

30 November 2021))

Exploit db 7

From analysing the results so far for private mode, it is clear that running multiple
forensic tools is a must, as vital evidence could be potentially missed by a single tool. These
results also demonstrate similar findings to browsing in normal mode with Brave and
comparing directly with the results from hard disk analysis where it aligned with the web
browser vendor statement; this was certainly not the case by analysing the volatile memory.

https://www.google.com/search?q=bleepi
us-cert.cica.gov
basistech.com
eff.org
bleachbit.org
test@gmail.com
https://www.google.com/search?q=bleepi
https://www.google.com/search?q=bleepi
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4.2. Web Browser Results

Table 7 depicts the results using all the tests tools, Bulk Extractor, Strings and Volatility,
for all the web browsers within our scope, including the Brave browser already discussed
previously. As seen in Brave’s analysis in the previous subsection, in the test related
to the web search of Bleeping computer, we retrieved partially the result (The result for
Bleeping Computer found was: https://www.google.com/search?q=bleepi (accessed on
30 November 2021)) from the web search query. The normal web browsing analysis results
were as expected, retrieving most of the artefacts in our tests. Hence, they have not been
included in the table, and we focused our comparison on the private browsing modes of all
the web browsers within our scope. This memory analysis technique provided interesting
results, with Firefox private mode reporting the least artefacts found.

Table 7. Results of each tested tool for all the web browsers regarding the private browsing modes. Ticks present the
found artefacts.

Tool Artefacts Brave Google Chrome Microsoft Edge Mozilla
Firefox

Bulk Extractor URLs
us-cert.cica.gov
(accessed on 30

November 2021)
7

basistech.com
(accessed on 30

November 2021)

eff.org (accessed on 30
November 2021) 7

bleachbit.org (accessed
on 30 November 2021)

Email Address test@gmail.com 7

Web Searching Bleeping computer Partially 7 7

Exploit db 7

Strings URLs
us-cert.cica.gov
(accessed on 30

November 2021)

basistech.com
(accessed on 30

November 2021)

eff.org (accessed on 30
November 2021) 7

bleachbit.org (accessed
on 30 November 2021)

Email Address test@gmail.com 7 7

Web Searching Bleeping computer 7

Exploit db

Volatility URLs
us-cert.cica.gov
(accessed on 30

November 2021)

basistech.com
(accessed on 30

November 2021)

eff.org (accessed on 30
November 2021)

bleachbit.org (accessed
on 30 November 2021)

Email Address test@gmail.com 7 7 7

Web Searching Bleeping computer 7 7 7

Exploit db 7 7

https://www.google.com/search?q=bleepi
us-cert.cica.gov
basistech.com
eff.org
bleachbit.org
 test@gmail.com
us-cert.cica.gov
basistech.com
eff.org
bleachbit.org
 test@gmail.com
us-cert.cica.gov
basistech.com
eff.org
bleachbit.org
 test@gmail.com 
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5. Discussion

Most users tend to opt for convenience and usability over security and do not use the
private browsing mode offered by many browser vendors or perhaps do not even know
that this functionality is available to them. On the other side to this, malicious users may
purposely use this functionality in an attempt to cover their tracks. An example of this
could be a scenario in the workplace, whereby an employee is wasting time by browsing
non-work related websites instead of performing tasks related to their role. This use case
may be more common than what is thought, and whilst private browsing can make digital
forensics slightly more challenging to retrieve artefacts, it will not prevent technologies
such as web filtering and firewalls from recording this activity. There are, in fact, security
solutions specific to detecting insider threats, such as time wasting and alert on when
a user that browses the web when using private mode. This in itself demonstrates that
this is an everyday use case that can be misused and will continue to be misued for the
foreseeable future.

Brave is one of the newest browsers that purports to focus on privacy as claimed
by the vendor. The experiments in our work expected that Brave would be the browser
to have the least amount of recoverable browsing artefacts, either on disk or in RAM.
Surprisingly this was not the case, and similarly to others within the browser scope, the
results have shown that many were identified primarily through volatile memory analysis.
It can be easy for an inexperienced user to be misled by claims from the browser vendors
who advertise their private browsing functionality, thinking that by using this particular
mode, their web transactions and activity will be completely private with no chance of
recovery. It could also induce an individual to engage in riskier online behaviour, both in
the workplace or at home.

The results of our experiments have shown that although browser vendors provide
privacy-based features, such as private browsing, it does not guarantee complete anonymity.
Security awareness training in the workplace is one such tool that helps educate the
userbase through means of video content and similar but needs to be engaging enough
for the material to resonate with the individual. The decision to choose the browsers
included in this scope was taken after reviewing the current web browser market share
and comparing it with other works in the literature. The Brave browser is a relative
newcomer within this area and was chosen due to its privacy boasting features. As
more research has been conducted within this space over the last decade, it presents
an opportunity to compare browsers over time and investigates if they have different
behaviours regarding private web browsing modes. Additionally, the focus of this paper
aims to perform an extensive investigation according to the following investigation goals,
seeking to understand better how modern-day browsers using private mode by comparing
one to the other and their vendor counterparts.

Which Artefacts Are Left Behind in Windows OS Whilst Using Private Mode within the Web
Browsers of Our Scope.

The results obtained through this experiment revealed that all the web browsers within
this testing scope had retained remnants of most browsing artefacts included in the test cases,
both on the hard disk and in volatile memory. The importance of using different forensic tools
has been evident throughout this experiment, as some have identified artefacts that another
has not. This would provide an investigator with more data to analyze to attain forensically
sound data that can be admissible in a court of law. Table 7 indicates that more browsing
artefacts within private browsing mode were uncovered by using memory analysis tech-
niques rather than analysis of the hard disk image using Autopsy. The pagefile.sys, which
was not the focus of this experiment, returned positive hits within Autopsy.
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Evaluating the Results Using Different Forensic Toolsets for Both Normal and Private Web
Browsing Modes across Each Web within Our Scope.

Throughout this experiment, using multiple open-source forensic toolsets has been
invaluable in uncovering positive results, especially using the straightforward Strings
command on the volatile memory images. This tool uncovered several browsing arte-
facts within this investigation and would be one of the easiest and quickest to execute
for an examiner. Time is of the essence in any forensic investigation, and having a re-
liable and effective tool is fundamental to collate forensically sound data. Using Bulk
Extractor also proved fruitful and achieved similar results to Strings. Finally, Volatility was
used to perform scans of the volatile memory image using the Yarascan plugin, and the
results returned from this technique uncovered the most artefacts of the other memory
analysis methods.

Which Browser Leaves the Least Artefacts behind on the OS.

This experiment’s results clearly indicate that the browser that leaves the least brows-
ing artefacts behind, both on the hard disk and in volatile memory, was the Google Chrome
browser using the Incognito mode. This discovery was unexpected in the fact that the
Brave browser was the one expected to be the most privacy-focused out of all in the testing
scope, which is also based on the same Chromium engine. Future work could include
testing the same web browsers under the same conditions in portable modes, such as
mobile devices, and using the same forensic methodology utilized in this experiment.

How Does the Privacy-Focused Brave Browser Compare to the Other Mainstream Browsers.

Both normal and private modes within the Brave browser did not meet the expec-
tations of this experiment compared to the other web browsers, in terms of recovery of
URLs of sites, as part of our testing plan. Disk analysis for private mode using Autopsy
matched the Vendors declaration of “Downloads and bookmarks are still saved even after
closing a private window” [44]. However, during memory analysis, including the results
for pagefile.sys, it returned most signs of browsing activity, as depicted in Table 7. Memory
analysis has shown to be a valuable asset in an examiners toolkit, especially when it comes
to web browsers that purport to focus on privacy.

6. Conclusions

The aim of our work was to investigate the usage of the private browsing mode within
the chosen web browser scope, compare the findings with that of normal web browsing
mode and identify from the findings which one of the browsers offers the most privacy and
if the results correlate with what is promoted by each web browser vendor. Our testing
methodology and architecture remained consistent across each web browser, along with
specific browsing related tests. At the end of each test, the testing VM was rolled back to a
clean snapshot so that the environment remained consistent and fresh for each browser.

The conducted analysis related to hard disk forensics met the expectations of what
was declared by each web browser vendor, with the exception of artefacts discovered in
the pagefile.sys. However, viewing the volatile memory’s analysis results for all the web
browsers in both normal and private web browsing modes has shown that mainly traces
of artefacts can be found on the hard disk, and volatile memory can be an essential asset
in a forensic investigation. This is particularly accurate for the order of volatility, as if
a machine is restarted or powered off, and all traces would be lost, making recovery of
evidence difficult for the forensic analyst and overall investigation.

For the vast majority of people, web browsing remains one of the main activities
performed on computer systems as more and more technologies transition their services
into the cloud and make it easier for people to connect, collaborate and conduct business.
Whilst a lot of this will be legitimate behaviour, there will also be an element that allows
using technology for nefarious reasons. For this reason, IT specialists with the necessary
skills are required to try and keep up with the latest topics in this area and be able to
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think similarly to a malicious actor. Digital forensics remain a vital element in any digital
investigation and is needed now more than ever as the number of devices increases to for
performing cyber-attacks and criminal investigations. This work highlights that private
browsing does not mean absolute anonymity, and someone with the appropriate skills and
tools can recover artefacts related to the activity carried out through the web browser.

Recommendations for future work would be to consider using a similar methodology
and architecture in order to compare the findings with the Tor web browser and the Brave
browser with Tor connectivity since these topics have not been extensively investigated
in the literature. Additionally, further anti-forensic technologies can be tested, such as
CCleaner and Bleachbit. Finally, since the world shifts towards a mobile era, portable web
browsing could be analyzed by following a similar investigation approach with our work
and especially privacy-focused mobile browsers such as DuckDuckGo.
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Appendix A

The Figures A1–A3 present the output of the Bulk Extractor tool regarding Brave’s
normal web browsing mode.

Figure A1. Bulk Extractor results structure.
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Figure A2. Example of domain artefacts found in domains.txt file using the Bulk Extractor tool.

Figure A3. Email address found in email.txt file using the Bulk Extractor tool.

Appendix B

Figure A4 presents the output of the Strings tool regarding Brave’s normal web
browsing mode.

Figure A4. Strings investigation for specific keywords.

Appendix C

The syntax of Figure A5 used to perform a volatility search using the Yarascan plugin in
Brave’s normal web browsing mode. The results of this command can be seen in Figure A6.

Figure A5. Volatility Yarascan looking for the keyword “https:”.

Figure A6. Yarascan Output displaying email artefact running in MsMpEng.exe (Windows Defender
Antimalware Application).

Appendix D

In Figure A7, the process of dumping a process to a file can be seen in order to conduct
further analysis. Additionally, in Figure A8, this file analyzed using the Strings tool in
combination with grep.
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Figure A7. Identifying and dumping MemCompression process for further analysis.

Figure A8. Strings tool in combination with grep.
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