Making assessment and feedback fun:
feedback before and after
assessments

Motivation: To create a scientific approach to testing, that is designed with
feedback in mind at every stage.

e Requirement for Feedback.

e Test Design and Creation

e Test Preparation and Analysis
e Feedback System

e Some Results

e Conclusions
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<quest id="000001">
<title>Who is associated with Apple:</title>
<gl>Steve wozniak</ql>
<q2>Tim Berners-Lee</q2>
<q3>Bil1 Gates</q3>
<g4>James Gosling</q4>
<correct>ql</correct>
<level>1</level>

<explain>http://en.wikipedia.org/wiki/Steve_Wwozniak</explain>
</quest>
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Feedback on theory
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Question
Correct
Not ans
Incorrect

Score 491
Rating 2

Correct 39
Not ans 13
Incorrect 17
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Score 448
Rating 2

Score Rating Match %

<20 Same rating 15 79

<30 One level difference 3 16

<40 Two level difference 1 5 Penalty
<50

<60
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Author: Prof Bill Buchanan

Evaluation of test questions 2010/2011
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Outline Requirements

The tests will aceount for 25% of the module, and will be based mainlv on units 1-4 of the
course. The questions are taken as a multiple-choice exam with five answers. It is a closed
book test, and normal examination conditions applv. A comrect answer scores +1, an
incorrect answer scores —0.2, and a non-answer gets a score of zero. The score will be
normalised and converted into an indicative grade (A+, A, A-, and so on).

Understands the operation of a shifted-alphabet encryvption:

Which of the following is a shifted-alphabet coding for forest:
GPSVTF
IRUHVU
HOQTGUT
[RUHVW

None of the above
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Understands the range of asvmmetric encryption algorithms

Which is an asymmetric encryption algorithm:
IDEA
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s
Formal feedback using
mechanised procedures

Good things:
No students can have any grumbles on the
test.
Students get a quick wind-down.
Builds up bond with the academic team.
Little change of errors the evaluation of
performance.
External examiner see an integrated approach.

Overall system




Outline Requirements
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1 Defines the key US laws related to computer security
2 Defines the key stages of a pen test
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3 Defines the key stages of a pen test within black box testing
3 Able to analyse a port scan and how it is used
4 Defines the characteristics of Botnet taxonomy. and classifies different methods
3 Understands a sample SQL injection attack using a SQL request to read from a database
9 3 Understands a sample SQL injection attack using a SQL request to update data on a data
10 5 Does a calculation on average marks and is able to infer the gradings for individual marks
11 5 Calculates the number of bits used for a certain enthropy value
12 5 Analyses the ARP request and response. for data that has been medified
13 4 Analyses a network trace for the key parameters for Ethernet. IP and TCP
14 2 Understands how TCP is identified in an IP packet
15 5 Analyses a network trace for the TCP segment flow. and the key parameters
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Emailed to us on the day of the
assessment. Awesome.

Bill gives very fast feedback.

Yes. Same day results.

Indeed, concise, and well presented.
Excellent feedback on the tests, very
fast and accurate.

And so on.

Face-to-face feedback or
over MSN Messenger or
Skype text within one
day of the test.
Sometime by email.
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Defines the key US laws related to computer security Link]
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Defines the key stages of a pen test within black box testing
Question & Rating: 3

Able to analyse a port scan and how it is used [Link]

Question 7 Rating: 4

Defines the characteristics of Botnet taxonomy, and classifies different methods [Link]
Question 10 Rating: 5

Does a calculation on average marks and is able to infer the gradings for individual marks
Question 12 Rating: 5

Analyses the ARP request and response, for
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23. With on-line tests which should be true:

The answers should be revealed if required

The answers should not be available

No comment
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Conclusions

Motivation: To create a scientific approach to testing, that is designed with
feedback in mind at every stage.

e Integrated process which integrates students and external
examiners.

e Scientific approach, with accurate assessment of performance.

e Students understand what they must study, and have a wide range
of test questions.

e Face-to-face creates a bond between the student and academic.

e ltemized learning elements make it easier to analyse overall
performance.

Prof Bill Buchanan, School of Computing




