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ENU e-Health Cloud Architecture 
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Single Point of Contact (SPoC) 

• A security authority with the following functions 

– Authentication 

– Authorisation 

– Federation 

• Claim-based identity management & access control 

– User & Client 

– Claim 

– Security Token Service (STS) 

– Resource Security Token Service (R-STS) 

– Relying Party (RP) 
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• Authentication 

– Internal users 
• A SPoC may serve as a STS 

• A SPoC may be a RP of Federated ID Providers 

– External users 
• Each SPoC serves as a R-STS in a SPoCs Federation 

• Authorisation 

– Service authorisation 
• Role- or individual-based access to e-Health services 

• A SPoC issues a Service Ticket to an authorised client 

– Data authorisation 
• Role- or individual-based CRUD over medical attributes 

• A SPoC issues a Data Ticket to an authorised client 
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SPoC Architecture 
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Policy Syntax 
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Policy Categories 

• Service Authorisation 

– To allow or deny certain roles or individuals to consume 
an e-Health service 

• Service Subscription 

– To allow a service to access or modify a set of a patient’s 
medical data in order to perform its functionalities 

• Specific Consent 

– To allow or deny certain roles or individuals to access or 
modify a patient’s data in a fine-grained manner 

• General Consent 

– To express a patient’s willingness to share anonymised 
medical data in a certain application context 
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Workflow 
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