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Cyber Skills and Training

Prof Bill Buchanan




New Threats?

Understanding Risk

What is ... a threat ... a
risk ... a vulnerability ...
the motivation?

* Wide range of threats to
organisations.

e Organisations now highly
dependent on their

information infrastructure.

¢ Real-time threat analysis
needed to cope with
threats.

Political
Hacktivism

Policy

Changes Media

Coverage
Lack of influence
Critical

Infrastructure
Failure

Data Security
Leakage Flaws

: Intellectual
@ Property Theft
7

Technological

Economic

Internal/External

Fraud Trusted Partner

Relationships

Interest Rate

Exchange
Change

Rate Change

Share Price Fall

Poor market
perception

o

Organisation Disgruntled Employees/

Ex-Employees

Changing skills
bases

General Perception of
the organisation

Social

Risks ... threats ... vulnerabilities




L
K™
N
o
o
o
>
O

Background
Prof Bill Buchanan




T
c
Ly
-—
@)
o
w
=

Cyber Securi

Cyber

5:_ Ministerial Submizsion.pdf - Adobe Reader

|Ei|e Edit View Window Help

Tools Sign

monies to be spent in Scotland.

Ou.w 815 and CPNI criteria for key businesses and apply these to the Scottish economy, to then
ensure that necessary processes and procedures are in place to enhance cyber security.

Additional recommendations, contingent on clarification of UK government funding:
I he Directorate for Employability, Skills and Learning. the Directorate for Business, and
2 Scottish Enterprise to build links with BIS and M15 to capitalise on opportunities for Scotland-

%‘ basedfowned businesses and research facilities to deliver cyber security products and
SErvices.

@fhl.‘ Directorate for Employability, Skills and Learning, the Directorate for Business, and
Scottish Enterprise to explore opportunities for Scotland basedfowned businesses and
research facilities in the mainstreaming of cyber security throughout the Ministry of Defence.

he Directorate for Employability, Skills and Learning should consider SCDEA’s DL Wilson's
and the universities’ work on developing 2 centre of excellence in national cyber security
skills, and also contact Bill Buchanan of Edinburgh Napier University, as a Scottish component
of improving national cyber security skills.

¢ The Directorate for Learning should seek 12 ensure appropriate amends to Get Safe Online, 1o

add more Scotland-specific links In the teachers, pupils and curriculum area.

he Directorate for Employability, Skills and Learning should encourage Scottish universities
to seek involvement in the Cyber Security Challenge.

he Directorate for Employability, Skills and Learning, the Directorate for Business, the
Directorate for the Office of the Chief Scientific Adviser, and Scottish Enterprise should ensure

F .
L cyber_green_paper.pdf - Adobe Reader

that Scotland is at the forefront for gaining UK Government research sponsorship into cyber
security challenges.
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A Strategic Proposition

for

Cyber Security in Scotland

April 2012

Cyber Security
National Delivery
Board for Scotland

Enterprise Delivery

Board Board

Education Delivery

Board Board

Background

Resilience Advisory

Technology Delivery




- A Cyber Security Management System for Scotland

SECTOR STAKEHOLDER REGIME

POLITICAL
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- Public . Doerd Vision,/Strategy
ECONOMIC - Academia - Strategic Reguirements Capture
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= Knowiedge Management
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= Formal Acedemic Education

= Academis

Law Enforcement and
~ Specialist Sa_ottish,fu!t b L Ty
Agencies

= Services
- Cyber Inteliigence
« Treining/CPD
TECHNOLOGICAL
. Capability Management

\0\*\:0\0\

L understarcing s responsibithios. whieh will be communicated through chear ard realiend
irfermaticn promacls The Regimo will enscursge the develapmient withia the matcn's banders. of wond leacing
Iesilectioal Propecy. AN Ut it plIce 3 SEUCITON SHSI0M that Wil Do recSEnised 00 the ZIS0al SLa0emMIC SUE

b A Partnership Approach
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Ministerial Lead

Fergus Ewing
Minister for Energy
Enterprise and
Tourism as the
ministerial lead for
Cyber Security in
Scotland.

Membership
Scottish Govt Cyber Lead
Scottish Govt CNI rep

Crime Enforcement Rep

Senior Industry Rep
Senior Academic Rep

Scottish Govt Enterprise rep
Scottish Govt Education rep
Scottish Govt Digital Inclusion rep
Enterprise Delivery Champion
Education Delivery Champion
Technology Delivery Champion

Information Assurance Rep

Cyber Security National Delivery Board for Scotland
Chair: Scottish Govt Director-General

Resilience Advisory
Board

For Scotland (Cyber)
Chair: Senior Govt
Figure

Membership

As per current Scottish
Govt Cyber Group
Scottish Govt Cyber
Lead

Enterprise Delivery Board
Chair: CEO Scottish
Enterprise

Membership

Scottish Enterprise Lead
Scottish Govt Enterprise Rep
Scottish Gov CNI Rep
Financial Services Rep x 2
Finmeccanica Rep

Rep from Tech Delivery Board
Security segment Rep

Retail segment Rep

Energy sector Rep
Manufacturing Rep

Crime Enforcement Rep
Information Assurance Rep

Education Delivery Board
Chair: Senior Academic
Figure

Membership

Scottish Govt Education Rep
Rep from Enterprise Del
Board

Crime Enforcement Rep
Napier University Rep
Glasgow Caledonian Univ
Rep

St Andrew’s Rep

Security specialist Rep
Financial services Rep
Information Assurance Rep
Knowledge Mgmt Specialist
Qutreach Rep

Technology Delivery
Board

Chair: Senior
Entrepreneurial Figure
Membership

Scottish Govt Technology
Rep

Scottish Enterprise Rep
Crime Enforcement Rep
Rep from Enterprise Del
Board

Academic Rep

Scottish Procurement Rep
Specialist Security Software
Reps SME Reps

Background
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Cloud-based Training

Prof Bill Buchanan




Terminals

Mainframe

Computers
connect to
services (SoA)

Stand-alone
computers

Computers
connected to
servers

Changing trends




) Uy
Private Cloud é h

owned and run by
an organisation

12@ GRID
(

% amazon

webservices™

shared by several
organisation, with a
common policy, compliance,
mission, etc

478 " A lenaca
¥ rackspaceclout

Public Cloud — owned by ‘
an organisation selling a " Hybrid Cloud

é cloud infrastructure two or more
clouds

Cloud types



On-demand self-service.
Consumers get server CPU,
memory, bandwidth and
storage resources whenever

| required.

Rapid elasticity. Consumers
can easily scale-up and scale-
down, whenever required.

Location independent resource
pooling. Multiple customers use
shared resources within the
provider, without actually knowing
where the exact location of these

Pay per use. All access to resources
is monitored, and paid for either by
advertising or usage. Payment
methods: per users created, per hour
usage (service), etc.

Cloud characteristics




Public Sector @

e Evaluation of
systems.

¢ Training. i

Government
e Define standards

e Evaluate products mission. etc

Software Vendors:
e Test environments.
amazon ¢ Promoting products.

webservices™
¢ Providing floating licences
Public clouds

Industry

e Training/sharing
materials.

e Professional
certification

Community Cloud - shared by
several organisations, with a
common policy, compliance,

Academia

¢ Training/sharing
materials

¢ Virtualised environments

Existing @
Academic

Clouds
—/r

Community Cloud




Distance learners
@ e Exact environments as face-to- Industry

face students. ¢ Adding evaluation
¢ Blended learners have greater infrastructures.

Enhal.“:ing skills choice and ﬂeXIblllty Post project work/
* Supports a wide range of interesting areas of
pre-built enviroments work

within a sandboxed . Ability to review
infrastructure flexiant materials presented
Working across to students.

institutions Q) Q) ﬁﬁ:iit: ttr?eStUdy
e Cloud environments _-) D : 2 "\

allow for working across workplace.
traditional boundaries.

Community Cloud — shared by

several organisations, with a

common policy, compliance,

mission, etc

Project work
e Students can start from
existing well-tested

environments. Continuation of work

. N e Students can carry
Engaging students ' their infrastructures

* State-of-the-art throughout modules/
infrastructures

Group working Robust
e Students can integrate  infrastructures
their systems in an e No more 9-5pm,
isolated environment. Mon-Friday
environments.

Snap-shots of work

e Student can create snap-
shots, and move back and
forward amoungst them.

Advantages of Community Clouds
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White Hat
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Difficult to use
many of the
techniques within
a real-life space

Black Hat

Demands on
professional
certification

ClEH

Cortifind | Erbical Hatker

Virtual spaces allow for a
more complex and deeper

secure infrastructures require in-depth

knowledge and a
range of skills

Black and White Hats




Internal Network (192.168.x.x/16)

Firewall/

Public Network | Router
Connection

Controlling

_signals . ESXi Host
TTe—a (Socesx2)

— —

T —

Controller

(Socesx1) Ny Lab Manager
Shared S Cluster

Lab Manager Storage ESXi Host

Router/Firewall (4TB) (SOCESX3)

Storage Server
Virtual Centre (Socesx4)

78 virmmre venter o5 Vg B oy = Eion - o e e I -

(<1823 7 e : : i = Costicatmlmes | [ 1]

wov Bagee Saleyr Taoke

Tdkd and Tieploy

Napier vCenter infrastructure



Virtualised and Cloud-based labs (AWS):
* Range of state-of-the-art operating

systems and tools.
e Evaluation of Public Cloud resources.

Teaching of four modules in computer
security, digital forensics and database
ggs%r%%eﬂw systems for 2010-2012
(inc. Host-based Forensics, Security and
Forensic Computing and Adv Security and
Digital Forensics at
BEng/BEng (Hons)/MSc level

Virtualised and Cloud-based Iabs@ l“" '
o Complex infrastructures for g
evaluation for students. | scotorms
e Deep analysis of security and
digital forensics in an isolated
environment.

¢ Industry standard tools and
methods.

cloud@napier




Virtual Machines ™ Networks Configuration Biagram History
Add Virtual Machings... Imgort VM3 from vCenter...
Crvmr iy
Build and Deploy

paces VM Name - Nebwork External  Template
P

Rimanm
Deployed Machines
chine (1.4 of 4)
Manage
Users &

o e Center Lot Manacer=ll W - = T —— —

O Cenificate

Snapshot Ctri-Ak-Del
Configuration Snapshot

it Internet Expires b=l
B

BRI o 1P arel Wa 2 ol FullicmenPs ) Certificate evor B

Srapshet

“ Partition Editor
Services
Shared Folders
%4 Time and Date
Users and Groups
= yakuake
£ ettercap - Ettercap
W Inteqmet ¥ &, kpowersave - Baltery Monitor
& Services ¥ o, Software Sources
& Graphics v i ginfoCenter - Info Center
40 Multimedia ¥ 8 kSysGuard - Performance Monitor
" n b & Konsole - Terminal Program
& Utilities ¥
% KSnapshot
Action
s Sottings
System Menu
Run Command...
=+ Lock Session
e Log Out...

o

cloud@napier



" 2 (&) napier.ac.uk hity vel napier.ac.ulcd44 3 vaphere t (& ".l' donald trump

vmware vCenter Management U | SOCLAB\bbuchanan =

Virtual Machines

D Jri Hame State Status ot Provisioned Space My Recent Tasks ]
£ vc2003 napier.ac.uk (B BTS. 6 Powered On & Mormal S0 Vapieracu 21.02GB

w | '3 Mapier Datacenter $ BTS_7 Powered On & Mormal = ar,acuk 21.02GB

Go to Task Console
i L : Running Failed

» ] Discovered virtual BT5_8 Pawered On & Mormal 50 r k 21.03GB

|Management VMs ™ BTE o

Pawered On & Mormal S008SK3.N3 C.uk 21.03GB
| Production

BT_14 Powered Off & MNormal 5008 F ac.uk 21.10GB

Linux01 Powered On & Mormal 20.56 GB

3 Linux04 Powerad On & MNormal S0 Cuk 0.56 GB
0

Adv Security (Linux)

6 GB

Acv_Security (Windows)| EB Linux0s Powered On & Mormal

_IWindows 2008

k
k
» [)Server Infrastructure (dof Preview: Linux01
[
k

Windows 7
i - Status * VM Hardware -
& vm_MetasploitableServe e 5 = g # Work In Progress
wveral ormal C CPU(s), 0 MHz used : : 3
& vm_Ubuntu_11_Rich_ns @ < O ProvisionVidual M. (1)

-~ II.___ iy [ I ! L1 )/ N R
“1Staging b Memon | 512MB, 2518 used & Provision Virtual Ma..
» 1 Templates - Guest OS Details 5
| Tewr » Hard disk 1 20 GB
e Power State Powered On

orkadapter2 FencedLab1 connected
= [} 2 5

£ VbuntuPUT_D Guest0S Ubuntu Linw (32-bit)

3

& UsuntuPUT_0OIdScalpel $) CODVD drve 1 Disconnected
& UbuntuPUT_0TMP
G UbuntuTest DNE Name

e [ " At
Mware Tools & NMotrunning (Current) @ UsBDe Connect client cevice

~ 3 AMlarms
[ Floppy drive 1 Disconnected L

Al (3) Mew (2) Acked..
© socesxdnapieracuk
Console » Other Additional Hardware P
Host storage status

(L ve2003.napier.acuk
Health status monitoring

= Related ltems © production

Virtual Infrastructure




[ Send Ctrl-Alt-Delete

Hint: Press Ctrl-Alt to release the cursor from the guest
EnCase Acquisition
Case (test?) » &3 View v (¥ Tools v #f EnScript » 3 Add Evidence »
A4t Home | <2 Evidence |
c 0 ¥ View ng (Evidence) v Split Mode - _:‘ Process Evidence | Open ™ Remove ¥) Update Paths ‘)Change Caches + Raw Search All = \},BDDL’.ITIE[k -
7 Table | %4 Timeline

Ul w &1 = ] Selected 0/38 v

Primary Evidenceé Evidence Processing Not Has GUID -
Path Paths | Processor Logs Status Found | Index

D ntoskrnl.exe ntoskmi.exe . Unprocessed b3d360861b3066 calata3id? 5

Name

u SMSS.exe SM5s. exe . Unprocessed fe0b0656de27 9 cI9607 e4 28:
B avorsa.exe avgrsa.exe . Unprocessed 0d7573573¢79ed 589 9aa25:
n avgesnva.exe avgesma. exe Unprocessed TE4646b336 d5a9 069 d109966
n £5r55.exe srss.exe Unprocessed Seaasb03d5b119clal6b0a45
B csrss.exe CST55.8x8 Unprocessed 3b614374014b35cbbI31Ha87
u wininit.exe wininit.exe Unprocessed cdafa3e6612f9ac2b57bfbeed

n winlogon.éxe winlagon. exe Unprocessed 97bes55644 e20ceb0cE18ab! -
{1} 3

1
2
3
s
5
&
T
&

Fields | | |Report | <2 Evidence Paths Jj Evidence Processorlogs (4} Credentials <7 AcquisitionInfe *, Sources 32 Subjects  {Read Errors ' f  OJlteck [

£ 100% » “ZoomiIn = Zoom Out | ] Previousitem | ] MextItem -
Name SMSS.exe -
Primary Path SMSS.exe
Evidence Paths B
Processing Status  Unprocessed
GUID fbOb0656de27c9c99607e428a278dazb
Cache Status None

File Integrity Evidence cannot be verified
Drive Type Memory Device
EnCase Version 7226

System Version Windows 7

Is Phusiral .

Virtual Infrastructure
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i"" Insiders
(S

Digital
Investigator
Disk Forensics.

Real-time
Defence/
Critical

Proactive

Defence
e Firewalls

£
.

Phone forensics.
Network forensics.
Criminal Analysis.

R ¢ Intrusion Detection.
esponse e Server/Network

- Response Units infrastructure
Social Networks. i ¢

Intruders

LT Security Maintenance =
Defence

e Terrorism. i &F

Security Evaluation .

e Society threats o u

Audit/Compliance

Business e I1SO 27001.

Crime . PCL. &0

e HIPPA. v

Risk Analysis/Brand

Awareness/ Data Leakage & ¢

[

Investigator

¢ Accounting
Forensics.

e Fraud analysis.

Governance/Judicial Infrastructure £




Training Issues:
Students not exposed to a wide range of tools and
environments.
Lack on training on real-life environments.
Physical location can restrict training White Hat
opportunities.
Lack of standardized images of training.
Lack of engagement from industry/law
enforcement (not in Scotland!)

Environments are often fairly static and not .
Focus on knowledge-based professional

certification.

Academia:
Cannot produce graduates fast enough, and with
the right range of skills.
Lack of flexibility in programmes.
Disconnect between recruitment from industry and
universities.
Large variation in standards of educational
provision.
Lack of accreditation of professional practice at
post graduate level.
Lack of industry doctorate support.
Lack of access to standard tools using in security
and digital investigations.
Levels of achievement for undergraduate and
postgraduate levels not well defined.

Some issues



SECUI"Ity. Sharing of
Professionals resources across

Definition of levels of universities

achievement across
Scotland Standardised and

Visualised Labs

Requirement to train at
every level

Seminars by Industry/ Integration with
Law Enforcement European training

Digita I_ Experts infrastructures
Investigators (2Centre)

Cyber Training
Infrastructure

Accreditation of work
based learning Collaborative Training
Develope rs infrastructures for Key
Sectors

Accreditation for
professional certification
General T o Tl e
. u n-line Material: i
Public y Need for more public

Lectures, Labs and engagement in Scotland
Tutorials

The Future?



MPhil/PhD

MSc level Security/Digital Forensics

CISSP

Dissertation (1x60 credits)

EnCase

MSc level Security/
Digital Forensics
(6x20 credits)

Work-based
Learning

CEH

Cisco

Microsoft

Four Year
Undergraduate Degree

“60 credits

Part-time/Full-
time mode

Distance/Blended
Learners

Defining standards:

Academia.

Scottish Police.
SMEs.

Large industry.
Professional Bodies.
Public sector.

Etc.
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