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Xmas Cyber
Lectures (3000
pupils — 4 cities) +
IET Xmas this year

2N\
T

IT4U (Sensors, Cyber,
Games, etc)
- 400 pupils/17 schools

Why Computing?

Bright Red
Digital Zone
(8,000
users)

e Cyber Security
Engagement « Asecuritysite.com
e As Seen on TV
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The Cloud
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Microchip

The Internet

Microprocessor

The Personal
Computer
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Cloud is a disruptive
technology ... probably
the most disruptive since
the transistor
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Large LR ua We architecture, we
demand for design, we analyse,
IT graduates i e we build, and we test

Why Computing?

There’s lots e« Networking.
of different ¢ Security.
o Software Development.
e Media Design
e Mobile Devices
e Web Development.

New areas e Cloud Computing.

e Big Data.
every day ... e Mobile Devices.
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Data e 12TB of Tweets.

increases * 90% of all _data in the Cloud

every day: produced in the last two
years.

» 2,500,000,000,000,000
bytes of data produced
every data 2.5 Quintillion
Bytes — 1 billion hard disks

It’s part of every
aspect of our lives...

Why Computing?

Everything

Is

on the
Internet

e Banking. e.

e Oil and Gas.
dependent « E-Commerce.

e Transport.
e ... virtually everthing

e Data.

It’s all going . voice.
digital:

e Video.
e Sensors.
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SecureWorks IRGEZL

Companies

AS m =

It’s part of most
companies ...

Why Computing?

>« RBS l
y T3 Qi
The Royal Bank of Scotland

Finance Industry

TESCO
Mifcare - and
- lots of

flexiant ) others
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Security and Digital
Forensics

Meet the Cast ...




Intruder

Trusted third
party




Meet the Cast ...

- e Jake Davis, Shetland Islands

McKinnon
Intruder

Trusted third
party




Private-key

Private-key:
RC2, RC4,

DES, 3DES,

) — Symmetric encryption

Public-key

Public-key:
RSA, DSA
(factoring prime
numbers)

FIPS 186-2,
ElGamal
(Elliptic curve)

MD5, SHA-1

v

Hello. Hja32,

Asymmetric encryption

Hello. h65dfedfKKK=+1
Strength: 80-bit

DES -> 1024 RSA
One-way hash —— -> 160 bit Elliptic

o
—

o
\—/

Key-based Encryplion

Author: Prof Bill Buchanan
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e Networks. It’s about

e Operating Systems. understanding
» People/Motivations. everything ...

e Application Software.
e Encryption/ldentity. -
« Mobile Devices. Computer Security and

o Wireless ... Digital Forensics

e New applications.
Every e New threats.
changinge Cloud and Mobility makes it
field an every great challenge.
e Lots of opportunities for
different careers.

« Banking.
It’s all going ° On-line shopping.
digital: o Media/News.

e Government.
e Health.




MSc in Advanced Security
and Digital Forensics
BEng (Hons)

Security Testing and
Advanced Network Forensics

MSc in Cybercrime

Mobile Communications

Information — Society and
Security

XML Web Services

Work Place Learning

MSc in Advanced SEng

Hons Project

Networked Services

Diploma

Applied Cisco Networking
(Security/Wireless)

Systems and Services

Introduction to Human
Computer Interaction

Network Security and
Cryptography

Practical Networks 2

Information Systems in

Organisations

Applications Development

Database Systems

Software Development 2

Option

Computer Systems 1

Practical Networks 1

Software Development 1

urgh Napie’
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Direct entry
from other
institutions

Articulation
to/from other
programmes




Network - _
Security (IDS, Digital Forensics
Firewalls, etc) (enCase, FDK,

Open Slueth)

Operating Security and Digital Cloud/
Systems Forensics Virtualisation
(Windows, (VMWare
Linux) v vSphere, AWS)

U € Networking .

(Cisco, Open
Source)

Pen Testing

Web Service/ :
(NESSUS, Kali)

SoA (Web
integration)

— -

Certification
(CeH, CREST)

-

Cryptography
(Encryption,
Hashing)

-
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Security/Forensics Training in DFET Cloud

Campus-based
access

@ g
Off-site access ) )
Mac Forensics. @

Open Source Data Investigations.
Red Team v Blue Team.
Network Investigator.
Threat/Vulnerability Analysis.
Critical Incident Response.
Disaster Recovery.
EnCase v7.
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File Edit View lJoventory nistration Plug-ins  Help

Tops
Encase
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file
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A Few Security
Risks in Mobile
Working

Mobile Working

Prof Bill Buchanan




Risk 1: Loss of Device Edinburgh Nopier O
Web connections
- i

—
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T~
AN . .
N Email connections
~- (Cloud+Corporate)
\
N
AN
AN
AN

\
\
. File connection
(Cloud+Corportate)
AN
AN - B .
Location Records -~ _ -

Phone Records

o s
e
[—]
e—
e
[
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.

Memory Analysis

Extract Memory and

Break PIN Root mobile phone Storage (USB)

Disk Storage
Analysis




N % Rogue SSID/Gateway Edinburgh UNNEEEQE?

((9)

Rogue Gateway

'y

Internet Gateway

Currently connected to:
Free Moonbucks Wi-fi
S0 Internet access

= Unidentified network
Mo network access

Wireless Network Connection

Free Moonbucks Wi-fi  Connected 1}

Moonbucks Wi-fi "




Risk 2: Rogue SSID/Gateway Edinburgh Napier
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((9)

: Rogue Gateway
Free Moonbucks Wireless

(¢9)

i Internet Gatewa
Moon bUCkS ereless y Currently connected to:
,,‘ Free Moonbucks Wi-fi

' J

S0 Internet access

“== Unidentified network
T Mo network access

VPN — Tunnel’s over Internet

p—" * Moonbucks Wi-fi  Connected |

eless Network Connection ~

inbucks Wifi "

Open Metwaork and Sharing Center
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Business Life

Home Life
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'~‘ 150 million accounts
compromised

Ciphertext Plaintext

1911938 EQ7fIpT7i/Q= 123456
446162 jOp+HWEtWWT86aMjgzFLzYg== 123456789
345834 L8qbAD3j13ji0xG6CatHBw== password
211659 BB4e6X+b2xLi0xG6CatHBw== adobel23
201580 j9p+HWEWWT /i 0xG6CatHBw== 12345678
130832 5djv7zCi2ws= gwerty
124253 dQiOaswPYvQ= 1234567
113884 7LgqYzKveq8I= 111111

83411 PMDTbPOLZXu03SwrFUVYGA== photoshop
82694 e6MPXQ5G6a8= 123123

mmax Linked ) | W)
Marshalls. Windows Live

47 million accounts 6.5 million accounts
(June 2013)

One account hack ... leads to others

A,
@ | >ropbox citigroup.

Ebﬁ - compromised 2013

1 million accounts — in
plain text. 77 million
compromised

200,000 client accounts




Edinburgh Napie’

UNIVERSITY

‘ 150 million accounts
compromised

Ciphertext Plaintext

1911938 EQ7fIpT7i/Q= 123456
446162 j9p+HWEtWWT 86aMjgZFLZzYg== 123456789
345834 L8gbAD3j13jioxG6CatHBw== password
211659 BB4e6X+b2xLi0xG6CatHBw== adobel23
201580 J9p+HWEtWWT /i 0xG6CatHBw== 12345678
130832 5djv7zCi2ws= gwerty
124253 dQiOaswPYvQ= 1234567
113884 7LqYzKveq81= 111111

83411 PMDTbPOLZXu03SwrFUVYGA== photoshop
82694 ebMPXQ5G6a8= 123123

{0

@ < | Enter security code

ending in

<‘ ( ) We sent a security code to your phone number

Two-factor everything in
the Cloud
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Who has this IP
address (192.168.0.1)7? ARE
Poisoning

Here is my MAC

address Gateway
(11:22:33:44:55:66) (192.168.0.1)

—
—
—
—
-
—
—
-

Here is my MAC ~ ~
address
(22:33:44:55:66)

i

Il

- -
L — =
DHCP Request

\
\
\
A
\
\
\

/|
\

puZ

10.000000 0.0.0.0 255.255.255.255 DHCP 314 DHCP Discover - Transaction ID 0x3d1d
. Frame 1: 314 bytes on wire (2512 bits), 314 bytes captured (2512 bits)
Here is your IP address,  Etemetll. src: Grandstr_01:fc:42 (00:00:82:01:fc:42), Dst: Broadcast (ff:fF:ff:ff:ff:ff)

- \Gateway, an d D NS |P Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
— —
~

User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

20.000295 192.168.0.1 192.168.0.10 DHCP 342 DHCP Offer - Transaction ID 0x3d1d
Frame 2: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernet II, Src: DellComp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Internet Protocol Version 4, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.10 (192.168.0.10)
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

30.070031 0.0.0.0 255.255.255.255 DHCP 314 DHCP Request - Transaction ID 0x3d1le
Frame 3: 314 bytes on wire (2512 bits), 314 bytes captured (2512 bits)
Ethernet Il, Src: Grandstr_01:fc:42 (00:0b:82:01:fc:42), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

40.070345 192.168.0.1 192.168.0.10 DHCP 342 DHCPACK - Transaction ID 0x3dle
Frame 4: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernet II, Src: DellComp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Internet Protocol Version 4, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.10 (192.168.0.10)




IARisk 6: Unpatched Systems cdinburgh Napie P

(1)

CVE-2013-5331

: () Java Adobe Flash Player.

Run code on

“~ .
T machine.

CVE-2013-1723
Java Exploit

CrimeBoss

http://asecuritysite.com/subjects/chapterl4

UMIVERSITY

CVE-2007-0071
Adobe Flash Player.
Integer overflow

Phoenix Exploit Kit

€& - ' "
*?Phoemx Exploit's Kit

V2.5

Crime#Bosgs
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Passwords, customer details,
emails, usernames, etc can all be
shoulder surfed. Privacy filter is an
inexpensive investment.
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Encryption Layer

AV

‘ o Y I &/ By \
amazon << @& SkyDrive g
webservices™ { 7 )
' iCloud

Non-UK/EU storage. Open to hack.




=M Risk 9: Digital Shadows AR,
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1142-1146 Highbury Ave N

1 visk recorded since November 20, 2013
631-659 Commissioners Rd E
1 st mconied since Nowember 19, 2013
162-210 Dundas St

1 Wik recorded since November 16, 2013

582-594 Hyde Park Rd

1 visit recorded snce November 8, 2013

Device Records
—

3 Pty Febons - Persan Cot | . S

~ W B Bachacen [Prof) (tetwnagis o - x | B chatiate square adnaugh - Gosgle 5.« | +
C R facsbact.com v 1

) € u & e com B- conctesyvessita 2| B~ & A
Veited @ Gemseg Bared [ sapgerted Stne | ) Wi Shea Gy K&, Comrpusting Scionce - -

(66 Moct Vicent @ Gooming Stamat £ Suggectnt Stus | el e Gy 5 Computing Scimace - -

Bill Buchanan (Prof)
Looking furesed 10 presening ot KENIG et in Chanotis Square foday
sl 1ok

€92 4 fotow

SIE
L Follow

Glasgow for Businass

Fluffy Fellows - Persian Cats

oW training erwrooment
* Follow

ViuETEd 1ras

S CONY vary WOl Wiy
1% OAst 11)
2 71508 JTLIU0NT08 0 toy s ]

Facebook .
Twitter
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Centificate Viewer"www. google couk® © L ame—"e
General | Details

Thiks certificate has been verified for the fallowing uses:

S5L Server Cortificate

Tssued To

Common Mame [CH) wesw goagle.co.uk
Dirganizaticn (0] Google Inc
Drganizational Unit (OU)  <Met Pat OF Certdficates

i

Sedial Nusnber SAGRPENRER: 204G ED

Tsswed By

Cosmmon Mame (CN) Google Intemet Autharty G2

Organization (0] Google In

Dugenizational Uni (OU)  <Mot Part OF Certdficate=

Validity

Esued On 15002004

Expires On 15052004

Fingerprints

SHAL Fangerprint FECFF-8: T4 CT:E3:3F:28:06:4 0:03: B DA Z 6.4 2D-A5 06 T0EE 6
MD5 Fingenprink 252134 ER AR ST T3 BAZS: D2 B6:1 nAS:BL

|

'}

Eve-in-the-middle (Proxy/Fake
Certificates)




Press Esc to exit full screen mode.




"On the scale of 1 to 10, this is an 11.
Half a million sites are vulnerable,
including my own.”

Has anyone looked at all the low-
margin non-upgradable embedded
systems that use OpenSSL? An
upgrade path that involves the trash, a

visit to Best Buy, and a credit card ... a ‘catastrophic’ revelation and
isn't going to be fun for anyone. suggested it could have been created

deliberately to help snoop through
firms' data.

[ IETCRAFT :ﬁq?:rcuizﬁ I'm hearing that the CAs are
.f“i';x completely clogged, trying to reissue
.Ggmgle so many new certificates. And I'm not
M Other sure we have anything close to the
infrastructure necessary to revoke half

a million certificates.

0%
A 0 gt @‘“ ﬂpﬁ r@“ 92 @"“’@Q @“" @"“ PN N @’\“

PO R wet oot et Tped et e

Author: Prof Bill Buchanan




Motivation: Creating engaging
and stimulating Web based
material

¢ Blended Learning.

¢ Cloud Integration.

e Stimulating material.

e Evaluation of On-line Material.

Edinburgh Napiey

TY

w» b f——

1BrightRED

Prof Bill Buchanan, School of Computing

Twitter: @billatnapier

Web: http://asecuritysite.com
http://brightredbooks.net
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Study focused

Text-based
reading

Subject Focused

Face-to-Face
Focused

Edinburgh Napie’

UNIVERSITY

Test/assessment
focused

Video focused
Web material

Learning
Outcome
Focused

Blended
Learning
Focused
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TW|tter

R # oo in he ring siops dara from being tranmined

R 0 voses conaie for i nateass
IR s v ek i e e s conivat survar

R Dsta ranamited beiween the ceniral sarvar and iha nade i relathvy high

sl e B ' . Itemized Feedback

Cloud-based teaching Eveanging challenges




LZZl Responsive Designs

00 O

i

The Cloud can
enhance
teaching ... but
good teachers
are the key!

RORRBAAE

i |g
TR
!

Allow for many ways of
learning and delivery
mechanisms

1BrightRED

N5 Computing

Plot a graph

Focusing on supporting ' e
deep learning =




“#& |

6. What is -128 in 2's complement:
—— o1
le— 10111010
I 11001110
SR 10000000
B 11100111
B

Increase in test-based
learning Ever-changing “infinite”
tests

Increasing Integration with
Youtube

Increase enforcing
feedback during and after

D A7

TRANSPORIFACROSS C

ELLL A atitis IRANSPORIFACROSSICELEMEMBRANES

Score: 25% Fairly good.

Correct
entration of tissue which surrounds cells is about 1%. If liver cells were placed reton
ar solution, they would. ..

| Your anawer

B Lose water and become plasmolysed -
Bl Gain water and become turgid Incorrect

Question
B Lose water and shrivel out

B Gain water and burst
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ABrightRED
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N5
ENGLISH

Calculations

Examples

Box Plot Example

Integration of advanced
Web services (eg Language
translator)

Supportive environments with
solutions to problems

Englishillanguagesiransiator,

Parameters Translation

Bonjour sur I'apprentissage par le
biais de conférence sur la
(technologie. Tellement agréable
d'etre en mesure de présenter
certaines de nos idées.

Automated conversion of
books to Web site




Study Areas

Engli Math Biolo mistr Physiputin Frenc Histo

ry HFT ern

*modern®  Series1,0

_

*hft*

Areas studied

*history™®

*french™

*computing®*

*physics*

*chemistry*

*hiology*

*math s*

*english*

1000

1500 2000 2500

SUBJECTS STUDIED

3000

3500 4000




® English

Maths
Biology
Chemistry

B Physics

B Computing

B French

B History

W HFT

B Modern

B Business




= COMPUTING
SCIENCE

Engagement

0.033083304

0.5

B Modern

W HFT

W History

® French

B Computing

B Physics
Chemistry
Biology

¥ Maths

¥ English




GHEMISTRY]

.'

Average Grades

90.0%
80.0%
70.0%
60.0%
50.0%
40.0%
30.0%
20.0%
10.0%

0.0%

Average Grade

W English B Maths ¥ Biology Chemistry M Physics

B Computing ® French W History B HFT

B Modern
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(Brightii

Be Bright Be Rea

Computing (Software Development)

%
g 1
s
B i
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& &

W Seriesl

Scores for subjects

Areas studied

Maths (Relationships)




Engagement (Maths)

Areas studied

Engagement (Expressions)

VOLUME

CIRCLES

GRADIENT

ALGEBRAIC FRACTIONS
COMPLETING THE SQUARE
FACTORISATION
MULTIPLYING OUT BRACKETS
INDICES

SURDS Engagement (Relationships)

SIGMIFICANT FIGLIRES

TRIGONOMETRIC IDENTITIES
TRIGONOMETRIC EQUATIONS
RELATED ANGLES
TRIGONOMETRIC GRAPHS
SIMILAR SHAPES
THE CIRCLE
SHAPES AND ANGLES
PYTHAGORAS' THEOREM AND ITS COMVERSE
THE DISCRIMINANT
SOLVING QUADRATIC FUNCTIONS USING THE...
SOLVING QUADRATIC EQUATIONS BY FACTORISATION
QUADRATIC FUNCTIONS
CHANGING THE SUBJECT OF A FORM ULA
SIMULTANEOUS EQUATIONS
NEQUATIONS
FURTHER EQUATIONS
LINEAR EQUATIONS
FUNCTIONAL NOTATION
GHEMISTRY STRAIGHT LINES

00% 200% 400% 60.0% B0.O% 100.0%




The most difficult question ...

Areas studied

answer, then NEXT and END when you are done to find out how you gol an!

4. Milk is stored in a tank with a circular cross-section as shown below. The centre of the
circle is O. MK is a chord of the circle. MK is 1.5 metres. The radius of the circle is 1.2
metres. Calculate the depth of the milk in the tank.

Depth of milk

GHEMISTRY;
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Hom

Increasing Integration with
Youtube

Increase enforcing
feedback during and after

TRANSEORIFACROSSICELIEMEMBRANES

[ Gacs }
Score: 25% Fairly good.

' ' . . . Correct
ntration of tissue which surrounds cells is about If liver cells were placed

ar solution, they would...

plant by »

B Lose water and become plasmolysed

Bl Gain water and become turgid Incorrect
Question

Lose water and shrivel out
B Gain water and burst




Supportive environments with
solutions to problems

Engagement

Examples

Box Plot Example

® Modem
m HFT

® History

® French

Knowledge-based subjects have - | a Conmpising

| Physics

more engagement on testing. e
Strong: Modern Studies, HFT, - Biology
Computing, Biology, and Chemistry. - EEE i
Weaker: Maths, Physics. 0 05 e

M aths (Relation ships)

Engagement and grades can vary
widely in subjects




Edinburgh Napie’

UNIVERSITY

Computing
Science: Now
and The Future

Inc. Computer Security

Prof Bill Buchanan, Twitter: @billatnapier
Web: asecuritysite.com, brightredbooks.net




Edinburgh Napie’

UNIVERSITY

Computing
Science: Now
and The Future

Inc. Computer Security

m.socrative.com Room: 504858
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Please enter the room number:

Room number: 504858

Join Room

504858




