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Abstract

Societies are undergoing unprecedented demographic and socio-economical
changes on a pace that has never been experienced before. Health care models
are in transition to remain affordable for governments and individuals. Mobile
technology and cloud computing will play a major role in order to help to
achieve the necessary level of virtualization and service aggregation. There are,
however, technological challenges in terms of security, trust, user friendliness
and deployment of innovative E-Health strategies.
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1 Care Models in Transition

Societies globally are undergoing fundamental and unprecedented demo-
graphic changes. Although these changes might not yet be fully visible in
some parts of the world, countries such as Japan, Germany and other European
nations are already experiencing the impact of these developments on their
social security, their well fare and their health care systems. Between 2000
and 2010 the old age dependency ratio in the EU (27 countries) has climbed
from 23.2 to 25.9% and is expected to climb further to 31.37% in 2020 and
45.52 in 2040 [1, 2] (source Eurostat). The results sit well with an earlier study
commissioned by the European Commission in 2003 looking at the develop-
ment of people aged 65 and over and 85 and over comparing the population
development of Germany, Spain, Italy and the United Kingdom. The authors
came to the conclusion that “the number of people aged 85 and over in Spain
is projected to be nearly three times higher in 2050 than in 2000”. In the UK
the number of people aged 85 and over is projected to increase by a factor
of two and a half. The projected increases in the numbers of people aged 85
and over in Germany and Italy are somewhere in between. As a percentage of
GDP, however, projected long-term care expenditure are believed to rise faster
in Germany (168%), followed by Spain (149%), Italy (138%) and the United
Kingdom (112%) [3]. However, statistical data from the Eurozone suggests
that healthcare expenditure could so far be kept relatively stable by the major-
ity of the national governments over recent years [4]. The answer to these
seemingly contradictory data lies in the strategic management of hospital-
resources, which have been cut across the board. The number of hospital beds
in the European Union (27 countries) dropped from 652.6 to 561.9 per 100.000
inhabitants between 1999 and 2008 with no evidence to suggest that this trend
has been discontinued (Table 1) [5]. Consequently, the average length of stay
(ALOS) has dropped significantly between 2003 and 2008 (Table 2) [6, 7].
All these data point towards an evolutionary systemic change with the point
of care shifting successively from the center to the periphery of the system.
Apparently more and more patients will be treated or cared for outside hospi-
tals, in their homes, GP practices, nursing homes, day surgeries, day clinics,
day rehabilitation, and — over the Internet. This can be understood as a move
from the 19th and 20th century specialist centered, hospital based approach
to a post modern, 21st century distributed patient centered care model which
sits well with declared EU political targets such as patient empowerment and
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Table 1 Acute care hospital beds per 100 000 population in Europe.

Source: WHO Regional Office for Europe 2008.
Notes: EU: European Union; CIS: Commonwealth of Independent States.

Table 2 Development of length of stay (acute care hospitals only) in Europe.

Source: WHO Regional Office for Europe 2008.
Notes: EU: European Union; CIS: Commonwealth of Independent States.

mobility [8]. Also there is a growing diversity with view towards the care
providers. While health care budgets are not growing on the same rate they did
in the 20th century the need and demand is rapidly growing due to demographic
changes and the distribution of information via an ubiquitous world wide
web. In order to cover the growing gap between accessible care and need
and demands “informal carers”, carers without a specific training, frequently
friends, neighbors and family members, have become relevant contributors
to individual care. This is supported by US studies suggesting that there is a
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strong positive correlation between available social (community) capital and
access to health care [9, 10]. This development inevitably creates unwanted
inequalities in society, which modern healthcare systems need to pick up on.
Next generation Internet and the rapid spread of smart technologies including
the Internet of things might be able to help to compensate in spaces where for a
variety of reasons social capital is significantly lower than elsewhere. However,
there can be no doubt that future care will be delivered by a growing variety of
formal and informal carers, specialists, nurses, therapists, pharmacists grouped
around the patient and “virtual care” will be provided over the Internet by self
help groups, monitoring systems and other agents. There can be no doubt that
the Distributed, Patient Centered Care model is the model of the future which
will replace the static and economical unviable traditional care model of the
19th and 20th century (Table 3).

The flipside, however is that this approach clearly leads to further, growing
fragmentation of individual care and subsequently to a significant increase in
individual health care information as a more and more diverse community of
formal and informal carers and health care organizations will be involved in
the future care of people and care will take place across disciplines, domains,

Table 3 Global shift in care models.

Distributed Patient Centered Care = Distributed Patient Centered Computing − The Evolution of E-Health
Applications
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locations and certainly across national borders outside well defined, controlled
Institutions. Consequently, there is a growing need for international standard-
ization to reduce uncertainty and offer increasingly mobile societies safety
and confidence regarding the provision of their healthcare and patient confi-
dentiality irrespective of their whereabouts. With view towards progressing
globalization and increasing mobility of people there is the need to boost the
confidence of people in a global system of networked care by establishing
a shared set of values and standards in order to define the basis for human-
machine and machine-machine trust where ultimately all the different elements
of future virtualized care will be based on.

A clearly identifiable trend is the quickly growing medical data traffic
resulting from the need to exchange medical data between different carers or
care providing organizations across different domains and possibly different
physical networks in a safe and secure manner. Information needs to be acces-
sible at any time, anywhere, anyhow prior to any decision-making or action at
the point of care. The Internet is playing an increasingly important role in the
virtualization of care and will almost certainly reduce existing disparities and
inequalities by providing better access to care to populations in remote areas,
individuals with mobility impairments and low-income groups who struggle
to afford frequent journeys to hospitals or other points of care. A recent Delphi
study by the Oxford Internet Institute for the European Commission suggests
that over the next 5–10 years the Internet will become vital for the vast majority
of people in ordinary everyday living [11]. The Internet of Things (IoT) and
the Internet of Services (IOS) will form a strong backbone for the provision
of care at any time, anywhere, anyhow.

Information technologies and system solutions will be crucial for deliv-
ering care to a rapidly growing amount of people in the age of 65 and above
but also have been identified as crucial factors for the management of chronic
diseases by facilitating education, patient-empowerment and self-care [12]. In
fact, there have been suggestions that “a shift in the balance between institu-
tional and community care would be consistent with a policy of retaining as
many older people as possible in their own homes and could help to ensure
that institutional care is retained only for those with the highest levels of
dependency, thereby helping to ensure effective use of resources” [3]. E-health
including AAL is evolving (Table 4). In the early 70ies computing was used
to manage administrative components of the delivery of care such as payroll,
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Table 4 Evolution of E-health applications.

processing of patient data sets for invoices, etc. Ever since then there has
been an evolutionary process from main-frame computers via PCs and server
client models towards mobile distributed computing and lately Service ori-
ented Architectures (SoA). The future has already begun with regards to the
second generation Internet (Future Internet) and more blue-sky technologies
such as quantum computing, quantum encryption and teleportation [13]. This
might open the way for completely new treatment models through remote
placement of pharmaceuticals through teleportation.

2 Cloud Mediated Interoperability, Virtualization
and Service Aggregation

With the introduction of cloud computing we have taken an important step
towards the virtualization of hardware, software and platform solutions and
eventually the virtualization of care. Tele-health, Tele-medicine and the use of
mobile devices will enable us to deliver care remotely, anywhere, anyhow, at
any time and improve the quality of care in particular in rural areas in Europe,
thereby reducing disparities among regions and populations. It is obvious that
the future Internet consisting of the Internet of Things (IoT) and the Internet
of Services (IoS) but also other physical networks such as 3G, 4G LTE and 4G
will play a crucial role in moving the point of care closer to the patients and
in particular those patients with multiple coexisting chronic conditions. In a
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Delphi survey the Oxford Internet Institute found evidence that the evolution
of the Internet will be more and more influenced by the end-users and. 75% of
believed that in 10 years from now the Internet will become a basic factor in the
daily life maintenance [14]. Current research projects in healthcare involving
the application of service oriented architectures are focusing in the first place
on service delivery und feasibility. The MUNICH platform (Multinational Ini-
tiative for Cloud Computing in Health Care) located at Klinkum Rechts der
Isar, the main teaching hospital of technical University Munich, Germany is
investigating the integration of data received from smart devices in operating
theaters in order to improve patient safety and to improve documentation [15].
The DACAR project (Data Capture and Auto Identification Reference project)
at Chelsea and Westminster Hospital in London, UK has been investigating the
use of cloud technology to support Data Capture and Auto Identification tech-
nology following a critical report of the UK Department of Health on patient
risks following insufficient use of readily available license plate technolo-
gies, such as Barcoding and RFID in the UK National Health Service (NHS)
[16, 17]. The context is outlined in more detail in a review document of the
UK Department of Health [18]. For the DACAR project, which we conducted
on behalf of the UK Technology Strategy Board between 2009 and 2011, we
developed an architectural model suitable for both, Linux and Windows server
as shown in Figure 1. We also explored different scenarios for private, public
and hybrid clouds taking into consideration the current controversial discus-
sion regarding security and resilience in government clouds [19]. Healthcare
is perceived by many as an ideal application scenario for cloud computing and
the potential high level of service availability seems to make an ideal case for
a public cloud scenario. This however needs to be balanced against privacy
and safety requirements and the need for comprehensive governance which
is deeply rooted in national and international legislation and standardization
such as expressed through HIPAA and FDA regulations and the ISO stan-
dards — in particular ISO 80001 referring explicitly to the requirements for
the protection of medical data networks and the ISO 27000 family which is
referring to the application of information security management systems.

Considering the recommendations of the European Network and Infor-
mation security Agency ENISA to governments to “take a staged approach
in integrating cloud computing into their operations because of the complex-
ity of cloud environments” we allowed for a maximum of scalability right
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Figure 1 DACAR E-health cloud architecture.

from the start, so that the DACAR architecture can easily be run as a pri-
vate cloud or as an element in a hybrid cloud [19]. The main contributions of
the DACAR project are on the PaaS (platform as a service) level, specifically
APIs to support the development of secure web services, a new and specifically
for E-Health clouds developed information sharing policy syntax (SPoC —
Single Point of Contact) and several E-health applications on the SaaS level.
(SaaS-Software as a Service).

3 DACAR PaaS

The DACAR platform provides a stack of software components and services,
which address the most common E-Health application requirements, so that a
developer does not need to implement an E-Health application from scratch.
Typical issues addressed by the DACAR platform include:

• Authentication — cryptographic protocols that allow an entity to
prove to a remote end its identity.
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• Authorisation — individual- and role-based policies that endow
entities with access rights to resources.

• Data Persistence — long-term storage of medical attributes, includ-
ing their core values and meta data.

• Data Integrity — functions that ensure data are accurate, complete
and consistent during any operations.

• Data Confidentiality — mechanisms that assure stored or transmit-
ted data are accessible only to those authorized to have access, yet
well protected from possible disclosure.

• Audit Trail — mechanisms that keep track of a chronological
sequence of audit records pertaining to internal and external events
and their implications.

Figure 1 shows a three-layer architecture of the DACAR platform. At the
bottom layer are Security and Confidentiality Mechanisms, which are used
to meet the authentication, data integrity and confidentiality requirements.
DACAR supports federated identity providers running a range of user authen-
tication protocols, from traditional RADIUS and Kerberos, to recent OpenID
and U-Prove [20, 21, 22]. In addition, DACAR provides libraries and APIs
for application developers to implement secure SOAP services [23]. This
allows a number of security functions, e.g. digital signature, integrity check-
sum, hashing and encryption to be applied to application-specific portion of
communication payload. In the middle layer is the Single Point of Contact
(SPoC), which is used to meet the authorisation requirement. A SPoC con-
sists of two parts: a policy repository and a policy engine. The policy repository
holds domain ontology, i.e. definitions of identities, roles, operations, services,
objects, attributes and access rights. Each SPoC represents a single domain
and multiple SPoCs form a peer-to-peer (P2P) network that represents a CoT.
Information requests are routed through the P2P network to an appropriate
SPoC, which uses its policy engine to check the requester’s identity, role, and
grants access rights according to existing rules in the policy repository. A
SPoC authorisation is issued in the form of a Service Ticket or a Data Ticket,
which are security tokens protected by the SPoC’s digital signature. On the
top layer are four system services:

1) The Data Bucket service offers long-term persistence of attributes
and supports the Creation, Reading, Updating and Deletion



46 C. Thuemmler et al.

(CRUD) of attribute values and associated meta data. Each
attribute is stored in a single data bucket hosted by a Cloud infras-
tructure, and its CRUD service endpoint is registered with the
SPoC of the attribute owner domain. Any application service can
put/get data to/from a data bucket, as long as it satisfies two condi-
tions. Firstly, the service needs to know the qualified name of the
target attribute, which is defined by domain ontology. Secondly, a
rule needs to be established in the SPoC’s policy repository to allow
the service, or in the case of impersonation, the service invoker’s
identity or role, to perform CRUD operations over that attribute. If
both conditions are met, the service is able to make a data request to
the SPoC, which replies with a Data Ticket, carrying a reference to
the CRUD service endpoint, a list of authorised operations, period
of validity, and one-off session keys encrypted by the public keys
of the requester and the CRUD service respectively. A Data Ticket
may also carry data anonymisation and sanitisation instructions
for the CRUD service to follow, as required by security policies.

2) The Identity Mapping service resolves user and object identifiers
into pseudonyms, and vice versa. To enhance the contextual pri-
vacy of an eHealth application, opaque pseudonyms should be used
in place of transparent user and object Ids, e.g. 12478c1abd instead
of PatientNo:253. Hence, the DACAR platform uses pseudonyms
whenever it is possible, and only reveals real identities to autho-
rized individuals, roles and services when it is absolutely needed.

3) The Access Control service enables patients to create, edit and
remove information sharing policies about their own attributes.
DACAR adopts a patient-centric point of view, and regards a
patient as the real owner of his/her medical data. Hence, the rights
of access to such data should be defined by the patients themselves
to their trust circle. The access control service provides a friendly
user interface, so that authenticated users can easily set up policies
controlling what personal information is available to whom, and
what medical services they would like to subscribe to.

4) The Audit Trail service gathers text-based logs from application
services, showing who was the active user, and what operations
the user has performed during a given period of time. eHealth
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applications can benefit from the audit trail service in many dif-
ferent ways. Firstly, a sufficiently detailed audit trail enables the
reconstruction of medical events and scenarios. Secondly, it keeps
track of changes made to a system, and helps to roll them back
when necessary. Thirdly, it provides evidence for digital forensics
technologies, such as the Digital-DNA, to detect security anor-
malies and carry out countermeasures automatically [24]. Finally,
it facilitates the monitoring and analysis of the usage of comput-
ing resources, and thus helps to improve on the scheduling and
loadbalancing of the underlying cloud infrastructure.

4 Data Buckets

Another important component of DACAR’s e-Health platform is the Data
Bucket service. Data Buckets offer long-term persistence of atomic medical
attributes and support the Creation, Reading, Updating and Deletion (CRUD)
of attribute core values and associated meta data. A key to understanding
DACAR’s data bucket approach is its attribute oriented architecture. In other
words, The DACAR platform groups medical data samples by attribute types,
instead of individual patients. For example, one data bucket is dedicated to
Blood Pressure, and another data bucket is dedicated to Heart Rate, and so on.
For each data sample, both the core data, i.e. the value of the sample, and a
rich set of meta data are stored. Meta data can include the unit of the value,
the owner of the data, the person who captured the data, the device that was
used, where and when the data was captured, etc.

5 Discussion

Demographic and socio-economic factors require extensive changes in how
health care is delivered globally. In principle the technology to revolutionise
health care is available across the relevant domains such as software, mobile
phones, smart devices and the Internet. Future technologies will have the capa-
bility to make use of emerging technologies such as the Future Internet and the
Internet of Things. The DACAR platform is an experimental example of an
end to end service based on SOA and includes innovative technologies such
as the Single Point of Contact (SPOCK) and the concept of data buckets, and
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attribute oriented architecture where atomized data is being meta-tagged and
can be selectively distributed for example to provide data safely and securely
to researchers and epidemiologists without violating privacy and patient confi-
dentiality. There are, however still deficiencies in the areas of security, virtual-
ization and trust. With view towards trust machine to machine trust (M2M) and
human machine trust needs to distinguished, as the technological approach is
clearly fundamentally different. The first step in the approach towards human
machine trust, which needs to be regarded as the “hard” factor is to eliminate
distrust while the trust issue with regards to M2M trust it is clearly to establish
strategies with a significant robustness and a reasonable reliability which is
often referred to as “pervasive adaptation”. There are currently attempts under
to way to establish novel concepts of identification mainly build on the federa-
tion principle and using large, widespread application such as Google, VISA,
mobile phone providers, etc. Although this principle is already in use on an
industrial scale it is not clear if for example in future public sector clouds gov-
ernments and government agencies will buy in to this concept or if separate
identifiers will be required. Biometric approaches to support identification on
the web and in particular in health care related applications have so far not
met the initial expectations. Although revolutionary changes in health care
will by far exceed people’s expectations the need for additional education for
professionals and the wider public need to be carefully considered. Studies
have clearly demonstrated a “digital divide” in populations and education has
been identified as one of relevant factors [25, 26].
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