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Abstract

We introduce TrustShare, a novel blockchain-based framework designed to enable secure,
privacy-preserving, and trust-aware cyber threat intelligence (CTI) sharing across organiza-
tional boundaries. Leveraging Hyperledger Fabric, the architecture supports fine-grained
access control and immutability through smart contract-enforced trust policies. The system
combines Ciphertext-Policy Attribute-Based Encryption (CP-ABE) with temporal, spatial, and
controlled revelation constraints to grant data owners precise control over shared intelli-
gence. To ensure scalable decentralized storage, encrypted CTI is distributed via the IPFS,
with blockchain-anchored references ensuring verifiability and traceability. Using STIX for
structuring and TAXII for exchange, the framework complies with the GDPR requirements,
embedding revocation and the right to be forgotten through certificate authorities. The ex-
perimental validation demonstrates that TrustShare achieves low-latency retrieval, efficient
encryption performance, and robust scalability in containerized deployments. By unifying
decentralized technologies with cryptographic enforcement and regulatory compliance,
TrustShare sets a foundation for the next generation of sovereign and trustworthy threat
intelligence collaboration.

Keywords: distributed ledger technology; cyber threat intelligence; encryption; GDPR

1. Introduction

Cyber threat intelligence (CTI) sharing is essential for proactive defense against evolv-
ing cyber threats. However, the existing systems face challenges in ensuring trust, security,
privacy, automation, and regulatory compliance. This paper addresses these challenges by
proposing TrustShare, a decentralized trust-aware infrastructure that enables secure and
efficient threat intelligence sharing across diverse stakeholders, as shown in Figure 1.

We begin by analyzing the limitations of the current solutions through a systematic
review of the literature, expert interviews, and industry feedback. These investigations re-
vealed critical gaps in data integrity, trust evaluation, and compliance with frameworks like
the General Data Protection Regulation (GDPR)—particularly the right to be forgotten (RtbF).

To address these gaps, we designed a framework that integrates the following tech-
nologies and standards: Hyperledger Fabric for permissioned blockchain support, Structured
Threat Information eXpression (STIX) and Trusted Automated Exchange of Intelligence Informa-
tion (TAXII) for standardized threat exchange, Ciphertext-Policy Attribute-Based Encryption
(CP-ABE) for access control, and the Interplanetary File System (IPFS) for scalable off-chain

Future Internet 2025, 17, 289

https://doi.org/10.3390/£i17070289


https://doi.org/10.3390/fi17070289
https://doi.org/10.3390/fi17070289
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/futureinternet
https://www.mdpi.com
https://orcid.org/0000-0002-0333-4757
https://orcid.org/0000-0003-0809-3523
https://orcid.org/0000-0001-6289-8248
https://orcid.org/0009-0000-4566-4132
https://orcid.org/0000-0002-7166-6681
https://doi.org/10.3390/fi17070289
https://www.mdpi.com/article/10.3390/fi17070289?type=check_update&version=1

Future Internet 2025, 17, 289 2 of 33

data storage. The framework is further aligned with the MITRE ATT&CK matrix for
comprehensive threat modeling.
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Figure 1. TrustShare workflow for secure threat intelligence sharing.

1.1. Problem Statement and Motivation

Cyber threat intelligence (CTI) sharing entails the exchange of sensitive and contex-
tual security information among organizations that often operate in mutually distrusting
environments. While centralized CTI sharing architectures are widely used, they exhibit
fundamental limitations related to trust, auditability, compliance, and resilience:

*  Trust and Autonomy: Centralized systems require participants to trust a single manag-
ing authority. This is problematic in cross-sector scenarios (e.g., finance and healthcare),
where entities prioritize operational independence and data sovereignty.

¢ Auditability and Tamper Resistance: Traditional platforms frequently lack verifiable
audit trails and tamper-resistant logs. In security-sensitive domains, such capabilities
are essential for traceability and forensic analysis.

* Regulatory Compliance: Legal frameworks such as the General Data Protection
Regulation (GDPR) impose requirements including the right to be forgotten (RtbF),
fine-grained access control, and revocation capabilities. Centralized solutions often
struggle to provide transparency and enforcement guarantees in this context.

*  Availability and Resilience: Single points of failure in centralized systems expose
them to outages and targeted attacks. Decentralized alternatives offer improved fault
tolerance and continuous availability.

While private blockchains offer control and efficiency, they sacrifice decentralization,
introduce governance and insider risks, and face challenges like limited transparency and
vendor dependency. These limitations highlight the need for a decentralized architecture
that supports secure, policy-compliant CTI sharing.

In this paper, we explore the design of such an architecture guided by the following
key questions:

e How can CTI be shared securely in a decentralized trustless environment while
ensuring regulatory compliance (e.g., the GDPR)?

e What cryptographic access control mechanisms are best suited for attribute-based,
revocable, and selective data disclosure?

*  Can decentralized platforms based on Hyperledger Fabric and the IPFS meet the
latency, scalability, and interoperability demands of operational CTI workflows?
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To address these challenges, we propose TrustShare—a decentralized CTI sharing
framework built on permissioned blockchain (Hyperledger Fabric) and equipped with the
following capabilities:

¢  Fine-grained access control using Ciphertext-Policy Attribute-Based Encryption
(CP-ABE).

*  Encrypted off-chain data storage via the Interplanetary File System (IPFS).

*  Smart contract-based policy enforcement.

*  Regulatory compliance features supporting the RtbF and attribute-based revocation.

While decentralized solutions may introduce performance overheads compared to
their centralized counterparts, the resulting gains in transparency, trust, compliance, and
operational resilience justify their adoption in inter-organizational CTI sharing ecosystems.

1.2. Contributions
The key contributions of this paper are as follows:

¢ Design of TrustShare: A novel regulation-compliant data sharing framework built on
Hyperledger Fabric, supporting secure, privacy-preserving, and policy-driven cyber
threat intelligence (CTI) exchange among mutually distrusting entities.

* Fine-Grained Cryptographic Access Control: Integration of Ciphertext-Policy
Attribute-Based Encryption (CP-ABE) with advanced constraints, such as tempo-
ral validity, controlled revelation, and geolocation interlocking—enabling dynamic
and sovereign data access control.

*  Hybrid Trust Enforcement via Smart Contracts: Implementation of a programmable trust-
aware access control logic using Hyperledger Fabric chaincode, combining direct (interaction-
based) and indirect (reputation-based) trust metrics to automate sharing decisions.

*  Decentralized Storage Integration: Coupling the IPFS with blockchain-anchored
identifiers and CP-ABE-encrypted data to achieve scalable, efficient, and tamper-proof
off-chain storage with verifiable access policies.

e Compliance with Privacy Regulations: Embedding GDPR-aligned features—including
data minimization, revocation via certificate authorities, and auditability—into the
design, ensuring the enforceability of the right to be forgotten (RtbF) and lawful
data processing.

*  Practical Evaluation: Demonstration of low-latency, high-throughput, and resource-
efficient performance across distributed deployment environments, highlighting Trust-
Share’s scalability and operational viability for real-world CTI alliances.

To clarify our scientific contribution, we frame this work as the first to integrate a hybrid
trust model (combining interaction-based and reputation-based scoring) with fine-grained
access control (CP-ABE) and GDPR-compliant mechanisms in a blockchain-based CTI sharing
platform. Our contributions go beyond assembling technologies: we introduce a modular
framework that supports sovereign, secure, and audit-ready CTI collaboration across distrusting
organizational boundaries and various technological solutions. The system is validated through
a full-stack prototype with performance evaluations under realistic conditions.

Our proposed infrastructure is particularly applicable to Security Operation Centers
(SOCs) in high-risk sectors such as healthcare, finance, and government. It supports
collaborative defense by enabling trusted intelligence exchange while adhering to modern
regulatory and operational demands.

2. Background

This section outlines the foundational components of threat intelligence systems, with
a focus on two core functions: preparation and sharing of cyber threat intelligence (CTI). We
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examine how structured data formats, encryption, and distributed architectures contribute
to effective threat information management. Additionally, we provide a comparative
analysis of the related works in the field, highlighting their limitations and illustrating how
our proposed TrustShare framework addresses the key gaps in trust, privacy, automation,
and regulatory compliance.

2.1. Cyber Threat Intelligence Overview

While conventional security tools such as antivirus software and endpoint detection
and response solutions exhibit a degree of effectiveness, their capability falters in identifying
emerging threats like zero-day attacks [1]. The escalating threat landscape emphasizes
the growing significance of cyber threat intelligence, providing insightful analysis on both
potential and existing threats to generate valuable intelligence information. Sharing this
information elevates defense systems from passive and active to a proactive approach
through collaborative efforts [2].

Cyber threat intelligence refers to the collection, analysis, and production of structured
data and intelligence information about potential cyber threats and then disseminating it
among trusted organizations. Threat intelligence encompasses insights into potential cyber
threats and risks to an organization’s information systems, infrastructure, and data [3].

CTI involves gathering information from various sources to convert raw data into
information and then into actionable intelligence. These sources often include internal logs,
external threat feeds, open-source intelligence (OSINT), dark-web monitoring, security
incidents, and event management systems [4,5].

Data gathered by cyber threat intelligence is analyzed to identify patterns, trends, and
possible risks. Following that, this intelligence is disseminated among security communities
in order to enhance collaborative activities intended to improve overall security.

Figure 2 illustrates the CTI lifecycle stages. The threat intelligence lifecycle involves

Data collection from different sources.
Processing and analysis.
CTI production.

LN e

Dissemination among trusted users and a feedback loop.

Effective CTI, which requires the expertise of skilled analysts, the utilization of ad-
vanced technologies, and a strong emphasis on collaboration, enables organizations to
proactively identify and mitigate risks, thereby enhancing their overall security postures [3].

The purpose of cyber threat intelligence is to enable organizations to make informed
decisions and take proactive measures to prevent and mitigate cyber attacks. It plays a
crucial role in cybersecurity by providing valuable insights into emerging threats, helping
organizations to stay one step ahead of adversaries [6-8].

CTI is categorized into different levels, including actionable intelligence, tactical
intelligence, and strategic intelligence, each serving distinct purposes, as illustrated in
Table 1 [2,9].

The growing capabilities of CTI platforms play a significant role in enhancing in-
formation consumption and analysis. This, in turn, facilitates the seamless sharing of
threat information within the cybersecurity community [10]. Unstructured text process-
ing, particularly in incident-related information from OSINT and cybersecurity forums, is
crucial for identifying tactics, techniques, and procedures (TTPs) and detecting dark web
forums or sources where attacks are explained [11]. This holistic approach allows for the
effective detection of attacks, understanding shared information networks, and identifying
associated threat actor groups.



Future Internet 2025, 17, 289

50f 33

O\ [Vuinerablity
CTI Feeds ‘mﬂ‘ Menegement
(1ntetiigence s

N_A
Commercial Asons | Public/Private
Data Sharing

Providers Communities
Dilferent Data Data Logs
@ ongen ] o

- Ves Is data
( 2) A}:l:ﬁ]ﬁe - low level?

CTI Sharing

&

Threat Intelligence '\/
(

Technical ‘ Technical Security Tools
Threat Threat

Intelligence Intelligence
(ICOs) (Attack Tools

TTPs)

Is restructuring
needed?

Organisation

vNo

Threat Intelligence
‘ Platform
Unified Threats v

Language

Security Tools |
No Is data Yes (SIEMFW, |
l actionable 1DS...)
@
Secure for <
Trusted Sharing
Collaborative Threat

Intelligence Sharing

Trusted Partners

Figure 2. Threat intelligence lifecycle involves data collection, analysis, and dissemination among

trusted partners.

Table 1. Cyber threat intelligence categories.

Category Description Focus Example
Specific, relevant, and timely . . . . . .
Actionable Intelligence information for immediate threat Dlrec'tly applicable f:letalls for Indlcator§ .Of compromise (ToCs);
enhancing cybersecurity defenses. specific vulnerabilities.

response.

Tactical Intelligence

and procedures used by threat actors. refine security measures.

In-depth insights into the techniques ~ Understanding methods to adapt and Analysis of attack patterns; tactics

employed by threat actors.

Broader long-term perspectives on

threat actors” goals and motivations. cybersecurity strategy by predicting

Strategic Intelligence

Assists in shaping the overall Industry-specific threat landscapes;

geopolitical influences on cyber

future threats. threats.

In summary, cyber threat intelligence is of utmost importance in today’s rapidly
evolving cyber threat landscape. CTI sharing empowers organizations to proactively
protect their assets by providing actionable insights and helping in risk assessment, incident
response, and proactive defense strategies.

2.2. Blockchain Overview

Blockchain, a unique and promising technology, has brought tangible changes
to the cybersecurity field. The first appearance of blockchain was in 2008 regarding
Nakamoto [12,13], which was associated with the Bitcoin cryptocurrency and the digi-
tal financial sector. Fundamentally, blockchain was innovated to secure Bitcoin transactions
and ensure transaction is received by the concerned person.

Lately, it has demonstrated its validity, efficacy, and efficiency in various areas. As a
result, it became extensively used in information systems and computer network security
with its different applications.
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Blockchain is a decentralized digital ledger that stores electronic records [14]. It basically
works as a network of computers, or nodes, scattered among several devices, each of which
maintains transactions and data. Blockchain relies heavily on nodes, which represent computers.
Transactions undertaken during a certain period are organized into blocks, each with its own
unique identification known as a hash. Each block includes the hash of the previous block [15].
A hash is the result of a cryptographic procedure that generates a fixed-size output from any
amount of input data. The aforementioned procedure is irreversible.

Transaction authentication in the blockchain includes cryptographic keys (public and
private keys). When a transaction is requested, a block with the transaction is created
and broadcast to the whole network. Before authorizing a transaction and adding a block
to the chain, the network nodes must reach a consensus. The consensus method secures
transaction acceptance by requiring a majority of nodes to verify the transaction. Notably,
nodes participate in mining, which is the process of solving complicated mathematical
problems (algorithms) in order to verify transactions. This procedure, known colloquially as
proof of work, emphasizes the decentralized and secure character of blockchain networks.

Currently, PoW is the most widely used mechanism for mining. However, PoW requires
substantial computing power and therefore uses considerable amounts of energy, a notable
drawback. To solve this issue, another mining mechanism, proof of stake (PoS), is becoming
popular. PoS provides faster transactions and uses less energy during mining [16].

Consequently, blockchain provides a secure and trusted method as it has gained a good
reputation among existing security techniques. There are key features that make blockchain
have great potential to be valid for various security applications, such as immutability
and transparency, traceability, and providing a trusted method whereby verification and
validation are conducted without the need for trusted signers or third parties. Some
significant properties of blockchain are outlined as follows [17]:

*  Decentralized: Decentralized systems eliminate the requirement of a central authority
to validate transactions, instead relying on a consensus algorithm. This approach
mitigates the risk of a single point of failure in the blockchain system. Each node in
the network maintains a complete and verified record of transactions, ensuring a high
level of data redundancy and availability.

¢ Immutability: Once a block is added to the chain, data becomes nearly immutable, ensur-
ing security. Blockchain uniquely allows data ownership to be changed only by the owner,
and its origin is traceable, serving as a reliable ledger. The use of the National Institute
of Standards and Technology (NIST)-certified cryptographic methods, like SHA-256 and
256-bit ECDSA, enhances user identity security and preserves digital assets effectively.

*  Anonymity: Anonymity within the context of blockchain technology grants participat-
ing nodes the capability to engage in transactions and activities without the necessity
of revealing their individual identities. This feature allows users to contribute and
interact within the blockchain network while maintaining a level of privacy and
confidentiality regarding their personal information.

¢ Auditability: At any point in time, the blockchain allows for the validation of existing
transactions. This involves verifying that a transaction has not been altered over time by
examining the cryptographic hashes associated with the preceding blocks. This process
ensures the integrity and security of the transaction history recorded on the blockchain.

*  Trustless and Transparency: Nodes can transact without pre-established trust, and
all transactions are recorded on the ledger to ensure transparency. Each transaction is
recorded on the blockchain, making it visible to every node in the network.

¢ Use of Smart Contracts: Smart contracts enable the automation of transactions within
the blockchain. The computer code enhances computational efficiencies by facilitating
and verifying agreements among nodes.
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Moreover, the blockchain consensus algorithm operates at a slower pace because nodes

need time to agree on adding a new transaction block to the chain. This process is more

time-consuming compared to the conventional transaction mechanism in centralized systems.

While blockchain provides valuable features, it faces challenges in scalability, censorship,

latency, and privacy. To address these concerns, integrating blockchain with compatible

technologies like the IPFS and implementing strong security measures, such as encryption

techniques, delegated credentials, trusted signing, and smart contracts, can be effective.

Blockchain ensures transparent and secure transactions and unmodifiable content by

allowing any node in the decentralized network to observe transactions. However, its public

nature raises privacy concerns [18]. In contrast, privacy is a focus in other types, using smart

contracts to govern rules on specific nodes, as seen in Ethereum and permissioned blockchain

platforms. Blockchain types vary based on user authorization and authentication, ranging from

private and consortium blockchains to public blockchains. See Table 2 for features of different

blockchain classifications.

Table 2. Comparison of different blockchain types.

Comparison Features

Public Blockchain
(Permissionless)

Private Blockchain

Permissioned Blockchain

It is an open network, no

Only specific participants in the

Under a legal contract, the public

Read permission needed, anyone can organization can read, verify and and participants are permissible
download the protocol and read add new nodes P P P
. t S an open network, no Only specific participants in the ~ Participants are permissible under
Write permission needed, anyone can

download protocol and write

organization can write

some legal contracts

Consensus Operational

No conditions are needed to join
consensus; the process needs

Only those who are pre-selected
can conduct the consensus within

Pre-selected nodes within

more energy and resources. the organization consortium
Examples Bitcoin Ethereum Hyperledger Fabric
Network Permissionless Permissioned or Permissionless Permissioned
Classification Public Public or Private Private
Governance Decentralized Ethereum Developers Linux Foundation
Currency Yes Yes, Ether Tokens (smart contract) None, Currency Tokens

(chaincode)

Operation Pattern

Order—execute

Order—execute

Execute—order—validate

Cost

Yes, Satoshi (It is synonymous
with Bitcoin).

Yes, Gas (the amount of
computational power).

None

Smart Contracts (Solidity, Serpent,

Chaincodes (Go, JavaScript, Java,

Smart Contracts No and LLL) and more)
. Proof of Work or Proof of Stake Normal operation or Practical
Consensus Algorithms Proof of Work (new versions) Byzantine Fault Tolerance (PBFT)
Encryption of transaction data No No Yes
TPS 3.34.6 15 Up to 5000
. 1-2 MBs 4 MB SegWit By default: 512 KB (Preferred)
Block Size (Segregated Witness) 20-30KB 98 MB (Absolute Maximum)
Transactions per Block 3500 70 10 (default)
Block Time 10 min 15s 1s
Currency Capitalization 21 million 5every 14 No Currency
Current Block Reward 12.5 BTC 3 ETH N/A

Applications

Track ownership of Digital
Currency (Mostly)

DApps (Games, IoT, Fintech,
Supply Chain, and so on)

Private Blockchain requires High
Performance, resiliency,
and privacy
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2.3. Private Blockchain

Historically, threat information sharing has relied on manual modeling and centralized
network systems, which can be inefficient, insecure, and prone to errors. Alternatively,
private blockchains are now widely used to address these issues and improve overall
organizational security.

In the context of sharing threat intelligence, we opt for a blockchain solution instead
of relying on a centralized trusted third party. The participating parties in information
sharing aim to mitigate breaches by adversaries while acknowledging mutual distrust. In
the process of choosing a blockchain solution, our methodology aligns with the framework
proposed in [19], with some more features to assess its eligibility for threat intelligence
sharing using private blockchains. To simplify and support the decision-making process,
Table 3 compares different private blockchain choices.

Table 3. Comparison of private ledgers.

Feature Hyperledger Fabric Ethereum Quorum R3 Corda
. Practical Byzantine Fault
Consensus Mechanism Proof of Stake (PoS) Istanbul BFT (IBFT) RAFT consensus
Tolerance (PBFT)
Smart Contract Chaincode (Go and Java) Solidit Smart Contracts Contracts
arti-ontracts amncode (0 and Java ondity (Solidity and Vyper) (Kotlin and Java)

Private transactions with Corda Firewall and

Privacy Channel-based privacy Limited privacy features Constellation transaction privacy
Customizable Customisable
Token/Currency (No built-in currency) Ether (ETH) Quorum Token (Quorum) (No built-in currency)
Permissionin Granular control with Public and private Permissions for nodes and Access Control in
& Membership Services networks transactions Corda Network

Performance and

High scalability with

Scalability challenges,

Scalability improvements,

Designed for scalability

Scalability modular architecture higher latency moderate latency and performance

Active community with
enterprise focus

Developed by JPMorgan,
active community

Active development
community

Large and an active

Development Community community

In order to evaluate the feasibility of using a private blockchain to share threat in-
formation in a way that protects user data privacy, we created this table. Additionally,
encrypting data and storing it off-chain is proposed using an external data store. To im-
plement threat information sharing, at least two parties must interact through a smart
contract, ensuring private data is not redistributed to unauthorized parties. Participants in
conventional systems typically provide identification to a reliable third party, which may
not always be online. Members know each other yet do not trust each other. Finally, public
verifiability is not desirable since readers should also be limited. Consequently, a private
permissioned blockchain is appropriate for our use case, as we have compared different
blockchain criteria.

Research was conducted on open-source options for our use case. Hyperledger
Fabric provides private blockchain solutions [20], as do R3 Corda [21] and Quorum [22].
Ethereum [23] may also be set to run in private mode; therefore, it can be added to this list.
We conducted an analysis of these four options in order to select the one that aligns with
the research objectives. Unlike Hyperledger Fabric and Ethereum, Quorum and R3 Corda
were designed with the financial sector over the years [24,25]. Another key feature is the
ability to write smart contracts in a programming language, simplifying their creation. In
Hyperledger Fabric, Quorum, and R3 Corda, distributed smart contracts may be authored
in general-purpose programming languages. However, Ethereum only supports smart
contracts written in Solidity, a domain-specific language. Private blockchain solutions do
not necessitate the use of pricey PoW technologies as the agreement mechanics. As a result,
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each solution offers possibilities with varying levels of robustness. Hyperledger Fabric
uses the Practical Byzantine Fault Tolerance (PBFT) consensus technique and also supports
BFT-based solutions. Quorum’s consensus protocols include Istanbul BFT (IBFT). R3 Corda
also supports consensus methods based on RAFT consensus.

Private Ethereum blockchains, on the other hand, can use the proof of stake (PoS)
protocol. Notably, unlike Ethereum, other blockchain options do not require native coins
for intelligent functioning. Ethereum, on the other hand, requires Ether to charge computa-
tional fees. We did not select Quorum or Corda because they are mostly used for financial
applications. Hyperledger Fabric has less community and research support than Ethereum.
Ethereum, on the other hand, has less throughput and more delay than Hyperledger
Fabric [25,26]. There are additional crucial considerations when selecting Hyperledger
Fabric as any currency is unacceptable. On top of that, general-purpose languages are
supported. Last but not least, many studies are working to improve Hyperledger Fabric’s
security, performance, and reliability issues with scalability [27-29]. Several features of the
private blockchain solutions covered in [25] are compared, and the results of the research
analysis can be seen in Table 3.

Hyperledger Fabric stands as the cornerstone of a private permissioned blockchain
framework meticulously chosen to craft a proof of concept (PoC) for threat information shar-
ing. Through this option, we aim to optimize the seamless exchange of threat information
among trusted organizations. In enhancing threat intelligence sharing, organizations must
prioritize secure communication of threat data through encrypted or private channels. This
approach ensures confidentiality and leverages trusted infrastructure to automate threat
sharing, ultimately reducing threat detection and incident response times. Hyperledger
Fabric plays a vital role in this context by emphasizing rigorous identity verification for all
participating entities [20].

Utilizing chaincode, similar to Ethereum’s smart contracts and writable in Java,
JavaScript, or Go, a consortium of companies can seamlessly coordinate their own
blockchains within the framework [20]. Hyperledger Fabric’s intentional design emphasizes
modularity, scalability, and versatility, forming a robust foundation for privacy, confiden-
tiality, and scalability. In contrast to conventional blockchain approaches, its operational
phases adhere to the “execute—order—validate” pattern, a strategic departure that enhances
adaptability and effectiveness, aligning with trustworthy threat intelligence sharing in this
context. This ensures transactional processes supported by consensus and fault-tolerant
algorithms [20].

Administrative duties in blockchain include setting up consensus protocols and replac-
ing resource-intensive algorithms like proof of work or proof of stake with more efficient
alternatives, such as Paxos, RAFT, or BFT, in order to enhance blockchain performance [30].
Transactions encompass multiple stages, such as chaincode execution, identity verification,
orderer authorization, and peer ledger modifications [20]. APIs and SDKs, specifically
Node.js and Java SDKs, are utilized for orchestration, as stated in the official documenta-
tion [31].

Entities in Hyperledger Fabric take the form of Docker containers, seamlessly inte-
grated with the host operating system [32]. Scalability is a key focus, addressing peers,
organizations, ordering services, and channels [32]. Peers play a vital role, serving dual
functions by hosting ledgers and chaincodes and enabling private interactions through
channels within their organizations [33]. Notably, utilizing CouchDB enables more effi-
cient query execution compared to other relational databases, leading to reduced latency,
especially with simpler queries [33].

Ordering services responsible for ledger validation and updating follow consensus
protocols like Paxos or RAFT [20]. The gossip protocol, as outlined in [20], facilitates
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system resilience by ensuring continuous peer communication and updates, even in the
face of disruptions. Privacy enhancements, rolled out in version 1.2, now enable authorized
participants to have exclusive access to private data collections [33].

The resilient security framework of Hyperledger Fabric is emphasized through ad-
vanced features like private data collections and zero-knowledge proof using Identity
Mixer (Idemix) [34]. Participants within the system leverage X.509 digital certificates is-
sued by a certificate authority (CA) and authenticated by a membership service provider
(MSP) [20]. Beyond the core framework, various projects like Hyperledger Iroha, Burrow,
Cello, Composer, and Explorer contribute to the continuous expansion of the Hyperledger
family, enriching its overall capabilities [30].

To contextualize our proposed trust framework, Table 4 presents a comparative analy-
sis of the existing blockchain-based threat intelligence sharing systems. The comparison
focuses on the employed trust models, blockchain platforms, implementation status, scala-
bility, and unique contributions. While previous works such as those by Homan et al. [35]
and Zhang and Miao [36] offer foundational trust and sharing mechanisms, they often
lack real-world scalability or do not integrate advanced access control. In contrast, our
proposed system, TrustShare, introduces a hybrid trust model combining direct and indirect
evaluations, leverages Hyperledger Fabric’s modular architecture for enhanced scalability,
and incorporates CP-ABE for fine-grained access control. This comparative perspective
highlights the novelty and practicality of our approach in addressing the current limitations
in secure and privacy-preserving threat intelligence sharing.

Table 4. Comparison of trust models in blockchain-based threat intelligence sharing systems.

Real

Work Trust Model Blockchain Platform . Scalability Unique Feature
Implementation
Focus on GDPR
No explicit trust Testbed Moderate; evaluated ~ compliance and data
Homan et al. ] . . . . . . .
(2019) [35] model; assumes Hyperledger Fabric ~ implementation with with Hyperledger segmentation using
o honest participants STIX 2.0 Fabric channels Hyperledger Fabric
channels
Introduces proof of
Zhang and Miao Reputation-based Consortium Simulation-based Not specified; focuses  reputation consensus
(2021) [36] trust model Blockchain evaluation on security and trust algorithm for CTI
sharing
. Incentivized CTI
Incentive-based trust s )

Neuven et al model combinin Prototype Moderate; utilizes sharing framework
suy ’ 8 Hyperledger Fabric ~ implementation with ~ Hyperledger Fabric’s  tailored for Industrial
(2021) [37] monetary and . . .

L . IPFS integration modular architecture Control
reputation incentives S
ystems (ICSs)
. Not specified; focuses ~ Addresses free-riding
Evolutionary game Simulation and smart on incentive behavior in CTI
Ma et al. (2023) [38] theory-based Ethereum . . .
. . . contract deployment mechanism sharing using game-
incentive mechanism . .
effectiveness theoretic approach

Hu et al. (2024) [39]

Trust management
integrated in
multi-blockchain

Multi-Blockchain

(BCH, ETH, and LTC)

Prototype
implemented for
secure medical data

High; supports
distributed data
storage across chains

Proposes a
hierarchical model
for multichain
integration with

architecture sharing fine-grained
access control
Full-stack High scalability via Clz;ﬁg]cg)lfoégi’cliss
TrustShare Hybrid Hyperledger Fabric . . . modular and -

(This Work) (Direct + Indirect) (Private) implementation with channel-based compliance, and

smart contracts . STIX/TAXII

architecture . .
integration

2.4. Comparative Analysis and Innovation Highlights

The field of cyber threat intelligence (CTI) sharing has witnessed significant advances
in recent years, yet several limitations persist in the existing frameworks. A comparative
review of the related work reveals key challenges that have guided the design of the Trust-
Share framework:
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Limited Support for Fine-Grained Access Control: Many existing blockchain-based
CTI systems lack attribute-based access policies, instead relying on static role-based
models. This restricts flexibility in cross-organizational sharing and fails to meet the
compliance needs for highly regulated sectors.

Inadequate Alignment with the GDPR and Data Sovereignty Requirements: The
ability to enforce consent-driven auditable access to sensitive data is often missing
in prior work. Systems without privacy-preserving encryption or explicit access
constraints risk breaching regulatory obligations.

Absence of Integrated Trust Models for Data Providers and Consumers: Most
platforms assume all nodes are equally trusted or use binary trust evaluations. This
oversimplifies real-world collaboration, where entities have varying reputations and
behavior patterns.

In response, TrustShare introduces the following innovations:

CP-ABE-Based Fine-Grained Encryption: By integrating Ciphertext-Policy Attribute-
Based Encryption (CP-ABE), TrustShare allows data owners to define expressive
access control policies directly embedded in the encrypted payloads, ensuring only
authorized recipients can decrypt shared intelligence.

Hybrid Trust Scoring Model: We propose a novel combination of direct and indi-
rect trust metrics to assess participant reliability over time. Trust scores influence
access and endorsement privileges, thereby promoting collaboration only among
reputable parties.

Smart Contract-Enforced Policy Compliance: Smart contracts codify organizational
and regulatory policies (e.g., minimum trust thresholds and data handling restrictions),
enabling automated verifiable enforcement and audit logging on the blockchain.

Table 5 summarizes the differences between TrustShare and the existing frameworks

across key functional dimensions. These innovations collectively enable secure, compliant,
and trust-aware CTI sharing suitable for deployment in multi-stakeholder environments
such as national CERTs, healthcare consortia, and financial threat sharing alliances.

Table 5. Summary comparison of TrustShare with existing CTI sharing frameworks.

Access Control Privac Enforcement Unique Innovation/
Framework Compliaz,\ce Trust Model Mechanism qumments
Existin; Role-based L : . : Limited fine-graiqed
Sys tem% Limited or None Binary /Static Off-chain or Manual  control and weak privacy
enforcement
Fine-grained encryption
TrustShare GDPR-aligned, Hybrid Dynamic Smart Contract- policies, trust-aware
(This Work) (Attribute-Based) Auditable Trust Scores Automated access, automated

compliance enforcement

3. Materials and Methods

In this section, we propose an innovative framework for secure and efficient threat

intelligence sharing, leveraging advanced technologies such as Structured Threat Informa-
tion eXpression (STIX), Trusted Automated Exchange of Intelligence Information (TAXII),
Ciphertext-Policy Attribute-Based Encryption (CP-ABE), the Interplanetary File System
(IPFS), the MITRE ATT&CK framework, the GDPR, and the right to be forgotten (RtbF).
The methodology integrates these technologies to address the current challenges in cyberse-
curity, ensuring real-time, trusted, and collaborative information exchange among organi-
zations. The following sections detail the materials used and the step-by-step methodology
followed to develop and validate this framework.
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3.1. Materials

In building a secure system for sharing threat intelligence within distributed ledger
technologies (DLTs), our exploration relies on carefully chosen materials. This section
explores key technological components and protocols, including Hyperledger Fabric, STIX,
TAXII, CP-ABE encryption protocols, and IPFS. Through a detailed evaluation, we aim to
establish the foundation for a trusted and secure ecosystem to facilitate collaborative threat
intelligence sharing.

TrustShare integrates Hyperledger Fabric with IPFS and CP-ABE, using Docker for
containerization and Kubernetes for orchestration. The most challenging aspect was the
coordination between the blockchain chaincode and external encryption key manage-
ment. Integrating CP-ABE with Hyperledger Fabric’s chaincode required adapting policy
enforcement for dynamic attributes (e.g., geolocation and time-bound access). We also
faced complexity in managing private data collections, certificate authorities, and secure
multi-party interactions, which we resolved using modular identity mapping and member-
ship services.

3.1.1. Hyperledger Fabric Components and Features

The investigation conducted in this study forms the basis for identifying the most
suitable technologies for the proposed sharing infrastructure within the scope of this
research. The main focus of our research relies on Hyperledger Fabric technology. Our study
comprehensively assessed the cutting-edge platforms, analyzing their features, capabilities,
and appropriateness. To augment and articulate our suggested design, we must be aware
of the Hyperledger Fabric features and components (see Figure 3), which are defined
as follows:

¢ Hyperledger Fabric Client
The Hyperledger Fabric client is the front end of the permissioned ledger network that
users interact with. To make the threat intelligence sharing ecosystem work seamlessly,
it lets users communicate with each other by sending transactions to the nodes and
querying the ledger [40].

e  Hyperledger Fabric Membership Service Provider
The system includes the Hyperledger Fabric membership service provider (MSP) and
Hyperledger Fabric channels. The MSP manages identity and access control, ensuring
secure participant registration and authentication for a robust threat intelligence
sharing ecosystem [41].

e Hyperledger Fabric Certificate Authority
In addition to the aforementioned components, the Hyperledger Fabric certificate
authority is integrated into the permissioned ledger network to ensure secure commu-
nication and cryptographic authenticity. The implementation of this measure enhances
the overall security of the proposed sharing infrastructure ([31]).

¢  Smart Contracts
In Hyperledger Fabric, a smart contract, or “chaincode,” is executable code defining
transaction rules on the blockchain. It automates and enforces business logic, ensuring
consistency and transparency. Deployed to channels, it enables secure and verifiable
interactions within the network [42].

¢  Hyperledger Fabric Channels
Hyperledger Fabric network segmentation using channels is a critical component of
our framework selection [43]. These channels make the system more modular and
extendable and provide private and secure communication among specified network
parties. This enhancement increases the resilience of our proposed sharing ecosystem
by improving threat intelligence confidentiality and targeted sharing [44].
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To augment our proposed framework, we incorporate Hyperledger Fabric peer nodes.
These nodes play a vital role in maintaining the shared ledger, endorsing transactions,
and ensuring consensus among participants. The inclusion of peer nodes supports
network resilience and contributes to the collaborative and secure exchange of threat
intelligence [45].

Hyperledger Fabric Ordering Service

Expanding our material spectrum, we integrate the Hyperledger Fabric ordering ser-
vice. This service is instrumental in coordinating the sequencing of transactions, ensur-
ing a consistent and immutable record of shared threat intelligence [46]. The ordering
service enhances the reliability and integrity of our proposed sharing infrastructure.
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Figure 3. Hyperledger Fabric components and transaction flow.

Our comprehensive evaluation includes an analysis of permissioned ledger tech-

nologies, cryptographic protocols, and smart contracts, as well as the integration of key

components such as Hyperledger Fabric, channels, the membership service provider, certifi-

cate authority, peer nodes, ordering service, and client nodes. The objective of this overview

is to establish a robust and secure ecosystem for collaborative threat intelligence sharing.

Ultimately, the optimal choice is based on our requirements and preferences. Therefore,

we have chosen Hyperledger Fabric for our project due to its distinct features and objectives,

as indicated in the following;:

1.

Permissioned blockchain: Unlike a public blockchain, where nobody needs permission
to join the network, Hyperledger Fabric requires an identity and certificate authority
for any user or node to join the network [33].

Privacy and confidentiality of transactions: Channels allow a subset of nodes, through
the anchor node, to link different organizations that compose the consortium. The
ledger of a channel can be accessed only by those organizations that are part of the
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channel. Therefore, participants can view only the network features and data relevant
to their specific channel.

3. Highly modular and configurable architecture: Hyperledger Fabric enables plug-and-play
ordering, membership, endorsement, and validation services. A pluggable consensus
algorithm also improves the platform. Ledger supports LevelDB and CouchDB
databases [33].

4. Efficient data query: By using CouchDB, it could execute queries more efficiently
compared to other relational databases with less latency and with simpler queries.

5. High transaction throughput performance: Hyperledger Fabric is scalable. Peer nodes are
liberated from ordering (consensus) responsibilities, while transaction execution is
independent of ordering and commitment. The division of labor relieves the ordering
nodes of transaction execution and ledger maintenance.

6.  Low latency of transaction confirmation: Hyperledger Fabric is considered the fastest
amongst all the permissioned blockchains, generated within only a few organiza-
tions, thus contributing to reducing latency. Furthermore, it does not have a mining
process like blockchain, and it makes the system fast in verifying and committing
transactions [31].

7. Offering multiple languages to write smart contracts: One can write smart contracts in
different programming languages, such as Java, Go, or Node.js [20,33].

8. No cryptocurrency: Unlike a public blockchain and several other technologies, Hyper-
ledger Fabric does not involve any cryptocurrency ([33]).

9.  The ability to monitor the network performance: Hyperledger Caliper is a network bench-
marking tool that measures performance using indicators like transactions per second,
latency and throughput utilization of resources, and more [47]. It provides the flexibil-
ity to specify and configure parameters for conducting tests on the platform, aiming
for optimal results.

In light of the above, Hyperledger Fabric is a prominent blockchain framework that
effectively addresses security, scalability, and privacy. The versatility and robustness of this
solution are attributed to its Docker container-based architecture, private data collections,
and diverse language support for chaincode development. This system’s enhanced security
features, systematic approach to transactions, and adaptability via APIs and SDKs highlight
its potential.

3.1.2. Structured Threat Information eXpression (STIX)

STIX is a standardized language and framework for sharing structured threat intelli-
gence across different organizations and security systems [8,48]. It enables the collection,
analysis, and sharing of valuable information about threats, vulnerabilities, and related
data [6,49,50]. This exchange of intelligence helps organizations to enhance their situational
awareness, improve incident response, and collaborate effectively to mitigate security risks.
By facilitating the sharing of threat intelligence, STIX aims to create a more unified and
proactive defense against cyber threats [51].

The STIX Architecture offers a robust framework for sharing and expressing security
threat intelligence. It comprises three main elements: the foundational STIX Core, which
structures threat data; the standardized vocabulary of the STIX Language for consistent
communication; and the STIX Cyber Observable Object (CybOX), which captures technical
observables of cyber threats [8]. This architecture enables effective sharing and analysis of
threat intelligence, improving detection and response to security incidents. Furthermore, it
fosters interoperability among security tools, automating the exchange of threat intelligence
across the cybersecurity ecosystem.
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The STIX Data Model is a structured framework for sharing cybersecurity information
in a standardized format. It uses a hierarchical structure with entities like indicators
and threat actors, connected through relationships. Each entity has specific properties
detailing its attributes. This standardized model ensures consistency and interoperability
across security tools, allowing organizations to efficiently share, analyze, and act on threat
intelligence for enhanced asset and network protection.

STIX proves effective in cybersecurity through various use cases [52]. Organizations
collaborate to share threat information, indicators, and incident details, enhancing collective
defense. Integration with security tools enables automated analysis, ensuring quicker
detection and response to emerging threats. Large Language Models (LLMs) represent
a significant advancement in Al technology, offering powerful tools for communication
and threat data analysis. These models are used for understanding context, enhancing
security, and ensuring proper threat formatting (STIX-TAXII). We proposed the use of
Private LLMs to understand the content of threat sharing and to learn from each agency’s
specific context, whereby we use the Llama dataset and our own data synthesis to enhance
datasets and maintain the privacy of our data. This approach can automate the formatting
and protection of shared data, enhancing both efficiency and security.

STIX supports proactive threat hunting, allowing analysts to search for potential
threats across diverse sources, empowering teams to identify and counter advanced persis-
tent threats [53]. These use cases underscore STIX’s value in promoting information sharing,
automated analysis, and proactive defense strategies in the cybersecurity community.

Expanding our arsenal for a robust threat intelligence sharing framework within Hy-
perledger Fabric, we introduce STIX Threat File Sharing. STIX, the globally recognized
language for cyber threat information, joins our ensemble to standardize and stream-
line threat communication. This integration enhances collaboration, breaking down
organizational and technological silos for a more universally understood and shared
cybersecurity landscape.

In conclusion, Structured Threat Information eXpression (STIX) offers a standardized
framework for representing and sharing cyber threat information. Through a common
data model, STIX enables structured and machine-readable exchange of threat intelligence.
Key concepts like indicators, threat actors, and TTPs allow for consistent and detailed
threat representation, enhancing analysis and defensive measures. STIX is applicable in
incident response, threat hunting, and intelligence sharing, supporting the exchange of
actionable information. It plays a crucial role in enhancing collective cybersecurity efforts
and fostering collaboration against cybercrime and advanced persistent threats.

3.1.3. Trusted Automated Exchange of Intelligence Information (TAXII)

Diversifying our infrastructure, we integrate the Trusted Automated Exchange of
Intelligence Information (TAXII). As a standard protocol for the exchange of cyber threat
intelligence, TAXII facilitates secure and standardized communication of threat informa-
tion [54]. Its incorporation enhances interoperability and extends the reach of our threat
intelligence sharing ecosystem.

This section provides an overview of Hyperledger Fabric and TAXII and explores the
possibilities of leveraging these two powerful technologies for threat information sharing.
Hyperledger Fabric is a blockchain framework that allows organizations to build private
permissioned blockchain networks to enhance the security, transparency, and efficiency of
their transactions. TAXII, on the other hand, is a trusted automated exchange protocol that
facilitates the sharing of threat information in a standardized and structured manner [48].
By combining Hyperledger Fabric’s secure and scalable infrastructure with TAXII’s ability
to exchange contextualized threat intelligence, organizations can create a robust framework
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for sharing threat information among trusted parties. We will delve into the features,
capabilities, and potential advantages of using Hyperledger Fabric and TAXII together to
enable seamless collaboration and enhance cyber threat detection and response.

Integrating Hyperledger Fabric with TAXII offers several compelling benefits for orga-
nizations involved in threat information sharing [31,55]. Firstly, it enhances the security
and privacy of sensitive threat data. With Hyperledger Fabric’s robust framework and con-
sensus mechanism, combined with TAXII’s standardized exchange protocols, organizations
can ensure the confidentiality and integrity of their shared information. Additionally, this
integration enables real-time updates and improved data accessibility. Hyperledger Fabric’s
distributed ledger technology allows for the immediate propagation of threat information
across multiple participants, ensuring that all stakeholders have access to up-to-date and
accurate data. Furthermore, by leveraging the smart contract capabilities of Hyperledger
Fabric, organizations can automate the enforcement of rules and policies in the sharing pro-
cess, reducing the risk of human error or malicious activities. This integration also paves the
way for improved collaboration and trust-building among organizations. The transparent
and auditable nature of Hyperledger Fabric, combined with TAXII's standardized language
for threat information, promotes cooperation, fosters trust, and simplifies data sharing
between organizations. By integrating these two powerful technologies, organizations can
unlock the full potential of threat information sharing, leading to more effective and timely
responses to emerging cyber threats.

3.1.4. MITRE ATT&CK Framework

The MITRE ATT&CK framework is an invaluable resource for the structured anal-
ysis of cyber threats. It provides a comprehensive knowledge base of adversary tactics,
techniques, and procedures (TTPs). In our methodology, we leverage MITRE ATT&CK to
classify and map gathered threat data, ensuring consistent standardized threat intelligence
across participants.

3.1.5. Integrating CP-ABE with Hyperledger Fabric for Enhanced Security and Efficiency

This section provides an overview of the work on “Integrating CP-ABE with Hy-
perledger Fabric for Enhanced Security and Efficiency,” underscoring the importance of
merging these technologies to tackle security and efficiency challenges in contemporary
distributed ledger systems.

The integration of Ciphertext-Policy Attribute-Based Encryption (CP-ABE) with Hy-
perledger Fabric is introduced as a solution to augment data privacy, access control, and
overall system security [56,57]. CP-ABE facilitates fine-grained access control based on
attributes specified by the data owner, while Hyperledger Fabric offers a secure and scalable
blockchain framework. This combination allows for improved security by ensuring that
only authorized parties can access and modify data, enhancing efficiency through auto-
mated access control management. Despite challenges related to integration complexity
and potential performance impacts, effective solutions are proposed, including thorough
research, optimization techniques, and robust encryption mechanisms [58]. The integration
addresses scalability, interoperability, and security concerns, offering notable advantages in
terms of data protection, confidentiality, and system reliability. Integrating CP-ABE with
Hyperledger Fabric delivers several benefits, including

*  Fine-Grained Access Control: CP-ABE facilitates fine-grained access control by en-
crypting data based on specific attributes, allowing for complex access policies. Users
with corresponding attributes can decrypt and access the data [59,60].
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¢  Flexible Attribute-Based Policies: CP-ABE provides flexibility in defining access poli-
cies, with attributes representing characteristics like roles or clearance levels. This
grants desirable control over data access [61,62].

*  Dynamic Policy Enforcement: Access policies can be dynamically updated without
re-encrypting the data as attributes change, aligning well with evolving access require-
ments over time [63].

*  Privacy Preservation: CP-ABE preserves privacy by enabling data owners to define
access policies without revealing users’ actual attributes, which is crucial in scenarios
with sensitive attributes [62].

*  Secure Data Sharing: Encrypted data can be shared based on attributes without
disclosing content, which is beneficial in collaborative environments where multiple
parties need specific data access [64].

*  Blockchain Immutability and Auditability: Hyperledger Fabric’s blockchain ensures
immutability and auditability. CP-ABE integration enhances this by securing data at
the attribute level, providing a secure and auditable access control mechanism [65].

¢ Compliance and Regulatory Requirements: CP-ABE aids in meeting stringent regula-
tory requirements by offering a robust and flexible access control mechanism [66].

e Enhanced Security: CP-ABE adds an extra layer of security to blockchain-stored data.
Unauthorized users, even with access, cannot decrypt data without the necessary
attributes, reducing the risk of unauthorized data access [67].

It is crucial to carefully assess specific use cases and requirements before implementing
CP-ABE due to the added system complexity. The benefits are particularly valuable in
scenarios where fine-grained access control and attribute-based policies are essential [68].

In conclusion, the integration of CP-ABE with Hyperledger Fabric presents a promising
approach to elevate data security and efficiency in various applications, with ongoing
research expected to lead to innovative solutions and advancements in the field.

3.1.6. Interplanetary File System (IPFS)

Broadening our infrastructure, we integrate the Interplanetary File System (IPFS),
a decentralized and distributed file storage system known for its enhanced accessibility
and availability of shared threat intelligence data [45,69]. The IPFS’s unique architecture
combines ideas from distributed hash tables, BitTorrent, and Git to ensure secure and
tamper-resistant storage. This one-of-a-kind design greatly improves the overall resilience
of our envisioned sharing ecosystem [70]. Operating on a peer-to-peer architecture, the
IPFS replaces the traditional client-server model and allows users to store and access files
based on content rather than location, utilizing a hash-based addressing system [71,72].
This approach offers increased reliability, censorship resistance, and improved performance
by eliminating the need for a central server. The IPFS’s benefits include content addressing,
distributed network architecture for redundancy, versioning capabilities, peer-to-peer
file sharing, and security through content verification, making it a decentralized, secure,
and efficient solution for file storage and sharing [73]. In practical terms, the IPFS finds
applications in decentralized web hosting, content distribution, decentralized social media
platforms, and decentralized file backup, showcasing its potential to revolutionize various
industries [74-76].

3.1.7. General Data Protection Regulation (GDPR)

The European Union established the General Data Protection Regulation (GDPR) in
May 2018 to protect the privacy of personal data shared among EU members and other
entities with which they interact [77]. This regulation applies to organizations worldwide
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that handle the personal data of EU residents, ensuring that they comply with the GDPR’s
requirements and obtain prior consent for data processing.

The GDPR sets strict guidelines for data authorization and authentication, covering
crucial data sharing and reusing aspects. It grants individuals several important rights,
including the right to access their data, the right to modify it, and the right to have it deleted.
These rights can be exercised individually or in combination, providing comprehensive
control over personal data.

3.1.8. Right to Be Forgotten (RtbF)

The right to be forgotten, a key component of the GDPR, pertains to the deletion
of personal data upon request [77,78]. While implementing this right across the entire
network is impractical and unfeasible, it underscores the need for effective protocols to
ensure content can be deleted when requested. This responsibility typically falls on content
owners or their authorized representatives to execute such deletions as necessary.

3.2. Methodology

This section outlines the techniques employed in our research, focusing on the method
workflow illustrated in Figure 4. It provides a clear description of the key steps and
processes involved. The objective is to highlight the approach adopted in our study and its
implementation.

[1] Data Collection

[2] Data Encryption

[3] Upload to IPFS

- Encrypted files uploaded to IPFS
- CID (Content Identifier) is returned

[4] Blockchain Logging

- CID recorded on Hyperledger Fabric
ledger

[5] Authentication
- User authenticated via MSP and
chaincode policies

[6] Retrieval

- CID used to fetch encrypted file
from IPFS

[7] Visualization
The decrypted intelligence is visualized using
the MITRE ATT&CK Navigator or
analytics tools

Figure 4. Workflow Steps for secure threat intelligence sharing in TrustShare.

Figure 4 presents the sequential steps for securely disseminating threat intelligence in
the TrustShare framework, as aligned with the overall process illustrated in Figure 5.
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Process Overview: Threat Intelligence Collection and Sharing Workflow in TrustShare

1.  Collect cybersecurity data from sources such as logs, threat feeds, and private teleme-
try.

2 Parse and standardize the data using the MITRE ATT&CK framework.

3 Structure the data as JSON files containing Indicators of Compromise (IOCs).

4. Encrypt the JSON using CP-ABE to enforce fine-grained access control.

5. Upload encrypted JSON to the Interplanetary File System (IPFS).

6.  Receive the Content Identifier (CID) from the IPFS.

7 Submit the CID and user identity as a transaction to Hyperledger Fabric.

8.  Validate transaction using Hyperledger Fabric’s chaincode.

9.  Immutably store the CID on the blockchain ledger.

10.  Authorized user requests access and is authenticated via Hyperledger Fabric’s MSP.

11. Retrieve the CID from the blockchain ledger.

12.  Use the CID to fetch the file from the IPFS.

13.  Decrypt the file using CP-ABE private keys.

14.  Extract threat intelligence from decrypted content.

15.  Visualize threats using tools like the MITRE ATT&CK Navigator.

Figure 5. Process overview for secure threat intelligence dissemination using TrustShare (Steps 1-15).

3.2.1. Data Collection and Preprocessing

The threat intelligence sharing process begins with the collection of data from diverse
cybersecurity sources. These data sources include open-source feeds, security logs, and
private threat data provided by participating organizations. Upon collection, the data is
analyzed, classified, and mapped against the MITRE ATT&CK framework to identify
relevant tactics and techniques used by threat actors.

A JSON file containing the structured threat data is then generated, which includes
indicators of compromise (I0Cs), such as malicious IPs, file hashes, and URLs. This file is
encrypted to ensure confidentiality during the sharing process.

3.2.2. Uploading and Sharing Data via IPFS

Once the threat intelligence is securely packaged into an encrypted JSON file, the
first participant (User A) uploads the file to the IPFS. After the upload, User A receives
a Content Identifier (CID), a unique hash that acts as a pointer to the encrypted data on
the IPFS.

User A then sends the CID to a trusted partner (User B) via a transaction submitted to
Hyperledger Fabric. This step utilizes Hyperledger’s chaincode and endorsement system
to ensure that the transaction is validated and immutable. The CID is sent along with the
sender’s verified identity.

3.2.3. Authentication and Retrieval by Trusted Partner

Upon receiving the CID, User B must pass through an authentication check via the
chaincode and endorsement processes in Hyperledger Fabric. This ensures that only
authorized participants can access the shared threat intelligence data. Once authenticated,
User B retrieves the CID and uses it to search for the encrypted file on the IPFS.

After retrieving the file, User B decrypts it to access the JSON file, which contains
detailed threat information. The decrypted data is then visualized using the MITRE
ATT&CK Navigator, allowing User B to understand the tactics, techniques, and procedures
associated with the observed threats.

3.2.4. System Architecture and Workflow

The overall process of threat data sharing and retrieval is illustrated in the system
architecture and workflow, as detailed in Figure 5. The architecture incorporates the use
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of Hyperledger Fabric for secure transactions and identity management, the IPFS for
scalable decentralized file storage, and MITRE ATT&CK for structured threat analysis and
visualization.

Each participant’s node in the Hyperledger Fabric network is connected through
secure channels, ensuring that only validated participants can interact with the data. The
use of chaincode ensures that transactions are tamper-proof and enforce the necessary
access controls.

3.2.5. Integration and Security Measures

The integration of Hyperledger Fabric and the IPFS facilitates the seamless exchange
of threat intelligence data. The blockchain ensures data integrity and authentication through
cryptographic proofs, while the IPFS allows for efficient off-chain storage. By utilizing
encryption techniques such as CP-ABE (Ciphertext-Policy Attribute-Based Encryption), we
ensure the confidentiality and integrity of the threat data.

This architecture introduces a novel decentralized approach to threat intelligence
sharing, emphasizing security, scalability, and interoperability. The collaboration of Hyper-
ledger Fabric and IPFS enables lightweight and efficient operations, reducing the computa-
tional load on the blockchain while maintaining robust security.

3.2.6. Scalability and Adaptability

The framework is designed with scalability in mind, accommodating a growing
number of participants and increasing volumes of threat data. The modular nature of Hy-
perledger Fabric allows for easy integration with new partners and adaptation to different
cybersecurity needs. Furthermore, the system'’s interoperability ensures compatibility with
existing threat intelligence frameworks, such as STIX and TAXII, enhancing its applicability
in real-world scenarios.

This methodology combines advanced cryptographic techniques, decentralized stor-
age, and structured threat intelligence frameworks to create a robust and secure system for
threat data sharing. By leveraging Hyperledger Fabric, the IPFS, and MITRE ATT&CK,
our design ensures the efficient, scalable, and trustworthy exchange of threat intelligence
data among organizations. This approach not only addresses current cybersecurity chal-
lenges but also sets the foundation for future innovations in the field of collaborative
threat intelligence.

3.3. Hybrid Trust Model

TrustShare employs a hybrid trust model that combines direct trust (DT) and indirect
trust (IT) to evaluate the reliability of participants dynamically.
Direct Trust (DT) is calculated from the history of interactions between participants,
capturing metrics such as success rates of past information exchanges and responsiveness.
This component reflects the firsthand experience that participant i has with participant ;.
Indirect Trust (IT) aggregates feedback from other participants regarding participant j’s
behavior. This feedback is weighted according to the trustworthiness of the feedback
providers and incorporates a decay factor to ensure that recent behavior has greater influ-
ence than older assessments.

The overall trust score Tj; assigned by participant i to participant j is computed as a
weighted sum of direct and indirect trust:

Ti]':Dc'DTij—F(l—Dc)'Iﬂ]‘

where

*  Tj;is the combined trust score.
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e« € [0,1] is a tunable parameter balancing the influence of direct and indirect trust.
*  DTj; is the direct trust value based on past interactions.
*  IT;; is the indirect trust value derived from third-party feedback.

An example calculation is provided in Table 6, illustrating how DT;; and IT;; are
combined using a chosen «.

Table 6. Example calculation of hybrid trust score.

Parameter Value Description
. i ti , tes,
Direct Trust, DT; 075 Calculated from past mter.ac ions, success rates
and responsiveness.
. . ioh
Indirect Trust, IT;; 0.60 Aggregated feedback frqm other participants, weig ted by
/ trustworthiness and time decay.
Weight Factor, 0.7 Tunable parameter emphasizing direct trust over indirect trust.

Computed as 0.7 x 0.75 + 0.3 x 0.60. Reflects combined

Hybrid Trust Score, Tij 0.705 trust level.

4. Evaluation and Performance Analysis

This section presents a comprehensive performance and security evaluation of the
TrustShare infrastructure. The assessment focuses on architectural scalability, operational
efficiency, security assurances, and comparative advantages over a centralized system.
The infrastructure is implemented on Hyperledger Fabric and benchmarked using Hyper-
ledger Caliper (v0.5.0), with performance indicators such as latency, throughput, and CPU
utilization recorded under diverse deployment scenarios.

4.1. Scalability and Architectural Performance

TrustShare leverages Hyperledger Fabric’s modular execute—order—validate model to
decouple transaction processing from ordering and validation [31]. This architectural
design enables parallelism, improving both throughput and latency by mitigating smart
contract non-determinism and resource contention.

Latency performance of TrustShare is comparable to traditional systems like Post-
greSQL, particularly under increased load [79]. Kubernetes-based orchestration enhances
scalability through dynamic resource allocation, while IPFS integration ensures secure
off-chain replication and data availability.

The transaction throughput is largely governed by the ordering service. Employing
consensus mechanisms such as RAFT or Kafka allows horizontal scalability through node
addition [33].

4.2. Benchmarking Methodology and Results

Benchmarking simulations included CTI ingestion (STIX format), policy revocation,
and query operations across four deployment scenarios:

*  Single organization, 2 peers.

e Two organizations, 4 peers.

¢  Kubernetes-based cluster deployment.

*  Hyperledger Fabric with CouchDB as state database.

Figure 6 and Table 7 present the captured metrics. The Kubernetes configuration deliv-
ered the best performance, achieving 500 TPS with 75 ms latency and 72% CPU utilization.
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Table 7. Performance metrics under various configurations.
Configuration Latency (ms) Throughput (TPS) CPU Usage (%)
Single Organization, 90 180 40%
2 Peers
Two Organizations, 130 320 65%
4 Peers
Kubernetes Cluster 75 500 72%
With CouchDB 110 300 50%
500 Latency (ms)
mmm Throughput (TPS)
mmm CPU Usage (%)
400
$ 300 300
s
B
= 200 180
130
100 o 110
65 75 72
40 50
0 S ‘ (S ‘ X (92
pee! pee ws® oA
00 %9 o o Y\\,be‘“e‘es WiEe oY

Figure 6. TrustShare performance metrics across deployment configurations.

4.3. Comparison with Centralized Baseline

To rigorously assess the advantages of a decentralized ledger-based architecture,
TrustShare was evaluated in comparison with a conventional centralized system simulating
a trusted intermediary. Identical transaction workloads were applied to both systems
under controlled conditions. Metrics were averaged over 10 runs, capturing transaction
latency, throughput, availability, and trust requirements. The corresponding results are
illustrated in Figure 7 (latency under load), Figure 8 (throughput across nodes), Figure 9
(availability during node failures) and Figure 10 (comparative performance metrics), and
summarized in Table 8.

Experimental Findings

*  Latency: The centralized system has lower latency under light load, but performance
degrades sharply under stress. TrustShare’s latency increases more gradually, main-
taining predictable performance, as presented in Figure 7.

¢  Throughput and Scalability: TrustShare scales with node count until consensus
overhead gains plateau. The centralized model shows declining throughput as node
count increases due to coordinator saturation. The results are presented in Figure 8.

*  Trust Model: TrustShare distributes trust through consensus. The centralized system
requires full trust in a single coordinator, introducing a critical vulnerability.

¢  Availability and Fault Tolerance: TrustShare maintains availability under node fail-
ures via Byzantine fault-tolerant mechanisms. In contrast, the centralized system fails
after coordinator loss, as depicted in Figure 9.
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Figure 7. Latency under increasing load.

—— Trustshare (DLT)
—#— Centralized

500

400

300

Throughput (transactions/sec)

100

3 5 7 9 1 13 15
Number of Nodes

Figure 8. Throughput vs. node count.
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Figure 9. System availability vs. node failures.
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Table 8. Comparison between TrustShare and centralized baseline.

Metric TrustShare (DLT) Centralized Baseline
Average Latency (ms) 70-175 (steady growth) 40-310 (non-linear spike)
Throughput (tx/sec) 150-540 (scalable) 300-110 (declines with load)
Fault Tolerance Byzantine Fault Tolerance Single Point of Failure
Trust Assumptions Distributed validation Full trust in coordinator
Scalability High (until consensus limit) Low (coordinator bottleneck)
Auditability Immutable ledger No native audit support
Deployment Complexity Moderate-High Low
500 4 480

Trustshare (DLT)
Centralised System

400

300 1

Metric

200 4 180
160

120

100 94

40

Latency (ms) Throughput (tx/s) Availability (%)
Figure 10. Summary of TrustShare vs. centralized baseline performance.

4.4. Security and Availability Analysis

Security is integral to TrustShare’s architecture, as summarized in Table 9. The dis-
tributed ledger design mitigates centralized attack vectors and denial-of-service threats.
Hyperledger Fabric further enhances security by enforcing access control and cryptographic
identities through its Membership Service Provider (MSP), ensuring end-to-end transaction
confidentiality.

Table 9. Key security features in the TrustShare framework.

Security Layer Mechanism Implemented
Identity Management MSP via X.509 Certificates issued by Hyperledger CA
Data Encryption Ciphertext-Policy Attribute-Based Encryption (CP-ABE)
Data Storage Security IPFS-based encrypted off-chain storage
Access Control Smart contract—enforced policy-based access
Anonymity Optional ring signatures (FCsLRSs) for contributor privacy

TrustShare’s resilience is bolstered by node redundancy, fault-tolerant consensus, and
revocable identity credentials via the certificate authority (CA). While the system defends
against most infrastructure-level threats, further hardening is required against credential
theft and social engineering.

4.5. Discussion and Roadmap

The evaluation confirms TrustShare’s effectiveness in delivering scalable, secure, and
policy-aware CTI sharing. Future enhancements aim to improve usability, automation,
and resilience:

* Integration with live CTI feeds and real-time analytics pipelines.
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¢  Graphical policy management interface.
*  Automated certificate renewal workflows.
¢  Enhanced auditing and threat simulation modules.
¢  Extended testing under adversarial network conditions.
These improvements will further strengthen TrustShare’s readiness for operational
deployment in collaborative cybersecurity environments.

5. Security Analysis

This section presents a structured evaluation of the security measures in the TrustShare
framework, mapping each threat mitigation to operational steps in the threat intelligence
(TT) lifecycle. Figure 5 illustrates the data flow, while Table 10 summarizes how specific
threats are addressed at each stage.

Table 10. Threat mitigation mapping across TrustShare process steps.

Threat Description Mitigation Strategy Enforced in Process

Step(s)
Identity validation via MSP and CA-issued
. Adversary creates fake identities X.509 certificates; verified at user i
Sybil Attack to subvert the system. registration (pre-Step 1) and Pre-Step 1; Step 7

transaction submission.
Multi-peer endorsement policies for

. . Injection of malicious or chaincode invocation; secure CI/CD
Chaincode Poisoning . . . . . Step 8
unauthorized chaincode. pipeline with version control and
audit logs.
Impersonation of authorized users Mutual TLS authentication and certificate
Identity Spoofing p validation enforced during access and Steps 10-12
or nodes. .
data retrieval.
oy AR ol previosy vl or Tt e et
play fraudulent transactions. yptograp . y P
ordering service and peers.
Insider Malicious actions by legitimate CP-ABE encryption for fine-grained access
Threats/Credential 15 by 'eg . control; immutable blockchain audit trails Steps 4,9, 12, and 15
. users or credential compromise. .
Misuse for accountability.

Planned SIEM integration for real-time
monitoring; rule-based and ML anomaly Steps 1-3, 12-15
detection on logs.

Suspicious or abnormal access

Anomalous Behavior L .
patterns indicating compromise.

5.1. Threat Model
TrustShare considers both external and internal adversaries:

e  External adversaries: May attempt Sybil attacks, replay attacks, or impersonate
authorized users or systems.

* Internal adversaries: May involve compromised insiders or misuse of credentials by
legitimate users.
The system enforces the principles of confidentiality, integrity, availability, and au-

ditability to counter these threats, in alignment with privacy regulations such as the GDPR.

5.2. Threat Mitigation

TrustShare uses a defense-in-depth approach, incorporating Ciphertext-Policy Attribute-
Based Encryption (CP-ABE), Hyperledger Fabric’s permissioned blockchain, and X.509
certificate-based identity management. These controls are implemented across the Trust-
Share workflow, as shown in Table 10.

Below is a brief explanation of how each mitigation aligns with specific threats:
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1.  Sybil Attacks (Pre-Step 1; Step 7): Only identities validated via Hyperledger Fabric’s
MSP and trusted certificate authorities are allowed to register and submit transactions.

2. Chaincode Poisoning (Step 8): Chaincode deployment requires multi-peer endorse-
ments and is secured through a CI/CD pipeline with auditing and version control.

3.  Identity Spoofing (Steps 10-12): TrustShare uses mutual TLS to ensure endpoint
authenticity during data access and retrieval.

4.  Replay Attacks (Steps 7-9): Hyperledger Fabric-native timestamps and cryptographic
nonces ensure message freshness, mitigating replay attempts.

5. Insider Threats and Credential Misuse (Steps 4, 9, 12, and 15): CP-ABE en-
forces encryption-time access control, while blockchain audit logs provide tamper-
evident traces.

6. Anomalous Behavior (Steps 1-3, 12-15): Planned integration with SIEM tools such
as the ELK Stack and Splunk will support anomaly detection using rule-based and
machine learning methods.

Future Work: While CP-ABE enforces robust encryption under the Decisional Bilinear
Diffie-Hellman (DBDH) assumption, future work will investigate post-quantum crypto-
graphic alternatives to safeguard long-term confidentiality. SIEM integration will also be
operationalized in the production release.

This layered architecture, aligned with operational checkpoints and enforced at the
protocol level, ensures TrustShare’s resilience against common and advanced threat vectors
while maintaining compliance and auditability.

5.3. Trust and Transparency

The endorsement policy in Hyperledger Fabric is defined by channel administrators
and determines which peers must approve a transaction before it proceeds to the ordering
service. Compliance with the policy ensures successful transaction submissions. Utilizing
an endorsement policy that involves multiple peers from different organizations enhances
transparency and trust, preventing single points of failure by setting a minimum number
or percentage of endorsing peers.

The inclusion of “trust” reflects the understanding that effective threat intelligence
sharing relies on establishing trust relationships between participating entities. Trust is a
fundamental element in enabling secure and collaborative information exchange, implying
the consideration of mechanisms to authenticate and validate the trustworthiness of the
involved parties.

Hyperledger Fabric operates as a permissioned blockchain, wherein permissions are
regulated by one or more membership service providers (MSPs) utilizing cryptographic
identities. At each stage, transactions are meticulously examined to verify the authenticity
of requests. This meticulous verification process serves to restrict unwanted access and
fosters a heightened sense of trust in the system.

5.4. Privacy-Preserving Using Network Segmentation

Partitioning the network into distinct channels, each serving a specific purpose and
involving a subset of organizations with their dedicated endorsers, offers a potential
enhancement in performance by reducing the overall workload. This approach, akin
to sharding in Hyperledger Fabric, allows for privacy and horizontal scaling, thereby
addressing privacy and scalability concerns that have been widely discussed and proposed
in the context of blockchain technology.

This method of preserving privacy emphasizes the need to protect sensitive informa-
tion while sharing threat intelligence, acknowledging the significance of data confidentiality.
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This suggests a focus on ensuring that privacy measures are in place to safeguard the shared
information from unauthorized access.

The phrase “policy-based access control mechanisms” suggests the utilization of
policies and rules to regulate access to shared threat intelligence. This indicates a proactive
approach to control and manage the dissemination of information based on predefined
policies, ensuring that access is granted only to authorized individuals or entities.

5.5. Network Authentication and Data Access Control

In our threat intelligence sharing framework, we employ a robust network authenti-
cation system by integrating Hyperledger Fabric with Ciphertext-Policy Attribute-Based
Encryption (CP-ABE). Each participant is assigned unique attributes, and access to threat
intelligence is governed by CP-ABE policies. Hyperledger Fabric’s certificate authority man-
ages participant certificates, ensuring secure identity authentication. Hyperledger Fabric’s
decentralized architecture enhances security by eliminating potential single points of failure.
This integrated solution provides granular access control, reinforcing the confidentiality
and trustworthiness of our threat intelligence sharing ecosystem.

5.6. Real-World Context for Attribute and Policy Complexity with Advanced Access Constraints

To underscore the importance of evaluating CP-ABE performance under increasing
attribute cardinality and complex policy structures, as shown in Figure 11, we introduce
two real-world cyber threat intelligence (CTI) sharing scenarios. These cases incorporate
our proposed enforcement mechanisms: time rivaling, time-bombing, and location interlocking,
which extend traditional CP-ABE capabilities with contextual awareness.

—&— Encryption (Basic CP-ABE)
—HE- Decryption (Basic CP-ABE)
140 | —®— Encryption (With Time/Location Constraints)
—#- Decryption (With Time/Location Constraints)

120 +

100 +

Time (ms)

80

60

40 4 L

2 3 2 5 6 7 8
Number of Attributes / Policy Complexity
Figure 11. Performance of CP-ABE under complex policies incorporating time rivaling, time-bombing,
and location interlocking across varying attribute counts and policy sizes.

Basic CP-ABE attributes are defined at the time of key issuance and do not change
based on real-time conditions. This is what differentiates basic CP-ABE from context-aware
or dynamic CP-ABE (which includes constraints like “Access only valid before 24 h” or
“User must be in EU region”).

Scenario 1: Healthcare Threat Sharing Consortium: In this use case, hospitals and
certified diagnostic laboratories collaborate to exchange time-sensitive indicators of com-
promise (IoCs) related to ransomware campaigns. Access to shared data is governed by a
multifaceted policy:

Role: Analyst AOrg: Certified Lab A Clearance: Level-2 A Access Time <
48 h A Location: US



Future Internet 2025, 17, 289

28 of 33

Here, time-bombing ensures that decryption keys expire 48 h after issuance, mitigating
the risk of outdated intelligence usage. Time rivaling prioritizes and promotes newer
threat reports, automatically suppressing older data. Meanwhile, location interlocking
enforces decryption exclusively on authorized devices physically located in the United
States, aligning with health data localization policies.

Scenario 2: Financial Sector Threat Intelligence Network: This network enables
secure threat data exchange among banks and financial entities. For example, access to
phishing and fraud-related intelligence is subject to the following access control policy:

Entity Type: Bank A Compliance Tier: Tier-1 A Subscription Level: Premium
N Access Time < 24 h A Location: EU

In this scenario, time-bombing enforces ephemeral decryption keys with a 24 h
lifespan. Time rivaling enables systems to give precedence to up-to-date threat data, and
location interlocking ensures compliance with EU data residency requirements under the
GDPR by restricting decryption to EU-based endpoints.

These scenarios highlight the applicability of expressive attribute-rich access policies
in operational CTI environments. Our implementation demonstrates that CP-ABE can
remain computationally feasible even when extended with contextual constraints, such as
time and location. The complete encryption and decryption flow for this extended CP-ABE
scheme is outlined in Algorithm 1.

Algorithm 1 Lattice-Based CP-ABE with Temporal and Geospatial Constraints

Require: Security parameter A, Attribute universe U, Access policy A, Message M, Times-
tamp ¢, Location /

Ensure: Ciphertext CT decryptable only by authorized users with valid temporal and
location attributes

1: Setup(A, U)
2: Generate base matrix A € Z;*™ with associated trapdoor Trapdoor(A)
3: Sample a short secret vector s € Zj
4: for each attribute attr € U do
5. Generate a matrix Aattr and corresponding trapdoor
6: end for
7: Output public parameters PK and master secret key MSK
8: KeyGen(MSK, S)
9: for each attr € S do
10:  Generate short vector dattr using Trapdoor(Aattr)
11: end for
12: Add dynamic attributes: time < 24h, location: EU, freshness score
13: Output secret key SK = {dattr }
14: Encrypt(PK, M, A)
15: Represent access structure A as an LSSS matrix (M, p), including temporal and spatial

constraints
16: Sample random vector v and compute ciphertext components using LWE encryption
17: Output ciphertext CT = (components, A)
18: Decrypt(SK,CT)
19: Verify that user’s attributes satisfy A, including checks on timestamp and geolocation
20: Use LSSS decoding vector to reconstruct the shared secret
21: Recover message M only if policy evaluation passes

5.7. Anonymity Considerations

Due to the incorporation of the membership service provider (MSP) entity for identity
management, Hyperledger Fabric inherently ensures transaction anonymity. The MSP is
adaptable, allowing each organization to establish its own, contributing to pluggable data
transaction anonymity. Transaction data anonymity is achieved through encryption using
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the client’s private key, endorsed by a trusted third party via the Transport Layer Security
(TLS) protocol, ensuring encrypted communication between participants.

Authorized users, acknowledged in the chaincode, must obtain adequate endorse-
ments to validate transactions, adhering and subject to endorser rules. The study by [80]
proposes an Anonymous Endorsement System with a threshold endorsement policy. This
work introduces a novel ring signature scheme, Hyperledger Fabric’s Constant-Sized
Linkable Ring Signature (FCsLRS), ensuring transaction-oriented linkability for endorser
identity concealment. The alteration of the RSA modulus size, implemented in Golang,
undergoes rigorous examination for security and performance, with empirical studies
supporting its viability. Notably, the rapid production of signatures and tags, coupled with
a constant RSA modulus value, irrespective of message length or endorsement set size,
underscores the collaborative creation of signatures by all endorsers.

6. Conclusions

This paper introduced TrustShare, a novel blockchain-based framework for secure,
privacy-preserving, and regulation-compliant cyber threat intelligence (CTI) sharing. Based
on a permissioned architecture powered by Hyperledger Fabric, TrustShare harnesses the
strengths of distributed ledger technologies alongside fine-grained cryptographic access
control to enable secure, scalable, and trustworthy collaboration across multiple organiza-
tions.

At the heart of TrustShare lies an advanced implementation of Ciphertext-Policy
Attribute-Based Encryption (CP-ABE), facilitating dynamic policy-driven data exchange.
Moving beyond traditional attribute models, our framework incorporates temporal (“time-
bombing”) constraints, controlled revelation mechanisms, and location interlocking,
allowing data owners to stipulate precisely when, how, and where shared intelligence may
be accessed. These enhancements provide unprecedented control over sensitive threat data
whilst maintaining operational flexibility and adherence to regulatory frameworks.

To ensure interoperability and applicability in real-world settings, the framework
integrates the STIX and TAXII standards for structured threat data representation and
employs the IPFS for secure decentralized storage. In compliance with the General Data
Protection Regulation (GDPR) and the right to be forgotten (RtbF), the design embeds
privacy-preserving data policies and revocation capabilities, enforced through chaincode
and certificate authority mechanisms.

Empirical assessments indicate that TrustShare achieves low-latency performance,
scalable throughput, and high resource efficiency across various deployment environments,
including containerized infrastructures orchestrated with Kubernetes. Furthermore, the
security architecture—comprising role-based endorsements, endorsement anonymity (via
FCsLRS), and network segmentation—demonstrates strong resilience against common
attack vectors and insider threats.

Nevertheless, several challenges persist. The computational cost associated with
complex CP-ABE policies and encrypted operations may impact scalability under real-time
demands. The current framework assumes a partially trusted model among organizational
participants. Therefore, establishing comprehensive inter-domain trust governance remains
a significant avenue for further exploration.

Future work will focus on enhancing TrustShare’s adaptability, efficiency, and long-
term resilience. This includes the incorporation of context-aware access controls driven
by dynamic threat scoring to enable real-time policy adjustments, and improvements to
policy enforcement and compilation mechanisms to support scalability in attribute-rich
environments. Additionally, the integration of privacy-preserving artificial intelligence is
envisioned to facilitate collaborative threat prioritization and anomaly detection across
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distributed actors. To ensure future-proof confidentiality, ongoing research will also explore
post-quantum cryptographic alternatives to the current CP-ABE scheme, protecting against
emerging quantum-capable adversaries.

Field trials within national and sector-specific CTI alliances are planned to further evalu-
ate the robustness, practicality, and compliance of the system under operational conditions.

In summary, TrustShare exemplifies how the synthesis of permissioned blockchain,
advanced cryptographic policy control, and decentralized storage can support the creation
of a trustworthy, sovereign, and regulation-aligned platform for the next generation of
cyber threat intelligence sharing.
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