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Abstract: Mobile ad hoc networks (MANETSs) offer a decentralized communication solution ideal for
infrastructure-less environments like disaster relief zones. However, their inherent lack of central
control and dynamic topology make them vulnerable to attacks. This paper examines the impact
of various attacks on mobile nodes within two network types: randomly and uniformly distributed
stationary networks. Four types of attacks are investigated: delay, dropping, sinkhole (alone), and a
combined black hole attack (dropping + sinkhole). The effects of these attacks are compared using
the packet delivery ratio, throughput, and end-to-end delay. The evaluation results show that all
single attacks negatively impacted network performance, with the random network experiencing
the most significant degradation. Interestingly, the combined black hole attack, while more dis-
ruptive than any single attack, affected the uniformly distributed network more severely than the
random network.

Keywords: MANET; delay attack; dropping attack; sinkhole attack

1. Introduction

Mobile ad hoc networks (MANETs) were originally conceptualized by the U.S. DOD
in the 1970s with the introduction of the Packet Radio Network [1]. However, technological
limitations at the time, such as bulky equipment and power constraints, hindered their
practical implementation. Recent advancements in WiFi technology and the proliferation of
WiFi-enabled devices have fueled the resurgence of interest in infrastructure-less networks
like MANETSs [2].

WiFi has become an essential part of modern life, facilitating a wide range of daily
activities. Mobile ad hoc networks (MANETs), which harness the versatility of WiFi, are par-
ticularly effective in scenarios where traditional infrastructure is lacking, power resources
are constrained, and rapid communication is critical. These networks are invaluable in
disaster recovery efforts and military operations, where they enable real-time coordination.
Beyond these high-stakes environments, the flexibility of MANETSs has also led to their
widespread use in civilian contexts. Examples include Smartphone Ad Hoc Networks
(SPAN s) for peer-to-peer communication, Vehicular Ad Hoc Networks (VANETSs) for in-
telligent transportation systems, and Flying Ad Hoc Networks (FANETs) for drone-based
applications. Additionally, MANET: are increasingly being deployed in smart cities, remote
sensing, and outdoor events, showcasing their broad potential in both urban and rural
settings [3].

The dynamic and flexible nature of MANETSs introduces a larger attack surface com-
pared to traditional WLANS [4]. This vulnerability makes it challenging to prevent attackers
from disrupting network operations and maintaining data availability, confidentiality, and
integrity [5]. Understanding these attack methods and their impact on MANETS is crucial
for developing effective countermeasures.
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This paper investigates and presents the effects of various attacks on mobile ad hoc
networks. To achieve this, the Open Modeling and Network Simulation Tool (OMNeT++)
discrete event simulator will be used to create a network simulation [6]. The Network
Emulator for Threat Assessment (NETA) framework will be employed to launch attacks
and gather data on network performance under different scenarios [7].

Problem Statement

While the flexibility and infrastructure-less nature of mobile ad hoc networks (MANETs)
offer significant advantages, their dynamic topology and decentralized architecture render
them highly susceptible to a variety of security threats, including denial-of-service (DoS),
sinkhole, and delay attacks. The consequences of these attacks can be catastrophic, leading
to data breaches, financial losses, and even loss of life in critical applications such as disaster
recovery, military operations, and intelligent transportation systems. Despite ongoing
research efforts, existing security solutions for MANETs often face challenges in terms of
overhead, scalability, and resilience against emerging threats. Therefore, developing robust
and efficient security mechanisms to safeguard the integrity and confidentiality of MANET
communications is imperative.

Despite numerous studies addressing security issues in MANETSs, a comprehensive
understanding of the impact of various attacks, particularly considering the dynamic
nature of the network, remains elusive. Existing research often lacks detailed empirical
data on how attacker mobility influences critical performance metrics such as the packet
delivery ratio and end-to-end delay. This scarcity of knowledge hinders the development
of effective, lightweight countermeasures capable of adapting to diverse attack scenarios.
The remainder of this paper is organized as follows:

Section 2 reviews recent research on MANET security. Section 3 covers mobile ad hoc
networks (MANETSs), introducing their key characteristics, functionalities, and applications.
It also reviews routing protocols with a focus on AODV and explores security issues and
vulnerabilities in MANET:.

Section 4 analyzes prevalent MANET attacks such as sinkhole and delay attacks.
Section 5 details the testing procedures, including the network simulator, parameters, and
attack strategies. Section 6 presents simulation results and analyzes the impact of attacker
movement on two network typologies using metrics like the packet delivery ratio and
end-to-end delay. Finally, Section 7 summarizes key findings, discusses the significance of
attacker movement in DoS attacks, and suggests directions for future research.

2. Related Work

Al-Rubaiei et al. conducted a performance analysis of black hole and wormhole
attacks on MANETs using the Network Simulator 2 (NS2) and the Ad hoc On-Demand
Distance Vector (AODV) routing protocol [8]. Their study examined the impact of these
attacks on the packet delivery ratio, end-to-end delay, and network load normalization.
It is noteworthy that NS2 lacks built-in functionalities for simulating malicious attacks.
Therefore, the authors modified the AODV protocol to simulate these attacks. The study
concluded that black hole attacks had a more significant impact on the network compared
to wormbhole attacks, primarily due to higher packet loss. However, black hole attacks
resulted in better network performance in terms of end-to-end delay.

Al-Shareeda et al. investigated the impact of Man-in-the-Middle (MitM) attacks on
MANETs using OMNeT++ and the NETA framework [5]. They employed the Ad hoc On-
Demand Distance Vector (AODV) routing protocol and measured the effects of the attacks
on the packet delivery ratio and end-to-end delay. Unlike the previous study, OMNeT++
with NETA allows for native simulation of network attacks. Their findings demonstrate
that both message delay and message dropping variants of the MitM attack significantly
impact the network, causing substantial increases in end-to-end delay and packet loss.
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Deepika et al. evaluated the performance of AODV and Dynamic Source Routing
(DSR) protocols under Jellyfish Delay Variance attacks in a simulated MANET using
NS2 [9]. The simulation involved fifty nodes with random waypoint mobility and a
varying number of attacker nodes. End-to-end delay and throughput were measured. The
paper proposes a method for detecting and removing Jellyfish attackers. This method
utilizes node self-detection and neighbor detection. Each node stores trust attributes for
its neighbors, which are updated before every transmission. The study concluded that
both AODV and DSR experience significant improvement in end-to-end delay under
attack when mitigation is implemented compared to no mitigation strategies. However,
with an increasing number of attackers, throughput decreases significantly even with
mitigation, although some improvement remains. However, the paper does not address the
potential resource overhead associated with this trust-based approach, which is a crucial
consideration for resource-constrained MANETs.

Sivanesh et al. investigate the impact of black hole and rushing attacks on mobile
ad hoc networks (MANETSs) utilizing the AODV routing protocol [10]. Employing the
NS2 simulator, the study meticulously analyses network performance under these at-
tacks, considering metrics such as the packet delivery ratio, end-to-end delay, throughput,
and packet loss. The findings reveal that black hole attacks pose a more severe threat,
resulting in a drastically reduced packet delivery ratio and increased packet loss com-
pared to rushing attacks. While black hole attacks exhibit lower end-to-end delay due
to diminished routing overhead, this advantage is offset by a significant compromise in
network reliability. Ultimately, this research underscores the vulnerabilities inherent in
the AODV protocol, which malicious nodes can exploit to disrupt normal network op-
erations. It is important to note that the scope of this study is limited to two specific
attack types, with other potential threats to AODV performance remaining unexplored.
Additionally, the reliance on NS2 simulations may not fully encapsulate the complexities of
real-world attacks as the previously discussed NS2 lacks a built-in functionality to simulate
malicious attacks.

Elshaikh et al. investigate the impact of black hole attacks on the performance of
MANETs utilizing the AODV routing protocol [11]. By employing the OMNET++ simulator,
the authors simulated various network scenarios with different numbers of nodes and
black hole attackers. The paper indicates that nodes move randomly, but does not specify
the exact mobility model employed, including whether the movement pattern of attacker
nodes differs from that of regular nodes. The study focuses on key performance metrics
such as the packet delivery ratio, throughput, and end-to-end delay to assess the severity
of the attacks. The research methodology involves conducting multiple simulation runs
under controlled conditions to analyze the behavior of black hole attacks. While the
paper provides valuable insights into the impact of these attacks on network performance,
it has certain limitations. The study’s primary focus on black hole attacks restricts its
scope. Additionally, the absence of detailed information about the mobility model and
the lack of statistical analysis to support the findings weaken the overall strength of the
conclusions. Despite these limitations, the paper offers a foundation for understanding
the effects of black hole attacks on MANETSs. The use of simulation and clear performance
metrics strengthens the research. However, future studies could benefit from a broader
exploration of different attack types, a diverse range of mobility models, including specific
characterizations for attacker movement, and robust statistical analysis to enhance the
overall contribution to the field.

This study introduces a novel approach to evaluating the impact of various attacks
on MANETs. Unlike previous research, we focus on a scenario where normal nodes
are stationary while attackers exhibit mobility. By employing both random and uniform
distribution topologies, we provide a comprehensive analysis of network resilience under
different spatial arrangements. This research investigates the effects of four distinct attack
types: dropping, delay, sinkhole, and a combined black hole attack (incorporating dropping
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and sinkhole). Through this comparative analysis, we aim to identify vulnerabilities in an
effort to enhance the robustness of MANETs against malicious threats.

3. Mobile Ad Hoc Networks

Mobile ad hoc networks (MANET:) are a type of wireless network that is both adaptive
and self-organizing. Unlike traditional WiFi networks in offices or homes that rely on
base stations or access points, MANETs operate in an infrastructure-less manner, and a
comparison example between the infrastructures can be seen in Figure 1. Unlike the left
image, which portrays an infrastructure-less MANET with all nodes functioning as routers,
the right image depicts a traditional WiFi network featuring centralized base stations.

,’//.V 7.\\\

Destination

®
Source

—
‘\\_ _//'

Figure 1. Ad hoc infrastructure comparison.

Due to dynamic topologies where nodes freely move in and out, the network’s multi-
hop structure constantly changes. To adapt to this, MANETs operate as self-configuring
infrastructures, and this means they can discover new devices and have all nodes function
as both routers and hosts. In MANETSs, nodes constantly move in and out of each other’s
broadcast range. To find the most efficient routes, they use a network discovery method.
This method allows new nodes to announce their presence and all nodes to dynamically
update the routing information. This continuous discovery process makes MANETs highly
scalable, enabling the network to seamlessly grow as new nodes join [12].

3.1. Routing in MANETs

Similar to traditional routing protocols, MANET routing aims to establish and maintain
optimal paths between source and destination nodes. This process prioritizes minimiz-
ing delay and packet loss. However, MANET routing protocols face unique challenges
compared to traditional networks due to several factors [13,14]:

*  Decentralized network: Unlike centralized networks, there is no single entity manag-
ing routing in a MANET. Each node acts independently.

¢  Limited resources: Nodes in a MANET often have limited battery power and processing
capabilities. Routing protocols need to be efficient to minimize resource consumption.

e Control overhead: Routing protocols generate control packets to discover and maintain
routes. Excessive control overhead can lead to network congestion.

* High node mobility: As nodes move, the network topology constantly changes. Rout-
ing protocols need to adapt quickly to these changes and incorporate new network
discovery mechanisms to locate nodes entering or leaving the network.

There are three main categories of topology-based routing protocols classified based on
their approach to acquiring routing information for packet forwarding: proactive, reactive,
and hybrid. A selection of example protocols can be seen in Figure 2 [15,16].
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Figure 2. Topology-based MANET routing protocols.

3.1.1. Proactive Routing Protocol

Commonly known as Table-Driven routing, this method involves each node in the
network keeping a table of all possible destinations. As the network topology continuously
changes, periodic updates are used to maintain these tables. The primary advantage of this
routing approach is its ability to reduce end-to-end delay [17].

3.1.2. Reactive Routing Protocol

Reactive routing protocols, also known as on-demand routing, are resource-efficient.
Unlike proactive protocols, they do not require nodes to maintain extensive routing tables.
Instead, they discover routes only when needed, reducing memory and bandwidth con-
sumption. However, this reactive approach introduces a delay as nodes need to actively
find a route before forwarding data packets [18].

3.1.3. Hybrid Routing Protocols

Hybrid routing protocols, as the name suggests, attempt to leverage the strengths of
both proactive and reactive approaches. They establish proactive routing zones around each
node, where routing information for frequently accessed destinations is readily available,
minimizing delay for local communication. However, when a node needs to send data
packets outside its zone (similar to a reactive protocol), it initiates a route discovery process
to find the optimal path to the destination. This hybrid approach offers a balance between
the route maintenance overhead of proactive protocols and the potential delays inherent in
reactive protocols [19].

3.2. Ad Hoc On-Demand Distance Vector (AODV)

The Ad hoc On-Demand Distance Vector (AODV) routing protocol is classified as a
reactive protocol for MANETs [20]. However, it exhibits characteristics of both the reactive
and proactive approaches. The AODV shares similarities with reactive protocols like
Dynamic Source Routing (DSR) in its route discovery and maintenance mechanisms [21].
However, before flooding the network with route request messages, the AODV consults
its cached routing table, similar to a proactive protocol like the Destination Sequenced
Distance Vector (DSDV). This cached information helps the AODV avoid unnecessary route
discovery overhead in scenarios where the route might already be known [22]. As a result,
the AODV can be viewed as a hybrid protocol that leverages aspects of both reactive and
proactive approaches. This routing decision process can be seen in Figure 3.

The AODV initiates route discovery by broadcasting route request (RREQ) packets
when no cached route exists. These packets propagate through the network until the
destination is found or an intermediate node has a valid route. Upon receiving an RREQ,
the destination or a suitable intermediate node responds with a route reply (RREP); see
Figure 4. The source node selects the best route based on the sequence number and hop
count and starts data transmission. The AODV also employs route maintenance using
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periodic Hello messages and Route Error (RERR) packets to detect and repair broken links,
triggering route discovery when necessary [23].
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Figure 3. AODV routing process.
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Figure 4. Route request transmission and route reply.

3.3. Security Issues in MANETs

Security requirements in MANETs differ slightly from traditional networks. While the
core principles remain the same, MANETs necessitate additional considerations due to the
following [24,25]:

*  Resource constraints and security trade-offs: Unlike traditional wired networks, nodes
in a MANET have limited battery life, processing power, memory, and bandwidth.
Implementing robust security measures can significantly strain these already limited
resources. Therefore, it is crucial to find a balance between security requirements and
resource availability to ensure optimal network performance and expected lifetime.

¢ Vulnerability of wireless medium: Compared to wired networks with a clear physical
layer boundary, MANETSs are inherently more vulnerable. All nodes communicate
wirelessly, eliminating the need for physical access to launch attacks. This vulnerabil-
ity necessitates additional security measures beyond what is typically employed in
wired networks.

e Challenges of centralized management: Security in wired networks often relies on
centralized management for tasks like data encryption with key distribution. However,
MANETs lack a central authority. While partial or selective encryption techniques can
be implemented to reduce resource consumption, the absence of a central repository
for key management presents a significant challenge [26].

¢ Impact of mobile topologies: The dynamic nature of MANETs, with nodes freely
moving in and out of the network, creates challenges for both routing and security.
Detecting malicious nodes becomes difficult due to the constant changes in the network
topology caused by legitimate node mobility
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4. Common Attacks within MANETs

This section explores various security threats targeting MANETs. Due to their open,
accessible, and mobile nature, MANETSs are particularly susceptible to a wide range of
attacks. These attacks can be categorized in several ways, including the following [27,28].

4.1. Active vs. Passive

Attacks can be passive (aiming to eavesdrop on or analyze network traffic without
disrupting operations) or active (disrupting network functionality or manipulating data).

4.2. Internal vs. External

Depending on the origin of the attacker, threats can be internal (launched by compro-
mised nodes within the network) or external (launched from outside the network).
The following sections explore some of the most prevalent attacks targeting MANETS [29].

4.3. Sinkhole Attack

Reactive routing protocols, such as the AODV, rely on a query-response mechanism
for route discovery. When a source node requires a route to a destination, it broadcasts
a route request (RREQ) packet through the network. Intermediate nodes forward this
RREQ, incrementing a hop count to track the path length. Upon receiving an RREQ, the
destination node or a node possessing a fresh route to the destination responds with a route
reply (RREP) packet, which is traced back to the source via the reverse path established by
the RREQ. The source selects the optimal route based on metrics such as hop count and
route freshness, indicated by a sequence number. A sinkhole attack exploits this process by
maliciously crafting a RREP message that falsely advertises a shorter path and a higher
sequence number. This deceptive information lures the source node into redirecting traffic
through the attacker, effectively creating a “sinkhole” that absorbs incoming packets [30].

Once a sinkhole attack is successfully executed, the malicious node gains control over
the network traffic destined for the targeted destination. The attacker can then manipulate
this traffic in various ways. A common tactic is to simply drop the packets, effectively
launching a black hole attack, as illustrated in Figure 5. This results in complete data loss for
the intended recipients [31]. However, the malicious node’s capabilities extend beyond this,
allowing for a range of other malicious activities, such as eavesdropping, data modification,
or launching further attacks on the network [32].
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Figure 5. Black hole attack.

4.4. Delay Attack

The Jellyfish Delay Variance attack is another sophisticated exploit that leverages the
vulnerabilities found in the route reply (RREP) mechanism, commonly targeted in sinkhole
attacks. While similar in its goal of disrupting network traffic, the Jellyfish attack provides
the attacker with a broader set of strategies to achieve this disruption, thereby offering



Electronics 2024, 13, 3314 80of 18

greater flexibility and making detection more challenging. In particular, the Jellyfish attack
can employ three distinct tactics [33]:

¢ Jellyfish reorder attack: In this method, the malicious node deliberately rearranges
the order of packets as they pass through the network. This reordering disrupts
the intended sequence of data transmission, which can lead to issues such as out-of-
order packet delivery, degraded application performance, and increased error rates in
protocols that rely on sequential data, such as TCP.

e Jellyfish periodic dropping attack: Here, the attacker periodically drops packets
rather than continuously. This intermittent loss of data packets degrades network
performance by causing delays in communication, repeated re-transmissions, and
reduced throughput. The periodic nature of the packet dropping also makes the attack
harder to detect, as it mimics the natural packet loss that can occur in a congested or
unstable network.

*  Delay variance attack: This tactic involves introducing variable delays to the packets as
they are forwarded through the malicious node. By causing inconsistencies in packet
delivery times, the attacker increases overall network latency, which can severely
impact time-sensitive applications. The unpredictable nature of these delays further
complicates the detection and mitigation of the attack, as it can be mistaken for
network congestion or other benign issues; see Figure 6.

Burst Transmission

CTTTTTTT

Time

Y

Random delay between packets

Delay Variance attack 1—1-

k

Time
Figure 6. Delay variance attack.

Collectively, these tactics allow the attacker to subtly and effectively degrade the
performance and reliability of the network, all while remaining hidden within the le-
gitimate traffic flow. The Jellyfish Delay Variance attack, with its multiple approaches,
presents a significant challenge in ensuring the security and stability of MANETs and other
wireless networks.

4.5. Wormbhole Attacks

Wormbhole attacks, also referred to as tunnel attacks, exploit a vulnerability similar to
that in sinkhole attacks. The attack is initiated by having two malicious nodes establish a
covert tunnel (wormhole) among them. The attack is then launched by capturing packets
at one end of the wormhole, transmitting them through the out-of-band connection, and re-
injecting them at the other end. This can trick legitimate nodes into believing the wormhole
route is shorter, leading to disrupted traffic flow, potential data manipulation, and degraded
network performance [34].

4.6. Selfish Nodes

Selfish nodes pose a significant challenge to MANETs. Unlike malicious nodes that
actively disrupt the network, selfish nodes prioritize their own benefit over network goals.
They selectively participate in routing protocols, forwarding packets only when it serves
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their needs. This behavior often involves dropping other packets to conserve resources
like battery power. While selfish nodes may not directly target specific users, their actions
harm the entire network by increasing overall overhead and reducing efficiency. Network
performance suffers as other nodes must work harder to compensate for dropped packets
and find alternative routes [35,36].

4.7. Grey Hole Attacks

The grey hole attack, also known as a selective forwarding attack, shares similarities
with the black hole attack. Both involve malicious nodes dropping packets. However, grey
hole attacks are more sophisticated and unpredictable. Instead of dropping all packets like
a black hole, grey hole nodes selectively drop them based on pre-determined criteria, such
as packet types (e.g., dropping all UDP packets) or random intervals. This makes grey hole
attacks challenging to detect because the malicious node can behave normally at times,
masking its true nature. The unpredictable nature of packet dropping makes it difficult to
identify the attacker and distinguish it from legitimate nodes [37].

4.8. Flood Attacks

Flooding attacks aim to disrupt network operations by overwhelming it with a large
volume of packets, essentially a denial-of-service (DoS) attack. These attacks come in
various forms, each targeting a specific network protocol or service [38]:

¢ Hello flood: Targets the Hello messages used by nodes to discover neighbors, exhaust-
ing bandwidth and node resources.

e RREQ flood: Spams the network with route request messages used in reactive routing
protocols, overloading nodes and hindering legitimate route discovery.

¢ Data flood: Floods the network with irrelevant data packets, consuming bandwidth
and hindering legitimate data transmission.

*  ICMP/UDRP flood: Targets specific protocols like ICMP (ping) or UDP to overwhelm resources.

4.9. Rushing Attack

Rushing attacks target route discovery mechanisms in on-demand routing protocols
like the AODV and DSR. When a node receives a route request packet, a rushing attacker
prematurely forwards it to the destination or intermediate nodes. This aims to suppress
the original RREQ, tricking the destination or intermediate nodes into dropping it as a
duplicate. The attacker can also employ rushing attacks on route reply messages [28].

By forwarding a fabricated RREP before the legitimate one arrives, the attacker in-
creases their chances of being chosen as the preferred route for data forwarding. This allows
them to inject themselves into the data path and potentially disrupt communication [39].

5. Methodology

This project delves into the impact of various attacks on the functionality and perfor-
mance of mobile ad hoc networks (MANETs). The analysis focuses on three specific attack
types: dropping attacks, which disrupt communication by discarding packets; sinkhole
attacks, where a malicious node attracts and absorbs network traffic; and Jellyfish Delay
Variance attacks, which introduce unpredictable delays into packet delivery. To compre-
hensively assess the potential damage, a combined scenario simulating a black hole attack,
a fusion of sinkhole and dropping attacks, will also be investigated. These attack vectors
were chosen due to their potential to severely compromise MANET operations, including
disruption of critical communication, data loss, and degradation of network performance.
By understanding the effects of these attacks, effective countermeasures can be developed
to enhance the resilience and security of MANETs.
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Our simulations will utilize two network configurations, each consisting of 25 nodes.
The first configuration will employ a random distribution, where node placement is random
within the simulation area. The second configuration will use a uniform distribution, where
nodes are spread evenly throughout the area. In both scenarios, only the attacking nodes
will be mobile; see Figure 7.

Figure 7. Random node and uniform node distributed networks.

The specific order in which the simulations were conducted is documented in Table 1.

Table 1. Simulation run order.

Random Then Uniform Distribution

Simulation Attack Number of Attackers
1 Baseline (No Attack)
2 Delay
3 Sinkhole ggg .
4 Dropping
5 Combined (Black Hole)
6 Baseline (No Attack)
7 Delay
8 Sinkhole R’)‘ée
9 Dropping
10 Combined (Black Hole)

For consistent and repeatable attacker movement across multiple simulation runs, the
Bonn motion mobility model was employed [40]. This approach enables for the definition
of both the speed and direction of attacker nodes within the simulator. The Bonn motion
mobility model utilizes text files, commonly referred to as trace files, to define attacker
movement within the simulator. These trace files are referenced by a configuration file (.ini).

Each line in the trace file describes the motion of a single attacking node. The data are
typically grouped into threes:

*  x: X-coordinate (specifies the node’s horizontal position).
* y: Y-coordinate (specifies the node’s vertical position).
e  t: Time in seconds (represents the time at which the node should be at the specified coordinates).

Optional
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e z: (Optional) height coordinate (specifies the node’s vertical position in 3D simulations).

This approach ensures consistent and repeatable attacker movement across multiple simu-
lation runs, allowing for a reliable analysis of the attacks” impact.

5.1. Simulator

To streamline the simulation process, two frameworks within the OMNeT++ discrete
event simulator will be utilized:

e INET framework: This framework provides essential components for building mobile
ad hoc networks (MANETs) within the OMNeT++ environment. It offers pre-built
modules for nodes, routing protocols, and network functionalities.

* Network attacks NETA framework: This framework simplifies the simulation of
various attacks on MANETs. NETA integrates seamlessly with INET, allowing you to
introduce and analyze the effects of different attack scenarios within your simulations.

The simulation configuration is defined within an initialization file (often referred to as an
.ini file). This file allows us to specify various parameters that control the simulation run.
Table 2 provides an overview of some common parameters used across all simulations.

Table 2. Common parameters to all simulations.

Parameter Value
Simulation time 1661 s
Environmental size 1000 m x 1000 m
Packet size 512 bytes
Traffic type UDP
Node number 25
Attackers 1,2

Node mobility Stationary
Attacker mobility Bonn motion
Routing protocol AODV

5.2. Performance Metrics

Three key performance metrics will be monitored to evaluate the impact of the attacks:
packet delivery ratio (PDR), end-to-end delay (E2E), and throughput.

5.2.1. Packet Delivery Ratio

This metric measures the percentage of packets successfully delivered from the source
to the destination. A lower PDR indicates increased packet loss due to the attacks. The
PDR can be calculated by using the following Formula (1).

PacketsReceived

PDR = PacketsSent M

5.2.2. End-to-End Delay

This metric measures the average time taken for a packet to travel from the source to the
destination. Increased delays can be attributed to the attacks disrupting network communication.

5.2.3. Throughput

This represents the successful data rate achieved by the network, essentially the
amount of usable data delivered per unit time. Throughput is the ratio of the total number
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of successfully transmitted and delivered packets to the total simulation time. Calculating
the throughput can be accomplished using Formula (2).

8 x Packetsize (bytes) x Packetsreceived
Simulationtime (sec)

Throughput = 2)

6. Performance Evaluation and Discussions

To ensure the robustness of our findings and account for the inherent variability
associated with random node placement within the OMNeT++ environment, a multi-run
simulation approach was employed. Each simulation scenario was executed 10 times
with a different random seed, introducing variation in the node positions to the random
distribution scenario and network behavior. This approach allows us to capture a broader
range of possible outcomes and generate more reliable average results, calculated with a
99% confidence level.

6.1. PDR Results
6.1.1. Random Node Distribution Results

The results clearly demonstrate the varying impact of different attack types on the
PDR within the random distribution. Notably, delay and sinkhole attacks, as depicted in
Figure 8, exhibit PDR values indistinguishable from the baseline scenario. This is attributed
to the nature of these attacks, which primarily manipulate routing or introduce delays
without necessarily preventing packets from ultimately reaching their destinations. In
contrast, the baseline scenarios feature one and two mobile nodes operating exclusively
as routers, free from malicious activities. By frequently establishing more efficient routes
to the root compared to randomly distributed nodes or single-node configurations, two
mobile routers contribute to the superior performance illustrated in Figure 8.
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Figure 8. PDR results’ random distribution for all attacks.

The dropping attack exhibits a distinct impact compared to delay and sinkhole attacks.
Unlike the latter, which disrupt routing or delay packets, the dropping attack directly
discards packets upon receiving them. This aggressive behavior leads to a significant
reduction in the PDR. In the randomly distributed network, the average PDR plummets
from a baseline of 0.607 to 0.467.
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6.1.2. Uniform Node Distribution Results

In stark contrast with the random network, the uniformly distributed network exhibits
remarkable resilience against the dropping attack. Here, even the dropping attack, known
for its disruptive nature, has a minimal effect on the PDR. The average PDR for the uniform
network only experiences a slight decrease, dropping from a near-perfect baseline of 0.999
to 0.982. See Figure 9.

Uniform PDR Comparison
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Figure 9. PDR results” uniform distribution for all attacks.

The combined attack, incorporating both dropping and sinkhole functionalities (black
hole attack), demonstrates a significant impact on the PDR in both network distributions.
However, the severity of the impact differs between the two network types:

e Random network: The random network experiences a substantial decrease in the PDR
under the combined attack, with the average PDR dropping from a baseline of 0.607
to 0.307. This represents a decrease of approximately 50.16%.

*  Uniform network: While the uniformly distributed network maintains a higher PDR
compared to the random network even under attack (0.419 vs. 0.307), the combined
attack has a proportionally larger effect on its performance. The uniform network’s
PDR suffers a decrease from a near-perfect baseline of 0.999 to 0.419, representing a
decline of approximately 57.54%.

6.2. Throughput Results
6.2.1. Random Node Distribution Results

Similar to the observations for the packet delivery ratio (PDR), the impact of dropping
attacks on the throughput exhibits a distinct pattern across network distributions, as seen
in Figures 10 and 11.

The random network experiences a noticeable decrease in throughput when under
a dropping attack. Throughput drops from a baseline of 22,371,978 bits per second to
17,200,434 bits per second, representing a decline of approximately 23%.
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Figure 10. Throughput results’ random distribution for all attacks.
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Figure 11. Throughput results’ uniform distribution for all attacks.

6.2.2. Uniform Node Distribution Results

Once again, the uniformly distributed network demonstrates resilience. Unlike the
random network, it shows minimal to no observable impact on throughput under the
dropping attack. The significant decrease in throughput for the random network under
attack can be attributed to the dropping attack’s nature. By discarding packets, this
attack disrupts successful data transmission, leading to a reduction in the overall network
throughput. The uniform network, on the other hand, appears to be more adept at routing
around dropped packets, potentially due to its inherent redundancy in node placement.

Both network distributions experience a significant decline in throughput under the
combined attack, which discards packets and disrupts routing functionalities. The random
network’s throughput plummets from a baseline average of 21.21 megabits per second to
a new value of 12.66, representing a 40% drop under the combined attack. Similarly, the
uniform network, despite its resilience to individual attacks, suffers a substantial decrease
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in throughput, dropping from its baseline average of 36.41 megabits per second to a new
value of 19.77, a 46% drop in throughput.

6.3. End-to-End Delay Results
6.3.1. Random Node Distribution Results

The movement patterns of attacker nodes significantly influence their effectiveness
in delaying packets within the randomly distributed network. Both single and double
attacker scenarios exhibit a strategic initial movement: approaching the root node first.

It is crucial to recognize this initial starting movement pattern of the attackers when
considering the impact on end-to-end delay from both dropping and combined attacks within
the randomly distributed network. While one might expect delays to increase with attacker
interference, the act of dropping packets removes them from the network entirely. This
eliminates their contribution to the overall end-to-end delay calculation. Since the motion of
the attackers primarily targets long-delay packets, their removal can lead to a reduction in the
average end-to-end delay observed in the network, as seen in Figures 12 and 13.

Random Delay Comparison
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Figure 12. End-to-end results’ random distribution for all attacks.
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Figure 13. End-to-end results’ uniform distribution for all attacks.
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6.3.2. Uniform Node Distribution Results

This effect is not observed to the same extent in the uniformly distributed network with
dropping attacks. This can be attributed to the decreased number of packets being dropped
by the attack in the uniform network compared to the random network. The inherent
redundancy in node placement within the uniform network may offer alternative routes for
packets to bypass attackers, mitigating the impact of dropping attacks on end-to-end delay.

The uniform node distribution, while demonstrating resilience against individual
dropping and sinkhole attacks, exhibits a significant increase in E2E delay when subjected
to the combined attack. This unexpected behavior can be attributed to the interplay between
the network topology, attacker mobility, and the combined attack’s functionalities.

The presence of the combined sinkholes with dropping in the combined attack poses a
significant threat to the uniform network’s resilience. Strategically placed sinkholes, due
to the network’s inherent structure, can attract and discard a larger portion of packets
compared to the random network. This effectively creates bottlenecks and increases E2E
delay for packets that need to navigate around the sinkhole.

Overall, the combined attack’s ability to disrupt both data transmission and routing
exploits the uniform network’s redundancy in a way that individual attacks cannot, leading
to a noticeable increase in E2E delay.

7. Conclusions

This study investigates the impact of various attacks on MANETs through simulations.
Two scenarios were explored involving stationary nodes under attack by mobile malicious
nodes. The first scenario employed a random node distribution, while the second used
a uniform distribution. Both scenarios evaluated network performance under dropping,
delay, sinkhole, and combined sinkhole-dropping (black hole) attacks using the end-to-end
delay, packet delivery ratio, and throughput metrics.

Our findings revealed that the network topology plays a crucial role in how MANETs
are effected by attacks. While uniformly distributed networks may offer better resistance
to individual attacks, they are more susceptible to sophisticated combined attacks like
black hole attacks. Furthermore, our observations suggest that the movement patterns of
attacking nodes within the network likely contribute to the observed effects.

Future Work

Future work should explore how variations in attacker movement patterns, such as
initial positions, speed through the network, and potentially even 3D movement, influence
the severity of attacks on different network topologies. Additionally, investigating the
impact of varying node densities on attack effectiveness would provide valuable insights
into network vulnerability. By examining these factors, more comprehensive security
strategies and network configurations can be developed, ultimately enhancing resilience
against diverse attack scenarios.
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