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ABSTRACT Inrecent years, the interest in using wireless communication technologies and mobile devices in
the healthcare environment has increased. However, despite increased attention to the security of electronic
health records, patient privacy is still at risk for data breaches. Thus, it is quite a challenge to involve an
access control system especially if the patient’s medical data are accessible by users who have diverse
privileges in different situations. Blockchain is a new technology that can be adopted for decentralized access
control management issues. Nevertheless, different scalability, security, and privacy challenges affect this
technology. To address these issues, we suggest a novel Decentralized Self-Management of data Access
Control (DSMAC) system using a blockchain-based Self-Sovereign Identity (SSI) model for privacy-
preserving medical data, empowering patients with mechanisms to preserve control over their personal
information and allowing them to self-grant access rights to their medical data. DSMAC leverages smart
contracts to conduct Role-based Access Control policies and adopts the implementation of decentralized
identifiers and verifiable credentials to describe advanced access control techniques for emergency cases.
Finally, by evaluating performance and comparing analyses with other schemes, DSMAC can satisfy the
privacy requirements of medical systems in terms of privacy, scalability, and sustainability, and offers a new
approach for emergency cases.

INDEX TERMS Blockchain, data privacy, decentralized access control, decentralized identifier (DID),
IoMT sensors, self sovereign identity (SSI), smart contract, verifiable credential (VC).

I. INTRODUCTION

Over the past few decades, the world has become more
connected with the wide adoption of networking and wire-
less communication technologies, and mobile devices. This
evolution lets healthcare organizations and researchers think
about benefiting from these technologies to solve the current
challenges that the medical technologies are facing, by trans-
forming unsustainable healthcare systems into sustainable
ones [1], [2].
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Patients are increasingly exploiting mobile devices for
their medical needs to promote the availability of their med-
ical data and to help avoid repeated examinations. However,
the sharing and privacy of medical data represent major
technological, legal, and operational challenges [3]. Like-
wise, the identification of the patient is of critical impor-
tance for performing transactions with different healthcare
organizations [4]. But by using different identifiers, patients
find themselves having to maintain or memorize many com-
binations of accounts, and they may get interoperability
issues, identity loss/theft, and privacy issues. To improve
the user identity model, we are considering the concept of

101011


https://orcid.org/0000-0003-3859-859X
https://orcid.org/0000-0001-5660-0660
https://orcid.org/0000-0001-5360-9782
https://orcid.org/0000-0003-1802-0264

IEEE Access

H. Saidi et al.: DSMAC: Privacy-Aware Decentralized Self-Management of Data Access Control

Self Sovereign Identity (SSI) [5]. SSI is a new model for
digital identity. It helps to prove who we are and establish
trusted relationships to access information [6]. SSI can also
facilitate the linking of patients’ health records from multiple
healthcare organizations for research and medical purposes.
Lacity and Carmel have used SSI technology for design-
ing digital staff passports for the United Kingdom National
Health Service [7]. SSI has also been introduced for birth
registration in Kenya by Freytsis [8].

Subsequently, the patient’s medical data are accessible
by individuals who have diverse privileges under differ-
ent situations. Indeed, the deployment of an access con-
trol model took part in this area. Traditional access control
mechanisms, like the Role-based Access Control (RBAC)
[9] and the Attribute-based Access Control (ABAC) [10],
have been frequently utilized in the Internet of Medical
Things (IoMT) systems. However, they adopt a centralized
architecture by outsourcing the data’s control to trusted
third parties and preventing the patient from controlling his
data. Unfortunately, these access control models are suf-
fering several issues due to the third party’s interference,
and the patients’ privacy that may be seriously breached
if no safety measures were been taken. In addition, these
access control mechanisms are unable to provide a manage-
able, scalable, and efficient solution to address new issues
caused by IoMT networks. Likewise, the IoMT devices gen-
erally have constrained resources in regards to their low
computation power, limited battery life, small size, and
small memory.

The aforementioned issues will need an evaluation of
access control technologies and the suggestion of a new
access control model that assures decentralized, authentica-
tion and authorization techniques in untrusted environments.
Also, the IoMT devices need cryptographic solutions to meet
the security, privacy and trust requirements. Hence, one of the
practical solutions is to securely outsource the computations
to an external and more powerful device to reduce the com-
putational cost of cryptographic computations and maintain
data confidentiality [aa].

Proposing a blockchain technology in that situation can
be more beneficial for the healthcare requirements in terms
of immutability, decentralization, traceability, transparency,
and data security and privacy [11], [12], [13], [21]. Notably,
several researches have been conducted on blockchain-based
decentralized access control system [12], [13], [14], [15],
[16]. However, they do not provide solutions for emergency
cases in which the patient is unable to grant access to doctors.
To address these issues, the combination of blockchain and
SSI technologies will lead to good effects.

Therefore, this paper proposes a novel Decentralized Self-
Management of data Access Control (DSMAC) system using
a blockchain-based Self-Sovereign Identity (SSI) model for
privacy-preserving medical data, empowering patients with
mechanisms to preserve control over their personal informa-
tion and allowing them to self-grant access rights to their
medical data.
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DSMAC is distinct from the works discussed in the litera-
ture by integrating a hybrid level of the decentralized access
control model which considers both the “role” concept and
the “attributes” as important topics. By utilizing the smart
contract, we integrate RBAC model into blockchain which
is a better fit for [oMT than other access control systems.
Additionally, ABAC is a model that can provide expressive
fine-grained access control in an emergency case.

In the experiments, we use the hyperledger indy [17],
an open-source version of permissioned blockchain, to create
and evaluate our decentralized access control mechanism.
Experimental results based on low-latency, and privacy-
preserving medical records demonstrate the effectiveness of
the DSMAC scheme.

In brief, our main contributions are as follows:

1. We implement a decentralized access control model based
on role and attribute models.

2. We use smart contract functionalities to issue or modify
the role-based access control policies.

3. An SSI-based decentralized access control system is inte-
grated to preserve data privacy.

4. We formulate an attribute-based access control mecha-
nism by using DID document.

5. Protect patients’ medical data via encryption security
algorithms.

6. The simulation results show that our proposed scheme
gives better results in execution time as well as transaction

throughput and latency.
The remainder of this paper is organized as follows:

In Section 2, we review and discuss existing techniques
to address the problem of decentralized access control for
healthcare systems. In Section 3, we provide background
knowledge. We formally define the models and security
requirements in Section 4, followed by our proposed decen-
tralized access control scheme in Section 5. We report and
discuss evaluation results in Section 6. Security and privacy
analysis are described in Section 7. Finally, we conclude the

paper.

Il. RELATED WORK

In this section, we have introduced a brief review related
to decentralized access control systems in the healthcare
environment. Further, these works have been divided into two
sections. The first one represents blockchain-based access
control research in the healthcare environment. The second
one highlights a few works in decentralized access control
management-based SSI systems.

A. BLOCKCHAIN-BASED ACCESS CONTROL

Smart contracts and blockchain technologies are frequently
used in several domains. This section focuses on the devel-
opment of access control techniques using blockchain-based
healthcare systems. Yue ef al. [13] suggested a Healthcare
Data Gateway (HGD) system which is a decentralized plat-
form based on blockchain for gathering, sharing, and storing
patient health records. The proposed access model ensures
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patient owns and controls their health records. However, the
issue with [13] lies in the size of the blocks. Storing all of the
patient’s medical records on a blockchain would dramatically
increase the blockchain’s size, requiring much more storage
at each node.

Vora et al. [18] proposed a framework based on sev-
eral contracts to enable secure Electronic Health Records
(EHR) access control and protect the privacy of patients
through the consensus protocol Proof of Vote (PoV). How-
ever, the deployment of the differential privacy approach gen-
erates a large computational cost overhead in the blockchain.
Madine et al. [19] designed a decentralized data sharing
system in which Oracle nodes’ proxy re-encryption is used to
grant EHRs access privileges. However, the system is useless
in emergency cases where the patient is unable to grant access
to doctors.

Xu et al. [12] illustrated the Healthchain system which
supports access control and protects privacy while storing
data in the InterPlanetary File System (IPFS) storage sys-
tem via a hybrid blockchain system. However, the doc-
tor can still access the data even though the patient can
revoke the permissions by providing a new IoT key to the
doctor.

Kumar et al. [15] used smart contracts to construct
dynamic access control policies. Dagher et al. [16] introduced
Ancile, a blockchain that enables patients and other parties
to access medical records. It uses advanced cryptographic
methods for security and smart contracts-based blockchain to
provide better access control models. However, this approach
is vulnerable to DoS attacks.

To address issues of the blockchain-based cloud-centric
IoMT healthcare system, Egala et al. [21] proposed a decen-
tralized Selective Ring-based Access Control mechanism
(SRAC) with a blockchain-based Distributed Data Storage
System (DDSS). Similarly, Zhang et al. [14] authors have
proposed the block-based access control scheme (BBACS)
for sharing and accessing medical data. Authors have
designed a proxy layer to facilitate access control rights to
the peers. However, the proposed system did not explain how
to define the access control scheme for various types of peers.

Tao and Ling [1] presented a practical health data
sharing scheme based on blockchain and decentralized
attribute-based encryption. The blockchain is used to grant
authorizations and manage data. To ensure privacy and secu-
rity, fine-grained access control of health data uses decen-
tralized attribute-based encryption. However, to simplify the
management of patients’ health data and enhance privacy
protection, the authors should use proxy re-encryption and
zero-knowledge proof.

Xia et al. [22] proposed a blockchain-based health data-
sharing (BBDS) approach that overcomes the access con-
trol difficulties associated with medical records stored in
the cloud. The scheme grants access to only approved and
requested participants, and the blockchain records a log of
their activities. Furthermore, the authors use smart contracts
and an access control scheme [23] to successfully monitor
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data usage and revoke access to offending entities when
permissions on data are violated.

Rajput et al. [24] presented a permissioned blockchain-
based emergency access control management system
(EACMYS) built on and powered by smart contracts. However,
the privacy and authentication processes are not defined.
Although, there is not any information about data storage if
the medical data will be kept off-chain.

B. SSI-BASED ACCESS CONTROL

Self-sovereign identity, SSI, is a novel digital identity model,
it helps to prove who we are to establish trusted relationships
to access information [6]. Belchior et al. [25] proposed a Self-
Sovereign Identity Based Access Control system (SSIBAC)
for managing identities across organizations. SSIBAC offers
decentralized authentication and centralized authorization
using a traditional access control architecture with blockchain
technology.

Lagutin et al. [26], presented an OAuth-based method for
delegating the access policy management to the authorization
server, allowing systems with limited IoT devices to bene-
fit from Decentralized ID (DID) and Verifiable Credentials
(VCs). However, to determine whether DIDs are the right
approach for the IoMT devices, a complete threat analysis
must be performed before using DIDs for [oMT.

Jung [27] proposed a decentralized access control system
based on DID and explained how the proposed approach
grants access privileges without a centralized authority. How-
ever, this may not be an ideal proposition against hacking as
with other centralized systems.

Kim er al. [28] present a DID-based ABAC to address
the issue of ABAC’s privacy exposure and implement it on
a power transaction platform. Additionally, the privacy of
the users can be preserved by using a verifiable credential
verification process.

The main objective of the aforementioned articles is to
establish access control systems for medical records and
provide patients control over their medical data. However,
the majority of the solutions cannot overcome the emergency
cases issue. To address these limitations, we propose in this
paper an efficient privacy-preserving decentralized access
control scheme using both blockchain and self-sovereign
identity (SSI) systems to provide better management of
access control policies and resolve issues of emergencies. Our
framework differs from the works reviewed in the literature
by proposing the hybrid level of the decentralized access con-
trol model which considers both the “role” concept and the
“attributes” as important topics. As a consequence, security
and privacy with efficient access control policies remain a
pivotal issue, and this is what we attempt to address in this
study.

lll. BACKGROUND KNOWLEDGE
In this section, we discuss the necessary background of our
proposed system. First, we discuss the Self-sovereign identity
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(SSI) ecosystem. Then, we present different components of a
blockchain.

A. SELF-SOVEREIGN IDENTITY (SSI)

Self-sovereign identity (SSI) is a decentralized approach
and a new model for digital identity. SSI aims to empower
individuals to possess and control digital proof of their cre-
dentials. Thus, it helps to prove who we are to establish
trusted relationships to access information [6]. It includes
some standards like Verifiable Credential (VC) and Decen-
tralized [Dentifier (DID) [29]. Both are the twin pillars of SSI.
Additionally, this ecosystem fulfills three key roles (issuer,
holder, and verifier). Credentials are created and issued to the
holder by the issuer. A holder keeps and shares the received
credentials with a verifier. A verifier accepts and approves
credentials presented by a holder [30].

1) DECENTRALIZED IDENTIFIER (DID)

DID is a concept defined by the W3C [31], it is a string
identifier of a subject (e.g., a person, organization, thing,
etc.) controlled by a controller [32]. It consists of three
parts [26]. The first one is a URL scheme identifier declared
as “did”. The second is a DID method identifier that
describes how a certain DID scheme can be used and resolved
to DID documents. The last one is a DID method that com-
municates the information for the resolution [26].

For example: “did:dac:patientl”, “did” is URL scheme,
“dac” is DID method and “patient!” is DID method-
specific. In addition, DIDs help to authenticate users based on
their verifiable credentials VC (diploma, certificate) issued
by different companies [33]. Thus, DIDs and VCs are useful
for several aims such as reducing the cost of the issuing cre-
dential [34], signing documents or transactions, creating per-
sistent communication channels, sending encrypted private
messages, and also log in without usernames and passwords
[35]. Fig. 1 illustrates the key elements of DID architecture,
it displays the interactions between DID components.

2) VERIFIABLE CREDENTIAL (VC)

A verifiable credential (VC) is a digital file that includes
several key-value claims of an entity (the subject), such as
name, birth date, gender, etc [29]. VC is a standard method for
digitally expressing credentials in a cryptographically secure
way [36]. Credentials are created and signed by the issuer
using its private key, enabling the third party to confirm the
issuer of the VC (the DID of the issuer is typically associated
with the credential). The verifier can search for the public key
associated with a specific DID and a specific credential on
a verifiable data registry (e.g., a public blockchain). A VC
includes metadata, claims, and proofs. Proofs are used to
verify a credential. These credentials can be self-issued or
issued by a third-party [29].

B. BLOCKCHAIN
Blockchain is a technology for data transmission and storage
that achieves decentralized self-management [23]. It is a
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FIGURE 1. The basic components of DID architecture. The figure displays
the interaction between DID components.

database that records the history of all the transactions. This
database is distributed and safe; it is accessed by various
users, without intermediaries, enabling everyone to check the
validity of the chain [38]. Peers in blockchain connect the
blocks chronologically into a specific data structure in a chain
manner [39]. The blockchain has been involved due to its
decentralization, immutability, as well as persistence proper-
ties in the distributed peer-to-peer (P2P) network. It utilizes
asymmetric cryptography to ensure transactions are done
safely [38].

1) TRANSACTION

All the nodes of the network (issuer, owner, requester,
and verifier) interact with each other via transactions [39].
Thus, the transaction is considered as a communication form
between network nodes.

2) BLOCK

The blocks are used to store data permanently. A block
contains many transactions that should not be included in
another block and it uses a hash of the referenced block to
refer to the previous block [38].

3) SMART CONTRACT

Smart contracts are programs stored on a blockchain that run
when determined conditions are met. They are used to define
more complex transactions with a flexible and programmable
method [39]. Once a smart contract is published in the
blockchain network, its contents are almost unchangeable,
because each node in the network has the same copy of the
smart contract. The blockchain stores and uses the execution
record of the contract as a transaction. A smart contract can
be called to start a transaction that links to its address [10].

VOLUME 10, 2022



H. Saidi et al.: DSMAC: Privacy-Aware Decentralized Self-Management of Data Access Control

IEEE Access

(3) DID and VC management

(6) Authentication request

(7) Access request

(8) Proof and permissions request
(9) If ok, send Access Token

(10) Send access token to user

(1) Collect real-time health data.
(2) Generate DID.
(3) Data aggregation and encryption.

(4) Storage and analysis

\

ﬁ:ioud computing

Fog computing \ ,ﬁf.‘g\ a
Complex g@s a 0
Computation (ﬁ;ﬁﬂa 'l - 1oMT devices
\\ . > F
Srgirn Temporary storage ~ @) o %
-~ = nodes e \
™ e e | @)/ M
Permanent data - N / \
storage = / A
| N 7 N
’/ Authenticator Access Manager Nodes ral. oy
Node (AN) (AMN) 5 %
— — — T — T
2) =
/ i Patient
\ Digital wallet D i)

\F/

J

Users
(Access Requester)

FIGURE 2. System overview. The figure presents the main components of our framework, Decentralized Self-Management Access Control

(DSMAC).

4) CONSENSUS ALGORITHM

A consensus algorithm is a procedure that allows all
blockchain network peers to reach a common agreement
about the current state of the distributed ledger [39].

C. ZERO-KNOWLEDGE PROOF (ZKP)

Goldwasser, Micali, and Rackoff [40] proposed Zero-
knowledge proof (ZKP) in 1989. ZKP is a cryptographic
method where one party, termed prover, can prove to another
party, termed verifier, that they know a certain value without
revealing the actual value [41]. ZKP helps in making true
and authorized claims by adding multiple layers to data
security [41].

IV. MODELS AND SECURITY REQUIREMENTS

We discuss the Decentralized Self-Management Access Con-
trol (DSMAC) architecture in this section. Our proposed
architecture is depicted in Fig. 2. In the following subsec-
tions, we first present the main components of our system.
Then, we discuss the adversary model followed by security
requirements and design goals.

A. SYSTEM MODEL

DSMAC brings a novel decentralized access control scheme
based on blockchain and self-sovereign identity (SSI) mech-
anisms [42]. Our framework is composed of three layers,
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namely IoMT devices layer, F2C layer, and the user layer,
as presented in Fig. 2.

1) IOMT DEVICES LAYER

This layer is used to sense, collect, encrypt and upload med-
ical data to F2C computing [42], [43], including wireless
sensors, smart bracelets, and digital wallet.

The sensed data are sent to the digital wallet for aggrega-
tion and encryption purposes.

Then, the data will be transmitted to the F2C layer for
processing and storage purposes [43]. Digital wallets are
portable and secure digital repositories that allow users to
store and manage identifiers and verifiable credentials, and
also encrypt and share medical data with others [29].

2) USER LAYER

In our system, each user is identified by a DID, and he
has a set of VCs issued by trusted issuers. DSMAC allows
individuals to use their mobile wallets to manage their DID
and give access to their health data. Different levels of users
can participate in our system, such as:

e DO (Data Owner): plays a vital role in our system. He is
an entity (e.g., a patient) that owns the data to be shared.
He can manage his digital wallet or delegate permissions
to other users to manage his mobile wallet on behalf of a
DID owner. For example, an elderly parent might delegate
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to an adult the authority to manage the parent’s medical
account. Also, the DO performs data encryption, sets the
access policies, and uploads ciphertext of the shared data to
the F2C.

e AR (Access Requester): is an entity that wants to access
data shared by DO. An AR has different privileges in diverse
situations such as a doctor, nurse, pharmacist, and researcher.
Each AR must create his DID using the digital wallet, then
register in the system using his DID. Upon successful regis-
tration, a corresponding DID is resolved to DID Document
(DDO) and stored in the blockchain.

The AR initiates a data access request, obtains authoriza-
tion and URL of data storage location from the blockchain,
then downloads data ciphertext from the F2C according to
the URL.

3) F2C COMPUTING LAYER

This layer is composed of two sub-layers, fog computing, and
cloud computing. It combines the advantages of both, and it
is detailed in our previous work [43].

Fog computing: is located close to the end-user to sat-
isfy the low-latency and high-scalability requirements of the
IoMT scenario. The main components of this sub-layer are:

e Temporary storage: represents the off-chain storage.
However, health data are neither stored nor processed
on-chain to avoid potential high loads, it will be stored tem-
porarily at the fog layer to have real-time medical data access
with minimal latency. Fog will send periodic data to cloud
computing for permanent storage [61].

e Blockchain-based Decentralized Access Control: is com-
posed of processing nodes responsible for mining the blocks
and executing the smart contract used to ensure secure and
reliable access to medical data. Also, blockchain is used to
store the users’ public key, decentralized policies, and the
user’s proof to verify the user’s credentials with minimum
time and cost. To increase throughput and reduce the system
latency, Proof of Authority (PoA) [56] is used instead of Proof
of Work (PoW).

e Authorization Management Node (AMN): acts as a
gateway between the user layer and blockchain. AMN is
responsible to manage the relationships between AR and
permission assignment according to his role or his attributes.

e Authenticator Node (AN): verifies DID and VCs of AR
and manages token-based authentication.

Cloud computing: we integrate cloud computing in our
DSMAC framework because of its strong capacity for com-
putation and storage [20]. It includes, (i) Permanent storage
to store permanently the history of medical data. (ii) Complex
computation to perform the complex analyzes that could not
be done in fog computing.

B. ADVERSARY MODEL

In this part, we will improve the reliability, security as well
as privacy-preserving medical data. We suggest some secu-
rity assumptions to satisfy the goal of preserving privacy
and resisting attacks threatening access authorization. Then,
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we describe some attacks aimed at obtaining access autho-
rization to medical data generated by the IoMT devices and
forwarded to the fog storage node.

We assume that the end-users might be honest but curious
about the health records and potentially interested to get more
data than what their access privileges allow. For example,
a pharmacist can be interested in obtaining patient prescrip-
tions and learning different doctors’ prescription patterns
which could be useful for marketing purposes. In addition,
we assume that the fog’s nodes are honest but curious. They
can legitimately do their assigned tasks, but are also curious
about the privacy of the IoMT devices which are usually
exposed to malicious attacks. Therefore, attackers may reside
between the [oMT devices and the fog storage node. They try
to establish a channel through which different components
seem to communicate directly. They will also try to satisfy
the access policies by obtaining or using attributes illegally.
They can control, monitor, and modify all the data, tamper
with the message, drop some packets and even replace the
original message. Furthermore, all the data transmitted to the
fog storage and the blockchain through the digital wallet can
be intercepted and analyzed by the adversary.

In our model, the main aim of attackers is to gain access
privileges from the data owner. Thus, we are interested only
in attacks threatening the access process such as:

1) REPLAY ATTACK

An attacker can observe and record some encrypted data
during the transmission and reply to them in another request
using the user’s signature. This can be accomplished by either
(1) network monitoring, or (ii) reading the blockchain. The
attacker can act as a user and actively interact with the system
to get the messages, or he can be a passive observer who
collects the messages at the network level [44]. Therefore,
this attack can help to get illegal authorization in the DSMAC
framework.

2) SPOOFING ATTACK
Spoofing is an unethical process where the unauthorized user
intrudes and promotes himself as an authorized user to access
the system [45]. This is also known as the masquerading
attack, it is the act of disguising an identity so that it appears
to be associated with a trusted and authorized user. Therefore,
the spoofing purpose is to gain access to health records using
another user’s credentials and steal the personal information
related to the authorized user [45]. Therefore, the adversary
forges the credentials of the data owner and tries to commu-
nicate with the system.

During this attack, we have considered the case where an
attacker spoofs a user DID to gain access to medical data.
Furthermore, he may change the identity of the data owner.

3) CREDENTIAL-STUFFING ATTACK

To get access to a system, attackers exploit lists of compro-
mised user credentials. The attack is based on the assumption
that many users reuse their usernames and passwords across
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many services. This attack is the automated injection of stolen
credentials (username and password) to fraudulently gain
access to user accounts [46].

4) SECURITY REQUIREMENTS AND DESIGN GOAL
The main security requirements to be satisfied in DSMAC
scheme are summarized as follows.

e Fatient privacy. It is critical to avoid any sort of illegal
sharing of patients’ medical records. Thus, any user who does
not have enough attributes to fulfill the access policy must be
prevented from accessing the patient health data.

e Access control. Access control is a critical problem due
to the different kinds of end-users involved in the inter-
actions between patients and healthcare systems. Access
control systems define who can access the patient’s data
and which part(s) of the data can be accessed, to ensure
that only allowed parties can gain access to authorized
data [47].

Our design goal is to propose privacy-preserving medical
data based on a decentralized access control system and
blockchain, using Decentralized Identifiers (DIDs) and veri-
fiable credentials (VCs). Our framework provides the oppor-
tunity to share medical data and define access rights by the
patient for giving access to different end-users without having
a central authority. The following issues must be addressed:

a) How to acquire a decentralized access control system?
b) How can end-users access medical records?
¢) Can the DID approach add privacy value to the system?

V. PROPOSED DSMAC SCHEME

This section presents our DSMAC framework that integrates
the concept of SSI and implements it with blockchain to
ensure a decentralized self-management of access control
policies in the healthcare environment. The major idea is to
achieve data privacy and sovereignty using access control
policies based on blockchain, VC and DID.

A. TOWARDS A DECENTRALIZED ACCESS

CONTROL SCHEME

Our model proposes a novel decentralized access control
method based on the user’s role, attributes, and contextual
constraints. This means that our security model reuses con-
cepts and mechanisms of Role-based access control (RBAC)
[9] and Attribute-based access control (ABAC) [10], giving
the owner the right to self-manage his principal policies.
Hence, in a regular case, our system is instantiated with the
RBAC system, and default permissions (DP) are assigned
to ARs based on their roles. However, in cases where Data
Owner (DO) is confronted with an emergency case, our model
will be instantiated with the ABAC system, and adaptive
permissions (AP) are assigned to ARs based on a set of VC’s
contextual attributes. Furthermore, in this way, we establish
a bridge between DIDs and VCs to define users’ permission
policies (P):

P = {DP U AP} (1)
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1) ROLE-BASED DECENTRALIZED ACCESS CONTROL (RDAC)
Role-based access control (RBAC) is a security technique that
allows and limits system access to different users based on
their role(s). It provides secure and flexible access control
policies to ensure the security and privacy of data, autho-
rize users to access the data to fulfill their job require-
ments, and minimize the risk of unauthorized access [9].
RBAC can define how a user interacts with data, allowing
read-only or read/write access to certain roles. In DSMAC
framework, we propose the Role-based Decentralized Access
Control (RDAC) model that combines the RBAC model with
Blockchain. The key idea behind the RDAC approach is that
users are assigned roles based on their VCs, then define
the policies which contain the rules that must be followed
by AR while accessing or updating medical data. Finally,
we publish all access control policies according to the user-
role assignments in a smart contract deployed on blockchain.
Each user can be assigned to one or multiple roles. Roles are
associated with default permissions (DP). Thus, the default
permissions are granted to users, and they are defined by the
policy decision smart contract (PDC).

Definition 1 Default Permissions (DP) represent the reg-
ular basic permissions (RP) that are defined explicitly by a
smart contract based on the user’s role (R).

DP C R x RP 2)

The default permissions include the patient’s DID, the off-
chain URL medical data stored in the F2C computing, AR’s
role, and authorized operation (Read, Write, and Update).

2) ATTRIBUTES-BASED DECENTRALIZED ACCESS

CONTROL (ADAC)

One of the most popular access control methods is attribute-
based access control (ABAC) [10], but it poses a serious threat
to privacy because it defines access control policies based on
user attribute values [48]. Whereas, DID is emerging as a
new alternative for preserving user privacy. In the DSMAC
framework, we propose the Attribute-based Decentralized
Access Control (ADAC) model that combines the ABAC with
DID model to solve the problem of ABAC’s privacy and
apply it to emergency cases. Therefore, we implement the
access control policies based on DID Document (DDO) to
provide a level of adaptive security that would meet the DO
needs while taking into consideration the emergency cases.
The access rights are granted to users through any type of
attributes such as subject’s attributes, object’s attributes, and
environment attributes [10]. The DO can enforce the default
permissions (DP) by configuring adaptive permissions (AP)
based on DO’s attributes, AR’s attributes, and certain con-
textual attributes which must satisfy specific requirements to
perform a specific operation. A contextual attribute defines
a specific environmental characteristic whose real value
changes dynamically such as date, time, location, and health
status (emergency case, critical crisis, normal, etc.). Hence,
AP is introduced to make and adjust decisions locally for
emergency and unanticipated situations.
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Likewise, to improve and enhance security and data pri-
vacy, blockchain technology is integrated with the ADAC
model. The access control policies are created by the patient’s
wallet and stored in his DDO. Then, the wallet broadcasts
the DDO as a transaction to the network; the network veri-
fies, validates the transaction, and adds it to the blockchain.
DSMAC system enables the patient to quickly modify per-
missions by changing contextual information.

Definition 2 Adaptive Permissions (AP) are defined to suit
contextual constraints (CC) and relevant contextual condi-
tions (CD) confronting DO (e.g. crisis, emergency, a heart
attack, an allergic reaction, etc.).

AP C Rx CC where R=role, CC=setof CD 3)

AP becomes active when an emergency has been declared,
and a subset of the contextual conditions ‘CD° is satisfied.
The set of contextual conditions can be combined based on
the context information and using a conjunction (A), disjunc-
tion (V), and negation (—) operators.

For example, we consider the following contextual con-
ditions (CD): ‘T’ denotes a request Time, ‘A’ denotes a
location Address and ‘S’ denotes a health Status. Contex-
tual conditions are formed by making conjunctions of these
elements (4).

CD ={(....,(AAS),(TAA),..)lcde CD} (4

eg:cdl=AAS

Case study: we assume that a patient suffers a serious
medical emergency as a result of an accident, and he needs
prompt intervention by medical professionals. The patient’s
digital wallet can allow users to quickly reach the emergency
case, it will make access to medical records easier and faster.

Thus, according to the contextual constraints mentioned
in (5), the patient or his delegate will approve the adaptive
permissions for a user if the following contextual conditions
are satisfied:

1) cdl: the doctor is not far from the ‘accident scene’.

ii) cd2: if the patient’s health status is in a ‘critical’
condition.

if (AR(user) A role(doctor))
A(cdl A cd2)then Approve access  (5)

Once the doctor leaves the ‘accident scene’ or the patient’s
health status becomes ‘normal’ again, the adaptive permis-
sion will be deactivated.

B. DECENTRALIZED ACCESS CONTROL SCHEME
BASED-SSI MODEL

In this section, we propose a security model for the
privacy-preserving SSI management scheme. SSI technology
can improve user authentication and authorization mecha-
nisms [6]. It can be integrated with the healthcare systems
for delivering enhanced interoperability [6].
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1) DID APPROACH

DID is generated by the user (DO and AR) from the pub-
lic/private key pair [49] and signed with the user’s private
key. The most crucial point of any DID implementation is
the specification of the DID method which is composed of a
method scheme and operations. The method scheme specifies
the structure of the DID implementation’s string identifier(s).
Operations define how to create, read and verify a DID
document, as well as how a DID controller can update or
deactivate a DID document [31].

The method name that identifies DID in our system is
“dac” (Decentralized Access Control). This produces a string
identifier of the form ““did:dac:namespace”. All DID must
begin with the following prefix: “did:dac:”. The remainder
of the DID, after the prefix, is the Method-Specific Identifier
(MSD) [31].

In the DSMAC system, each user has a minimum one of
digital wallet with his DID, VCs, and private key used to sign
transactions and access requests. However, the public key will
be recorded in the blockchain to be accessible.

In summary, a digital wallet performs the following
functions:

1) Generates DID and keys (public and private).

2) Requests the issuance of verifiable credentials, accepts
the issued credentials, and stores them.

3) Receives a request from a verifier for proof of one or
more credentials.

4) Data aggregation, encryption, and signature.

5) Creates AC policies.

In general, the AR must authenticate with his DID before
submitting an access request to medical data. He must prove
his identity and his role to access patient data using the VCs.
The VCs issuance process proceeds as follows: the AR sends
a signed request for issuing a new credential. When the issuer
(hospital) receives the request, he checks the validity of the
request by verifying the AR’s signature. Once the verification
is completed, the issuer agrees to the credential request and
issues VC. The VC will be stored in the AR’s wallet.

Now, when the AR requests authentication using his DID,
the AN, which acts as a verifier, sends him a proof request
to verify his identity. The AR processes the proof request
and determines the necessary credentials to satisfy the proof
based on ZKP [41], then he sends the response to the AN.
After, the AN uses the issuer’s DID and the credential defi-
nition specified in the proof response to verify the response.
If the response is validated, then, token-based authentication
is submitted to the AR.

The flowchart shown in Fig. 3 describes the interactions
between entities, including the information exchanged with
the blockchain, corresponding to the SSI’s phases.

2) DID DOCUMENT (DDO) APPROACH

DID can be resolved by the digital wallet to a standard
resource named DID document (DDO) without reliance on
a centralized network component. DDO contains several
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FIGURE 3. Sequence diagram of DID generation and VC issuance
operations. The flowchart describes the interaction between entities
corresponding to the SSI's phases including the blockchain transactions.

"jd"; "did:dac:patient]”,
"authentication": [ {
"id": "did:dac:patientl#keys-1",
"controller": "did:dac:patient1",
"publicKeyPem": Patient1’s Public Key

did:dac:parieml
Resolve !
DDO | service™: [ {

DID “4d*: “did:dac:patient1# membership <,
“type™: “Membership”,

https:/dac.

The standard elements of a DID doc
. DID (for self-description)
Set of public keys (for verification)
Set of auth methods (for authentication)
Set of service endpoin mteraction)
Timestamg (fc
Signature (fos

FIGURE 4. The structure and resolution of DID Document (DDO). The
crucial elements of the DDO structure are the public key and service
nedpoints.

components [35], as illustrated in Fig. 4, “id” denotes the
DID, “Publickey” represents one or more public keys that
authenticate the DID subject, “Authentication” is used to
specify the method that is expected to prove that it is a DID
owner, “Service” contains one or more service endpoints
that are used to describe how to communicate with a DID
owner [35], “Timestamp” indicates when the DDO was cre-
ated or updated, and “signature” for verifying the integrity of
the DDO [55]. These components are necessary to check the
user’s identity and the security of their requests. DDO can be
stored and resolved with blockchain so that issuers or verifiers
can easily find it.

In the DSMAC system, the DDO structure has been estab-
lished as in Fig. 4. It includes a public key and service end-
points which are crucial to accomplish decentralized access
control. The service endpoints can contain any information.
Generally, it specifies a network address, like an HTTP URL
where services act on behalf of a DID owner.
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3) OUTSOURCING ENCRYPTION APPROACH

Following the Self-Sovereign paradigm, the digital identity of
the user is kept in a digital and private wallet. To this end, the
DSMAC framework includes a component which is a mobile
app through which the user can manage the wallet and at the
same time he can interact with the security of medical data
using an encryption scheme and the user’s SSI wallet [59].
For this purpose, a Zero Knowledge Encryption technique
is adopted to address specific requirements focusing on data
privacy. Zero Knowledge Encryption means that encryption
will only be carried out using keys that are held by the owner.
As a result, the data will be encrypted using a mobile app
before being sent, and the attackers will only gain access
to the encrypted data which is useless without the keys to
decrypt it.

C. DECENTRALIZED ACCESS CONTROL SCHEME USING
BLOCKCHAIN-BASED SSI MODEL

In the DSMAC framework, blockchain is used to store the
users’ public key, decentralized policies, and the user’s proof
to verify the credentials with minimum time and cost [11].
It is operated on the fog layer to provide low latency for
decentralized access control functions [43]. Moreover, SSI
is used to facilitate user authentication and authorization in
regular and emergency cases.

1) RDAC-BASED POLICY DECISION SMART

CONTRACT (RDAC-PDC)

The main idea of the RDAC-based smart contract is to lever-
age the features of the smart contract to set, manage, and
store default permission policies (DP) into the blockchain net-
work. To reach these goals, a policy decision smart contract
(PDC) was developed. PDC is designed to assign user-role
along with role permission, then publish the details on the
blockchain.

The main features of the PDC are: i) allow the hospital
to verify the role of the user (by checking their credentials).
ii) allow the patient to permit users to access medical data
based on their associated roles and credentials. iii) allow the
hospital to maintain the information stored in SC. Therefore,
PDC implements several functions to make the user-role
assignment efficient, effective, and secure.

As well, we define the AMN as the agent who has the
right to manage access transactions and interact with PDC
by sending a Request Access transaction.

The Request Access transaction sequence can be processed
as follows, as shown in Fig. 5.

1. After a successful authentication step, the AR sends an
access request to AMN by enclosing his DID.

2. AMN sends a proof request to AR.

3. AR generates a payload based on his DID and VC pro-
tected by the ZKP technique, then, signs the payload with
his private key and sends it to the AMN.

4. To verify the validity of the payload, AMN checks the
signed payload with AR’s public key stored in blockchain.
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FIGURE 5. Sequence diagram of Decentralized Access control(DAC)
approach. The flowchart describes the request access transaction
sequence.

5. After the payload and role-checking step, the AMN
redirects the request to the PDC in blockchain as a
transaction.

6. If the policy attributes and the AR’s attributes in the PDC
are similar, then the PDC will create an authorization
token that includes the access permissions of the AR and
the transaction will be recorded in the blockchain.

2) ADAC-BASED DID DOCUMENT (ADAC-DDO)

Defining security policies and managing medical data access
becomes more critical and complex in an emergency case
since the access does not only depend on the user’s role but
it’s also attached to the contextual constraints [54]. In the
DSMAC framework, the patient plays a huge role in emer-
gency cases. It can enforce the default permissions by con-
figuring adaptive permissions based on both end-user and
patient attributes using DID Document (DDO).

DDO contains several fields like a context, an authentica-
tion mechanism, the user’s digital signature, and a service
definition. Each service has its id and type, as well as a
service Endpoint with a URI or further properties describing
the service [35]. Each service’s description includes the type,
DID, and URL for the service endpoint. The service endpoint
URL is used for the outside service caller, while the DID is
used to identify the service itself [35].

As defined in listing 1, the services endpoint are used
to express adaptive access control policies. They define the
access privileges’ URI based on both “Membership” and
“Permission” services. The “Membership” service maintains
a list of authorized users’ DIDs. Each user must be a member
of one or more of the following roles: “doctor, pharma-
cist, and researcher”. Likewise, “Permission” service spec-
ifies the access control policies of the user managed by the
“Membership” service.
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Therefore, access policies are composed of one or several
statements; each statement includes information about single
adaptive permission. The information in a statement is con-
tained within a series of elements:
o User- Indicates a list of accepted user DID:
“user” : [“did:dac:alice” ],

+ Role- Indicates a list of authorized roles:
“role” : [“doctor”],

o Rules— composed of the following items:

EEENEE)

¢ “grant”: [“read”, “write”, "update’],

¢ By — Specifies user’s name and role to which we
would like to give access rights:
“by”: [“alice_u:doctor_r”],

¢ When — Specifies the circumstances under which
the policy grants permission:
"When”:[ “time = 08pm-10am”, “status = emer-
gency”],

¢ Url —Includes the URL of health records to which
the actions apply.

“url” : [ “fog.storage.patientl.emg_data’ ],
E.g., assuming a user, “Alice”, is in the “user” membership

service, the patient or his delegate can approve read and
update permissions for “Alice” if the following contextual
conditions are satisfied:

1) Alice’s role is “doctor”.

2) She is not far from the “accident scene”.

3) If the patient’s health status is critical”.

To specify the user’s name and role to which we would
like to give access rights, the DDO policies are based
on hierarchically-named attributes, where ‘0’ means user,
‘T’ means the role, and ‘t" means type, and attributes are
separated by the ‘:’ character. For example, the attribute
alice_u:doctor_r:cardiologist_t means that the user Alice
must be a doctor with a cardiologist specialty.

To proceed to the DDO permissions, AMN sends an autho-
rization request to the blockchain once receiving an alert mes-
sage from the patient’s wallet. So, according to the patient’s
DID included in the authorization request, blockchain returns
the corresponding authorizations managed by the patient’s
DDO. Then, AMN sends an access token to users mentioned
in the Membership service if and only if they fulfill the
conditions.

VI. EXPERIMENTS AND RESULTS

A. EXPERIMENTAL SETUP

DSMAC allows users to store their DID and VC on their
digital wallets using hyperledger Indy [17] and hyperledger
Aries [53]. The description of the tools used in the experiment
is detailed in table 1. In the general setup of the DSMAC
framework, a Docker and Docker Compose are used to build
and run the system test setup.

To connect to the Indy network and control different nodes,
we have utilized the Admin UI from the VON network
repository [59]. It initiates the blockchain with the genesis
block, a server, and 04 nodes. In the DSMAC system test
setup, the Von network needs to be started first, as illustrated
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Listing 1 Patient DDO structure based-adaptive permission.

"id": "did:dac:patientl",
"authentication": [

{

"id": "did:dac:patientl#keys-1",

"type": "RsaVerificationKey2022",
"controller": "did:dac:patient1",
"publicKeyPem": Patient1’s Public Key

s
"service": [

“id*: “did:dac:patient1# membership “,
“type”: “Membership”,

“serviceEndpoint” . https://192.168.0.100/membership/,
“user” : [“did:dac:alice” , “did:dac: bob”, ’did:dac: eve™],
“role” : [“doctor”, “nurse” ”pharmacist”, “researcher”]

2

“id*: “did:dac:patient1# permission “,
“type”: “Permission”,
“serviceEndpoint” : https://192.168.0.100/permission/,
"rules":
[{
“grant”: ["write",”update”],
”by”: ["alice_u:doctor r"],
”When” : ["location= accident_scene ","status=emergency"],
“url” : [”fog.storage.patientl.emg_data "]

"o

s

{

“grant”: ["read"],

”by”: ["eve_u:pharmacist r"],

”When” : ["time= 09pm-09am ","status=critical"],
“url” : ["fog.storage.patient].prescription_emerg_data"]
)

)

1

TABLE 1. Details of tools used in the experimentation.

DESCRIPTION

A permissioned blockchain, used for identity

TOOLS
Hyperledger Indy

management.
Hyperledger A public permissionless blockchain, used for
Ethereum running smart contracts using solidity language.
Hyperledger Aries It serves as the infrastructure for transaction
interactions, it provides tools to store, transmit
and verify digital credentials.
Aca-py Aries cloud agent python serves as a cloud agent

interface to both the ledger and external holders.
Verifiable Organization Network (VON) network
provides a ledger browser on the Docker
environment. It allows us to examine transactions
and see the status of nodes locally.

Used for getting all libraries and packages
required for experimentation.

Von-network

Docker community
edition

in Fig. 6(a). Once all containers are started, we can view the
von network and ledger by visiting the following web page:
http://localhost:9000, as shown in Fig 6(b). Then, all involved
entities (issuers, holders, and verifiers) must be registered
in Hyperledger Indy and provided a DID. To generate DID
for our agents, we can use the ledger browser as shown
in Fig 6(b). Then, we use the default option ‘“‘Register from
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a 4§ . [von-networ /manage Up cic e
Creating von_vebserver 1 ..
Creating von_node3 1
Creating von_noded 1

Creating von_nodet L

Creating von_node2 L ...

Hant to see the scrolling container logs? Run *./manage logs"

(a) (b)

& Authenticate a New DID

Easily write a new DID to the ledger for new identity owners.

successfully registered:

FIGURE 6. a. Starting Von Network, b. VON network: management page
and DID registration, c. Creating a public DID for the patient agent.

seed” in the “Authenticate a New DID” section, and put
“EmatiSaidi00000000000000000000002022”* as the value
in the “wallet seed” field. Once successful, detailed infor-
mation such as Seed, DID and Verkey will be shown below
the “Register DID”’ button, as illustrated in Fig 6(c).

;Patient
: Inbound Transports:
- http://0.0.0.0:8000

: Outbound Transports:

- http
- https

Public DID Information:
- DID:

Administration API:

. - http://0.0.0.0: 11000

ver:0.7.4-rc2 ::

$ docker ps

(CONTAINER ID IMAGE
aries-cloudagent-run
docker_ta

bash -c 'aca-ptI"”
bash -c 'tailsTtI"
4614cf0 wernight/ngre

e4dfabfda von-netw ' -C
a3a0fsc work ) -G
8e09be2e9 ork ) -c
7642f01f work ; -C
b73b32bcb28b von-network-base "bash -c

FIGURE 8. Docker list containers.

In our system, we have implemented four Aries agents
(patient, doctor, nurse, and hospital), as shown in Fig. 7, that
are capable of connecting to the Indy network, and generating
transactions. Those agents are written in Python by using
the open-source Hyperledger Aries Cloud Agent Python
(ACA-Py) library. It will be also run over Docker, as shown
in Fig 8.
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ACA-Py provides all of the core Aries functionality
such as interacting with other agents and the ledger,
managing secure storage, sending event notifications, and
receiving instructions from the controller [59]. Thus, the
ACA-PY component is necessary to securely deliver med-
ical data from the wallet to the F2C infrastructure, and
for each agent, the sender explicitly adds another layer of
encryption [59].

In addition, our simulation is based on Postman for repre-
senting digital wallets. It is organized into several collections
composed of a set of actions performed by the agents, such as
the Patient_Emergency case, as shown in Fig. 9, which details
the process followed in the case of an emergency.

VALUE DESCRIPTI

Pretty w v sson

Enovavbxonysreazy</tas|

(b)
FIGURE 9. a. Call create invitation API on the patient agent in an
emergency case, b. API response once an emergency case is detected on
the patient agent.

The transactions described in this paper are recorded
in the domain ledger. The key transactions maintained in
the domain ledger are NYM, ATTRIB, SCHEMA, and
CRED_DEF. NYM transaction is used to create DID. To add
an attribute value to NYM record, the domain ledger makes
use of ATTRIB transaction. SCHEMA transaction generates
a template with the required attributes for issuing the creden-
tials to the user/holder. The CRED_DEF transaction defines
a credential with the user-specific values inserted into the
schema in the form of a public key. Fig. 10(a,b,c,d) show all
4 transactions in action.

In addition, our framework proposes a procedure for inte-
grating Ethereum smart contract-based credential verification
into hyperledger Indy. The smart contract is charged with ver-
ifying the credentials (role) presented by users and granting
access according to the access policies defined by the patient.
It needs the hyperledger Indy to confirm the validity of the
user’s credential.
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a. NYM Transaction b. ATTRIB transaction

c¢. SCHEMA transaction d. CRED_DEF Transaction

FIGURE 10. NYM, ATTRIB, SCHEMA and CRED_DEF ledger transactions.

B. EXPERIMENTAL ANALYSIS

The Aries infrastructure offers: (i) a blockchain interface
layer, (ii) libraries to implement cryptographic wallets for
secure storage of cryptographic secrets and other information,
(iii) an implementation of ZKP-capable W3C verifiable cre-
dentials using the ZKP primitives found [59].

The initial idea was to create a front-end tool that uses
an API to interact with ACA-Py without the need for its
database. ACA-Py has support for maintaining and querying
lists of schemas, credentials, connections, etc. ACA-Py main-
tains its keys and requires the controller application to cre-
ate schemas, credential definitions, and revocation registries,
as illustrated in Fig. 10 [59].

Also, the ACA-PY provides a queue to hold messages until
the mobile agent requests them because the mobile wallets are
not online at all times, and are not constantly polling to see if
they have any incoming messages (that consumes resources,
particularly data and battery, on the phone) [59].

1) PERFORMANCE EVALUATION
In our study, we focus on evaluating the performance of our
system using two experiments:

o Experiment [: Evaluate the performance of the
Role-based Decentralized Access Control (RDAC)
model using the number of submitted and executed
transactions, and the number of users.

o Experiment 2: Evaluate the performance of the
Attributes-based Decentralized Access Control (ADAC)
model using DID Document.

We show the performance of our DSMAC scheme in terms
of submitting and executing time which means how fast
different Access Control (AC) actions can be performed.
The execution time is the most important key parameter for
our architectural model. In addition, the performance of our
DSMAC scheme is focused on the transaction throughput
and transaction latency for both experiments. Throughput
is described as the number of successful transactions per
second (tps). Latency is specified as the average time interval
between the initialization of the transaction and the actual
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execution of the transaction. Also, to reduce the cost of cryp-
tographic computations and maintain data confidentiality, the
computations are securely outsourced to a more powerful
device like a mobile phone. Finally, we examine transaction
scalability and sustainability.

2) RESULTS AND DISCUSSION

The evaluation process was based on the performance assess-
ment of a decentralized access control-based smart contract
and SSI system.

a: TRANSACTIONS TIME

We evaluate the Access Control policy assignment time
in both experiments. Fig. 11 shows how Access Control
policy assignment time varies according to several transac-
tions in the RDAC experiment. However, the time is almost
unchanged in the ADAC experiment.

=== Emergency transactions in ADAC =ll=Submitted transactions in RDAC
Executed transactions in RDAC

o )" ‘l r'\

153_ ..AL_b ._Ji-al -

g9 10 11 1z 13 14 15 16 17

Time (ms)

Transactions

FIGURE 11. Transaction time comparison of RDAC and ADAC models. The
results depict that ADAC model takes less Access Control assignment
time as compared to the RDAC model. This confirms that the ADAC model
is the best choice for emergency cases.

The results show that the average time to assign an AC
policy using submitted and executed transactions is around
68 ms for the RDAC experiment. However, in an emergency
case, the time is around 16 ms. Also, we can notice that
when the number of transactions increases, the AC policy
assignment time is increased in the RDAC model. Thus, the
results depict that our ADAC model takes less AC assignment
time as compared to the RDAC model. This confirms that
the ADAC model is the best choice for emergency cases.
Moreover, DSMAC performs better in terms of the level of
privacy that it offers.

b: TRANSACTION THROUGHPUT

For this analysis, we evaluated the number of access request
transactions (txs) that can be executed per second for both
experiments, as shown in Fig. 12. The throughput of a user u
during a time between T; and Tj can be calculated using (6).

count(Tyin (T;,Tj))

Throughput, = T,-T, (txs/s) (6)
To calculate the average throughput, we can use (7).
Th hput
Throughput = 2= r;ug PUb) 1 /s) )
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FIGURE 12. Transaction throughput of RDAC and ADAC models. ADAC
model has a high throughput compared to the RDAC model. We observe
that as the number of users increases, there is an important increase
observed in the throughput of the ADAC model.

The DSMAC system may generate a large volume of access
requests in RDAC experiments that need to be processed
and handled. We measured the transaction throughput while
increasing the number of users, then we compared the trans-
action throughput of RDAC and ADAC experiments. Initially,
the throughputs on both models are almost equal. Since the
ADAC scheme did not have the credentials verification step
and queries are not updating the ledger status, it has a high
throughput compared to the RDAC model. Also, as the num-
ber of users increases, there is an important increase observed
in the throughput of the ADAC model.

As shown in Fig. 12, we compared the transaction through-
put of ADAC with RDAC. Likewise, the query transaction
throughput of ADAC is higher than RDAC.

c: TRANSACTION LATENCY
The latency measures the time of a transaction from sub-
mission by the user until it is processed and written into the
ledger.

First, all the nodes of our system are deployed in fog
computing for the low latency purpose [43]. Latency values
for each experiment are shown in Fig. 13 using 500 users.

e ADAC Latency  ==fll=RDAC Latency

800
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co0 r—-—*—-—-/
Z so00 ,—I/
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7 s00
200 ‘/.'
100 e
J/ p——t—— 9

1 50 100 150 200 250 300 350 400 450 500

Users

FIGURE 13. Transaction latency of RDAC and ADAC models. It is noticed
that there is a continuous growth in the average latency as the number of
users is increasing for both experiments. However, the average latency of
the ADAC model is lower than the RDAC model.
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It is noticed that there is continuous growth in the average
latency as the number of users is increasing for both experi-
ments. However, the average latency of the ADAC model is
lower than the RDAC model. It is important to mention that
the higher level of security, the lower the latency.

d: CRYPTOGRAPHIC COMPUTATIONS

In this section, we analyzed the encryption time, CPU con-
sumption, and memory utilization on the mobile device.
The study conducted several experiments to encrypt differ-
ent medical data of different sizes. Fig. 14 shows the time
required to encrypt different data. The encryption process
starts by permitting the DO to select data, then the mobile
application encrypts the data using the Zero Knowledge
Encryption algorithm.

50 4
45 1
40 4
35
30
25
20
15 4
10 +

Encryption time (ms)

214 326 328 419 V36 V50 876 1140 3550

Datasize (B)

FIGURE 14. Time while performing data encryption. It is noticed that
there is a gradual growth in the encryption time as the data size is
increasing.
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Data Size (B)
FIGURE 15. CPU and memory usage while performing data encryption.

It is noticed that when the data size is increased, the CPU utilization
increase gradually. Whereas memory utilization remains almost constant.

Fig. 15 shows the current usage of CPU and memory.
When the data size is increased, the CPU utilization increase
gradually, because when we increase the number of files more
transactions are sent and this means more CPU computations
are recorded. Whereas memory utilization remains almost
constant.

It is also necessary to note in table 2 that the encryption
times taken by the process proposed in this paper are faster
than other encryption schemes.
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TABLE 2. Encryption time.

The method proposed by Yonata et al.
[57]

The method proposed in this paper

Data size(KB) Time to encrypt (sec) Data size (KB) | Time to encrypt (ms)
25.44 4 0.87 26
200 5 3.55 45
600 7 1.14 17

As a general observation, DSMAC consumed less
resources compared to other systems.

e: SCALABILITY

In the DSMAC framework, scalability is analyzed through
transaction latency and throughput. If the throughput remains
constant or increases with the increase in the number of users,
then the framework is scalable. In another way, if the latency
remains constant or increases with the rise in users, then also
it is considered a scalable framework that can maintain stable
latency in a large-scale environment.

f: SUSTAINABILITY

The goal of the DID specification is to ensure sustainability
and interoperability across different healthcare organizations.
DSMAC framework brings a sustainable decentralized access
control model without the involvement of the central entity
based on sustainable DID solutions. The DID technique can
increase patients’ ability to contribute to building long-term
sustainability. Thus, achieving sustainability in health care
is essential to improving the identification of health sys-
tem functions. Enhancing sustainability, through DID assign-
ment, and managing resources efficiently, will deliver better
outcomes for patients, and provide economic benefits.

VII. SECURITY AND PRIVACY ANALYSIS

After explaining the process of the DSMAC model,
we present the security and privacy analysis. We theoretically
analyze how DSMAC can efficiently resist the attacks pro-
posed in the adversary model (Section 4.2). Since the main
goal of an attacker is to gain authorization to access the health
data.

A. COMPARISON OF SECURITY PROPERTIES

Table 3 compares the security properties of our proposed
scheme with i) blockchain-based access control schemes:
Yue [13], Kumar [15], Dagher [16], Xu [12], Xia [22],
ii) SSI based access control schemes: Belchior [25], Lagutin
[26], Jung [27]. From the table, we notice that only our
proposed scheme and Rajput [24] take into consideration the
emergency case. Notably, almost all the schemes have the
properties of scalability and data privacy, which are critical
security objectives in health record-sharing systems. How-
ever, no research dealt with the property of sustainability,
except in our DSMAC model.

B. PRIVACY PROTECTION

Our system achieves privacy by employing several privacy-
preserving techniques. The use of encryption on all medical
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TABLE 3. Comparison between related works and our DSMAC model.

- " Access control methods Feature
2 g comparison
23 8.
Model £§ <E -
< = =
odels S ¢ % g Identification Authentication Authorization _‘E: ] E <|:an 4
=z d = ° 2 £ 2. ol
@ d L < ‘= o o
247 = | % | € £
“ R - B
Yue et al., 2016 [13] N x - - - v x| v x
Cryptographic Encryption and
BBDS (Xia et al., 2017) [22] v x keys digital signatures - v X v
Ancile (Dagher et al., 2018) [16] v x IDs - Smart contract | v x v X
EACMS (Rajput etal., 2019) [24] | ¥ x Patient ID - Chaincode x | x [ x |V
Userchain Public key
Healthchain (Xu et al., 2019) [12] | v x address Cryptography - v x v x
Authorization Authorization
Lagutin et al., 2019) [26] x v DID Server (AS) Server (AS) v x v x
Decentralized
Jung, 2020 [27] x v DID Public Key DID and v x x x
Infrastructure DPKI
(DPKI)
Secure proof
Kumar et al. (2020) [15] v x of identity - Smart contract | v x v x
Madine et al., 2020 [19] Ethereum Re-encryption
v x - address key v X v x
SSIBAC (Belchior et al. 2020) decentralized Smart contract
[25] v v DID authentication v X v x
Kim et al., 2021 [28] v v DID DID + VC - X x | v | x
v v DID Public key Smart contract | v/ v v v
Our DSMAC model DD DDO

data placed on the F2C prevents the users and other malicious
parties to learn the content of the medical data, achieving both
patient privacy and health data confidentiality. Furthermore,
DIDs and VCs managed by the digital wallet can be used as a
preliminary step to promote privacy-preserving medical data.
DSMAC also achieves privacy preservation by anonymity
to ensure that malicious parties cannot deduce the owners
of the data. Anonymity is achieved by utilizing the ZKP
protocol [51]. During this protocol, specific aspects of a VC
can be encapsulated through a ZKP method [51] which allows
the owner to prove an aspect of his identity without requiring
any specific information of that aspect to be disclosed to
other parties. Anonymization can be performed by the patient
and it is required when the identifying information needs to
be hidden from certain parties [47]. These parties include
researchers, pharmacists, etc. However, physicians, nurses,
and emergency medical technicians should be able to view
such information to carry out proper treatment.

C. ACCESS CONTROL PROTECTION

In DSMAC system, the honest but curious model is adopted.
The end-users are honest since all of them need access con-
trol policies to perform their assigned tasks. However, some
of them are curious since they continuously can view and
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store patients’ information. In our framework, the RDAC
approach based on smart contracts is used to solve the prob-
lem of who has access to health records. Additional mech-
anisms are included for emergency cases such as an ADAC
approach [37]. This approach is more precise in restricting
access based on the DID document and blockchain. There-
fore, the immutability and integrity features of blockchain
make it impossible for any entity to manipulate, replace,
or falsify access control policies stored on the blockchain.
In addition, each block of information contains a hash for
itself and for the previous block to verify that the access
control policies are not modified illegally [52]. Thus, smart
contracts [60] and SSI technologies support securing the sys-
tem against various security concerns such as authorization
and privacy-preserving data. The advantage of eliminating
the trusted third party makes the decentralized access policy
scheme suitable for user privacy-oriented scenarios.

D. ATTACKS ANALYSIS

The security of DSMAC framework is also evaluated by
different attacks. Therefore, the attacker could not inter-
cept or update or retrieve the medical data in unauthorized
access since our decentralized access control system plays a
vital role to protect health data against unauthorized access.
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As proof, we present the resistance of some attacks threat-
ening the access process such as replay attacks, spoofing
attacks, and credential-stuffing attacks.

1) REPLAY ATTACK RESISTANT

DSMAC scheme can defend against the replay attack effec-
tively. It is based on blockchain to provide better access
control mechanisms. In this way, no one can alter its contents.
We note that blockchain defends against transaction replay
since every single transaction is embedded with nonce value
and timestamps [4]. This will provide the system with a
protection mechanism against replay attacks. And even each
block is linked with the previous hash; hence all communi-
cations are chained together, making it impossible for replay
attacks to occur.

Furthermore, to acquire authorization, the attacker can try
to reply to messages using the signature. However, he will
not be successful, since each user has to use a private key and
DID to compute the signature. Thus, the adversary is unable
to obtain any messages from the user [50]. Therefore, the
proposed protocol can resist replay attacks.

2) SPOOFING ATTACK RESISTANT

Spoofing refers to the ability to steal identity information.
During this attack, a malicious user presents himself to the
system as an authorized user. We have considered the case
where an attacker spoofs a user DID to gain access to medical
data. Furthermore, he may change the identity of the data
owner. To prevent such attacks, DSMAC scheme is integrated
with a mechanism that allows each user to create a unique
DID based on his private key. In addition, we have employed
two security primitives to protect against spoofing attacks:
(i) the use of the ZKP protocol implies that viewing any
transferred data does not reveal any useful information about
the user, so only legitimate users whose access has been
allowed can use the medical data; (ii) blockchain that holds
the access control policies with the hashes generated in every
block [45].

Thus, blockchain with decentralized access control poli-
cies maintains reliable and consistent data. Since an attacker
cannot inject the wrong DID or address. Also, our proposal is
resistant to spoofing attacks because users’ DIDs are verified
through a ZKP.

3) CREDENTIAL-STUFFING ATTACK RESISTANT

This attack is the injection of stolen credentials (username
and password pairs) to gain unauthorized access to user
accounts. In DSMAC framework, to protect against this
attack, each user must authenticate with something he knows
such as DID, in addition to something he has such as a
mobile phone which plays the role of a digital wallet. The
digital wallet contains the DID, private key as well as the
VCs of the user, and each user gets a public key which is
stored in blockchain. In this way, the attacker will not be able
to provide a physical authentication method. This makes it
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harder for the attacker, which makes the credential stuffing
attack not possible.

VIIl. CONCLUSION AND FUTURE WORK

In this paper, DSMAC, a decentralized access control system
for health data based on the combination of blockchain,
RBAC, ABAC, DIDs, and VC was proposed by adopting
smart contract and self-sovereign identity (SSI) technology.
The framework is implemented in a decentralized and trust-
less way to share medical records and preserve security and
privacy at the same time.

The choice of the SSI model allows users to own and
manage their identities. This makes our framework more suit-
able for high privacy requirements. Deploying the authoriza-
tion and verification processes with smart contracts allows
a decentralized access control system for users. Therefore,
access control policies can be remotely updated by updating
a smart contract.

DSMAC is based on different contributions aimed to pro-
vide benefits in the areas of privacy/security, scalability, and
sustainability in the medical environment. Likewise, we com-
pared DSMAC with some typical access control models and
implemented a prototype of the proposed framework in reg-
ular and emergency cases. The results of the performance
evaluation demonstrate that the proposed approach is highly
scalable and efficient in terms of submission and execution
time, throughput, cryptographic computations and latency.

For future work, we are interested in integrating machine
learning algorithms to manage EHR. Also, we can integrate
the differential privacy algorithm with the DSMAC system to
provide better data protection and preserve user privacy.
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