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ABSTRACT

Unmanned Aerial Vehicles (UAVs), also known as drones, have recently become one of the most
important technological breakthroughs. They have opened the horizon for a vast array of applications
and paved the way for a diversity of innovative solutions. Integrating drones with the Internet has
led to the emergence of a new paradigm named the Internet of Drones (IoD). Several works dealt
with the security of the IoD, and various surveys have been published on this topic over the past
few years. The existing surveys either have limited scope or offer partial coverage of cybersecurity
countermeasures. To address these gaps, in this paper, we provide a comprehensive survey related to
the cyber and physical security of IoD. Differently from many surveys that only provide a classification
of attacks/threats, we also propose three taxonomies that are related to (1) the assets of drones, (2)
attacks, and (3) countermeasures. The first taxonomy is a two-level classification of the assets in the
IoD. The first level considers the coarse-grained assets, which refer to the IoD’s tangible elements,
and the second level considers the fine-grained assets, which refer to the elements composing the
coarse-grained assets. Based on the asset classification, we propose a taxonomy of attacks targeting
the coarse and fine-grained assets, which allows a finer level of granularity to identify threats, and thus
ensure better security. Also, we evaluate the risk of cyber and physical attacks by introducing a novel
concept, named Chain of Impact, which connects four types of impacts, namely, Direct, Mission,
Drone, and Environment. We propose a taxonomy of technical and non-technical countermeasures
according to two implementation phases: Pre-incident, and Post-incident (or recovery). The pre-
incident countermeasures are further classified as: preventive and detective. In addition, we present
the countermeasures along with their performance and limitations. Finally, open research challenges
are identified and ranked according to the level of attention they should receive from the research
community. Also, future research directions and suggestions are presented for the security of the IoD.

1. Introduction

quickly delivering protective equipment and transporting the
blood tests to laboratories. In general, the IoD offers reduced

The Internet of Drones (IoD) has recently emerged as a
new paradigm where a set of flying vehicles/devices com-
municate among themselves with a Ground Control Station
(GCS) using the Internet to perform a variety of tasks
in different domains, such as disaster management, smart
agriculture, environmental monitoring, surveillance, mili-
tary, smart city management, healthcare, and more recently
controlling the COVID-19 pandemic [28, 161]. For instance,
some companies like Amazon adopted drones in their deliv-
ery systems, which helps them in ensuring fast delivery of
parcels and lightweight freights and increasing the delivery
rates. The IoD can also be used in rescue operations by de-
livering medical supplies and goods to people in remote and
isolated areas. In precision agriculture, farmers can make
real-time decisions based on data collected from drones. IoD
has helped decrease the spread of COVID-19 infection by

*Corresponding author
¥4 abderhab@ksu. edu. sa (A. Derhab)
ORCID(S): 0000-0002-6498-1528 (A. Derhab)

costs, time-efficiency, and high coverage surveillance and
monitoring operations. Figure 1 presents different applica-
tion domains of IoD.

According to the Federal Aviation Administration (FAA),
[261], more than 900,000 drones were registered in the USA
in August 2021. This number is continuously increasing
due to the variety of benefits the IoD brings. As the IoD is
utilized in different application domains, it has been targeted
by attackers to cause harm to cyberspace, drones, people,
and properties. The drones could be the target of an attack,
or a means to perpetrate attacks and crimes. Therefore, the
research community has paid increasing attention to IoD
security, how to manage it securely, and address the cyber
and physical attacks targeting them.

The deployment of IoD encompasses several challenges,
particularly concerning the safety of operations. Several
issues must be considered when deploying networked drones
over the Internet. For example, a loss of connectivity may
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lead to fatalities. Furthermore, the drones’ communication
and networking system is heavily exposed to cyber security
attacks and threats, which may result in disasters if not
adequately addressed. In this survey, we address the above
challenges and discuss their countermeasures. Furthermore,
we present a comprehensive overview of the IoD, starting
from the drone system itself, and going through the different
architectural models, applications, requirements, communi-
cation systems, and cloud integration.

In the literature, there are some surveys [307, 21, 110,
62, 64, 173, 141, 318, 325, 14, 193] that cover different
aspects of IoD security. However, most of the surveys are
short or restricted to a single security sub-topic. Others do
not cover countermeasures or physical security. These gaps
have motivated us to propose a more comprehensive survey
on oD security. Differently, this survey covers the cyber
and physical security of the IoD, assesses the risks, and
proposes three fine-grained taxonomies that are related to
(1) components of drones (i.e., assets), (2) attacks, and (3)
countermeasures. It assesses the cyber and physical risks
of the IoD. It also provides a more comprehensive review
by covering novel security topics such as operating system
security. In particular, the main contributions of our survey
are the following:

1. We present existing IoD-related surveys that cover
several areas, including communication, cyber-physical
systems (CPS), path planning, optimization, flight
control, and security. Moreover, we compare the
previous IoD security surveys and outline the key
novelties of our survey.

2. We propose a two-level classification of the compo-
nents in the IoD. The first level considers the coarse-
grained assets, which refer to the IoD’s tangible ele-
ments, and the second level considers the fine-grained
assets, which refer to the elements composing the
coarse-grained assets. This classification allows a finer
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Figure 2: Structure of the survey

level of granularity to identify threats; hence, better
security can be ensured.

3. Based on the asset classification, we propose an at-
tack taxonomy that considers the cyber and physical
attacks targeting the coarse-grained and fine-grained
assets.

4. We evaluate the risk of cyber and physical attacks, by
introducing a novel concept, named Chain of impact
that connects four types of impacts, i.e, Direct, Mis-
sion, Drone, and Environment.

5. We propose a taxonomy of countermeasures accord-
ing to two implementation phases: Pre-incident, and
Post-incident (or recovery). The pre-incident coun-
termeasures are further classified as preventive and

Derhab et al.: Preprint submitted to Elsevier

Page 2 of 50



Internet of Drones Security

detective. We provide better coverage of countermea-
sures by describing them and analyzing their strengths
and limitations. We also cover novel topics, such as
operating system security.

6. We identify ranked research challenges and recom-
mend future research directions.

The survey structure is shown in Figure 2. The rest of the
survey paper is organized as follows: In Section 2, we present
non-security and security-focused related surveys on IoD
and identify the main differences with our survey. Section
3 provides an overview of IoD. Section 4 presents the two-
level asset-based and attack-based taxonomies and the cyber
and physical risks that could affect the different components
of the IoD. In Section 5, we provide a taxonomy of coun-
termeasures and describe the different techniques. Section
6 identifies open issues and recommends some suggestions
and future research directions. Finally, Section 7 concludes
this survey.

2. Related surveys

In the literature, several surveys have covered various
areas of IoD. Table 1 presents the different IoD surveys,
and their corresponding focused research areas. Many sur-
veys focused on communication and networking [102, 92,
130, 258, 339, 34, 111, 206], and flight control [332, 150,
280, 168, 169, 345]. Some surveys paid attention to cyber-
physical aspects [272, 310], channel modelling and identi-
fication [142, 327, 159], path planning, mobility, and tra-
jectory mining [101, 346, 324, 219, 103], traffic monitoring
[133], vision, and target identification [131, 178, 66], opti-
mization [227, 52, 47], and collaboration [60, 19, 312]. The
rest of the surveys [204, 220, 273, 41, 160] were not limited
to a specific area, but they either covered different areas or
provided a general overview of the IoD.

We can also find some surveys in the literature that cover
different aspects of IoD security. As shown in Table 2, we
classify the IoD security surveys concerning the following
criteria:

e Taxonomy: It indicates whether the Survey provided
a taxonomy that organizes and classifies the state-of-
the-art into different categories. In general, a taxon-
omy could help the research community better under-
stand a research topic, identify issues at a high level
of granularity, and guide future research efforts.

e Cyber security: It indicates whether the Survey con-
sidered the cyber security aspect of IoD.

e Physical security: It indicates whether the Survey
considered the physical security aspect of IoD.

o Risk assessment: It indicates whether the Survey pro-
vides an assessment of risks against IoD. This as-
sessment helps identify the risks that require more
attention from academia and the industry community.

o Countermeasure: It indicates whether the Survey pre-
sented countermeasures to protect the IoD.

e Open issues & future directions: It indicates whether
the Survey discussed open issues and provided recom-
mendations for future research.

e Observation: It states any observations related to the
Survey.

Vattapparamban et al. [307] presented aspects related
to cybersecurity, privacy, and safety regulations of drones
for smart city applications. Altawy et al. [21] described
the cyber and physical threats to civilian drones. They also
identified the corresponding security field for each threat
that should be adopted, as well as research challenges and
future research directions. He et al. [110] presented a short
overview of threats and countermeasures related to IoD.
Choudhary et al. [62] proposed a taxonomy to classify
attacks with respect to the compromised security property,
including confidentiality, integrity, availability, privacy, and
trust. In [64], a short survey on intrusion detection systems
(IDSs) in Unmanned Aerial Vehicle (UAV) environments
is presented. The authors proposed a taxonomy to classify
the state-of-the-art IDSs according to different criteria: (a)
information-gathering sources (i.e., sensors, communication
links, GCS, UAV), (b) deployment strategies (i.e., ground-
coordinated and autonomous), (c) detection methods (i.e.,
specification, signature, and anomaly-based), (d) detection
states (i.e., on-site and off-site), (e) IDS acknowledgment
(i.e., instant and periodic acknowledgment), and (f) intrusion
types (i.e., malware, message forgery, routing attacks, etc.).
The authors also provided research challenges and future
research directions for IDS in the UAV environment. Lin et
al. [173] presented security solutions against some attacks,
such as privacy leakage (i.e., identity and location), for-
ward and backward security, insider attacks, and untrusted
cloud service providers. Kharchenko et al. [141] analyzed
and assessed the network vulnerability of IoD using the
Intrusion Modes and Effects Criticality Analysis (IMECA)
technique. Each vulnerability is assessed according to the
occurrence probability and severity. In [318], authentication
protocols for IoD are presented and compared with ensured
security properties, communication cost, and computational
cost. Open research challenges in the field of IoD authen-
tication are identified. Yaacoub et al. [325] presented the
threats that target drone systems and the threats that could
arise from using drones to commit crimes and damage the
physical environment. They also gave their countermeasures
and proposed recommendations to improve drone security.
Alladi et al. [14] surveyed many blockchain applications in
UAV networks. Although security is not the main topic of
this Survey, the authors presented the different scenarios
where blockchain can be used to secure UAV networks.
Mehta et al. [193] focused on security issues in UAVs with
a 5G communication network. They classified the security
issues with respect to compromised security property, in-
cluding authentication, privacy, integrity, and availability.
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Non-security surveys on Internet of drones

Research topic

Reference

Outline

Communication
and
networking

Sharma et al. (2020) [275]
Gupta et al. (2015) [102]
Fotouhi et al. (2019) [92]

Jiang et al. (2018) [130]
Saleem et al. (2015) [258]

Zeng et al. (2016) [339]
Bekmezci et al. (2013) [34]
Hentati et Fourati (2020) [111]
Mozaffari et al. (2019) [206]

Survey of communication and network technologies for UAVs.

Survey of issues in UAV communication and networks.

Survey of cellular-specific issues and solutions for integration of UAVs into
cellular networks

Survey on routing protocols in UAVs.

Discussion of issues and challenges related to the integration of UAVs and
cognitive radio technology.

Overview of UAV-aided wireless communications

Review on FANETs and related issues in a layered approach.
Comprehensive survey of UAVs communication networks

a Comprehensive tutorial on the applications of UAVs in wireless commu-
nications.

Cyber-physical

Shakeri et al. (2019) [272]

Identify design challenges of multi-UAV systems for CPS applications and
solutions to address them.

Shakhatreh et al. (2019) [273]
Boccadoro et al. (2020) [41]

Ayamga et al. (2021) [28]
Zaidi et al. (2021) [338]
Liu et al. (2020) [177]

Kumar et al. (2022) [160]

systems Wang et al. (2019) [310] Survey on the UAV networks from a CPS perspective

General or Motlagh et al. (2016) [204] Focus on delivering UAV-based loT services from the sky and provide their
corresponding architecture. Survey of the different networks that can be
formed by UAVs

Multi-topic Nayyar et al. (2020) [220] Overview of technologies and applications related to the Internet of Drone

Things.

Present UAV civil applications and their challenges

Review of loD aspects related to physical, datalink, network, application,
and cross layers

SWOT analysis of agricultural, medical, and military drones
Comprehensive survey on the Internet of Flying Things (IoFT)
Comprehensive survey on opportunities and challenges of UAV-enabled
Internet of Everything (loE)

Review of Internet of Quantum Drones

Channel modeling

and identification

Khuwaja et al. (2018) [142]

Yan et al. (2019) [327]
Kulkarni et al. (2021) [159]

Survey of the measurement methods for UAV channel modeling and
Discussion of various channel characterization efforts.

Review of channel modeling for UAV communications

Review of channel characteristic identification using machine learning

Path planning,
mobility, and

trajectory mining

Goerzen et al. (2010) [101]
Zhao et al. (2018) [346]
Xie et al. (2013) [324]

Navarro et al. (2013) [219]
Hamdi et al. (2022) [103]

Overview of motion planning algorithms from the perspective of UAV
guidance

Overview of UAV path planning studies based on Computational intelli-
gence methods

Comprehensive survey of the mobility models of airborne networks

Survey of collective movement of mobile robots

Survey on spatiotemporal trajectory data mining

Traffic monitoring

Kanistras et al. (2013) [133]

Survey of UAVs for traffic monitoring and management

Vision and

target identification

Kanellakis et al. (2017) [131]

Lu et al. (2018) [178]
Coluccia et al. (2020) [66]

Review of vision-based applications for UAVs focusing on current develop-
ments and trends

Review of the vision-based methods for UAV navigation

Review on detection and classification of multirotor drones

Optimization

Otto et al. (2018) [227]
Cheikhrouhou et al. (2021) [52]

Chaari et al. (2022) [47]

Survey of optimization approaches for civil applications of UAVs
Comprehensive Survey on the Multiple Traveling Salesman Problem for
ground and flying robots

Computation offloading for ground robots and drones

Collaboration

Chmaj et al. (2015) [60]
Alsamhi et al. (2019) [19]
Wang et al. (2017) [312]

Survey of applications of distributed processing systems for UAV swarms.
Survey of collaborative drones to improve the smartness of smart cities
Description of distributed gateway-selection algorithms and cloud-based
stability-control mechanisms

Flight control

Ebeid et al. (2017) [77]
Yang et al. (2016) [332]
Kortunov et al. (2016) [150]
Shraim et al. (2018) [280]
Li et al. (2015) [168]

Li et al. (2012) [169]
Zhang et al. (2013) [345]

Survey of hardware and software open-source flight controller platforms
Survey of autopilots for multi-rotor UAVs.

Functionality analysis of autopilots provided by different manufacturers
Survey on different aspects of Quadrotors

Survey of flight control algorithms

Survey of Control Algorithms for Quadrotor Unmanned Helicopter
Survey on applications of multiple unmanned vehicles with an emphasis on
strategies on path following, coordination, and control algorithms

They also presented blockchain-based security solutions in
UAVs and proposed future research directions toward inte-
grating blockchain with 5G-enabled UAV networks. Yahuza

et al. [326] classified the attacks against drone systems
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Table 2

Security-focused surveys on Internet of drones

Internet of Drones Security

Reference Taxonomy Cyber Physical | Risk Countermeasures Open Observation
security | security | assessment issues &
Future
directions
Vattapparamban et | No Partial Partial No Partial No Short survey
al. (2016) [307]
Altawy et al. (2017) | No Yes Yes No Yes Yes Short description and
[21] limited coverage of
countermeasures
He et al. (2017) | No Partial No No Partial Yes Short survey
[110]
Choudhary et al. | Attacks Yes No Partial No Yes No coverage of counter-
(2018) [62] measures
Choudhary et al. | IDS Yes No No Yes Yes Scope of the survey is
(2018) [64] restricted to IDS
Lin et al. (2018) | No Partial No No Partial Yes Short survey
[173]
Kharchenko et al. | No Yes No No No No Short survey
(2018) [141]
Wazid et al. (2018) | Authentication Yes No No Yes Yes Scope of the survey is
[318] restricted to Authenti-
cation
Yaacoub et al. | Threats Yes Yes No Yes Yes Limited coverage of
(2020) [325] countermeasures
Alladi et al. (2020) | No Yes No No Blockchain Yes Security is partly cov-
[14] based solutions ered in the survey
Mehta et al. (2020) | Security issues Yes No No Blockchain Yes Scope of the survey is
[193] based  security restricted to blockchain-
solutions in based solutions in UAV
UAV and 5G-enabled UAV
networks
Yahuza et al. (2021) | Attacks Yes No No Yes Yes Physical security is not
[326] covered in the survey
Our survey Assets Yes Yes Yes Technical Yes Novel taxonomies.
Attacks and non- Risk assessment is pro-
Countermeasures technical coun- vided.
termeasures More coverage of coun-
covering the termeasures.
cybersecurity Operating system secu-
layers rity is covered.
(preventive, Ranked open issues are
detective, and provided
corrective)

classified into subcategories with respect to integrity, avail-
ability, confidentiality, authenticity, and privacy. The authors
also presented mitigation countermeasures for each attack
subcategory.

2.1. Comparison with related surveys

Most of the IoD security surveys are short [307, 110,
173, 141], or restricted to one security sub-topic such as
IDS [62], authentication [318], and blockchain [14, 193],
and some surveys do not present countermeasures [62, 141].
Our Survey differs from the earlier-mentioned works in the
following points:

Novel taxonomies: Differently from many surveys
that only provide a classification of attacks/threats,
our survey proposes three taxonomies that are re-
lated to (1) components of drones (i.e., assets), (2)
attacks, and (3) countermeasures. The proposed tax-
onomies allow a finer level of granularity for asset

identification, which permits broader identification of
possible attacks, and determines where to implement
the countermeasures at the fine-grained level. It also
determines when to implement the countermeasures.

Risk assessment: There are no surveys that provide
risk assessment related to IoD, except for [62], which
presents a partial assessment by only considering the
impact of threats. This assessment is based on a new
concept called chain of impact. It aims to help re-
searchers from academia and industrial communi-
ties identify the risks that require more attention and
stronger countermeasures.

More coverage of countermeasures: We provide a
more comprehensive survey than the related surveys
regarding countermeasures. Only two surveys con-
sider physical security [21, 325]. The same surveys
[21, 325] only give a summary description of the
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countermeasure solutions. On the other hand, our sur-
vey presents the technical and non-technical counter-
measures covering the three cybersecurity layers, i.e.,
preventive, detective, and recovery. It also discusses
the solutions and presents their limitations.

e Operating system security: Our survey is the first
one that discusses the security aspects of drones’
operating systems.

o Ranked open issues: This survey is the first one that
provides a ranking, which prioritizes the open issues
in the IoD that require attention from the research
community. It defines three priority and ranking lev-
els, i.e., high, medium, and low.

3. Overview of Internet of drones

3.1. Physical structure of a drone

An unmanned aerial system is composed of a rigid body
called a frame, and multiple motors are attached to this frame
to generate the required thrust to lift the system in the air.
There are different types of drones, depending on the number
of motors attached to them, as shown in Figure 3.

e Tricopter: It has three motors, where two motors are
brushless, and one is a servo motor. The brushless
motors are typically used in small UAVs, and they
are called so because they have no brushes in their
commutator. They have higher efficiency as compared
to brushed motors. The servo motor is a device that
has an internal encoder, which allows converting any
motion into a digital signal. The role of the servo
motor in the Tricopter is to control the orientation (i.e.,
yaw) of the UAV. They present the advantage of being
low-cost but are less reliable and robust than the other

types.

e Quadcopter: It is the most common type of drone and
has four brushless motors attached to each of its four
wings and deviated by 90 degrees from each other.
There are two possible configurations: (i) Quad-X,
where the front direction of the UAV is in the middle
of the two front motors, and (i) Quad-Plus, where the
forward direction of the UAV is looking at the first
motor of the quadcopter, as illustrated in Figure 3. The
motors rotate either in a clockwise direction (CW) or
a counter-clockwise direction (CCW). For the Quad-
X, the top-left and right-bottom motors must rotate
in CCW, and the top-right and left-bottom motors
must rotate in CW. Quad-X configuration is preferred
for First Person View (FPV) applications because it
provides a better camera view.

o Hexacopter: It has six motors attached to its frame.
The angle between two consecutive wings is 60 de-
grees. This model has the advantage of providing
50% more thrust than a quadcopter model, thanks to
its other two motors, but at the expense of higher

energy dissipation from the two extra motors. This
allows to carry heavier payloads and ensures a more
reliable flight due to the redundancy but results in
a 35% reduction of the flight time using the same
battery as a quadcopter model. It also has two possible
configurations: Hex-X and Hex-Plus.

e Octocopter: The Ocotocoper model has eight motors
attached to its frame. The angle between two consecu-
tive wings is 45 degrees. It is used for heavy payloads,
such as carrying water tanks in smart agriculture or
firefighting scenarios. This model is highly reliable as
it can tolerate the power of any two non-consecutive
motors without losing the ability to fly. It is also suit-
able for aerial photography. The Ocotocoper model
is substantially more expensive than all other frame
models due to the cost of extra motors and higher-
capacity batteries. It also consumes much more energy
due to the extra motors and the heavier weight. Similar
to Quadcopters and Hexacopter, Octocopter can also
be configured as Oct-X and Oct-Plus.

3.2. Architecture of the Internet of drones

This section presents the concept and architecture of oD
and its main components. The objective is to provide the
reader with the general technical background to understand
the different actors in an IoD ecosystem. In [99], the authors
presented a generic abstract architecture that can be imple-
mented by any IoD system while they focused on the concept
of the layered networked control architecture. In this section,
we present the architecture of the IoD ecosystem using a
multi-layer system approach, where each layer identifies an
actor in the system. The proposed architecture is also generic
and instantiated on any specific IoD platform.

The general architecture of the IoD is presented in Figure
4. We decompose an abstract loD system architecture into
the following five major layers:

e The Drone Layer: This layer refers to the flying
aerial unmanned systems, which are equipped with:
(i) sensors to collect data from the environment, and
(if) actuators/containers to carry the payload between
different locations. The drone’s sensors depend on the
type of data to collect. RGB camera sensors are used
for collecting images, and videos in applications such
as inspection, surveillance, Al-based computer vi-
sion [36], photogrammetry, and aerial surveys. Multi-
spectral cameras are used in agriculture use cases to
improve the efficiency of large farming operations,
including plant health assessment, disease detection,
and plant counting. Thermal cameras are used in
search and rescue operations and structural health
monitoring. Weather sensors can be used to collect
atmospheric data. In the IoD context, each drone must
be identifiable, i.e., it has a unique ID. It is essential
to track every drone in the ecosystem and send it to
control commands through the network. Furthermore,
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a unique ID is crucial from a security perspective in e The Communication Layer: It refers to the com-
case of crashes or any hazards caused by the drone’s munication protocols used to connect drones with
operation. Drones must also be securely connected to the other actors and components of the system. Typ-
the Internet to allow their secure tracking and moni- ical broadband communication systems are used,
toring in real time. such as satellite communication, telecommunication
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networks (3G/4G/5G) [156], long-range WiFi [42],
WIMAX [69], and IEEE 802.15.4 [153]. In the case
of mission-critical or military applications, the com-
munication layer may use private and proprietary
protocols to avoid possible threats, such as jamming
and interference. The communication protocols must
also be secure, in particular encryption, to avoid
unauthorized access to the data. The communication
layer must provide reliable and secure services to the
drone layer considering the criticality of the drone’s
operations. The required communication bandwidth
depends on the application type. For high throughput
applications, such as real-time drone video streaming
and vision-based applications, the communication
layer must provide high bandwidth channels to ensure
streaming quality [154]. Bandwidth requirements are
less stringent for IoT-like applications collecting low-
rate data streams.

The Network Layer: A network of drones can be
organized in different topologies and architectures
depending on the application’s requirements. We can
categorize the network layer into two main categories:
(i) centralized architecture: a server or a ground sta-
tion acts as a central node and coordinates the com-
munication between the drones and users. This archi-
tecture is typically used in cloud-based UAV systems,
where the cloud orchestrates and manages the UAV
missions [156], and (ii) distributed architecture: there
is no central entity that manages the communication
between UAVs, but the communication is fully dis-
tributed and ad hoc. A UAV Swarm is a team of drones
that communicate in an ad hoc manner to perform the
desired mission [44]. In a typical scenario, one drone
leader is chosen to coordinate the tasks of the drones
without any intervention from external users, central-
ized ground stations, or servers. The distributed archi-
tecture is challenging because it requires the complete
coordination of the drones in the swarm. However,
this is hard to achieve because it involves broadcasting
messages between the drones, resulting in flooding
problems. Furthermore, the distributed architecture
will require advanced ad hoc routing protocols, which
is hard to accomplish due to the highly dynamic nature
of drones’ motion in swarms. Security is a concern
for centralized and distributed networking architec-
tures because messages must travel via multiple hops.
Routing protocols must embed security mechanisms
to avoid any data compromise.

The Cloud Layer: The cloud layer is used for provid-
ing computation and storage services to drones and
users. As UAVs are typically used to collect visual
data, image frames are streamed to the cloud, which
processes them using deep learning algorithms (i.e.,
convolutional neural networks) that are computation-
intensive and storage-greedy and cannot be executed
on typical drones. These algorithms might perform

object detection and image segmentation and exe-
cute generative models, which are pretty demand-
ing in terms of resources. The cloud also perma-
nently stores the UAV flight mission data for pos-
sible scene reconstruction and analysis. The cloud
can specify the business logic and constraints gov-
erned by the authority and applied by drone oper-
ators to coordinate drone missions, including flight
schedules, mission planning, geofencing, and law en-
forcement. The cloud also regulates the traffic through
the Unmanned Traffic Management (UTM) system,
which manages drone operations and traffic among
stakeholders (Client Layer). On the other hand, cloud
storage and processing often represent a major con-
cern regarding data privacy. Privacy-preserving ap-
proaches such as homomorphic encryption [12] were
used with deep learning for aerial image processing
to avoid disclosing private data on the cloud. Besides,
the cloud should provide security features, including
authentication, data integrity, confidentiality, and non-
repudiation for all actors in the IoD ecosystem, includ-
ing users, operators, and drones.

The Client Layer: This layer refers to the end-users
who use and manage the system through the Internet.
It relies on software Application Program Interfaces
(APIs) using Web services to interact with the cloud.
The users monitor the UAVs through dashboards and
remotely send commands to control them. Users can
also perform video surveillance as UAVs stream their
collected video frames through the cloud. The client
application may provide several services and business
rules for drones’ missions (implemented in the cloud
back-end), such as traffic management, geofencing,
and path planning. There are different types of end-
users (depending on the application and usage of IoD),
which are referred to as stakeholders at the client layer.
Let us consider a classic use case of a drone delivery
mission, where a user requests a delivery mission of a
package from a drone service provider. This scenario
implies three types of users, including:

— Operators: they represent drone service providers
that operate drone missions, such as drone deliv-
ery missions, surveillance, and inspection.

— Basic Users: these users interact with the cloud
to request drone delivery services from the op-
erators.

— Authority: it represents the regulatory board that
specifies the policies and by-laws of drone op-
erations in the airspace. This may include civil
aviation and defense authorities, as examples.
The authority is responsible for validating the
mission before the operator is allowed to execute
the delivery mission.

Other types of applications may imply other types of
users.
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3.3. Communication paradigms in the Internet of
drones

There have been several research works dealing with
communication paradigms for IoD. Nowadays, the use of
UAVs is widespread in civil/military applications. The com-
plexity of communication systems in IoD varies; it can be
as simple as a single UAV communicating with a ground
station to carry out the objectives for a mission [236, 79,
284, 58], and as complex as Swarms of UAV systems coop-
eratively carrying out various aspects of joint missions [302,
331, 311, 203, 217, 27, 211, 146]. As UAVs are generally
resource-constrained devices, they must consider various
factors when addressing IoD communications, including en-
ergy efficiency, latency, and security. Here we present works
addressing the oD communication systems at two different
levels: (i) Mobile Edge-Cloud Drone Communications and
(i1) Decentralized Flying Ad-Hoc Networks.

i) Mobile Edge-Cloud Drone Communications: Mobile
Edge Computing (MEC) provides cloud computing capabil-
ities and services at the edge of the network. A UAV flying
within the radio range of the MEC device can communi-
cate with the device and provide access to a user over the
cloud. This concept is extended to the Internet of Drones,
where multiple drones connect to MEC device(s), effectively
creating a mobile ad-hoc network within the line of sight.
The IoD ensures highly efficient network operation and
service delivery quality and, as a result, improves the user
experience.

A cyber-physical system (CPS) based system was pro-
posed by Narang et al. in [217]. The researchers presented
the system architecture of the CPS-UAV integrated solution
that is deployed as part of a large-scale disaster response
system. The authors focus on network topology optimiza-
tion and address communication issues within the mobile
edge infrastructure and the multi-drone network. Authors in
[203] presented a UAV-based Internet of Things platform
used in the context of a crowd surveillance application.
The proposed architecture of this system allows UAVs to
capture real-time video and offload this video stream to a
MEC device. Leveraging the underlying LTE/5G commu-
nication infrastructure, the video stream is transmitted to
the cloud, where the image recognition system processes
the data. The authors in this work demonstrate the working
of the multiple-UAV cluster implementation. Wang et al.,
in their work in [311], demonstrated a bandwidth-efficient
video analytics system using UAVs. The proposed system
architecture minimizes the communication latency overhead
by utilizing MEC. The MEC device captures the video
stream from the drones in proximity, compressing the video
data stream, and resulting in an optimized payload. The
communication between the MEC device and the cloud
utilizes an opportunistic approach to reduce latency and
bandwidth usage. In [308], authors presented the Internet
of Flying Things (IoFT) and discussed the opportunities
and challenges for airborne MEC devices. A prototype for a
Drone-as-a-Service (DaaS) is developed leveraging the fly-
in and fly-out infrastructure for servers, where the flying

UAV serves as an airborne mobile edge device. With this
prototype implementation, it remains to be seen how the
secure communication and load balancing between multiple
MEC devices within the network would affect the system’s
performance.

The air-to-ground mobile edge network for UAVs is
presented in [58]. Cheng et al., in this work, proposed
the optimization of a multi-dimensional channel-based ap-
proach to drone management. The authors study the effects
of the network topological changes on message transfer,
scheduling, and device control. Tian et al. in [302] utilized a
predictive authentication approach for IoD using a MEC de-
vice for secure communication. The drones use a lightweight
online/offline signature to authenticate with the MEC de-
vice. The MEC manages and controls the authentication
parameters within the MEC-drone network and serves as a
secure communication device within the IoD. Furthermore,
a predictive authentication approach was utilized to further
reduce the cost of authentication within the UAV-MEC
communication.

ii) Decentralized Flying Ad-Hoc Networks: Another
communication aspect in [oD communication is UAV-UAV
communication. The communications between flying drones
can essentially be mapped to a Flying Ad-hoc Network
(FANET) [212]. Similar to the vehicular network prob-
lem studied in the context of Vehicular Ad-hoc Networks
(VANETS), drone-to-drone communications can be realized.
Each device/node within a FANET can store the information
or relay it to the next device in a multi-hop configuration.
Furthermore, a drone can also work as a data mule to carry
the information to another part of the network or even to a
different network. Using the Delay Tolerant Network (DTN),
this information can be relayed to other devices such as
drones, MEC, or even a GCS. Due to the delay-tolerant
capability, missions can be completed opportunistically in
different time frames.

Flying ad-hoc network architecture is presented in [34].
Bekmezci et al. presented the potential advantages and
disadvantages of ad-hoc communication between flying
drones by classifying them into UAV-UAYV, ground-UAYV,
and satellite-UAV communication challenges. They devel-
oped a protocol based on the work presented in [35]. This
communication protocol focused on reducing the communi-
cation overhead by periodically broadcasting the link state
updates.

Similar to Bekmezci et al.’s approach to utilizing MANET
protocols for IoD communications, many recent works have
addressed IoD communication issues, taking the lead from
works in the context of MANETSs and VANETs. Due to high
mobility within FANETS, the network topology frequently
changes, necessitating periodic route discovery. A route-
switching algorithm was presented in Yanmaz et al. [216].
This algorithm tracks all possible routes from a source to all
destinations within a FANET, similar to the AODV routing
protocol [214] for MANETs. Furthermore, due to high
mobility and ever-changing network topology and avoiding
the risk of broken routes, the proposed protocol switches
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Table 3

Research works in Computational Offloading to the Cloud in loD

Research Work Offloading Latency | Energy Storage | Security | Focus of work
mechanism

Wang et al. (2020) [314] UAV-MEC Yes Yes No No Agent-based architecture for offload-
ing from a UAV to MEC

Wu et al. (2019) [322] UAV-MEC No Yes No No Algorithms for efficient placement of
tasks based on energy requirements

Sedjelmaci et al. (2019) [265] | UAV-MEC Yes Yes No Yes A trust-based approach to detect,
predict the DoS attacks on UAV-
MEC communication channels

Mukherjee et al. (2020) [213] | UAV-UAV Yes No No No Distributed tasks offloading within a
swarm of UAVs

Koubaa et al. (2019) [156] UAV-Cloud Yes No Yes No Computation task offloading to the
cloud using web-services on ROS

Koubaa et al. (2018) [155] UAV-Cloud Yes No Yes No Real-time object tracking using a
cloud-based loD

to risk-free routes when possible to avoid route failure.
This mechanism is based on the earlier TSODR routing
protocol [89] for MANETs. The Zone Routing Protocol
(ZRP) [301] addresses FANET communications. A crowd
of drones serving as relay nodes within the network is
considered a zone. The communication within the zone
is proactive, whereas a reactive protocol is used for intra-
zone communication. In [174], researchers presented the
GPMOR protocol, which predicts the movement of UAVs
utilizing a Gaussian-Markov mobility model. This protocol
considers the position of a UAV to determine the next hop
in FANETs. It also addressed the communication delay
due to network congestion by reducing the communication
overhead. This protocol is also based on an earlier MANET
protocol; namely, TORA [233].

The publisher-subscriber model for routing was used
for MANET routing in [301]. Authors in [146] develop a
communication protocol for FANETSs using a data-centric
approach based on this model. A UAV carries data and
transports it to a destination utilizing the load-carry-deliver
approach popular in DTN networks. Performance evaluation
results from this protocol showed increased throughput;
however, increasing the coverage area yields negative results
in terms of overall performance. In [211], authors couple
intrinsic properties of DTN routing with FANETS outlining
the load-carry-deliver routing mechanism. Another work
[27] similarly takes benefit of DTN routing protocols for
MEC-UAV communication.

3.4. Cloud integration and computation offloading

In this section, we describe recent advances in cloud-
based IoD systems with a focus on offloading computation
from drones to the edge of the cloud [190]. UAVs have been
used as aerial Base Stations (BSs). Compared to ground base
stations, the aerial base stations provide better maneuver-
ability, can be deployed on-demand, and can relocate to po-
sitions suitable to different environments. Drones generally
have limited onboard resources for processing information,
and limited storage [47]. Off-the-shelf UAV devices are
usually resource-constrained regarding three aspects, i.e.,
size, weight, and power [154]. These UAVs are typically

battery-powered and can carry a limited payload. A small
UAV is usually limited in terms of battery capacity available
onboard and a maximum flight time of around 25-50 minutes
[274]. Applications or platforms requiring heavy computa-
tion may further drain the already limited power [154]. An
ToD system may offload some energy-taxing computation-
intensive tasks to a resource-rich drone or even to a Mobile
Edge device within the cloud.

In the context of IoD, several criteria can define offload-
ing computation to the cloud ranging from fast processing of
large information on-the-go to storage of information for a
long period [47]. Here, we describe recent works focusing
on (i) latency issues, (ii) energy and load balancing, (iii)
data management and storage, and (iv) safety, security, and
privacy. Table 3 presents a summary of works describing
task offloading in IoD. Here, we briefly describe the related
works:

Wu et al. [322] proposed a three-layer architecture to ad-
dress the efficient task offloading between a UAV and Mobile
Edge Computing (MEC). They presented two algorithms: i)
UAV position optimization, and ii) a task prediction algo-
rithm. The proposed algorithms consider energy efficiency
in task offloading for the UAV-MEC network considering
various parameters, including UAV hovering parameters
and accurate payload size for offloading tasks. Simulations
validate the proposed algorithms, and the results show that
the proposed algorithms reduce energy consumption. The
authors also proposed using better optimization techniques
to further improve the task placement on UAV-MEC sys-
tems.

Wang et al. [314] proposed an agent-based task of-
floading for a UAV-aided mobile edge cloud system. The
proposed system architecture considers latency and energy
aspects of scheduling tasks to be offloaded to a mobile
edge or cloud. The agent is designed to select an offloading
strategy based on various parameters, including payload
size, available resources on user devices, UAV’s available
resources, and the MEC. An extensive simulation study
is carried out to assess the impact of the task delay and
energy consumption for offloading. The results show that
an efficient task placement strategy is essential to improve
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the performance of task offloading to the cloud compared to
scenarios with the absence of the agent.

Sedjelmaci et al. [265] presented an efficient cyber de-
fense framework for UAV-edge computing networks. The
authors addressed the security vulnerabilities on task of-
floading to a MEC, including a Denial-of-Service attack to
put the UAV and the MEC out of service. They presented
a Stackelberg game-based security framework where they
model (i) the attack behavior of latency to offload tasks and
(ii) the energy consumption in the UAV. A MEC-based agent
detects and predicts malicious behaviors based on various
parameters. The framework is validated using simulation
studies, and the results show that as the number of attack-
ers increases, the prediction rate for malicious nodes also
increases. However, a large portion of energy consumption
is attributed to detecting and preventing malicious behaviors.

Mukherjee et al. [213] proposed an intra-UAV swarm
processing offloading scheme to address latency in processing-
intensive tasks. They proposed a weighted-offloading tech-
nique that uses a Nash bargaining game between the proba-
bilities of nodes processing the data or offloading to nodes
by a queuing theory-based analysis of the network traffic in
the UAV swarm. This work builds various datasets based on
real-life hardware metrics calculated from a swarm of four
UAVs in the context of rural farming. The authors extended
this work by further carrying out an extensive simulation
study with a large number of UAVs following various
network topologies. The results show that the proposed
scheme is highly scalable and performs faster than the star
network topology.

Koubaa et al. [156] presented a service-oriented cloud-
based drone management system. The Dronemap project
discussed in this work addresses the control, monitoring,
and communication of drones over the Internet. Dronemap
utilizes the ROSLink protocol [152] for seamless inter-drone
communication over the Internet. The system incorporates
the cloud offloading mechanism in Dronemap to offload
heavy computations [154] from the drone to the cloud.
This is materialized by the use of Web services (SOAP
and REST), where the user can schedule drone missions
to accomplish the task at hand. In this work, the authors
demonstrated a proof-of-concept implementation of the sys-
tem in various scenarios showing that it is scalable and can
be seamlessly deployed anywhere. In another work by the
same authors [155], DroneTrack is presented. This system
develops real-time Internet-enabled object tracking using
a UAV. The DroneTrack leverages the Dronemap planner
[156], which is a cloud-based system that can be deployed
to control and manage UAVs over the Internet. The authors
conducted an experimental study with three scenarios. The
experimental study demonstrates the effectiveness of the
proposed system.

4. Cyber and physical attacks

In this section, we present the security requirements of
the IoD. Then, we provide a novel classification of assets

in IoD systems. This classification is later used to propose
a taxonomy for attacks and countermeasures. The proposed
classification adopts the risk assessment approach, which or-
ganizations have widely adopted to identify all possible risks
to assets, evaluate them, determine their impact, and make
decisions on them to prioritize the implementation of secu-
rity countermeasures. Specifically, we apply this approach
by identifying the IoD’s possible components (or assets),
i.e., where exactly the different attacks could compromise
the ToD. This will also help us know which vulnerability is
exploited, the magnitude of the risk, and its impact, and later
identify its corresponding countermeasures. Additionally, it
will guide the academia and industry community to prior-
itize research efforts and focus more on attacks with high
risks.

4.1. Security requirements

An IoD is a cyber-physical system that needs to ensure
security regarding information and control. In our context,
security could be defined as the ability of the IoD to cor-
rectly perform the intended operations without unauthorized
access, alteration, disclosure of information, or loss of assets.
It is required that IoD meets different security requirements,
including authentication, confidentiality, availability, non-
repudiation, integrity, and privacy.

e Authentication: It ensures that only authorized users
(e.g., operators and end-users) and authorized devices
(i.e., drone and GCS) are granted access to IoD re-
sources. If authentication is not ensured, a malicious
entity can impersonate a drone, get confidential infor-
mation, and inject malicious commands and data.

e Confidentiality: It ensures that information is not
disclosed to unauthorized users. In IoD, we can find
different types of information: (i) data and commands
that are exchanged among the different components of
ToD, such as (ii) data that are captured by the drones
(e.g., sensed values, captured images), (iii) data that
are transferred over the network, and (iv) data that are
exchanged among the subsets of the components such
as system states that are sent on the communication
channels among the sensors, controllers, actuators,
and the transmission system.

o Availability: It ensures that all components of the IoD
should perform the required operations correctly (i.e.,
monitoring, computation, control, actuation, trans-
mission, and storage) and should be available when
it is requested.

o Integrity: We consider two integrity properties: data
integrity and system integrity. Data integrity ensures
that no malicious or accidental modification or dele-
tion of data, such as telemetry data and commands, is
performed. Failure to satisfy data integrity could also
lead to the compromise of availability, e.g., a flight
control system that receives wrong GPS information,
which negatively affects the mission planning of the
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drone. On the other hand, system integrity ensures that
the deployed software and firmware are trusted and
free from malicious codes.

e Non-repudiation: This requirement pertains to legal
issues. As drones are involved in different types of
applications, tracking user activities is necessary to
determine liability in case of an accident or an incident
caused by drones. In the case of communication, non-
repudiation ensures the prevention of a sender from
denying the generation of messages or a drone from
denying sending images or messages. Also, piloting
drones carelessly can result in physical damage and
loss. Non-repudiation aims to ensure that the drone
and the drone operators cannot deny their activities.

e Privacy: The drone mission can reveal user-specific
information, such as visited locations and captured
data. Therefore, drone missions must be protected
against traffic analysis or data capturing to preserve
user data privacy. Moreover, if drone-collected data is
processed and outsourced (such as in a cloud system),
adequate cryptographic techniques (such as homo-
morphic encryption) need to be set up to preserve user
privacy [173].

The compromise of any security requirement could con-
sequently compromise the safety requirement. By safety,
we mean that drones can fly without causing human and
physical damage. Integrating IoD with civil airspace makes
it essential to ensure that drones can safely operate within
the commonly shared aviation system and environment. A
drone must avoid colliding with other drones, properties, and
people.

4.2. Two-level asset-based classification

An asset is a concept primarily used in risk assessment
methodology, which refers to any tangible or intangible ob-
jects that have value to the organization. Asset identification
represents the first step in risk assessment. It helps identify
the threats that could harm the assets and consequently
identifies the countermeasures that can be put in place to
mitigate these threats.

In the IoD context, an asset means any element of the
IoD required to operate the IoD and its applications. There-
fore it needs to be protected against cyber and physical
threats. For better protection of the IoD, we adopt a fine-
grain asset identification approach, which allows broader
identification of possible threats, and hence better security
can be achieved. To this end, we propose a two-level asset-
based classification. In the first level, we find coarse-grained
assets, which refer to the tangible elements of the IoD and
the wireless communication media that interconnect these
elements. In the second level, some coarse-grained assets
can be divided into multiple fine-grained assets.

More precisely, in the IoD context, we propose the two-
level asset-based classification, which considers the follow-
ing coarse-grained and fine-grained assets, as shown in Table
4.

Operator

Ground control station

T

Drone "'ﬁ'
i ™
control | Software -
system

Transmission
system

o]

Commands
Information

Transmission |
system
Cloud
Ground
Instructions control system Data
System status Mission Data
Planning Processing
model

Figure 5: loD assets

e Drone: It consists of the following fine-grained assets:

Flight control system: It is the CPU that allows
the pilot to fly the drone using steering com-
mands and signals provided by the embedded
sensors. It also provides the actuators updated
information to adjust their speed and trajectory.

Transmission system: It represents the communi-
cation interface that allows the drone to commu-
nicate with the ground control system and other
drones.

Sensors: The drone includes different sensors
to sense its physical environment, like an ac-
celerometer, gyroscope, magnetic orientation
sensor, barometer, and camera. The data from
sensors are used to compute the driving force
of the motor, the movement direction, and the
altitude for the drone to fly.

GPS receiver: It is a device that calculates the
drone’s geographical position based on signals
received from satellites’ navigation systems.

actuator: It is a device that helps the drone to
make the right movement decision. This is done
by converting energy into mechanical actions.
The drone’s motor is one of the best examples
of an electromechanical actuator.

software: It is the component that connects the
user to the drone’s hardware. The generic soft-
ware architecture of a drone consists of (a) sys-
tem software, which includes firmware, device
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driver, and operating system, and (b) application
software that runs different functions such as:
taking pictures, vision processing, video stream-
ing, navigation, and mission execution.

o Ground control station: It is a land-based control sta-

tion that consists of the following fine-grained assets:

— Ground control system: It is a software system
that allows human operators to remotely control
the drone during its operations.

— Transmission system: It is used to exchange
data and commands between the drone and the
ground control system.

— Mission planning system: It provides the flying
trajectory for a single or group of drones to
perform their missions.

e Cloud: 1t is used to store, process, and analyze data
collected by the drones and comprises the following
fine-grained assets:

— Stored data: It represents data obtained during
drones’ missions.

— Data processing model: It is used to analyze
the stored data to get insights from the drones’
missions.

o Wireless communication medium: It is used by com-
municating entities to transmit messages in the form
of electromagnetic signals. Two types of messages are
transmitted:

— Information transmitted from drones to the ground
control station or exchanged among the drones.

— Commands that are transmitted from the human
operator to the drones.

e People: We identify two types of people:

— Operators: They perform activities related to the
drone’s mission, like piloting the drone through
some commands.

— Pre-operators: They represent people who con-
tribute to developing the required software to
operate the IoD.

e Payload: 1t represents the object that is carried by the

drone.

Table 4
Two-level asset categorization

Coarse- Level-1 type | Fine-grained Level-2 type

grained asset

asset

Drone PHS Software cYy
Flight control | CY
system
Transmission CcY
system
Sensors CP
GPS receiver CP
Actuator CP

Ground PHS Ground cY

control station control system
Transmission cY
system
Mission plan- | CY
ning

Cloud PHS Data process- | CY
ing model
Stored Data CcY

Wireless com- | WCM Transmitted cY

munication information

medium
Transmitted cY
commands

People HM Operators HM
Pre-operators HM

Payload PHO Payload PHO

e Physical objects (PHO): They represent all elements
that have neither computation nor communication ca-
pabilities, such as carried payload.

o Wireless communication channels (WCM): They rep-
resent the different Wireless communication technolo-
gies, such as Wi-Fi, and 4G, which are used to ex-
change information among the physical systems of the
ToD.

e Human (HM): They represent all persons who have
a role in developing, implementing, deploying, and
operating the IoD.

In addition, the fine-grained assets can be classified with
respect to Level-2 type as follows:

o Cyber fine-grained assets (CY) : They refer to the fine-
grained assets that belong to the cyber world, such as
transmitted and stored data and all the components
that perform either computation, control, or commu-
nication operations.

The coarse-grained and fine-grained assets can also be
classified according to Level-1 type and Level-2 type, re-
spectively, as presented in Table 4. More specifically, the
coarse-grained assets can be classified with respect to Level-

Cyber-physical fine-grained assets (CP) : They refer
to the fine-grained assets that connect the cyber world
with the physical world, such as sensors and actuators.

1 type as follows:

e Physical systems (PHS): They represent all tangible

elements with computation and communication capa-
bilities, such as drones, ground control stations, and
cloud systems.

In our classification, as People and Payload cannot be di-
vided into smaller entities, we consider them as both coarse-
grained and fine-grained assets. Thus, Level-1 and Level-2
of the different types of People are Human. Similarly, Level-
1 and Level-2 of Payload is Physical object.
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4.3. Classification of attacks

In the literature, the attacks against IoD are classified ac-
cording to different criteria. Kim et al. [143] identified three
types of attacks: hardware attacks against the UAV autopilot
components, wireless attacks performed through a wireless
communication medium, and sensor attacks spoofing that
injects false data through the sensors of UAV. In [220], the
attacks are classified with respect to the target layer, i.e.,
physical, data link, network, transport, perception layer, and
application layers. In [156], the target layer criterion is also
used to classify the attacks. Specifically, the attacks can be
launched against three layers, i.e., the proxy layer, the cloud
layer, and the drone layer. In [325], the threats are classified
as threats that target drones and threats that use drones. On
the other hand, many works [62, 193, 326] categorized the
IoD attacks based on the compromised security properties
such as attacks on confidentiality, integrity, availability, pri-
vacy, trust, and other properties. However, an attacker could
compromise more than one security property.

Differently from the attack classifications mentioned
above, we use the two-level asset-based classification, which
is proposed in Section 4.2 to introduce a novel classification
of attacks in IoD. This classification considers the Targeted
Coarse-grained Asset, and the Targeted Fine-grained Asset
in addition to other criteria. More precisely, we classify
the attacks with respect to different criteria, as presented
in Figure 6. The main classification criterion is Nature
of Attack, and accordingly, two classes are identified. The
first class covers the cyber attacks, which are presented in
Section 4.4. The second class covers the physical attacks,
which are presented in Section 4.5. The other classification
criteria, i.e., Target, Compromised Security Requirements,
and Impact, of cyber and physical attacks, are presented in
Table 5 and Table 6 respectively. In more detail, the attacks
are classified according to the following criteria:

e Nature of attack: The attack can be classified as cyber
or physical.

— Cyberattack occurs when there is cyber manipu-
lation of the system without physical access.

— By physical attack, we mean that an adversary
gains physical access to an asset to damage it.

e Target: It specifies the asset that is targeted by the
attacks. We identify two types of targets:

— Targeted coarse-grained asset: It indicates the
coarse-grained asset that is targeted by the at-
tack.

— Targeted fine-grained asset: It indicates the fine-
grained asset targeted by the attack.

o Compromised security requirements: It specifies which
attack compromises security requirements. The attack
can take two types of behavior: passive and active.
Passive attacks mainly compromise the confidentiality
requirements, whereas active attacks compromise the
rest of the security requirements.

e impact: The attacks can inflict different types of neg-

ative impacts and undesirable consequences, and one
impact can lead to another one. To this end, we intro-
duce a novel concept, named Chain of impact, which
connects four types of impacts: direct impact, mission
impact, drone impact, and environmental impact, as
shown in Figure 7.

— Direct impact: It compromises the following
impacts that can lead to a situation where the oD
fails to accomplish its mission:

* Data compromise: It includes data disclo-
sure, data loss, and data manipulation.

* Disruption of cyber and cyber-physical op-
erations: The execution of some operations
in ToD, such as computation, communica-
tion, control, sensing, and actuation, could
be disrupted through false data or vulner-
able functions. This could result in mis-
sion failure due to compromised trajectory,
hijacking of drones, drone crashing, and
drone collision.

* loss of communication and GPS signals:
The mission of the IoD could be disturbed
due to the absence of communication or the
GPS signals.

— Mission impact: It represents the negative effects
of the attack on the mission of the IoD. It is
characterized by the Disruption of cyber and
cyber-physical operations of IoD, such as com-
putation, communication, control, and sensing,
which could lead to drone hijacking. Some false
information (flight commands and GPS signals)
could also result in drone hijacking. Once the
drone is hijacked, it could be later captured by
the adversary or damaged due to a crash or
collision with other objects. The mission could
fail due to compromised trajectory, hijacking of
drones, drone crashing, and drone collision.

— Drone impact: It represents the attack’s negative
effect on the drone’s physical availability. The
drone could be lost when captured by an adver-
sary or damaged when it crashes or collides with
other drones or objects.

— Environmental impact: It represents the harm-
ful effects of compromised IoD on the envi-
ronment. It occurs when one or more processes
and physical assets are compromised, which can
damage the environment. It includes human loss
and physical damage to properties when drones
collide with stationary and moving objects.

An attack can cause a chain of impacts, as shown
in Figure 7. The figure depicts a Finite State Ma-
chine (FSM), where the states represent the different
impacts, and each arrowed line represents transitions
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Figure 6: loD Attack taxonomy

from one impact to another. The states of the FSM
are Data Compromise (DC), Unauthenticated Access
(UA), Communication Loss (CL), GPS Loss (GL),
Trajectory Manipulation (TM), Operation Disruption
(OD), Drone Hijacking (DH), Drone Capture (DT),
Drone Damage (DD), Payload Loss (PL), and Envi-
ronmental Impact (EI). The different chains of impact
can be expressed, as shown in Table 5 and Table 6, as
regular expressions over an alphabet

4.4. Cyber attacks
4.4.1. Attacks targeting drones

o Attacks targeting flight control system

X={DC,UA,CL,GL,TM,OD,DH,DT,DD,PL,EI}

We use two basic operations in regular expressions to
express the chain of impact: (1) choice among alter-
natives, which is indicated by the character "I", and
(2) concatenation, which is indicated by juxtaposition
(without character).

Manipulation of captured footage: This attack
targets low-altitude UAVs, which rely on the
video captured by their cameras for navigation
and collision avoidance. An attacker with a high
level of knowledge of the flight control system
can replace the genuine footage with a fabricated
one.

Manipulation of flight controller: If the attacker
can manipulate the parameters of the flight con-
troller by injecting false information or through
malicious software, it is possible to disrupt the
drone’s operations.

o Attacks targeting transmission system

Derhab et al.: Preprint submitted to Elsevier

Page 15 of 50



Internet of Drones Security

Direct impact

Mission impact

-

Drone impact

P! Drone capture

Drone hijacking

I

Data > Trajectory
compromise manipulation
Unauthorized > Operation
access disruption

i

Payload loss

Drone damage
(crash, collision)

Communication
loss

GPS loss

Environmental impact

Figure 7: Chain of impact

— Flooding attack: In this attack, the intruder floods
the drone with random commands, which pre-
vents its transmission system from processing
legitimate commands. This denial of service at-
tack might discharge the drone’s battery. More-
over, the attacker can prevent communication
and consume the bandwidth by continuously
sending random commands or control signals
[188].

e Attacks targeting sensors

— False sensor data injection: By injecting false

sensor data, an attacker can disrupt the operation
of the drone [3]. Examples of sensors that can
be manipulated are infrared, radar, and electro-
optical sensors. This attack targets the drone
sensors asset and needs a high knowledge of the
drone parameters to succeed.

o Attacks targeting GPS receiver: As GPS signals

are unencrypted and unauthenticated, they could be
targeted by GPS spoofing and GPS jamming attacks.

— GPS spoofing: An attacker could send fake GPS
signals to make the GPS receiver compute the
wrong geographic coordinates. In this way, the
attacker could hijack the drone and take control
of its flight trajectory.

GPS jamming: It is possible to jam the GPS sig-

nals and prevent them from reaching the drone,
which leads to the drone crashing.

4.4.2. Attacks targeting ground control station

- Manipulation of flight control commands: If the at-
tacker can access the ground control system, it is

possible to send malicious flight control commands to
the drone, which could disturb its mission and could
lead to a drone crash.

Compromising the mission planning system: The role
of the mission planning system is to assign and sched-
ule flight missions of the drone or a fleet of drones.
If the logic of the mission planning system is com-
promised through malware, the mission of the UAV
system will fail.

4.4.3. Attacks targeting wireless medium
- Unauthorized disclosure of communication: As drones

communicate through the wireless medium, intercep-
tion of the exchanged message is an easy task, espe-
cially for attackers equipped with adequate materials.
These intercepted messages, i.e., telemetry feeds and
GCS commands, can be analyzed; hence, critical and
confidential data might be revealed. An eavesdropping
attack is difficult to detect as the attacker does not
alter the exchanged message. However, deploying a
strong encryption mechanism can mitigate this kind
of passive attack.

Signal spoofing: As signals are unencrypted and unau-
thenticated, the transmission systems cannot confirm
their authenticity, and hence spoofed signals from the
drones to GCS or vice versa could negatively disrupt
the drone operations.

Signal jamming: Signals are easily jammed, and the
attacker interferes with communication between drones
or between a drone and the ground control station,
which could disable the communication and therefore
put the system out of service. It could also disrupt

Derhab et al.: Preprint submitted to Elsevier

Page 16 of 50



Internet of Drones Security

Table 5
Cyber attacks
Coarse- Fine- Attack Vulnerability Security Impact
grained grained objectives
asset asset
Drone Flight con- | Captured footage | Knowledge of system | Integrity (DC OD DH)|DC
trol system manipulation parameters that allows
access to flight con-
troller
Manipulation of | Parameters are based on | Integrity, Avail- | (DC OD DH DT)|(DD EI)
flight controller | input that could be ma- | ability
parameters licious
Transmission | Flooding attack It is easy to flood | Availability CLOD DD EI
system the channels with
commands issued from
unauthorized access
Sensors False sensor data in- | directed energy | Integrity DC OD DD EI
jection that controls the
electromagnetic
spectrum
GPS GPS spoofing GPS signals are unau- | Authentication, TM DH(DC|(DD EI))
receiver thenticated and unen- | Integrity
crypted
GPS jamming It is easy to jam GPS | Availability GL DD EI
signals
Ground Ground Manipulation of | Flawed access control System OD((DH DT)|(DD EI))
control control flight control integrity,
station system commands Availability
Mission Compromising the | Flawed system design System TM OD DD EI
planning logic of the mission integrity,
system planning system Availability
Wireless Transmitted | Unauthorized Unencrypted communi- | Confidentiality DC
medium signal Disclosure of | cation
Communication
Signal spoofing Signals are unauthenti- | Authentication, DC OD ((DH DT)|(DD EI))
cated and unencrypted Integrity
Signal jamming It is easy to jam signals | Availability CLOD DD EI
Cloud Database False data injection Exploiting database vul- | Integrity DC
nerabilities
Data Adversarial learning Knowing values that | System integrity | OD ((DH DT)|(DD EI))
processing trick the model
model
People Operator Identity theft Flawed access control/ | Authentication UAOD (DH DT)/(DD EI))
social engineering
Drone, GCS | Transmission | Man-in-the-middle Flawed authentication Authentication UAOD (DH DT)/(DD EI))
system attack
Drone, Ground Identity spoofing Flawed authentication Authentication UAOD (DH DT)/(DD EI))
GCS, control
people system,
Software,
people
Drone, Flight Malicious software Flawed system design, | Integrity DC OD
GCS, control malicious developer
people system,
Software,
ground
control
system,
Pre-
operator

drone operations as important command messages  4.4.4. Attacks targeting people
could not reach the drone, leading to crashes or Social engineering attacks such as phishing and spear
collisions.

phishing aim to lure drone operators into clicking on mali-
cious links and downloading malicious attachments, com-
promising their devices. A Watering hole attack is also
a social engineering technique where the attacker infects
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Table 6
Physical attacks
Coarse-grained asset Attack Vulnerability Security objectives Impact
Drone Weather condition | vulnerable to bad | Availability (TM|OD|GL)DD EI
threats weather conditions
Civic challenges Presence of static | Availability DD EI
and dynamic obsta-
cles
Battery depletion Resource- Availability DD EI
constrained battery
Node tampering Lack of physical se- | Availability, DC OD
curity Confidentiality
Physical capture Lack of physical se- | Availability, DC|(DC OD)|0D
curity Confidentiality
Malicious drone in- | Lack of physical se- | Confidentiality, UA DC OD
jection curity Authentication,
Integrity
Malicious code in- | Lack of physical se- | Integrity, Availabil- | UA OD
Jjection curity ity
Malicious code | Lack of physical se- | Integrity, Availabil- | UA OD
modification curity ity
Theft and vandal- | Flying within a vi- | Availability DD
ism sual distance
Interceptor drone Flying within a vi- | Availability DD
sual distance
Physical social engi- | Non-compliance Availability, DC OD
neering with security policy Confidentiality,
Integrity
Ground control station | Node tampering Lack of physical se- | Availability, DC OD
curity Confidentiality
Malicious code | Lack of physical se- | Integrity, Availabil- | UA OD
modification curity ity
Malicious code in- | Lack of physical se- | Integrity, Availabil- | UA OD
jection curity ity
Physical damage Lack of physical se- | Availability DD
curity
Physical social engi- | Non-compliance Availability, DC OD
neering with security policy Confidentiality
Physical capture Lack of physical se- | Availability, DC|(DC OD)|0D
curity Confidentiality
People Harming operator Lack of physical se- | Availability oD
curity
Payload Theft, interceptor | Flying with a visual | Availability DT PL
drone distance

existing websites that users visit. This way, the users could
download malware or be redirected to other websites to
access the operator’s device or network.

4.4.5. Attacks targeting the cloud

For IoD, the cloud system comprises two components:
(1) a database of information sent by the drones and (2) the
processing model to analyze the drones’ data. The database
could be compromised in the cloud due to many attacks
[282]. Also, adversarial learning could target the processing
model by injecting specific malicious input to mislead the
model into making wrong decisions.

4.4.6. Attacks targeting many assets

- Identity spoofing: an attacker can spoof the identity
of a legitimate user to get access to the oD system.
Moreover, an attacker can deploy a malicious drone
with a spoofed identity to interact with other drones
or the GCS. The lack of an efficient authentication
mechanism allows an attacker to claim a legitimate

identity and, therefore, access drones’ carried data or
request malicious action.

Man-in-the-Middle attack: In this attack, a malicious
deployed drone (or malicious GCS) tricks the com-
municating parties by making all exchanged messages
pass through it. In this attack, generally launched
between a drone and the GCS, the malicious entity
first intercepts the message sent by the GCS (respec-
tively sent by the drone) and then sends a modified
version to the drone (respectively sent by the GCS).
The communicating parties believe that they commu-
nicate directly with each other; however, the reality
is that each one is communicating with a malicious
entity. MIM can have several impacts ranging from
eavesdropping the communication to taking control of
the drone.

Malicious Software: Malware such as Trojans, back-
doors, and keyloggers can target the different assets
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of IoD systems, such as drones and GCSs, and result
in disastrous impacts. There is an already available
malware that targets the loD, known as Maldrone [21].
Maldrone first opens a backdoored connection with its
botmaster, thus enabling the reception of commands
and taking control of the drone. The developer could
initially implement the malicious software into the
drone or access the drone through a malicious update
of the firmware, operating system, and other installed
applications. The drone vendors releasing software
updates could be infected by attackers, so that the
drone software is also infected.

- Denial of service attack: It aims to disturb the drone
or network operation or to exhaust drones’ resources
through the following:

— Jamming attack: the attacker interferes with
communication between drones or between a
drone and the ground control station. A jamming
attack stops the drone and ground controller
communication, putting the system out of ser-
vice.

— Denial of Service (DoS): Drones are charac-
terized by limited resources. An attacker can
exploit this characteristic to launch a DoS attack
through excessive utilization of resources. DoS
attacks can also be achieved by sending succes-
sive unnecessary requests to the drone, making
it unable to respond to legitimate user requests.

— Commands flooding: In this kind of DoS attack,
the intruder floods the victim drone with random
commands, consuming the victim’s computa-
tion power and possibly discharging its battery.
Moreover, the attacker can prevent communi-
cation and consume the bandwidth by contin-
uously sending random commands or control
signals [188].

4.5. Physical attacks

Besides the cyber attacks investigated above, IoD is also
vulnerable to many physical attacks/threats. These types
of attacks target the hardware components. For example,
an attacker gains physical access to the IoD environment
to destroy IoD devices and obtain sensitive information,
leading to IoD devices malfunctioning or preventing the
accomplishment of their missions. Their presence supposes
an additional risk that should be considered. This section
presents possible physical attacks targeting the IoD environ-
ment’s physical assets (IoD devices).

e Weather condition threats: Drones are vulnerable to
bad weather conditions since they may lead to de-
viations in their trajectories. Strong winds put the
drone out of balance, and rain can damage the circuits.
Harsh weather conditions, such as icing, freezing rain,
thunderstorms, and clouds, can impact the drone’s
stability, operation, and travel distance and eventually

cause accidents due to its lightweight design and
battery dependence. Furthermore, weather conditions,
turbulence, and ice storms can significantly affect
cyber performance, resulting in GPS failure or a lost
link state.

Civic challenges: Dynamic obstacles or the presence
of civic constituents pose a challenge to UAVs and
may ultimately cause damage to the drone if they are
hit. Civic components such as trees, buildings, street
lights, electric cables, and poles are essential examples
of such challenges as they may interfere with the drone
path.

Battery depletion: In the IoD environment, resources
are limited; thus, an attacker can exploit excessive
resource utilization. To do so, the attacker enables
excessive services, which increase the resource deple-
tion rate (battery) and thereby reduce the performance
of the IoD in the target missions. This could lead
to mission failure, drone crashes, and damage to its
components.

Node tampering: The attacker physically accesses the
drone and tampers with its data and its software to get
full control over the IoD environment and get sensitive
and confidential information.

Physical capture attack: Drones are not physically
protected in the ToD environment. Therefore, drones
are prone to physical capture attacks. An attacker
having physical access to the drone can damage the
drone’s components, hence affecting the drone’s op-
eration. Another scenario is that the attacker can use
the extracted data stored in the captured drones to
disrupt communication between other nodes in the
IoD environment. In this case, the drone will send
false alerts to interrupt the correct functioning of the
IoD. In such situations, an attacker may capture the
ToD devices and switch off the services assigned to the
entire IoD or alter the configuration settings, resulting
in multiple mission failures and collisions.

Malicious node injection: The attacker physically adds
a fake node between legitimate nodes in the IoD
network. Hence, the attacker grants access to sensitive
information and controls data exchanged between loD
nodes.

Physical damage: The attacker physically damages
IoD components, thereby causing the unavailability of
services.

Malicious code injection: This attack focuses on phys-
ically introducing a malicious code into the IoD nodes,
allowing the attacker to gain access to the oD environ-
ment.

Malicious code modification: With malicious code
modification, the attacker can gain unauthorized ac-
cess to the IoD network. The difference between this
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attack and the malicious code injection attack is that
the attacker does not inject new malicious codes into
the physical component; instead, it modifies the cur-
rent algorithms. The adversary exploits this attack to
access the drone’s control unit to alter its configura-
tion, thereby interrupting its correct functioning. This
attack can be cascaded to a UAV swarm.

o Theft and vandalism: As the drones fly within a vi-
sual distance, it makes them a prime target for theft
and vandalism, which can be achieved using different
methods ranging from an anti-drone rifle, and hostile
drones, to a simple dart gun. The attacker uses these
tools to destroy the drone and perform illegal activities
such as stealing the package/cargo handled by the
drone.

e Interceptor drone: Another approach to disable and
crash drones is adopting another drone ("Interceptor
Drone") equipped with interception tools. The in-
terceptor drone attaches a net gun to it to stop the
propellers from turning and causing the drone to crash,
thereby causing harm to people and destroying facil-
ities and the drone itself. Other drones are equipped
with laser guns that emit a high-energy laser beam that
causes a drone to burn in the air, fall to the ground, and
possibly cause harm to third parties.

e Physical social engineering: The drone and the ground
station are vulnerable to malicious hardware attacks.
Whenever the attacker is granted access to the UAV
flight control system and ground control unit, he can
install additional components that give him control
over the oD and get sensitive data. Such an attack
is conducted during the maintenance of the drone.
On the other hand, hardware trojans, like backdoors,
are inserted in the UAV’s computation chips to com-
promise security mechanisms and lead to catastrophic
consequences.

4.6. Risk assessment

Table 8 and Table 9 present the risk assessment of the
different cyber and physical attacks respectively, which can
target the IoD . The risk [248] is expressed as a function of
the likelihood of the attack and the corresponding impact.

Risk = Likelihood X Impact

To estimate the likelihood of the attack, we need to
determine the extent to which the threat agent can exploit
the vulnerability successfully. We assign two values to like-
lihood:

e High: The threat actor requires minor or no knowledge
about the target system, limited expertise, and limited
resources to exploit the vulnerability.

e Low: The threat actor requires detailed knowledge
about the target system, a high level of expertise, and
significant resources to exploit the vulnerability.

We assign the following values to impact:

e Low: In case of direct and mission impact.
e Moderate: In case of drone impact.

e High: In case of environmental impact.

Based on the likelihood and impact values, we assign
fives values to the risk, i.e., insignificant, low, medium, high,
and extreme, as shown in Table 7.

Table 7
Risk matrix
Likelihood/Impact Low Moderate High
Low Insignificant Low Medium
High Medium High Extreme

In Table 8, we can notice that the risks, which are related
to Flooding attacks, GPS spoofing, and GPS jamming, are
extreme, as it is easy for the adversaries to access and
compromise their corresponding assets, i.e., Transmission
system and GPS receiver, and these attacks can damage the
environment. This indicates that the above-mentioned at-
tacks require greater attention and stronger countermeasures
than other attacks. We can also notice that the risk related to a
False data injection attack is insignificant since access to the
cloud database is difficult and requires expertise and effort.
Only stored data are compromised if the attack occurs, and
the impact does not move to the drone or the environment.
The rest of the risks are either low or medium.

In Table 9, weather conditions’ threats, and civic chal-
lenges are considered extreme risks. For instance, weather
conditions threats can easily affect the flying trajectory of
the drone, damage its circuit, and damage the environment.
Civic challenges can also cause damage to the drone and the
environment. The risk related to interceptor drones and pay-
load theft is high, especially when the drone flies within the
visual distance of the adversary or the range of interception
tools. The likelihood of these attacks is low because they
require knowledge, expertise, and resources that are only
within reach of expert people. As for drone security, physical
access to the drone and tampering with its data and software
is difficult and requires knowledge and expertise; thus, the
likelihood of the attack is low. In case of a successful
physical access attack, the impact can be either direct or
mission, and therefore the risk is assigned an insignificant
value. The risk could increase if another attack is launched
to exploit the compromised data and software. As the ground
control station is a secure facility, the likelihood of launching
successful attacks is low. The risk is insignificant in the case
of malicious node injection, malicious code modification,
and physical and social engineering. In case of node tam-
pering and physical capture, the mission of drones, which
are associated with the ground control station, is affected,
and hence the risk increases to low.
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Table 8
Risk assessment of cyber attacks
Coarse-grained asset Fine-grained asset Attack Likelihood Impact Risk
Drone Flight control system Captured footage manipula- | Low High Medium
tion
Manipulation of flight con- | Low High Medium
troller parameters
Transmission system Flooding attack High High Extreme
Sensors False sensor data injection Low High Medium
GPS receiver GPS spoofing High High Extreme
GPS jamming High High Extreme
Ground control station | Ground control system Manipulation of flight con- | Low High Medium
trol commands
Mission planning system | Compromising the logic of | Low High Medium
the mission planning system
Wireless medium Transmitted signal Unauthorized Disclosure of | High Low Medium
Communication
Signal spoofing High Low Medium
Signal jamming High Low Medium
Cloud Database False data injection Low Low Insignificant
Data processing model Adversarial learning Low High Medium
People Operator Identity theft Low High Medium
Drone, GCS Transmission system Man-in-the-middle attack Low High Medium
Drone, GCS, People Ground control system, | Identity spoofing Low High Medium
Software, people
Drone, GCS, People Flight control system, | Malicious software Low Moderate Low
Software, ground
control system, Pre-
operator
Table 9
Risk assessment of physical attacks
Coarse-grained asset Attack Likelihood Impact Risk
Drone Weather conditions threats Low, High High Medium, Extreme
Civic challenges Low, High High Medium, Extreme
Battery depletion Low High Medium
Node tampering Low Moderate Low
Physical capture Low Moderate Low
Malicious drone injection Low Low Insignificant
Malicious code injection Low Low Insignificant
Malicious code modification Low Low Insignificant
Physical damage Low Moderate Low
Interceptor Drone High Moderate High
Physical social engineering Low Low Insignificant
Theft and vandalism Low High Medium
Ground control station | Node tampering Low Moderate Low
Malicious node injection Low Low Insignificant
Malicious code modification Low Low Insignificant
Physical social engineering Low Low Insignificant
Physical damage Low Moderate Low
Physical capture Low Moderate Low
People Physical attack against operator | Low High Medium
Payload Theft High Moderate High

5. IoD Security Countermeasures

In this section, we discuss the security features provided
by the drone operating system. We also present the cyber and
physical countermeasures proposed in the literature for IoD
and propose a taxonomy that classifies them.

5.1. Taxonomy of countermeasures
We classify the countermeasures, as shown in Figure 8,
as follows:

Drone operating system security countermeasures:
They represent countermeasures that provide security
to the drone operating system and test its security
properties. The description of these countermeasures
is presented in Section 5.2.

Technical countermeasures: A countermeasure is con-
sidered technical if it involves technologies such as
cryptography tools and IDSs, and they can be classi-
fied as: cyber and physical countermeasures.
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Figure 8: loD countermeasure taxonomy

— Cyber countermeasures: We categorize them as:

pre-incident and post-incident.

* Pre-incident countermeasures: They repre-
sent the countermeasures implemented and
deployed before the occurrence of security
incidents and can be classified as: preven-

tive and detective.

- Preventive: They correspond to the ac-
tions required to prevent the attack from
occurring. We can find three types of

countermeasures:

1. Cryptography and key management:
These countermeasures are described
in Section 5.3.1, and summarized in

Table 10.

2. Authentication and access control:
These are described in Section 5.3.2,
and summarized in Tables 11, 12,

and 13.

3. Blockchain-based solutions: These
countermeasures are described in
Section 5.3.3.

- Detective: These countermeasures cor-
respond to the IDSs, which are de-
signed to detect the occurrence of at-
tacks. The IDSs are described in Sec-
tion 5.3.4, and summarized in Table 14.

x Post-incident (Recovery) countermeasures:
They correspond to the actions required to
recover data from drones, and investigate
incidents using forensics methods, which
are described in Section 5.3.5, and summa-
rized in Table 15.

— Physical countermeasures: They correspond to
the actions required to deal with the physical
attacks, and they are further classified as:

« Preventive: They represent the collision
avoidance methods, which are described in
section 5.4.1
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% Detective: They represent the drone detec-
tion methods described in section 5.4.2.

e Non-technical countermeasures: These countermea-
sures include the regulations and standards to ensure
IoD security, which are described in Section 5.5. One
of these regulations’ primary objectives is to allow
drones’ free movement within their specified territo-
ries.

5.2. Drone operating system security

The drone operating system represents an interface be-
tween the drone hardware and the application software/user.
The operating system manages the drone hardware and other
external devices, e.g., it controls the flight controller and
takes input from the other instruments. It also embodies in-
structions for executing the application software. Unmanned
aerial systems require secure, reliable, and compact soft-
ware platforms. A real-time operating system (RTOS) is
specially developed for resource-constrained and security-
sensitive environments [181]. RTOS is used in systems
requiring a response within very specific time limits. The
system’s reliability depends not only on the correctness
of results but also on how fast the response is provided
by the system [337]. Rani et al. [243] implemented and
tested a hacking procedure on a commercial UAV known
as Parrot AR.Drone by performing a cyber attack to take
complete control over the UAV and expose the security
vulnerabilities in commercial UAVs. The communication
system’s weaknesses were exploited to access the device,
where the Robot Operating System (ROS) tools were used
to control it by altering the flight path. It was demonstrated
that a hacker could cause irrecoverable damage to the UAV
and take over the UAV by compromising the communica-
tion links between the UAV and the operator. The hacker
joystick was used in the experiments to control the Parrot
AR.Drone, and various new commands were executed when
the user was disconnected from the system. The authors also
concluded that no system is completely secure because of
the inherent shortcomings in the operating system that can
lead to potential vulnerabilities. Pike et al. [238] focused on
software integrity attacks related to modifying the control
flow of a program. Code injection and return-to-libc attacks
are examples of conventional methods for launching attacks
against software integrity. Attacks related to control flow are
pretty common, and various protection methods have been
introduced to tackle such attacks, for example, canaries [93]
and address-space layout randomization [271]. However,
researchers have developed various ways to bypass these
protections using methods such as return-oriented program-
ming. Another technique, known as control-flow integrity
(CFD) [2], is considered hard to exploit. It uses run-time
checks to ensure that a program follows its static control-
flow graph. The research community has recommended this
technique as a potential candidate for protecting program
integrity. Hence, the authors in [238] proposed a CFI-aware
real-time operating system, called TrackOS, to provide CFI

protections for critical embedded software in real-time em-
bedded systems. In TrackOS, there is built-in support to
perform CFI checks over various tasks, and these tasks do
not need any specific run-time modifications or instrumen-
tation to be examined. TrackOS overcame the delay and
jitter issues associated with CFI program instrumentation.
Instead of instrumenting a program, a separate monitor task
performs the CFI checks on various untrusted tasks. The
monitor task is a privileged task scheduled by the TrackOS,
and it has access to the memory of other tasks. Dey et
al. [74] studied security vulnerabilities related to Parrot
Bebop 2 and DJI Phantom 4 Pro drones that use BusyBox,
which is a Unix-based operating system. They also presented
some defense mechanisms against the identified security
vulnerabilities. They concluded that the Phantom 4 Pro is
a highly secure and robust commercially available drone;
however, it still requires further improvements and extensive
security analysis. On the contrary, Parrot Bebop 2 drone
lacked security measures; hence it is unsafe for personal
or commercial usage. Lee et al. [166] proposed a security
framework that operates in ROS for an unmanned aerial sys-
tem (UAS) and explained the vulnerabilities. The framework
focuses on security issues related to flight missions and the
overhead caused by using additional security elements. The
performance of the proposed framework is evaluated in both
native and non-native ROS environments. The ROS uses
a publisher-subscriber model for communication between
different components that constitute the robot. Two nodes
that exchange node information via the master node com-
municate messages using the publishing and subscribing
functions as required. The security analysis shows that ROS
lacks the essential security elements, and malicious nodes
can also be connected in addition to the normal nodes.
Moreover, breaking into the network is simple, and false
injection and masquerade attacks are also possible. The
false data can be transferred to the subscriber if the attack
publisher establishes communication (through the master
node) with the subscriber about the topic. In case of a
successful attack, the attacker can destroy the system if the
flight controller cannot control the altitude and exact position
in the underlying environment.

5.3. Cyber countermeasures
5.3.1. Cryptography and Key management
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Summary of cryptography and key management solutions for the Internet of drones

Scheme Year Network model Security Security analy- | Advantage (+) Performance analysis
mechanism sis
Alrayes et al. | 2022 Drones ECC-based EI- | N/A + Simulation analysis Improved MES and
[17] Gamal encryp- PSNR
tion
Ozmen et al. | 2019 Drones, recipients | Self-certified Random oracle | + Secure against | Offers up to 48 times
[230] (i.e., Zone Service | cryptography model and im- | Existentially less energy consump-
Providers,  control plementation on | Unforgeability under | tion compared to stan-
stations, or servers), two drone pro- | Chosen Message | dard techniques.
and  trusted key cessors (i.e., 8- | Attack
generation center bit AVR and 32- | + Secure against
bit ARM) indistinguishability
under chosen message
attack
Haque et al. | 2017 Base station and | Identity-based Informal + Forward and back- | Less memory and less
[106] drones encryption security analysis | ward secrecy communication
Selective + Resilience against
encryption node capture attack
technique
Data  hiding
mechanism
Wang et al. | 2017 LTE-based UAV | Handover key | Informal 4+ One-hop forward | More handover op-
[309] control network | management security analysis | and backward key sep- | tions
(UAV, GCS, GRS, | scheme aration
LTE) + Key separation un-
der compromise of the
first and the last GRS
Sahingoz 2013 Wireless Sensor Net- | Mobile N/A + Implementation on | Improve scalability of
[254] work and UAVs Certification Sun SPOT motes key distribution
Authority
(MCA)
Chen et al. | 2018 Users, drones, GCS, | Secure Formal analysis + Implementation on | Achieves the highest
[57] cloud, and commu- | light-weight Android ARM-based 1 | unconditional security
nication channel network GHz processor level compared
coding secure Hash-based
pseudonym pseudonym scheme
scheme Reduce more than
90% of processing
time as well as 10% of
energy consumption
Demeri et al. | 2020 Wireless sensor | Combined N/A + Implementation | Successful demonstra-
[72] nodes, Unmanned | public and on F450 ARF quad- | tion of the system in a
Aerial Systems, | secret key copter drone flight test
and communication | secure data
channel delivery
system
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Table 11
Summary of authentication and access control solutions for the Internet of Drones (Part 1)
elated to | Year | Network model Authentication| Security analy- | Advantage (+) Limitation Performance
Parrot model sis -) analysis
Bebop
2Scheme
Pu et al. | 2022 | There are two com- | Drone and | Formal security | + Establish a secure | - Location | Medium com-
[240] munication entities: | Drone verification us- | session key between | privacy munication
1) drones and 2) ing AVISPA tool | drone and drone cost
zone service provider
Beraetal. | 2021 | The network model | Mutual au- | Formal security | + Secure against re- | -  Trusted | Low
[38] consists of three | thentication verification play and man-in-the- | entity is | computation
parts: drones, under AVISPA | middle attacks required cost for drone
ground station tool, random and GSS
server, and trusted oracle model,
commanding room informal security
analysis
Ko et al. | 2021 | The network model | Mutual  au- | BAN Logic, | + Achieves perfect for- | - Certificate | Implemented
[147] consists of  four | thentication Scyther tool ward secrecy, perfect | Authority is | on a real UAV
parts: drones, backward secrecy, and | required and Linux-
users, ground non-repudiation based ground
station server, and control
certificate authority station
Jan et al. | 2021 | The network model | Mutual au- | Random + Resistant against | - Certificate | Low
[128] consists of  five | thentication Oracle Model, | stolen verifier attack, | Authority is | storage and
parts: drone’s Verification tool | privileged insider at- | required computation
service provider, ProVerif2 tack, denial of service, cost
ground station, replay attack, spoofing
drones, user, and attack
certificate authority
Zhang et | 2021 | The network model | User authen- | Real-Or- 4+  Achieves  User | - Vulnerable | Efficiency
al. [341] consists of three | tication and | Random (ROR) | anonymity, and | to spoofing | is slightly
parts: drones, users, | mutual au- | model, informal | untraceability, perfect | attack lower than
and ground control | thentication security analysis | forward security, symmetric
server biometric template cryptographic
privacy algorithms
Tanveer 2021 | The network model | User and mu- | Random Secure against replay, | - Known | Low storage,
et al. consists of three | tual authenti- | oracle model, Man-in-the-middle session key computa-
[300] parts: users, ground | cation verification attack, Stolen tional, and
station, and drones using  Scyther | Smart  Device/Card, communica-
tool, informal | password Guessing tion overhead
security analysis
Khalid et | 2021 | The network model | User authenti- | Informal + Resistant against | - No formal | Low computa-
al. [139] consists of three | cation security analysis | replay, impersonation, | security tion costs
parts: user, drones, known session key analysis s
and ground control provided
server
Hussainet | 2021 | The network model | Mutual au- | Random oracle | + Ensure Anonymity | - Vulnerable | Medium
al. [120] consists of three | thentication model and Untraceability to session | communi-
parts: user, drone, +  Secure against | key cation and
and ground control user/GCS/drone disclosure computation
server impersonation, Offline | attacks cost
Password Guessing,
Password Change
Chaudhry 2021 | The network model | Inter-drone Real-or-Random | + Resistant against | - Insecure | Medium com-
et al. [51] consists of two parts: | and drone | (ROR) model replay, drone capture, | against putation cost
drone, and ground | to ground drone impersonation, | private key
station station au- MIM, temporary se- | leakage
thentication crets leakage of  control
server
Nikoog 2021 | The network model | Mutual au- | Random + Achieves | -  Trusted | Low
Hadam et consists of three | thentication oracle  model, | Anonymity, perfect | entity is | computation
al. [223] parts: users, drones, validation under | forward secrecy required and com-
and control server Scyther tool - Vulnerable | munication
to spoofing | overhead
attack
Jan et al. | 2021 | The network model | Information ProVerif2 + Resistant against | - Known | Low
[127] consists of three | authentica- and Real-Or- | drone capture, | session key | storage and
parts: users, GCC, | tion Random (ROR) man-in-the-middle, attack computation
and drone model stolen verifier, replay, costs
user impersonation,
SEerver illlpebelldtiUll,
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Table 12
Summary of authentication and access control solutions for the Internet of Drones (Part 2)
Scheme Year | Network model Authentication| Security analy- | Advantage (+) Limitation Performance
model sis -) analysis
Alladi et | 2020 | The network | Mutual  au- | Security + Achieves physical | - Vulnerable | Medium com-
al. [13] model consists | thentication verification and session key secu- | to spoofing | munication
of  three parts: using Mao and | rity attack cost
ground station, Boyd logic
leader drones, and
surveillance/mini
drones
Cho et al. | 2020 | The network model | Mutual Au- | Formal security | + Provides revocabil- | - Location | High commu-
[61] contains four parts: | thentication analysis  using | ity and pseudonymity privacy nication cost
drones, ground sta- ProVerif tool + Resilient to known is not
tion, certificate au- session key attack considered
thority, and operator
Ali et al. | 2020 | The network model | Mutual Au- | Random oracle | + Anonymity and un- | - Identity | Low commu-
[11] contains four parts: | thentication model traceability of user privacy nication cost
remote drone, drone + Protection against is not
user, ground station replay attack considered
server, control room
Ever [80] 2020 | Hierarchical wireless | Mutual  au- | Informal + Resilient to sensor | - Location | Medium
sensor network ar- | thentication security analysis | node capture attack privacy energy saving
chitecture + Resilient to spoofing | is not
attack considered
Chen et | 2020 | The network model | Mutual Au- | Formal security | + Provides the in- | - known ses- | Medium
al. [53] contains four parts: | thentication verification un- | tegrity and confiden- | sion key at- | energy-saving
ground control der BAN logic tiality tack
station, player + Auvailability and pre-
(mobile device), vention of DoS attack
manufacturer
(UAV), and trusted
authority center
Mandal et | 2020 | A large number of | Mutual Au- | Formal security | + Secure against | - Vulnerable | Low commu-
al. [187] loT smart devices | thentication verification un- | the online password | to spoofing | nication cost
are installed with der AVISPA tool | guessing attack | attack
cloud servers and and gateway node
trust authority impersonation attack
+ Anonymity
and untraceability
preservation
Zhang et | 2020 | The network model | Mutual Au- | Random oracle | + Provides anonymity | - Non- | Low commu-
al. [344] contains three parts: | thentication model with untraceability repudiation nication cost
drones, mobile users, + Resilient to drone | is not
and control server capture attack considered
Hong et | 2020 | Unmanned aerial | Aggregate au- | Random oracle | + Coalition attack | - known ses- | Can reduce
al. [113] vehicle cluster | thentication model resistance sion key at- | the commu-
networks + Secure under | tack nication and
computational Diffie- storage cost
Hellman assumption
Srinivaset | 2019 | The network model | Mutual Au- | Formal security | + Secure against | - Vulnerable | Medium
al. [289] contains four parts: | thentication verification un- | the denial-of-service | to spoofing | energy-saving
remote drone, drone der AVISPA tool | attacks attack
user, ground station + Freely
server, control room password /biometric
change
Tianetal. | 2019 | The network is com- | Predictive au- | Cryptographic + Detects replay at- | - De- | Medium com-
[303] posed of three major | thentication assumptions tacks synchronizatign munication
entities: UAVs, mo- + Security on repudia- | attacks and | cost
bile edge comput- tion threat known-key
ing devices, and a attacks
trusted authority are not
considered
Cao et al. | 2019 | The network model | Mutual  au- | Implementation + Resistant against | - The | Medium com-
[45] considers two types | thentication using Raspberry | four attacks, including | mobile edge | munication
of devices, namely, Pi3 man-in-the-middle at- | computing cost
1) smart device and tack, message replay | devices
2) dumb device attack, impersonation | are not
attack, and eavesdrop | considered

attack
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Table 13
Summary of authentication and access control solutions for the Internet of Drones (Part 3)
Scheme Year | Network model Authentication| Security analy- | Advantage (+) Limitation Performance
model sis -) analysis
Choudhary | 2019 | The system model | User authenti- | Simulation- + Prevention of coag- | - Location | Medium com-
et al. [63] consists  of  the | cation based ulation attacks privacy munication
following three evaluations + Detecting changes cost
communication to the UAV-waypoints
links:  Drone to
Drone links, Drone
to Device links, and
Virtual links.
Chen and | 2018 | A cellular wireless | User authenti- | Cryptographic + Guarantee the un- | - Known | High commu-
Wang [57] network consisting | cation assumptions linkability of locations | session key | nication cost
of a set of drones + Data ownership pri- | attack
connected to a vacy
cellular network,
ground users, and
ground base stations
Wazid et | 2018 | The network model | Authentication | Formal security | +  Resist against | - The | High commu-
al. [317] consists of various | with key | verification us- | privileged-insider mobile edge | nication cost
drones deployed in | agreement ing AVISPA tool | and offline password | computing
the different zones guessing attack devices are
which can send data not
to the server considered
Cheon et | 2018 | Remotely-controlled User authen- | Random oracle | + Can detect four | - Non- | High commu-
al. [59] drones ticity model attack scenarios, in- | repudiation nication cost
cluding, tapping sig- | is not
nal, network attack, | considered
controller attack, and
attack on encrypted
data
Sun et al. | 2017 | A ground control | Watermark Security require- | + Robust against | - The Brute- | Medium
[296] center with four | authentica- ments five attacks, namely, | force attack | energy saving
types of nodes, | tion data transmission is not con-
including relay node, delay, packets forging, | sidered
common senor node, data tampering, data
cluster head node, replay, and selective
and Sink node. forwarding
Yoon et | 2017 | The network model | Mutual  au- | Implementation + Resist against the | - Vulnerable | High commu-
al. [333] comprises three | thentication using Raspberry | DoS attack to replay at- | nication cost
parts, including Pi3 tack
middleware, ground
station, and UAVs.
Shoufan 2017 | The network | Continuous Machine + Detect malicious | - Privacy- | Low commu-
[279] model contains | authentica- learning-based commands stemming preserving nication cost
a typical flight setup | tion evaluation + Identify authorized | is not
with three parts, operators considered
including, a UAV, - Vulnerable
UAV operator, and to data
a radio-control replay
transmitter attack
Won et al. | 2017 | Drone-based smart | Data authen- | Game theory + Ensures the | - Known | Low commu-
[321] city applications tication confidentiality of | session key | nication cost
messages attack
+ Provides  non-
repudiation and
authenticated key
agreement
Haque 2017 | Hierarchical UAV | Data authen- | N/A + Provides network | - Vulnerable | Medium com-
and network architecture | tication flexibility to spoofing | munication
Chowd- + Create trust and ne- | attack cost
hury [106] gotiate keys
Wang et | 2017 | LTE-based UAV | Authentication | Cryptographic + Maintains a secure | -  Identity | High commu-
al. [309] control network with key | assumptions communication key of | privacy nication cost
agreement a ground relay station | is not
in service considered
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As explained in Section 4.4 and Section 5.2, the com-
munication links in IoD are unencrypted and could be com-
promised. To deal with this issue, it is important to deploy
cryptography-based mechanisms that ensure secure com-
munication among the entities of IoD. IoD’s cryptography
and key management solutions are summarized in Table 10.
Ozmen et al. [230] proposed IoD-Crypt, a lightweight self-
certified cryptographic system that aims to meet the require-
ments of resource-constrained IoD. IoD-Crypt is shown to
ensure authentication and confidentiality of communication.
It also reduces the certification overhead, i.e., it incurs up to
13 and 48 times less energy consumption than public-key
primitives on two common drone processors, namely 8-bit
AVR and 32-bit ARM, respectively. Haque et al. [106] pro-
posed an Identity-Based Encryption (IBE) that offers better
overhead efficiency as it does not need to use certificates as
in public-key systems. It also employs a selective encryption
algorithm that only encrypts some parts of the messages,
which incurs less overhead. In addition, data hiding is also
used to improve the confidentiality of messages. Wang et
al. [309] proposed a handover key management scheme for
the LTE-based UAV control network. To perform initial
authentication, they employed the authentication and key
agreement procedure and root key agreement between a
UAYV and Ground Relay Station (GRS). When a UAV moves
from a GRS to a neighboring GRS, a new Access Stratum
(AS) key is established between the UAV and the new GRS
and is separated from the old AS. Security analysis has
shown that the scheme does not reveal the AS key, as it
ensures (a) one-hop forward and backward key separation
and (b) key separation under the compromise of the first
and the last GRS. Sahingoz [254] proposed a key manage-
ment system for WSNs that leverages a UAV to distribute
asymmetric keys to sensor nodes. Neighboring sensor nodes
authenticate each other through their respective public keys.
After that, they use the public keys to agree on the pairwise
session key for the rest of the communication. Chen et al.
[57] focused on decoupling the IoD cloud data that are stored
in the cloud from the owner’s pseudonyms. To this end,
they proposed a two-tier coding method to mix the user
identity with watchword/seed and then generate two keys:
one key for certification and another one for anonymization.
Compared to the secure hash-based pseudonym scheme, the
network coding method can provide unlinkable pseudonyms
to unconditional security level for Real-time Object Tracking
Application (ROTA) [155]. It can also reduce more than
90% of processing time and 10% of energy consumption.
Demeri et al. [72] designed and implemented Secure Aerial
Data Delivery with Lightweight Encryption (SADDLE) on
Fo450ARF quad-copter drone. SADDLE is a combined
public and secret key secure data delivery system to generate
bi-nodal secret session keys. To this end, some encryption
primitives are used, such as Elliptic Curve Diffie-Hellman
(ECDH) key exchange protocol and Advanced Encryption
Standard (AES-128). Alrayes et al. [17] applied Artificial
Gorilla Troops Optimizer (AGTO) algorithm with an ECC-
Based ElGamal encryption technique to generate an optimal

key. The latter is used by drone-based emergency monitor-
ing systems to encrypt the transmitted images. Simulation
analysis showed that the peak signal-to-noise ratio (PSNR)
and the mean square error (MSE) were improved under all
images compared to other optimization algorithms.

5.3.2. Authentication and access control

As shown in Section 4.4, the signals are unauthenticated,
and it is impossible to confirm their authenticity, which
allows the injection of spoofed signals. To deal with this
issue, it is important to deploy authentication mechanisms
that ensure the authenticity of only legitimate entities in IoD.
The authentication and access control solutions for the IoD
are summarized in Table 11, Table 12 and Table 13. Sun et
al. [296] proposed a data authentication scheme based on the
message authentication code (MAC) for UAV communica-
tion. The scheme uses two phases: (1) data authentication
and (2) cluster watermark authentication. The data authen-
tication phase is used at the cluster head node to filter out
the fake packets, while the cluster watermark authentication
phase is used at the sink node to verify the authenticity and
integrity of the data. The security analysis shows that Sun
et al.’s scheme [296] is robust against five attacks, namely
data transmission delay, packet forging, data tampering,
data replay, and selective forwarding. To solve the problem
of deauthenticating the drone in a hijacked environment,
Yoon et al. [333] proposed an authentication system for
UAV communication. The network model comprises three
elements: middleware, ground station, and UAVs. The basic
idea of the system is to use encrypted channels between these
parts. Shoufan [279] designed a continuous authentication
for UAV communication and considers a network model
that contains three elements: a UAV, a UAV operator, and
a radio-control transmitter. The scheme authenticates the
behavior of the UAV operator, defined by the sequence of
flight commands sent from the operator to the UAVs. Based
on the assumption that each operator has a unique behavioral
pattern, it is possible to identify authorized operators aiming
at hijacking the UAVs.

Cho et al. [61] proposed a secure authentication frame-
work named SENTINEL for the IoD infrastructure. SEN-
TINEL framework creates a flight profile code for a UAV
with a flight schedule. It records the flight profile code and
its flight schedule in a centralized database accessible by
the ground terminals. blueTo authenticate the communica-
tion between drone and drone, Pu et al. [240] proposed a
mutual authentication and key agreement scheme, named
PMAPD2D, which is used to establish a secure session key
between drone and drone.

Srinivas et al. [289] proposed TCALAS, which is a
temporal credential-based anonymous lightweight user au-
thentication scheme for IoD. TCALAS uses three authen-
tication factors: password, mobile device, and biometrics.
Ali et al. [11] revealed that Srinivas et al.’s scheme [289]
cannot withstand stolen verifier attacks. Hence, they pro-
posed an improved IoD scheme, iTCALAS, based on the
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temporal credentials and lightweight symmetric key prim-
itives. In order to provide data confidentiality and mutual
authentication for mobile sinks used in the IoD applications,
Ever [80] introduced a secure authentication framework,
which is based on elliptic-curve cryptosystems. Chen et
al. [53] proposed a traceable and privacy-preserving au-
thentication, which combines hash function, digital signa-
ture, and elliptic curve cryptography for UAV applications.
Mandal et al. [187] presented a user access control scheme
based on certificateless-signcryption, named CSUAC-IoT.
The scheme uses the following three authentication factors:
a mobile device, personal biometrics, and user’s password.

To provide the authentication with privacy preserva-
tion for IoD, Tian et al. [303] proposed an authentication
scheme using mobile edge computing. More precisely, Tian
et al.’s scheme [303] considers three significant elements,
i.e., UAVs, mobile edge computing devices, and a trusted
authority. Based on the online/offline signature, one-time
random nonces, and timestamps, Tian et al.’s scheme can
detect replay attacks and provide security on repudiation
threats. Besides, to authenticate the IoT devices in air-ground
collaborative surveillance operations, Cao et al. [45] pro-
posed a lightweight authentication scheme, which is based
on covert channels in the physical layer. The network model
considers two types of devices, namely, 1) smart devices and
2) dumb devices. To resist against four attacks, including
man-in-the-middle attack, message replay attack, imperson-
ation attack, and eavesdrop attack, Cao et al.’s scheme [45]
combines the benefits of two concepts: covert channels and
physical layer fingerprints. Zhang et al. [344] proposed a
lightweight authentication and key agreement scheme based
on the bitwise XOR operations and only secure one-way
hash function. Wang et al. [309] provided an LTE-based
architecture to enhance the coordination of UAV control.
Then, they presented a scheme of transfer key control for
the LTE-based UAV control network. The security analyses
show that the proposed scheme ensures the security of a
communication key of a ground relay station in service,
although the neighboring GRSes are affected.

To support user revocation, non-repudiation, and authen-
ticated key agreement for the IoD, Won et al. [321] proposed
a certificateless signcryption tag key encapsulation mecha-
nism named eCLSC-TKEM, which is based on a certificate-
less data aggregation protocol. Wazid et al. [317] proposed
a lightweight user authentication system where a user in the
IoD environment requires access to the data directly from
a UAV. The proposed system can resist node/sensing de-
vice/drone impersonation attacks. Alladi et al. [13] proposed
a two-stage lightweight mutual authentication scheme for
SDN-backed multi-UAV networks, which can provide inde-
pendent aliasing, perfect forward secrecy, and perfect back-
ward secrecy. Hong et al. [113] proposed a data aggregate
authentication scheme, named IBE-AggAuth, for unmanned
aerial vehicle cluster networks. The IBE-AggAuth scheme
uses ID-based encryption and the elliptic curve computa-
tional Diffie-Hellman method to reduce computation and
communication costs and provide data security. To enable

real-time performance for autonomous safety flight, Cheon
et al. [59] do not keep the secret keys for encryption on the
drone. Instead, they proposed a linearly homomorphic au-
thenticated encryption scheme named LinHAE. This scheme
is secure against eavesdropping and forgery attacks.

Bera et al. [38] proposed ACPBS-IoT, an access control
protocol for battlefield surveillance in drone-assisted IoT.
ACPBS-IoT ensures mutual authentication between a drone
and a GCS and sharing a session key. Security analysis
shows that ACPBSIoT can resist different attacks, includ-
ing impersonation, privileged-insider, replay attack, Man-
in-the-middle attack, and Ephemeral Secret Leakage (ESL)
attacks. Ko et al. [147] proposed a security protocol for
military applications, consisting of two components: the
first establishes authentication among the UAVs, and the
second ensures authentication between a UAV and the GCS.
Formal security analysis shows that the protocol can ensure
mutual authentication, non-repudiation, perfect forward se-
crecy, and perfect backward secrecy. It can also resist man-
in-the-middle and DoS attacks. Jan et al. [128] proposed
an authentication protocol for IoD based on a hash mes-
sage authentication (HMACSHAL). The protocol incurs less
overhead with respect to computation and storage and is also
formally analyzed and shown to be resistant against known
attacks such as stolen verifier attacks, privileged insider,
denial of service, replay, and spoofing attacks.

Zhang et al. [341] proposed three-factor authentication
and key agreement protocol for IoD. The protocol employs
an elliptic curve function named FourQ and a pre-calculation
technique called Boyko-Peinado-Venkatesan (BPV). The se-
curity analysis shows that the protocol ensures essential
security properties such as perfect forward secrecy. Exper-
imental tests on Raspberry Pi B+ demonstrate that FourQ
is five times faster than the conventional elliptic curve.
Tanveer et al. [300] proposed RAMP-IoD, Robust Authen-
ticated Key Management Protocol for IoD. RAMP-IoD is
based on two lightweight cryptographic primitives: Au-
thenticated Encryption with Associative Data (AEAD) and
elliptic curve. RAMP-IoD is secure against different attacks,
including replay, man-in-the-middle, stolen smart device/-
card, and password-guessing attacks. It also incurs low com-
putation, communication, and storage overheads. Khalid
et al. [139] proposed a two-factor authentication scheme
for drones based on an asymmetric cryptographic method.
The authors showed that the proposed scheme offers less
computation cost than RAMP-IoD [300] and is resistant to
many attacks, such as replay, impersonation, and available
session keys.

Hussain et al. [120] proposed an authentication scheme
between a pair of users and drones based on symmetric
encryption and elliptic curve cryptography. Based on formal
security analysis, the scheme provides anonymity and un-
traceability and is secure against different attacks, including
user/GCS/drone impersonation, offline password guessing,
and password change. In [323], it was shown that Hussain
et al.’s scheme is vulnerable to drone capture, privileged
insider, and session key disclosure attacks. Chaudhry et
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al. [51] designed GCACS-IoD, a certificate-based access
control scheme that provides two types of authentication:
inter-drone and drone to the ground station. The scheme can
resist replay, drone capture, drone impersonation, man-in-
the-middle, and temporary secret leakage attacks. In [70],
it was proved that GCACS-IoD is insecure against private
key leakage of the control server. Nikooghadam et al. [223]
proposed an authentication scheme for drone-assisted smart
city surveillance. The scheme is based on elliptic curve
cryptography, which considers three elements: users, drones,
and control servers. It provides anonymity and perfect for-
ward secrecy while incurring low computation and com-
munication overhead. Jan et al. [127] proposed a scheme
focusing on information authentication instead of identity
authentication. They assumed that initially, the users, the
drones, and the ground control station mutually authenticate
each other. The scheme is resistant to drone capture, man-in-
the-middle, stolen verifier, replay, user impersonation, server
impersonation, and privileged insider attacks. It also incurs
less storage and computation overheads.

5.3.3. Blockchain-based solutions

Blockchain technology can be effectively applied in
almost all domains, especially for the IoD [82, 84, 87, 14].
To address the security vulnerabilities in the IoD, the
blockchain technology [193] is a feasible solution with
enormous potential. Sharma et al. [276] proposed a neural-
blockchain combination for edge-enabled UAV networks.
The blockchain network is used for reliable communications
using distributed ledgers, which can help flatten services
on the IoD. To maintain the reliability requirements of the
blockchain network, a hybrid neural model is proposed.
The operating drones in the defined network are configured
via the drone caching framework based on the blocks.
Ferrag and Leandros [83] proposed an intrusion detection
and blockchain-based delivery framework, named Deliv-
eryCoin, for drone-delivered services. The hash functions
and short signatures are employed by the blockchain for
achieving privacy preservation, while the machine learning
techniques are employed for intrusion detection. In addition,
a UAV-aided forwarding mechanism, named pBFTF, is
adopted for achieving consensus inside the blockchain-based
delivery platform.

Islam et al. [126] proposed a blockchain-enabled data
acquisition scheme to provide security and data integrity
through unmanned aerial vehicle swarm and blockchain
technology. Specifically, the unmanned aerial vehicle swarm
shares a shared key with the IoT devices to maintain commu-
nications before initiating data acquisition. The digital sig-
nature algorithm and hash bloom filter are employed in order
to resist and avoid two types of man-in-the-middle attacks:
manipulation and eavesdropping. Fernandez-Caramés et al.
[81] proposed a drone-based and blockchain-based system
for Industry 4.0, where the drones are used to collect the in-
ventory data, and the blockchain technology is used to enable
the creation of smart contracts. Aggarwal et al. [7] designed
a secure data dissemination scheme based on blockchain

technology and game theory for the IoD. A forger node
selection algorithm and Proof-of-Stake (PoS) algorithm are
employed to verify and validate blocks. Throughout evalu-
ation performance, the proposed scheme shows that it can
provide identity anonymity, data integrity, accountability,
authorization, and authentication, compared to four related
schemes [173, 171, 135, 277].

Bera et al. [37] introduced an access control system
based on blockchain technology, which can enable safe
interaction between UAVs as well as between UAVs and the
ground station server. The protected data collected by the
ground station server are used to form transactions, and the
latter is used to create blocks. The blocks are then added
to the blockchain through the cloud servers connected to
the ground station server via the ripple protocol consen-
sus algorithm. Lei et al. [167] proposed an advanced and
systematic approach based on blockchain technology that
incorporates on-demand verification, forwarding strategy,
and interest-key-content binding to detect poisonous content
efficiently. In order to support decentralized interest-key-
content binding storage and enable the detection of internal
attackers, the authors developed an adaptive and scalable
delegated consensus algorithm over named data networking
for mission-critical unmanned aerial vehicle ad hoc net-
works.

Islam and Shin [124] proposed a secure outdoor health
monitoring system based on blockchain technology and
UAV consolidated with MEC. In the proposed system,
Health Data (HD) are collected from sensors carried by
the users, and this health data is forwarded to the next
MEC server via a UAV. Before being transmitted to MEC,
the health data is encrypted to protect against cyber at-
tacks. Garcia-Magarifio et al. [97] designed an agent-based
approach based on the blockchain technology and trust
policies for ensuring the surveillance and security of UAV
networks as well as to detect compromised UAVs. For
disaster rescue, Su et al. [293] proposed a lightweight
framework, named LVBS, for secure data sharing based on
blockchain technology and unmanned aerial vehicles. The
LVBS framework adopts a credit-based consensus algorithm
to safely and immutably track node behavior and record
data transactions with increased efficiency and security to
achieve consensus. Islam et al. [123] proposed an intelligent
surveillance architecture based on blockchain technology,
in which a drone monitors and uses a two-phase authenti-
cation process to check vehicles at sea. The experimental
results demonstrate that the proposed authentication scheme
is significantly faster and uses less power than existing
authentication schemes. Islam and Shin [125] proposed a
blockchain-based data acquisition scheme, in which data
are first encrypted and then transferred to the MEC server
with the help of a UAV. Han et al. [105] used blockchain
technology to detect global navigation satellite system signal
attacks for UAV networks.

Mitra et al. [199] implemented a public blockchain-
based testbed for drone-assisted wildlife monitoring. The
drones collect data from IoT devices, which are attached
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to animals. The collected data of each flying zone is sent
to its corresponding Ground Station Server (GSS). The
latter creates blocks and validates them using the Practical
Byzantine Fault Tolerance (PBFT) consensus algorithm. To
this end, the GSS broadcasts the block to the P2P network
of GSS nodes. Alsambhi [18] focused on the synergy between
federated learning and blockchain in IoD. The drones collect
data from the smart environment, run local models, and
share the models with their neighbors and ground server
to allow collaborative learning and improve model accu-
racy. The role of blockchain is to allow privacy-preserving
data sharing in the IoD. Irshad et al. [122] proposed a
BODS5-IOD, blockchain-oriented Data Delivery and Collec-
tion (DDC) system to ensure authentication between drones
and their corresponding ground control servers. The DDC
records all the transactions among the system nodes and
generates their private blocks. In [23], the blockchain model
was proposed to hide the identity of drones during message
exchanges. Sing et al. [283] defined an architecture named
blockchain of drones, where each drone creates blocks and
communicates with other drones and the ground station.
They proposed the Advanced Byzantine Fault Tolerance
(ABFT) protocol as a consensus mechanism for blockchain.
ABFT offers higher scalability than other Byzantine Fault
Tolerance (BFT) systems like PBFT (Practical BFT), hBFT,
and ReBFT. Nguyen et al. [221] proposed a blockchain-
based architecture for conducting search and rescue missions
using IoD. The architecture consists of small and big drones
and edge servers to perform offloading operations. Allouch
et al. [15] proposed UTM-Chain, a blockchain-based so-
lution for unmanned traffic management. UTM-Chain pro-
vides secure sharing of data between UAV's and their ground
control stations. In [71], blockchain and EdgeDrone concept
[210] are integrated to ensure secure data delivery for forest
fire surveillance applications. The authors in [195] proposed
PROACT: a lightweight consensus protocol for IoD based
on accumulated trust [196]. The blockchain is maintained
and updated by the GCSs and the cloud servers. Certain
GCSs are selected to become BC miners based on their
trust ratings. Each GCS validates the transactions that it
receives from drones before forwarding them to the set of
trusted GCSs (TGCSs), which act as miners. The trusted
GCSs assume the responsibility of mining new blocks, while
all GCSs participate in the process of block validation.
Each GCS accumulates trust points in order to become a
TGCS. Each time a GCS validates a transaction correctly,
it receives positive trust points and vice versa. When the
GCS accumulates enough trust points over a sufficiently
long period, it is selected by the TGCSs to become a BC
miner. One of the TGCSs acts as the blockchain orderer
that receives block requests from the TGCSs and orders
the corresponding blocks in the blockchain, which allows
multiple TGCSs to produce their blocks and add them to
the blockchain in parallel. A TGCS collects the transactions
from its drones, sends a request to the blockchain orderer,
creates its block, and waits for its turn to add the block to
the blockchain. When its turn arrives, the TGCS adds the

previous block’s hash to its block and broadcasts the latter
to the TGCSs to add it to the blockchain.

5.3.4. Intrusion detection systems

As presented in Section 4.4, some attacks against loD,
such as DoS attacks, cannot be prevented. Hence, there is
a need for an intrusion detection system (IDS), which is
the second line of defense when the intruder has already
entered the network and tampers with its performance. IDSs
can generally be classified as rule-based or misuse detection,
where the former lie on specific rules that define the presence
of an intruder, and the latter learn the regular operation of
the system and trigger an alarm once a deviation happens.
Most of the traditional techniques mentioned in the literature
suffer from either poor performance or high overhead [73].
Once an IDS is deployed in such a complex system, like
the IoD, the produced alarms must be both highly accurate
to improve the security system’s performance and minimal
in order not to affect the correct performance of control
applications that run over the medium.

Recently, several works have investigated the efficiency
of an IDS for detecting attacks in a UAV environment. The
different IDS methods, which are proposed for securing
UAVs, are presented in Table 14. Yuetal. [335] applied snort
for DoS and GPS spoofing attack detection in a simulated
environment comprising a GCS and a limited number of
UAVs. Condomines et al. [67] conducted both simulated
and emulated tests, using paparazziUAV [1], an open-source
drone hardware and software project encompassing autopilot
system to better represent realistic scenarios and test the
efficiency of their proposed defense mechanism. They used
network traffic datasets that include anomalies to construct
digital signatures in three dimensions for DoS attacks and
used those signatures to detect future attacks. Although
the proposed method is designed to detect both constant
and progressive flash crowds, it was tested under simplistic
scenarios with one attack and a limited number of valid
nodes.

Hoang et al. [112] presented an IDS that combines
OCSVM and K-means clustering in a UAV-aided wireless
system, an idea that was presented a couple of years ago
for detecting anomalies in Industrial Control Systems (ICS)
[183]. The proposed method is tested on a scenario consist-
ing of three nodes: one of them is the attacker, and only a
passive attack occurs (i.e., the eavesdropping attack). Arthur
[26] presented a lightweight system that can be embedded
in modern UAVs for providing accurate detection of GPS
spoofing and DoS attack, as well as consuming little energy
from the UAV. The IDS combines Self-Taught Learning
(STL) with a multiclass SVM to detect the attacker. It is
tested in a realistic environment that consists of twenty
UAVs, four Ground Stations, and a Control Station, making
the results valuable.
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Table 14
Summary of IDSs for Internet of Drones
Scheme Year | Network model IDS model Security Corase-grained /Fine- | Detected Limitations
analysis grained asset attacks
Yu et al. | 2019 | The network is com- | Rule-based Rule-based Wireless communica- | GPS  spoofing | Simplistic sce-
[335] posed of a GCS and | (Snort) tion channels/Trans- | attack narios
UAVs mitted information DoS Attack
Condomineg 2019 | The network is com- | Combination Traffic Wireless communica- | Constant and | Missing accu-
et al. [67] posed of a GCS and | of a linear | signature tion channels/Trans- | progressive racy and pre-
UAVs controller/ob- | with WLM mitted information flash-crowds cision metrics
server and
spectral
analysis of the
traffic
Hoang et | 2019 | The network is com- | OC-SVM and | Unsupervised Wireless communica- | Detects Selection  of
al. [112] posed of three nodes | K-means clus- | learning tion channels/Trans- | eavesdropping features
tering mitted information attacks
Arthur et | 2019 | The network is | Self-Taught Anomaly- Wireless communica- | GPS  spoofing | Selection  of
al. [26] composed of twenty | Learning based tion channels/Trans- | and  Jamming | features
UAVs, four Ground | (STL)  with mitted information attacks
Stations and a | a multiclass Drone/GPS receiver
Control Station SVM,
return-to-
home mode
Tan et al. | 2019 | Several nodes Deep  belief | Unsupervised Wireless communica- | Several attacks Use of
[299] network learning tion channels/Trans- KDD’'99
(DBN)  and | combined mitted information dataset
PSO with Not tested on
supervised UAVs
learning
Vanitha 2020 | Several nodes Deep feed- | Flow-based Wireless communica- | Several attacks Use of a simu-
et al. forward neural | monitoring tion channels/Trans- lated dataset
[306] network mitted information
Sedjelmaci | 2017 | The network is com- | Rule-based & | SSI, JITTER Wireless communica- | False Delay tolerant
et al. posed of ground sta- | SVM tion channels/Trans- | information routing
[266] tions and UAVs mitted information dissemination,
GPS spoofing,
jamming,
black hole and
gray hole attack
Fotohi et | 2020 | The network is com- | Probability Human Wireless communica- | Blackhole, Delay and
al. [90] posed of UAVs based Immune tion channels/Trans- | Wormhole, communica-
System mitted information grayhole, False | tion overhead,
information probabilistic
dissemination models
Straub et | 2017 | N/A N/A Blackboard N/A N/A No validation
al. [292] Architecture or evaluation
model
Zhang et | 2018 | The network is com- | Probability- Bayesian Nash | Wireless communica- | DoS attacks No
al. [342] posed of UAVs and a | based equilibrium tion channels/Trans- comparison
router game theory mitted information with other
methods
Ramadan 2021 | Drones and base sta- | LSTM-RNN Network traf- | Wireless communica- | Several attacks No
et al. tion fic tion channels/Trans- comparison
[241] mitted information with other
methods
Ouiazzane | 2022 | Drones Decision Tree Network traf- | Wireless communica- | DoS Only one at-
et al. fic tion channels tack scenario
[228]
Whelan et | 2022 | Drones PCA & | Network traf- | Wireless communica- | Spoofing, Jam- | One UAV was
al. [320] One Class | fic tion channels ming used
Classifiers
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To secure UAVs that carry out explorations in isolated
areas and to collect and send critical information about the
conditions of these areas, Sedjelmaci et al. [266] imple-
mented and tested several IDSs that can deal with several
different attacks, achieving good accuracy with low false
positives. Fotohi [90] proposed a novel IDS that can se-
cure UAVs against several attacks, but at the cost of high
communication overhead among nodes, to identify secure
routes. Also, the proposed IDS assumes that this secure route
will not change in the next communication attempt, which is
not so realistic in highly mobile environments like UAVs.
Sun et al. [295] proposed an IDS based on the Bayesian
Nash equilibrium theory. The proposed IDS performs well in
terms of accuracy, detection rate, and overhead compared to
other methods, but the validation was based on probabilistic
models rather than realistic datasets. In another work [292],
the authors presented a theoretical model of IDS based on
a Blackboard architecture, but no validation or evaluation
results are provided. Zhang et al. [342] presented an IDS
based on Wavelet Leader Multifractal analysis for creating
signatures of traffic and evaluated their method in a hybrid
experimental system using real traces. The method performs
well under DoS service attacks showing high similarity
rates, but no comparison with other methods is presented.

Deep learning can achieve better performance as com-
pared to traditional machine learning IDSs, especially when
massive data analysis is required [336], and thus can be
used to develop IDSs for modern complex systems where
massive, high-dimensional, nonlinear data must be used for
training, and testing [299]. Authors in [85] conducted a
comparative study of several deep learning IDS techniques
using novel datasets and tried to showcase the pros and cons
of each method. As also stated in [86, 306, 10], no method
can be considered as the winner’ for all attacks’ scenarios,
and smart combinations of techniques could be used to
detect most of the abnormal situations inside the system
accurately. Ramadan et al. [241] proposed a distributed IDS
that is deployed on drones and the base station. Each drone
runs the LSTM-RNN model to detect the attacks on the
drone itself. The base station also runs the LSTM-RNN
model to confirm the detected attack and notify the other
drones. The authors tested their model on different datasets
such as KDDCup 99, NSL-KDD, UNSW-NBI15, Kyoto,
CICIDS2017, and TON_IoT. Recently, the authors in [228]
proposed a model based on machine learning techniques
and a multi-agent system that is capable of detecting DoS
attacks against drones. The detection of DoS attacks is an
important countermeasure that can be used to ensure the
high availability of drone systems, especially those used in
emergencies. The proposed method was tested using the
CICIDS2017 dataset and was proven to be very accurate.
In another recent work, [30], the authors applied machine
learning-based classification techniques to detect several
attacks against drones. The authors used the DJI Phantom 4
drone dataset acquired from VTO Labs in this work. This
dataset comprises DAT files of flight logs obtained from
various flights undertaken by a single drone. The evaluation

of several methods showed the superiority of the random
forest algorithm. Finally, the authors in [320] combined prin-
cipal component analysis (PCA) and one-class classifiers to
detect attacks to be able to train the IDS using only normal
data. The proposed MAVIDS can be deployed on every UAV
allowing for fast detection and potential mitigation of cyber
attacks even during communication errors with the GCS.

5.3.5. Drone forensics

Drone forensics is an emerging field within digital foren-
sics aiming to extract and analyze evidence from a UAV and
its components to identify attackers and their malicious ac-
tions [8]. Drone forensics is essential as the drone flies above
populated areas and can be manipulated by radical forces and
perpetrators to launch illegal activities. Although forensics
investigation is well established in traditional fields, there is
a lack of a standard regarding the procedures of collecting
and processing evidence for a security incident in the IoD
field [189]. Due to the nature of the IoD environment, several
challenges obstruct the standardization of forensics proce-
dures. First, several drone platforms and architectures make
it difficult to build a standard procedure that can be applied
to these various architectures and platforms. Moreover, the
presence of several components and devices in the drone
expands the complexity of the investigation, as the forensics
analysis will have to handle the supporting devices and find
and correlate the evidence collected from these different
devices. Furthermore, loD systems are generally linked to
the cloud to offload resource taxing tasks [47]. This property
moves the processing and handling of data from the drone to
the cloud, and therefore, extends the perimeter of the inci-
dent investigation. Moreover, cloud service providers rarely
cooperate with investigators, and even if cloud providers
are willing to cooperate, the data may be stored across
different servers and countries. This requires the permissions
granted to different entities and authorities [189]. In what
follows, we present the main forensics methods proposed
for drones. These methods are summarized in Table 15.
Clark et al. [65] noted that the DJI Phantom III drone was
used in several illegal activities such as dropping bombs,
remote surveillance, and plane watching. This motivated
the authors to develop a DRone Open source Parser called
DROP, which can analyze proprietary encrypted DAT files
extracted from the drone’s internal storage. The extracted
data can identify drone locations over time and the flying
time. However, this work is limited to only DJI drones.
Renduchintala et al. [245] proposed a more comprehensive
forensic framework. The authors first divided drone foren-
sics into two categories: digital forensics and hardware/phys-
ical vehicle forensics. Digital forensics includes analyzing
network traffic exchanged by drones, system logs, sensor
readings, file storage systems, and camera recordings. As
for hardware forensics, it includes: identifying drone type,
checking for customization, carrying loads, fingerprints, and
location. The authors proposed a forensic model to examine
the drone’s physical components. They developed a Java-
based application to analyze and visualize the flight logs

Derhab et al.: Preprint submitted to Elsevier

Page 33 of 50



Internet of Drones Security

Table 15
Summary of forensics methods for drones
Reference Year | Drone Platform Description
Horsman [114] 2016 | Parrot Bebop Recover flight data using Android and iOS devices
Clark et al. [65] 2017 | DJI Phantom IlI Development of open source tool called DROP able to parse
proprietary and encrypted DAT files extracted from the drone’s
internal storage.
Azhar et al. [29] 2018 | DJI Phantom 3 Professional | Open source forensic tool
and Parrot AR Drone 2.0
Roder et al. [247] 2018 | DJI Phantom 3 Guideline for drone forensics
Renduchintala et al. [245] | 2019 | DJI Phantom 4 and the Yuneec | A forensic framework that includes physical and digital foren-
Typhoon H sics able to analyze log parameters using a JavaFX application.
Igbal et al. [121] 2019 | Parrot Bebop 2 drone Acquire flight data, extract drone-pruned media, and establish
ownership
Salamh et al. [255] 2019 | Yuneec typhoon H Technical forensic process
Kao et al. [134] 2019 | DJI Spark Collect and analyze of artifacts from the recorded flight data
Yousef et al. [334] 2020 | DJI Mavic 2 Pro, DJI Mavic | Data analysis
Air, DJI Spark, and DJI Phan-
tom 4
Stankovi¢ et al. [290] 2021 | DJI Mini 2 Forensics investigation on data stored on mobile devices and
SD cards
Kumar et al. [161] 2021 | DJI Phantom 4 Pro, Yuneec | Analysis of GPS logs
Typhoon H, and Parrot Bebop
2
Salamh et al. [257] 2021 | Phantom 4 and Matrice 210 Testing available forensic software tools
Parghi et al. [231] 2022 | Yuneec Typhoon drone Analyze data from storage of flight paths
Husnjak et al. [119] 2022 | DJI Mavic Air Forensic investigation
Dhamija et al. [75] 2022 | GCS of a Parrot Bebop drone Testing different open-source tools

of the drones. However, this work is limited to only log
files in CSV file format. Igbal et al. [121] investigated a
Parrot Bebop 2 drone to acquire flight data, extract drone-
pruned media, and establish ownership. However, their work
is limited to small-scale drones.

Barton and Azhar [32] and [29] used Kali Linux to pro-
vide open-source forensic tools to perform forensic analysis
using two drones, namely DJI Phantom 3 and A.R Drone.
To visualize the flight path, the open-source GeoPlayer tool
was used. To this end, the authors analyzed and investigated
the recorded flight logs on both the internal memory of the
UAV and the controlling application.

Horsman [114] provided the results of a digital forensic
investigation of a test Parrot Bebop UAV and was able to
recover flight data using Android and iOS devices. Roder et
al. [247] proposed a guideline for drone forensics using DJI
Phantom 3 drone as a case study. Salamh et al. [256] discuss
the static and live digital evidence challenges related to UAV
and possible Anti-UAV forensic techniques. In [255], the
authors presented a technical forensic process for analyz-
ing digital evidence, which is extracted from the Yuneec
Typhoon H drone. Kao et al. [134] collected and analyzed
artifacts from the recorded flight data extracted from the DJI
Spark drone and its associated devices, such as SD cards and
mobile phones. Stankovic¢ et al. [290] conducted a forensics
investigation of DJI Mini 2 and its associated data, which
are stored on mobile devices and SD cards. Yousef et al.
[334] extracted and analyzed data from four drones: DJI
Mavic 2 Pro, DJI Mavic Air, DJI Spark, and DJI Phantom 4.
The analysis results indicate that applying forensics on these
drones is not easy due to their improved security. Hence, it
is essential to develop novel forensic processes and tools. In

[231], the authors analyzed the digital evidence like log files,
pictures, and videos from the storage of the Yuneec Typhoon
drone. Kumar et al. [161] focused on analyzing GPS logs
from drones to identify the crime location and previous flight
paths. To this end, they developed a tool designed for three
drone models: DJI Phantom 4 Pro, Yuneec Typhoon H, and
Parrot Bebop 2, which converts GPS data to an understand-
able format. Husnjak et al. [119] found a significant amount
of data by applying a forensic investigation on DJI Mavic Air
and its associated mobile app DJI GO 4. Salambh et al. [257]
tested available forensic software tools on two drone models:
Phantom 4 and Matrice 210. In [75], different open-source
tools are applied to the GCS of a Parrot Bebop drone.

5.4. Physical countermeasures

Collision avoidance is one of the challenges faced by
UAVs. In shared airspace, a UAV can collide with both
stationary and moving obstacles and other aircraft, which
would endanger its mission. On the other hand, when assign-
ing a mission to UAVs with a planned path over multiple
waypoints to a drone connected to the Internet, the UAV
could encounter obstacles not considered in the planned
trajectory. Indeed, several collision avoidance methods have
been put forward for the collision problem.

In addition, the extensive use of drones has created safety
threats, which have increased the number of drones that
cause accidents and unforeseen incidents. These issues have
highlighted the need for methods intended to track and detect
drones used for malicious activities.
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5.4.1. Collision avoidance methods

The collision avoidance methods fall into four cate-
gories, namely path planning approaches, geometric-based
approaches, potential field approaches, and vision-based ap-
proaches.

(1) Path planning approach: It aims to find a short
and collision-free flight trajectory towards the desired target
where obstacles are static and pre-known. In general, path
planning approaches are further divided into the following
three categories of algorithms [346, 330, 286, 244]:

o Graph-based algorithms: Graph-based search algo-
rithms have become popular in route planning. This
method divides the search space into a grid and rep-
resents the grid by a set of cells. Among the most
relevant methods, we can find Djikstra’s algorithm
[215, 192], A* [184], Lazy 6* [218] ,D*-Lite [115,
207, 96], and the Kinematic A* [6]. These algorithms
are applied to the UAV path planning [192] because
they provide fast search capabilities but do not pro-
duce smooth trajectories and are not suitable for large
areas.

e Randomly sampling search algorithms: In this cate-
gory, the environment is sampled into a set of nodes
that randomly search for a free-collision path. Algo-
rithms like Rapidly-exploring Random Tree (RRT)
[329, 94, 328, 260], Dynamic Domain RRT (DDRRT)
[328], RRT* [76, 319], Probabilistic Roadmap (PRM)
[6], Rapidly exploring Random Belief Tree (RRBT)
[5], and Visibility Graph [117] belong to randomly
sampling search algorithms and have been used in the
UAV domain. Random sampling search algorithms
give the advantages of having a simple structure and
dealing with a complex environment.

e learning based algorithms: They have become the
most popular way to perform UAV path planning.
The key idea in learning-based algorithms is to use
a training process to guide the UAV in a given state.
Learning-based methods give the advantage of solv-
ing complex and multi-objective problems. Some evo-
lutionary methods have been adopted for the solution
of UAV path planning. For instance, genetic algo-
rithms have been used for single and multiple UAV
path-planning [253, 235, 222, 200, 316, 288], which
led to satisfactory results. The successful application
of reinforcement learning for UAV path planning can
be found in [343, 340, 237, 315, 49, 313].

Other interesting approaches include the usage of
neural networks in UAV path planning [158, 98, 172,
137].

(2) Geometric approach:

This approach aims to avoid conflicts, and collisions
based on geometric characteristics analysis [232, 40]. There
are two geometric collision avoidance techniques: collision
cone and velocity obstacle. The collision-cone-based tech-
nique is suitable for detecting and avoiding collision between

UAVs and obstacles. Both of them move in a dynamic en-
vironment [209, 270, 68, 46]. Velocity Obstacle techniques
are successful at computing collision-free trajectories in a
dynamic environment [88, 16, 163, 129].

(3) Potential field approach:

One successful approach used in collision avoidance is
the Potential Field approach. Many researchers use it to solve
the collision avoidance problem among UAVs and obsta-
cles. This approach treats each UAV as a charged particle,
and the repulsive forces between aircraft generate collision
avoidance maneuvers. The potential field method has the
advantage of simple implementation and low computational
complexity and is a good solution for real-time implementa-
tion. Indeed, it was applied to UAV navigation [145, 56, 179,
246, 294, 208, 234, 55, 182, 4, 251, 176, 268]. However,
it is not appropriate for a dynamic environment due to the
existence of local minimum risks and poor performance.

(4) Vision-based approach:

Different Vision-based obstacle detection methods have
been proposed to tackle the collision avoidance problem.
Many researchers utilized images captured by cameras
mounted on UAVs to solve the collision avoidance problem
in the indoor environment [262]. Other works, such as in
[186, 115, 48, 191, 242, 263], used a technique based on
stereo cameras to predict the closeness of the obstacles to
the UAV. This method requires a high computational cost,
which is unsuitable for handling real-time situations. Due
to the heavy computational capabilities, a simple vision-
based collision avoidance approach was proposed in [95,
202, 9, 22, 252, 138, 148], which uses a monocular camera
to generate a collision-free trajectory, where heavyweight
computations are performed off-board.

5.4.2. Drone detection methods

The drone detection methods are divided into the follow-
ing two categories: acoustic and optical.

(1) Acoustic Detection: Several works have proposed
the use of acoustic sensors, as an efficient technology, to
detect drones. Some studies compare acoustic signatures
generated by drone’s motors and rotating propellers with
other collected sound signatures [24, 278, 109, 39, 198,
50, 267]. Other studies detect the sound of propellers and
motors based on special microphones [108, 144]. The sound
is analyzed, and acoustic features are extracted. However,
weather conditions and noise affect the accuracy of detec-
tion. Moreover, the detection range is limited.

(2) Optical Detection:

It is worth mentioning that most of the literature has
considered image data and video streams collected from
cameras for drone detection. As an example, studies in
[298, 175, 250] focus on detecting drones through image
processing based on machine learning algorithms.

Other studies detect UAVs by detecting motion cues
[116, 249], visual marks [259], shape descriptors [305]
and flight pattern. In terms of advantages, camera-based
detection enables long-range detection. However, detection
performances are poor in bad weather conditions.
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5.5. Regulations and standards

In order to protect both safety and privacy of the citizens,
the EU and USA are putting into force regulations and
laws. Besides safeguarding their citizens’ lives, drones’ free
circulation within their territories is one of the primary
targets of these regulations. In the EU, new drone rules came
into force on the 1st of July, 2020. To be allowed to fly over
the EU, both technical and operational requirements define
minimum safety capabilities that a drone must have, like
identification, certification, and remote pilot requirements.
Moreover, operators of drones have to register in any of the
Member States [201]. The Federal Aviation Administration
(FAA) in the US has issued several restrictions on drone
operations compared to the European environment. Pilots
must obtain a Part 107 (certificate for commercial drone
operations) certificate and register their UAVSs to be allowed
to fly over USA [197].

On top of the rules mentioned above, the UAV sec-
tor, especially in the EU, is affected by other regulations.
These include the Recommendation on Cybersecurity of 5G
Networks, General Data Protection Regulation (GDPR), the
NIS Directive (involves the aviation sector), the Electronic
Communications Code (involves electronics communica-
tions), and the Cyber Security Act (involves cyber security
certification of devices and applications) that cover differ-
ent aspects of security and privacy that are all directly or
indirectly connected to a UAV. Especially regarding the
cybersecurity Act, UAVs will need to be certified by a
National Certification Authority in terms of cyber security,
following the certification framework that the EU is building
[33].

6. Open Issues and future directions

Although several solutions have been proposed to ad-
dress the security and safety of IoD, several issues are
still open and need the efforts of researchers and industry
personnel.

6.1. Tracking and compliance for
drone-to-everything services using blockchain
technology

The tracking of components that go into drone-to-everything

services is critical for ensuring safety and regulatory com-
pliance. Blockchain technology can be used to store [oT data
on shared blockchain ledgers, enabling all parties to identify
the origin of components throughout the drone’s life. The
security and privacy of sharing this information should be
carefully investigated. The key security issue is performing
secure, easy, and cost-effective access authentication and
authorization for drone-to-everything services. In addition,
the drivers’ mobility pattern is a crucial privacy issue that an
attacker can learn and use for tracking the component that
goes into drone-to-everything services. Thus, exploring ef-
ficient and privacy-preserving schemes based on blockchain
technology is crucial to secure component tracking and
compliance.

6.2. Novel Intrusion Detection Systems

Most IDS solutions in IoD focus on detecting intrusions
related to wireless communications among UAVs and the
ground station, but they do not cover other intrusions asso-
ciated with the compromise of the ground control station,
the drone, or intrusions that bypass the cloud system to
manipulate stored data. Thus, future research should focus
on designing novel IDSs that consider the following:

o Extension of IDS research: It is recommended that fu-
ture research extend the IDSs to secure other compo-
nents of oD, such as drones, ground control systems,
and cloud servers, and investigate their performance
in detecting attacks. Another important aspect is the
constant change of the network topology, similar to
a vehicular network [151]. Methods that can cope
with the highly dynamic situations must be developed
[291] and tested in realistic scenarios, taking into
consideration the interconnection with other systems
as well.

e [IDS Dataset for loD: Most IDSs are tested on net-
work simulators or evaluated using real experiments.
They are not tested on drone datasets, except for Baig
et al. [30] that used DJI Phantom 4 drone dataset.
As presented in Section 5.3.4, the IDSs for IoD are
tested under non-IoD network traffic datasets such as
KDDCup99, NSL-KDD, UNSW-NB15, Kyoto, and
CICIDS2017. Similar to IDSs in different fields [165,
269, 149, 140], the research community needs to
create a Benchmark IDS dataset [281] for loD, which
consists of attacks and legitimate traffic and considers
specific features of a UAV. This will help attract
research attention in designing, evaluating, and com-
paring different IDS solutions for IoD.

e Adversarial learning: Adversarial machine learning is
a technique that aims to deceive the learning model by
manipulating the input data, which causes the model
to misclassify the data. Adversarial attacks on IDSs
in IoD must also be investigated, similar to the work
presented in [25], where attackers manipulated the
IDS itself to report false alarms, either negative or pos-
itive. As many IDSs are designed based on machine
learning, future research should focus on fortifying
the IDS by generating adversarial samples through
Generative Adversarial Networks (GAN) and training
the IDS model on them.

6.3. Security and safety co-engineering lifecycle
management

Secure software development lifecycle (SSDL) is a
framework that integrates security into the different phases
of the software development lifecycle, i.e., requirements,
design, implementation, verification, and release. Develop-
ment of safety and security co-engineering lifecycle has
already been addressed in cyber-physical systems and em-
bedded systems [285, 264, 239, 304], which integrates safety
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and security development lifecycle in a coordinated way.
Likewise, this integration could be considered as a research
direction in the context of IoDs by focusing on three levels:
risk analysis, countermeasures, and testing.

6.3.1. Interdependent security and safety risks

The interdependencies between cyber and safety risks
examine how cyberattacks affect the physical world and
compromise safety properties. Similarly, they examine how
safety risks compromise cyber security objectives. In [157],
several risk analysis approaches integrating security and
safety risks have been proposed for cyber-physical systems.
In the context of IoD, it is recommended to follow the same
approach by jointly analyzing aspects related to security and
safety. To this end, many formal methods can be leveraged,
such as fault tree analysis and attack tree analysis, that
consider both security and safety.

6.3.2. Interdependent security and safety
countermeasures

Kriaa et al. [157] defined four types of security-safety
interactions, i.e., conditional dependency (fulfillment of se-
curity requirements conditions safety and vice versa), mutual
reinforcement (fulfillment of safety requirements contributes
to security, or vice-versa), antagonism (safety and security
requirements or measures lead to conflicting situations), and
independency (there are no interactions between security
and safety). Research efforts should consider conditional
dependency and antagonism interactions. One example of
security conditioning safety is that an IPS/IDS incorrectly
classifies regular messages as malicious. Hence, it could
affect the correct functionality of drones and compromise
their safety.

6.3.3. Combined security and safety testing

Before deploying the different components of IoD, it is
of paramount importance to test them to ensure that security
and safety requirements are met. It has been shown in [157]
that there are four types of interactions between security and
safety. Similar to other domains [285], it would be recom-
mended to develop testing and validation methodologies that
combine security and safety properties in loD.

6.4. Formal verification of IoD security

As discussed in this survey, the IoD represents a com-
plex cyber-physical system that combines diverse multidis-
ciplinary techniques. Therefore, governing the security issue
of this system remains challenging. One research area that
needs the focus of academic and industrial researchers is the
formal validation of designed protocols and techniques, es-
pecially those related to security and safety. More precisely,
proposed security and safety solutions must be formally
proved secure to avoid disastrous consequences, primarily
when IoD is used in civilian applications.

The modeling of security solutions must consider the
complex aspects of the UAV as a standalone system and the
network aspects when drones operate as a connected fleet.
The actual adoption of IoD in civil applications has revealed

that drones can operate well alone but fail to handle network-
based attacks.

6.5. UAV integration with other networks

The IoD is integrated with different networks, such as
5G, IoT, Wi-Fi, and vehicular networks. This integration
allows using drones as a supporting platform to improve
communication performance and network coverage. On the
other hand, the combined network will be exposed to emerg-
ing and complex attacks originating from IoD to harm other
networks and vice-versa. These emerging attacks should be
investigated using different methods, such as attack trees
and attack graph analysis. This integration also requires re-
thinking the protocols to cope with the resource-constrained
drones. We identify two types of protocols: the drones could
switch to different networks during their missions, and hence
they should ensure seamless, secure communication and
continuous connectivity. The IoD could play the role of a
relay between nodes in a network, e.g., vehicular networks.
It is crucial to design an integration architecture that consid-
ers end-to-end communication and authentication protocols
executed across heterogeneous networks.

6.6. Lightweight cryptographic operations

In IoD, messages are continuously exchanged between
the drones and the GCS, which incurs high communication
overhead. As drones operate on battery and can fly long
distances, they require lightweight cryptographic protocols
to secure oD communication. To this end, some techniques
could be investigated such as single-round function [224], or
lightweight quantum cryptography [170, 162].

As IoD is characterized by highly dynamic topology, a
dynamic cryptographic approach could also be investigated
[194]. It has been recommended in [173] that drones should
use homomorphic encryption to aggregate several cipher-
texts into a single ciphertext without the need for decryption.
More efforts could be made to further improve the efficiency
of homomorphic encryption algorithms in IoD by getting
inspiration from other works [107, 287, 104].

6.7. Malware detection and prevention

It has been shown that drones could be infected by
malware [226]. However, there is no existing research on de-
tecting drone malware. In [297], the malware classification
model is proposed for ground control stations, but it was not
tested on a drone malware dataset. Instead, it was tested on
the Microsoft malware classification challenge dataset [225].

Malware detection is an old topic that has been well-
investigated by academia and industry. The detection of
malicious software depends on the operating system and
requires specific detection features. For instance, to detect
a WIN32 malicious application, the anti-malware solution
[100] needs to use features like opcodes, bytecodes, Portable
Executable (PE) metadata, and API calls. In the case of An-
droid OS, anti-malware solutions [136] extract features like
permissions, intents, and API calls to distinguish between
benign and malicious mobile applications. The embedded
applications in the drone run on specific operating systems
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such as RTOS [181]. Hence, to detect malicious drones,
the anti-malware solution has to consider features specific
to the drone OS, such as API calls and drone navigation
state with respect to altitude, position, velocity, acceleration,
and orientation [ 132]. Therefore, it is recommended that the
research community investigate the topic of drone malware
detection. In fact, there is still room for contributions by
taking inspiration from other solutions in the literature. They
can explore different approaches, such as malware detection
using static and/or dynamic analysis of the code, signature-
based detection, anomaly-based detection, supervised and
unsupervised learning, etc.

Cybercriminals have widely used ransomware against
desktop, mobile, IoT, and vehicle platforms [205, 54, 229,
118, 31]. The aim is to encrypt data or lock access to a system
until the victim pays a ransom. We predict that a ransomware
threat that targets drones could emerge in the short term, but
by taking another form, i.e., the cybercriminal hijacks the
drone and releases it when a ransom is paid. The research
community could think about this issue in advance, inspired
by earlier works, and come up with a malware detection
system that monitors the behavior of the compromised ap-
plication, and identifies the suspicious API calls in the early
stages before the ransomware attack happens.

Building a public dataset for drone malware is also an
option to boost this research direction, as done in other
domains such as mobile malware [347, 185, 164] and IoT
malware [180, 149].

6.8. Fleet of drones security

In a fleet of drones, the drones must cooperate to accom-
plish the group mission. If some drones are compromised or
faulty, the mission will be affected. To deal with this issue,
future research efforts should focus on there aspects: trust
management, federated learning, and privacy-preserving
collaborative learning

6.8.1. Trust management

To secure IoD security and ensure the fulfillment of
its mission, it is important to detect compromised/faulty
drones and isolate/repair them. This can be achieved by
implementing a trust management mechanism that observes
the behavior of drones and assigns trust or reputation values
to them, which helps identify trustworthy and rogue nodes.
Trust management in IoD is not well-investigated [91]. To
this end, researchers could get inspiration from trust manage-
ment solutions in other fields, such as IoT [20] and vehicular
networks [78].

6.8.2. Federated learning

Federated learning is a technique that trains machine
learning techniques across different devices holding local
data without exchanging them. The devices exchange param-
eters, i.e., weights and biases in the case of deep learning,
to build a global model shared by all nodes. For instance,
each drone has a different mission experience and is targeted
by other attacks. Thus, future research should investigate

how to leverage federated learning and build a more robust
collaborative IDS by combining the different local models.

6.8.3. Privacy-preserving collaborative learning

Fleets of drones have to adopt a collaborative model to
accomplish their missions. This collaboration should ensure
the privacy of sensitive data and learning models. In [43],
three privacy concerns are identified, i.e., concerns related
to sensitive input data during model training, during model
prediction, and model sharing with other participants. If the
learning process in IoD comprises private information, these
concerns need to be addressed in the future work.

6.9. Policies and regulations
Governments should adopt some regulations to ensure
the safety of people and properties:

e Firmer laws: Strict laws must be considered to give
licenses and authorization to people who want to fly
drones. Also, there should be punishments for the
illegal use of drones or when drones fly over vital or
forbidden areas.

e Implementation of in-depth controls: In-depth con-
trols should be implemented to protect people and
properties from the threats coming from drones, which
could result in physical damage and human casualties.
To this end, controls could be implemented through
in-depth defense layers: deterrent, preventive, detec-
tive, and corrective, i.e., they occur when an issue is
detected.

e Security governance in IoD: A security governance
approach should be applied by the organizations that
own or operate IoD to ensure their cyber and physical
security. It involves people’s roles and responsibili-
ties, implementation of countermeasures, security and
safety testing, and incidence response plans in case of
a security breach or mission failure. Another aspect
of security governance is to provide drone security
training for drone operators so that they can under-
stand the cyber and physical threats, how to deal with
cyber and physical incidents, how to make the drone
return home safely, and how to protect the critical
infrastructure and assets of the organization against
malicious drones.

6.10. Incident response and mission continuity
Incident response and business continuity plans are the
key components of security strategies in organizations. The
incident response aims to respond to and recover from inci-
dents, whereas business continuity aims to limit the impact
of incidents and ensure the timely resumption of essential
operations. In the context of IoD, we can inspire security
strategies to develop an incident response plan that indicates
how to deal with all incidents that could occur in IoD. As
the objective of IoD is to accomplish their missions, we
can also think about mission continuity instead of business
continuity to deal with how drones could ensure the timely
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Table 16

Prioritized open issues in loD
Open issue topic Risk Countermeasure Priority Priority
Value Effectiveness Importance | Ranking
Tracking and compliance for drone-to-everything | Insignificant Preventive 3 Low
services using blockchain technology
Novel Intrusion Detection Systems Extreme Detective 10 Medium
Security and safety co-engineering lifecycle manage- Extreme Preventive 15 High
ment
Formal verification of loD security Extreme Preventive 15 High
UAV integration with other networks Extreme Preventive 15 High
Lightweight cryptographic operations Extreme Preventive 15 High
Malware detection and prevention Medium Preventive 9 Medium
Fleet of drones security Extreme Detective 10 Medium
Policies and regulations Extreme Preventive 15 High
Incident response and mission continuity Extreme Recovery 5 Low
resumption of their operations and missions. To this end,
it is vital to think about designing fault-tolerant and attack-
tolerant solutions that ensure mission COIltiIlllity. Countermeasure | Countermeasure Effectiveness
Preventive 3
6.11. Ranked open issues in IoD Detective 2
In this section, we suggest ranking the above-mentioned Recovery 1

topics related to open issues, as shown in Table 16, to iden-
tify which topics require greater attention from the research
community. To this end, we propose a formal approach that
considers two parameters:

e Risk Value: Each one of the above topics aims to
address some attacks. We give priority to the topics
that are associated with attacks of higher risk values.
We use the risk values that are defined in Section
4.6, and range from Insignificant to Extreme, and are
assigned the following values:

Qualitative value | Quantitative value
Insignificant 1
Low 2
Medium 3
High 4
Extreme 5

o Countermeasure Effectiveness: Research efforts should
focus on proposing security countermeasures with
higher effectiveness. The countermeasures are clas-
sified as: preventive, detective, and recovery.

— The preventive countermeasures are the most
effective, as they prevent the occurrence of the
incident.

— The detective countermeasures act when the in-
cident occurs.

— The recovery countermeasures act after an inci-
dent occurs.

For each countermeasure type, we assign the follow-
ing effectiveness values:

We define the Priority Importance using the following
formula:

Risk Value X Countermeasure E f fectiveness

Based on the Priority Importance value, we define the
Priority Ranking of the topic as follows:

Priorit Low if Priority Importance € [1, 5]
Rankiny Medium if Priority Importance € [6, 10]
& High if Priority Importance € [11,15]

From Table 16, we can observe that most of the topics
are associated with Extreme risks, which target the drone
and its fine-grained assets, as shown in Table 8 and Table
9. The risk associated with tracking and compliance for
drone-to-everything services using blockchain technology
topic is insignificant, as it targets blockchain services, which
are deployed in secure environments. In Table, 8, the risk
of compromising the drone, specifically the flight control
system, is Medium.

Our proposed ranking approach shows that:

e The following five topics require high attention:

Security and safety co-engineering lifecycle man-
agement.

Formal verification of IoD security.

UAV integration with other networks.

Lightweight cryptographic operations.

Policies and regulations.
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e The following three topics require medium attention:

— Novel intrusion detection systems.
— Malware detection and prevention.

— Fleet of drone security.
e The following two topics require low attention:

— Tracking and compliance for drone-to-everything
services using blockchain technology.

— Incident response and mission continuity.

7. Conclusion

In this paper, we have provided a comprehensive survey
related to the cyber and physical security of the Internet
of Drones (IoD). Previous security-focused surveys on IoD
had a limited scope and focused on classifying the various
attacks and threats with partial coverage of cybersecurity
countermeasures. We have attempted to address these gaps
in this survey and presented various novelties that are not
present in the existing literature. Specifically, we have pro-
posed three taxonomies that are related to (i) assets of
drones, (ii) attacks, and (iii) countermeasures. The proposed
taxonomies allow finer-level of granularity for asset iden-
tification, which allows broader identification of possible
attacks. Additionally, we have evaluated the IoD risks and
identified their impacts using a novel concept, named Chain
of Impact. We have also proposed a taxonomy of techni-
cal and non-technical countermeasures according to two
implementation phases: Pre-incident, and Post-incident. In
addition, we have presented the countermeasures along with
their performance results and limitations. Finally, we have
identified the open issues and suggested future research di-
rections for IoD security. We have ranked the identified open
issues according to the level of attention they should receive
from the research community. Particularly, the interaction
between security and safety, formal verification of IoD secu-
rity, UAV integration with other networks, lightweight cryp-
tographic operations, and policies and regulations should be
given the highest priority.

Nomenclature
ABFT Advanced Byzantine Fault Tolerance
AEAD Authenticated Encryption with Associative Data
AGTO Artificial Gorilla Troops Optimizer
AS Access Stratum
BFT Byzantine Fault Tolerance
BPV Boyko-Peinado-Venkatesan
BS Base Station
CFI Control-Flow Integrity
CL Communication Loss
CP Cyber-Physical Fine-Grained Assets
CPS Cyber-Physical System
CY Cyber Fine-Grained Assets
DB Deep Belief Network
DC Data Compromise
DD Drone Damage
DDC Data Delivery and Collection
DDRRT Dynamic Domain RRT
DH Drone Hijacking
DoS Denial of Service
DT Drone Capture
DTN Delay Tolerant Network
ECDH Elliptic Curve Diffie-Hellman
EI Environmental Impact
FAA Federal Aviation Administration
FANET Flying Ad-hoc Network
FSM Finite State Machine
GAN Generative Adversarial Network
GCS Ground Control Station
TGCS Trusted Ground Control Station
GDPR General Data Protection Regulation
GRS Ground Relay Station
GL GPS Loss
HD Health Data
ICS Industrial Control System
IDS Intrusion Detection System
IoFT Internet of Flying Things
IoD Internet of Drones
IoE Internet of Everything
MAC Message Authentication Code
MEC Mobile Edge Computing
MCA Mobile Certification Authority
MSE Mean Square Error
PBFT Practical Byzantine Fault Tolerance
PCA Principal Component Analysis
PE Portable Executable
PHS Physical Systems
PHO Physical Objects
PL Payload Loss
POS Proof-of-Stake
PRM Probabilistic Roadmap
PSNR Peak Signal-to-Noise Ratio
ROR Real Or Random
ROS Robot Operating System
ROTA Real-time Object Tracking Application
RRT Rapidly-exploring Random Tree
RTOS Real-Time Operating System
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SADDLE Secure Aerial Data Delivery with Lightweight
Encryption

SSDL Secure Software Development Lifecycle

STL Self-Taught Learning

™ Trajectory Manipulation

OD Operation Disruption

UA Unauthenticated Access

UAS Unmanned Aerial System

UAV Unmanned Aerial Vehicle

VANET Vehicular Ad-hoc Network

ZRP Zone Routing Protocol
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