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Abstract

Hand vein images have become important biometric signs used for identification systems. Also,
dorsal hand vein images have noteworthy advantages in terms of reliability and contactless proce-
dure. Surgically changing the vascular pattern under the skin is extremely difficult. Therefore, the
use of such patterns in identity recognition applications is increasing day by day. In this context,
many studies have been carried out in essential areas such as image acquisition for different tex-
tures, image preprocessing, data security, image feature extraction and recognition. In this article, a
new dorsal hand vein identification application has been carried out with the chaos-based security
mechanism to protect personal data and the Improved SURF method to reduce the error matches of
traditional SURF method in the current application. There are two improvements in the presented
system. The first one finds the features representing only the vein segments, not the remaining tissue
or hairly parts. The second one eliminates the mismatching points to increase the accuracy.

Both encryption and data hiding techniques are preferred together to protect person data. In ad-
dition, dorsal hand vein images taken with a camera for matching and recorded in the database of the
people have been improved with the newly developed I-SURF feature extraction method. Thereby,
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with the developed application, in addition to keeping the personal identity information securely
in the database with chaos-based methods, higher accuracy rate has been achieved in matching the
new image taken with the camera.
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1. Introduction

Biometrics; it allows to identify people according to human physical characteristics that vary
from person to person, such as face, fingerprint, iris, gait. Surgically changing the vascular pattern
under the skin, which is another physical characteristic, is extremely difficult [1, 2]. Thus, a biomet-
ric system created using dorsal hand vein patterns that are unique from person to person is extremely
safe [3]. The fact that the vein patterns are largely hidden under the skin and difficult to steal or
view under visible light makes it advantageous to be preferred in identification applications. The
fact that vascular patterns are largely hidden under the skin and that they are difficult to get illegally
or scan under visible light make it advantageous to be preferred in identification applications.

Performing verification and recognition from vein patterns on the dorsal hand has many ad-
vantages over other pattern recognition systems (such as fingerprint, palm print, finger vein). One
of the most important advantages of this is the contactless and sterile identification and verification
processes during the acquisition of the images [4]. In the literature, vein recognition technology
includes image acquisition, image preprocessing, feature extraction and recognition, respectively
[5].

Most of the proposed methods for feature extraction use tissue or pattern information extracted
from vein images to characterize the vein model. Based on vein recognition studies, it can be said
that there are three different feature extraction groups. The first of these is a method based on geom-
etry. These methods use vascular structure information. Geometry-based feature extraction methods
such as mean curvature [6], extreme graph of directional fields (EGDF) [7] Gabor filter [8, 9, 10, 11]
and the maximal intra-neighbor difference (MIND) vectors [12] are affected by rotation and scaling
of vein images. Methods such as Local Binary Pattern (LBP) [13] and the Local Derivative Pattern
(LDP) [14, 15], the local triple model Local Ternary Patterns (LTP) [16] extract various statistical
data from vein images. These statistical methods can show a gray histogram distribution of the vein
image. However, these methods lose positional information on the vascular tissue. In addition, these
methods are sensitive to rotation and scale changes. Therefore, they are not suitable methods for
contactless vein recognition. The third feature extraction methods are local invariant feature based
methods. Some of these are the SIFT [17] and SURF [18] methods, which are not affected by both
rotation scaling and rotation.
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When the previous studies on dorsal hand vein recognition applications are examined, it is seen
that the extraction of local invariant features is more suitable for contactless recognition. Because
local invariant properties are not affected by changes such as rotation, scale and depth. However,
many challenges were encountered in practice. Because of various noises, hairy areas in tissue,
and low-contrast pattern, feature points obtained from vein images may be relatively low. For these
reasons, such challenges can be overcome by increasing the image contrast and applying noise
canceling filters.

Irrelevant areas need to be removed in order to speed up image processing processes and obtain
crucial key-points. After extraction of the target Region of Interest (RoI), various image processing
steps are performed and the images are ready for key-point detection. While these processes are
necessary for key-point extraction, traditional local feature extraction methods cannot fully detect
crucial key-points. One of the traditional and popular feature extraction methods, SURF does not
only detect key-points on the relevant vein pattern. In addition, the method finds key-points in hairy
areas and tissues other than the vein area. This causes both a decrease in accuracy and an increase
in time for feature matching.

Chaos is an important discipline that is seemingly disordered but has a special order to it, and
studies non-linear events. The discipline is used in many fields such as communication [19], security
[20], medicine [21, 22], control [23], random number generators [24, 25, 26], and its usage areas
are becoming increasingly common.

Today, chaos theory has been applied to secure communication with many new methods [27],
and chaotic systems are used in many areas such as encryption, data hiding, and random number
generators. For example, Datcu et al. [28] carried out an encryption application with pseudo-
random number generator design. Ahmad et al. [29] carried out a study on confusing and diffusing
the image pixels by utilizing the chaotic system. Liao et al. [30], on the other hand, proposed a
chaos-based random number generator design.

The main contributions made in this study are: (1) We encrypt identity data taken from in-
dividuals for identification randomly with a chaotic system in the preprocessing, and then hide it
more than once in random coordinates in the image using the LSB method, again chaotically; (2)
in the process of matching images, we develop Improved SURF (I-SURF) method to increase the
accuracy of matching features obtained from dorsal vein images.

In the article’s scope, after the introduction section, discrete-time chaotic systems used in en-
cryption and data hiding applications, their dynamical analyzes and the designed security and au-
thentication method are explained. In the third section, the chaos-based random number generator
design, analysis and text encryption application, and in the fourth section, the methods developed to
recover the data with data hiding application without corruption are mentioned. In the fifth section,
advantages of I-SURF method are shown by matching data and applying identification. In the sixth
section, an interface design is made so that the application can be easily used by users. In the last
section, the conclusion and future work are mentioned.
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2. The Chaotic Maps Used in the Study and A Novel Security Method Design

2.1. Discrete-Time Chaotic Maps

In this article study, two one-dimensional different discrete-time chaotic systems are used for
encryption and data hiding. Cubic Map, the first of these chaotic systems, is used to encrypt identity
data received from a person who registered in the application database. Ricker’s Population Model,
which is another preferred chaotic system, is preferred for determining coordinates of dorsal vein
images of the person in order to hide the encrypted data within the images. The reason for using
the one-dimensional discrete-time chaotic systems is that such systems have much faster processing
times than continuous-time systems.

The equation for Cubic Map is given in Equation 1, and the equation for Ricker’s Population
Model Map is given in Equation 2.

Xn+1 = AXn(1−X2
n) (1)

Parameter A in Equation 1 is taken as 3 in this article study. If the initial condition is X0, it is
set to 0.1. For Equation 2, if the value of parameter A is 20 and its initial condition is X0, it is set to
0.1.

Xn+1 = AXne
−Xn (2)

There are many preferred analysis methods to understand whether a system is chaotic. Be-
haviors of the system in a certain time (time series), phase portraits, examination of bifurcation
diagrams are some of these analysis methods. With these methods, it can be decided whether the
system is chaotic or not. These analyzes will be discussed in the next subsection of the section.

2.1.1. Time Series Analysis

A time series is a graph of data showing how the parameters of a system behave over time [31].
The time series of values in the range X0 −X200 calculated using Equation 1 is shown in Figure 1.
In addition, the time series of values in the range of X0−X200 calculated using Equation 2 is given
in Figure 2.
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Figure 1: The time series of Cubic Map for Xn

Figure 2: The time series of Ricker’s Population Model for Xn
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The time series shown in Figure 1 and Figure 2 are observed as a non-periodic signal with
random behavior. It is also shown in Figure 3 and 4 that they are sensitively dependent on initial
conditions. Because of these features, the two systems show chaotic behavior and are suitable for
security applications.

Figure 3: Initial condition sensitivity for Cubic Map

Figure 4: Initial condition sensitivity for Ricker’s Population Model

Initial condition of the Cubic Map nonlinear system given in Equation 1 and Figure 3, and
Ricker’s Population Model nonlinear system given in Equation 2 and Figure 4 are shown the time
series of Xn values found by calculating 200 steps at 0.1 and 0.1 + 10−17 values. According to the
Figure 3, the first 30 steps are the same, but after 30 steps all the values are different. According to
the figure, even a 10−17 change in the initial condition affects the result. Thus, the encrypted data
cannot be decrypted properly, as the random numbers will not be the same as the random numbers
used to encrypt the identity information of the person. In the Figure 4, the first 80 steps are the
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same and all the next values are different. According to the figure, coordinates of encrypted identity
data hidden inside dorsal vein images cannot be found properly and the encrypted data cannot be
obtained properly.

2.1.2. Phase Portraits

Since both nonlinear systems used in this study are one-dimensional, one phase portrait anal-
ysis is performed. The x-axis of the phase portraits is Xn, and the y-axis is Xn+1. Phase portraits
according to values calculated in 100 thousand steps are shown in Figure 5 and Figure 6.

Figure 5: The Phase portrait of Cubic Map

Figure 6: The Phase portrait of Ricker’s Population Model

In Figure 5 and Figure 6, Xn and Xn+1 take values in a certain order relative to each other.
At the same time, it can be said that these nonlinear systems are chaotic because they take different
values at each step.
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2.1.3. Bifurcation Diagram

One of the analysis methods to understand whether a system is chaotic is to examine bifurcation
diagrams. By means of the method, which is plotted with the bifurcations that occur when the
system parameters change, it is possible to analyze chaoticity of the system as well as at which
points it is chaotic or not.

Figure 7: The bifurcation diagram of Cubic Map according to A parameter

The value of parameter A in the Cubic map system is given between 1 and 3, and the bifurcation
diagram is shown in Figure 7. In the figure, it is seen that the chaotic range of the system is 2.3 – 3.
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The value of parameter A in the Ricker’s Population Model system is given between 10 and
25, and the bifurcation diagram is shown in Figure 8. In this figure, it is seen that the chaotic range
of the system is 15 – 22.2.

Figure 8: The bifurcation diagram of Ricker’s Population Model according to A parameter

2.2. A novel security and authentication method

In this section, all steps performed in the article study are explained in summary form in a
block diagram. When the block diagram given in Figure 9 is examined, firstly a raw image is taken
from a IR camera module and the steps are started. In the registration step, Region of Interest (RoI)
is extracted from the images and vein patterns in the region are processed. The resulting images are
processed with Gray Level conversion, Gaussian Filter, and Contrast Limited Adaptive Histogram
Equalization (CLAHE), respectively, to reveal the vein pattern.

After the image processing steps, numbers required for security operations are generated with
a random number generator, and identity information received from people is encrypted with the
numbers. Then, to increase security, the encrypted information is hidden in the LSB of pixels
whose coordinates in the image are found by other generated random number generators in binary
number format. In the last step, key-points are extracted from the processed images and saved to an
identification database.

In the verification step, the real-time hand image taken by the camera is passed through the
image processing steps again, and then key-point extraction is performed on the processed image.
The key-points of images in the database are matched with the key-points of the image, and the
verification processes are completed as “Accept” or “Reject”.
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Figure 9: The general block diagram of security and authentication method

After the general explanation of the block diagram, details of the steps given in the diagram
will be explained separately in the next sections. Also, after the detailed explanation of the diagram,
an interface design will be introduced in Section 6 to show and facilitate the use of the work done.

3. Random Number Generator Design

Chaos-based random number generation method is given in Algorithm 1. According to the
algorithm, the system parameters must be entered initially. Since two different systems are used,
the values of 3 are entered when using Cubic Map and 20 when using Ricker’s Population Model.
Since a 1 Mb random number array is required for statistical tests, 1,000,000/16 = 62500 steps are
calculated, considering that 16-least significant bit is selected at each step. At each of the 62500
steps, float point number obtained from a chaotic system is converted to a 32-bit binary number.
The 16-least significant bits of the binary number are then inserted into the random number array.
Hereby, the 1-Mb random number array is created for both systems.

Random numbers obtained from the Cubic Map system are used in text encryption of a person
data. Additionally, Random numbers obtained from the Ricker’s Population Model system are used
to determine coordinates of a dorsal hand vein image matrix overlaying the text data encrypted
with the Cubic Map system. After the generation phase, statistical tests should be made for the
performance of random numbers and their use in some applications. After the generation phase,
statistical tests are performed to analyze the performance of random numbers and to use them in
some applications.
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Algorithm 1: Random Number Generator Algorithm Pseudo Code
Result: Ready to use 10000000 random number
Start
Entering system parameters → (A=3 for Cubic Map, A=20 for Ricker’s Population Model);
Entering initial condition → (x0 = 0.1)
Number of steps → 62500
Constant → 0
for i = 0:Number of steps do

32bit random=float to 32 bit binary (x(i))
for j = 17 : 32 do

Constant = Constant+1
random number(Constant) = 32bit random(j)

end
end
End

3.1. Randomness Tests

NIST-800-22 and ENT tests are used for randomness performance of the numbers generated
in this article, as they are internationally accepted and widely used. There are 16 different statistical
tests in the NIST-800-22 test, which analyze the randomness of bit array. [32]. In order for the bit
array subjected to the NIST-800-22 test to be successful, it must pass these tests successfully. In
the NIST-800-22 test, the results are measured according to the P-value, which can be changed. For
example, if the P-value of 0.001 is chosen as a condition, the P-value must be greater than 0.001 for
a test to be successful.

Random numbers obtained from the two discrete-time chaotic systems used in the article suc-
cessfully passed all NIST-800-22 tests and the results are given in Table 1. According to the table,
the numbers that pass all tests are suitable for encryption and data hiding applications.
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Table 1: NIST-800-22 Test Results
NIST-800-22 Tests P-Value

Cubic Map
Ricker’s

Population
Model

1) Frequency Monobit 0.6469 0.9664
2) Frequency Test within.. 0.9229 0.2834
3) Run Test 0.1756 0.5511
4) Test fort he longest 0.2538 0.0702
5) Binary Matrix Rank 0.9561 0.6217
6) Discreate Fourier Transform 0.5149 0.0706
7) Non overlopping 0.0032 0.0201
8) Overlapping Temp 0.0082 0.7046
9) Maurier’s Universal 0.6904 0.4755
10) Linear Complexity 0.6322 0.5529
11) Serial Test 0.9292 0.1495
12) Approximate Entropi 0.0441 0.7468
13) Cumulative Sums(Forward) Test 0.1987 0.8852
14) Random Excursion Test 0.8418 0.9201
15) Random Excursion Variant Test 0.3074 0.8561

Another reliable test for randomness, the ENT test, is a test application developed by John
Walker that applies various tests to byte arrays produced by pseudo-random number generator ap-
plications [33]. There are 5 different statistical tests in the ENT test that define randomness in a bit
array. The mean values of the ENT test results of the random numbers obtained from the two sys-
tems are given in Table 2. In order for the test results to be successful, the arithmetic mean should
be close to 128, the entropy should be close to 8, the optimum compression value should be close
to 0, and the Monte Carlo π estimation should be close to 0. According to the table, it is seen that
the random numbers passed all tests successfully.
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Table 2: ENT Test Results

ENT Tests Cubic Map
Ricker’s

Population Model

1) Arithmetic Mean 127.4999 127.2764
2) Entropy 7.9985 7.9986
3) Optimum Compression 0.00087466 -0.0015484
4) Chi-Square 263.5894 239.9391

5) Monte Carlo π Estima-
tion

3.1652
(0.0075051)

3.1389 (0.000867)

3.2. Text Encryption Application

The pseudocode of chaos-based text encryption application is given in the Algorithm 2. In the
algorithm, first all the characters of text to be encrypted are converted to double numbers according
to their ASCII values. As a second step, random numbers with random number variables obtained
by using the Cubic system in the Algorithm 1 are obtained as 8-Bits. The 8-Bit array are converted
from 8-Bit binary to decimal values. As the last step, the XOR operation is performed with the dou-
ble values and the decimal values. The encryption process is completed when the values obtained
after the XOR operation are converted into characters according to ASCII values.

Algorithm 2: Text encryption algorithm pseudo code
Result: Encrypted Text
Start
for i = 1:length of text do

double text=char to double (text(i))
decimal random=Binary to decimal (random number((i-1)*8+1: (i-1)*8+8))
new text (i) = bitxor(double text, decimal random)

end
encrypted text = double to char (new text)
End

In the interface application given as an example in Figure 10, after a user enters personal
information, the information is received as a whole in text format. Encryption is performed with
Algorithm 2. For example, the first character of text, the letter P, corresponds to the number 80
in ASCII characters code. The first 8-Bit of the random numbers obtained using the Cubic Map
system in the Algorithm 1 corresponds to 11111110 and the decimal equivalent is 254. As seen in
Algorithm 2, the XOR operation is performed with numbers of 254 and 80, and the result is 174.
Since the ASCII equivalent of this value is the ’®’ character, the first character of the encrypted text
becomes ’®’.
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Figure 10: Text Encryption Interface Screen

4. Data Hiding Application

For two-stage security, the data encrypted in the article study is also subjected to data hiding.
Dorsal vein images are used for data hiding. In order to hide the encrypted text data in a dorsal
vein image, first, the image coordinates need to be determined. For this, random numbers obtained
by using Ricker’s Population Model system in Algorithm 1 are used to calculate rows and columns
where the data will be hidden, as shown in Algorithm 3.

Algorithm 3: Coordinate determination algorithm pseudo code
Result: Ready to use line up the length of text coordinates of rows and columns
Start
[row column]=size(image)
series = 1: row* column
for i = 1:length of text * 8 do

value=fix ( mod ( x ( i ) , ( 0.0065536-0.0000001* ( i - 1 ) ) ) * 1∧7 )
row series ( i ) = ceil (series (value) / column )
column series ( i ) = mod( series ( value ) ,column)
series(i) = delete

end
End
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According to the Algorithm 3, firstly rows and columns of a person’s dorsal vein image are
obtained. An array with variable name series is obtained as numbers of elements of the image
matrix. Values of the Ricker’s Population Model system are subject to mod operation starting with
the first step 0.0065535. When the result of the mode operation is divided by the number of the
column and then the value obtained is rounded up, the row value for which the data will be hidden
in the image is obtained. In addition, the remainder obtained after dividing the result of the mode
operation by the number of the column is the column value for which the data will be hidden in the
image. For example, the initial value of the Ricker’s Population Model system is 0.1. When the
value of 0.1 is substituted for x(i) in the 5th line of Algorithm 3, the result becomes 16960. Since it
is the first step, element 16960 corresponds to 16960 in the array. In a 256x256 dorsal vein image,
this value is 67 using the 6th row of Algorithm 3. The value of the column is 64 using the 7th row.
After these results, the first bit of the first value in the encrypted text is put into the least significant
bit (LSB) of the pixel in the 67th row and 64th column of the dorsal vein image. Finally, in order
to prevent repetitive numbers and to avoid losses in data extraction, the value 16960 is deleted from
the array so that it is not selected again.

Algorithm 4: Data Hidden algorithm pseudo code
Result: Data is hidden
Start
[row column]=size(image)
for i = 1:length of text * 8 do

value = image( row series(i) , column series(i) )
8bit = decimal to 8 bit binary (value)
8bit(8)= encrypted text(i)

end
End

Algorithm 4 was applied to hide the encrypted data after the Algorithm 3 stage was finished.
In the Algorithm 4, the data is converted to 8-bit binary arrays. After the first bit of the array is
placed in the LSB bit of the pixel in the 67th row and 64th column of the image, the next coordinate
is calculated to place the second bit of the array. This process continues for 8 times the text length.
Thus, the data encrypted with the random numbers obtained from the Cubic Map chaotic system is
hidden in the image with the random numbers obtained from the Ricker’s Population Model chaotic
system.

4.1. Hiding Duplicated Data into Dorsal Vein Image

Data hidden inside a dorsal vein image may be lost due to data loss, noise, rotation, size
reduction, etc. For this, it may be necessary to hide the chaotic encrypted data into the the image
multiple times. Thus, although the data hiding speed decreases, data that cannot be obtained because
of data loss and noise can be recovered. Accordingly, the loop in the Algorithm 3 is realized not
by the number of bits of the encrypted data, but by multiplying this number of bits by a specified
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Table 3: Impact of Data Duplication on Data Hiding

Data Size SSIM MSE PSNR NC
TIME
(sn)

1 0.9999 0.0057 70.5552 0.9999 0.014
10 0.9999 0.0591 60.4174 0.9998 0.071
20 0.9998 0.1183 57.4132 0.9997 0.097
40 0.9997 0.2369 54.3856 0.9995 0.121
80 0.9995 0.4732 51.3807 0.9992 0.192

number. For example, in this study, the encrypted data is duplicated 10, 20, 40 and 80 times and then
hidden inside the image. The number of characters of the encrypted data is 97 in the example given
in Figure 10. If the encrypted data is hidden once, 776 different coordinates are required since each
character consists of 8 bits. However, if the data is to be written 10 times, 7760 different coordinates
must be found. From another point of view, the data can be hidden in different coordinates up to 84
times in a 256x256 image. Thus, the specified amount of data can be hidden in the image.

Because of duplicating and hiding the data, according to analysis results shown in Table 3,
the Structural Similarity Index Measure (SSIM) value close to 1 shows that the two images are
structurally similar. As a result of this analysis, it has been shown that there is not much change
in the images after the data is hidden. In Mean Squared Error (MSE) analysis, if the MSE value is
close to 0, it shows how many pixels have changed between the original and the modified image.
As a result of the analysis, it has also been observed that almost half of the pixels of the image in
which the data is hidden 80 times have changed.

MSE(I, I0) =
1

M ×N
×
∑M

y=1

∑N

x=1
[I − I0]

2

(3)

Since the Peak Signal-to-Noise Ratio (PSNR) and the MSE are inversely proportional, the large
differences between the obtained values show that the two images are more similar to each other.
In the analysis results of Table 3, the difference between the two analysis values decreases as the
amount of duplicated data increases, showing that the similarity between the two images decreases.
In addition, when examining in terms of time, we observe that the processing time increases as the
amount of duplicated data increases.

PSNR = 20× log10(
255√

MSE(I,I0)
) (4)
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4.2. Extraction of Hidden Data From Deformed and Noisy Image

Encrypted data hidden in dorsal vein images may not be obtained, even though it is encrypted
in the deformation and noise in the image. The reason for this is that there is a deformation in
pixels where the data is hidden and, as a result, the data is lost. The lost data is difficult to recover
because the deformed coordinates of the image are unknown. Therefore, by hiding the encrypted
data in over 1 different coordinates, the probability of obtaining the data is increased. For example,
a dorsal vein image in which encrypted data is hidden and 10% is deformed is shown in Figure 11.
The data extracted from the image in this figure is shown in Figure 12

Figure 11: A Deformed Image

Figure 12: Data Extracted From Deformed Image

In Figure 12, it is seen that the hidden data is not completely correct because 10% of the image
is deformed. We have developed a different method to solve the challenges in the data obtained with
some characters incorrectly. In this method, first, the length of the data is found, and it is determined
how many times the encrypted data is hidden in the image. After this determination, the first 10 data
in Figure 11 were obtained. In order to find the correct data, the characters of the 10 data obtained
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are compared on an index basis. Here, the most identical character from the characters in each index
is selected as the correct character. For example, since the P character is found 6 times in the first
indexes of 10 different obtained data, the first character in the result data is chosen as the P character.
After applying the same method for 97 characters, the encrypted data is successfully extracted.

Figure 13: 10% Salt-and-pepper Noisy Dorsal Vein Image

In Figure 13, there is a dorsal vein image where the encrypted data is hidden and exposed to
10% salt-and-pepper noise. The noise are made by randomly choosing coordinates of the image so
that the hidden data is exposed to the noise. However, since the data is hidden multiple times, the
data is still unaffected in some coordinates of the image. Figure 14 shows the data extracted from
the image.

Figure 14: Data Extracted From Salt-and-pepper Noisy Image

In order to extract the hidden data, we can also use the method used to extract the data from the
deformed dorsal vein image in the noisy dorsal vein image. First, the length of the data is found, and
it is determined how many times the encrypted data is hidden in the image. After this determination,
the first 10 data in Figure 14 were obtained. In order to find the correct data, the characters of the 10
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Table 4: Accurate Results of Data Extracted From Salt-and-Pepper Noisy and Deformed Images
Salt-and-Pepper Noise Deformed

Data Hiding
Number

%10 %30 %50 %5 %15 %30 %50

1 time X X X X X X X
10 times ✓ X X ✓ ✓ X X
20 times ✓ X X ✓ ✓ X X
40 times ✓ ✓ X ✓ ✓ ✓ X
80 times ✓ ✓ ✓ ✓ ✓ ✓ ✓

data obtained are compared on an index basis. Here, the most identical character from the characters
in each index is selected as the correct character. For example, since the T character is found 3 times
in the 24th indexes of 10 different obtained data, the 24th character in the result data is chosen as
the T character. This process is also applied for 97 characters of the hidden data.

In Table 4, the correct acquisition results of the data extracted from the salt-and-pepper noisy
and deformed vein image are given. When the table is analyzed, if the encrypted data is hidden
in the image only once, correct data is not extracted from both the salt-and-pepper noisy image
and the deformed image. However, when the data is placed in the image 80 times, correct data is
extracted from all the images. In hiding 10, 20 and 40 times, correct data is obtained from some data
extracted from the images, while false data is obtained from some of them. Of these three different
data hiding numbers, the most successful one is 40 times, and with this data hiding number, correct
data is obtained in all the images, except for 50% salt-and-pepper noisy images and 50% deformed
images. When the data hiding numbers in the table are taken into consideration, it is observed that
the resistance against attacks increases if this number increases.

5. Matching and Identification

For identification, it is very important to obtain correct results by matching input images with
pictures previously registered in an identification database. There are many methods for matching
images. In this study, the Improved Speeded Up Robust Features (I-SURF) method, which is an
improved version of the Speeded Up Robust Features (SURF) method, is used. Figure 15 shows
a matching of features extracted from two dorsal vein images by the method. The image on the
right of this figure is a dorsal vein image hidden in a person’s identity data and then saved in an
identification database. The image on the left is a dorsal vein image of the same person, got at a
different time with an imaging device for authentication. These two different images of the same
person is matched at 24 points.
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Figure 15: Example of Matching Two Dorsal Vein Images Using The SURF Method

5.1. Vein Region Matching Using SURF Method

When matching between two dorsal vein images, it can be better to prefer only at features
extracted with SURF in vein patterns in order to obtain more accurate results and to gain speed
before improvement. Algorithm for the SURF matching of two dorsal vein images is given in
Algorithm 5.

Algorithm 5: Data Hidden algorithm pseudo code
Result: The vein region is obtained with SURF
Start
points1 = Detect SURF Features ( image1 ) & points2 = Detect SURF Features ( image2 )
f1 = Extract SURF Features ( image1 , points1 ) & f2 = Extract SURF Features ( image2 ,

points2 )
indexPairs = Match SURF Features ( f1 , f2 )
for i = 1:length (indexPairs) do

if indexPairs (i,1) > 50 — indexPairs (i,2) > 50 then
indexPairs ( i , : )=delete

end
end
End

According to Algorithm 5, first, a dorsal vein image is obtained from a personal with an imag-
ing device and the SURF features of this image are detected. Then, SURF features of dorsal vein im-
ages, in which the identity information of people previously registered in an identification database
are encrypted, are detected. After the features are detected, the features are extracted according to
the ‘f’ parameters. The extracted features are matched between the two images and only the features
on the vein pattern are obtained from those matches.
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Figure 16: SURF Detection and Matching Process on Vein Pattern

In Figure 16, there are only SURF matches on the vein pattern after the SURF matching. While
the SURF matching of all regions of the two images obtain 24 features, this number decreases to 16
in SURF matching within vascular regions. Thus, accuracy rate in matching between two images is
increased.

5.2. Improved SURF

After features of vein regions on vein images are extracted with SURF, the features are matched.
However, some of their matches are incorrect. In order to eliminate these mismatches, improve-
ments are required during the matching process of the SURF method. Therefore, Improved SURF
(I-SURF) algorithm is given in Algorithm 6 to improve the matching process of the SURF method.
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Algorithm 6: Improving Matching Process
Result: Matching of the features obtained from the vein regions is done by improving
Start
for i = 1:length ( indexPairs ) do

[row1 column1 ] = indexPairs (i,1) Location & [row2 column2 ] = indexPairs (i,2)
Location

Length of distance = sqrt ( ( row2 – row1) ∧2 + ( column2 – column1)∧2 )
Inclination angle = arctanjant (+ ( column2 – column1) / ( row2 – row1))
if Length of distance < median (Length of distance ) - 30 | Length of distance >

median (Length of distance ) + 30 then
indexPairs ( i , : )=delete

end
if Inclination angle < median (Inclination angle) - 3 | Inclination angle > median
(Inclination angle) + 3 then

indexPairs ( i , : )=delete
end

end
End

In the Algorithm 6, the coordinates of the indexPairs from Algorithm 5 are calculated. Then,
match lengths and gradients are calculated according to the coordinates of the matches. Here, the
match lengths and the gradients are averaged first, and then matches that are far from these averages
are eliminated.

Figure 17: Matching after I-SURF

In Figure 17, the matching of dorsal vein images from features only in the vein regions after
I-SURF algorithm is shown. While there are 16 different matches only from the vein regions of the
images, when the I-SURF algorithm is applied here, 6 of these matches are found to be incorrect.
Thus, after incorrect matches are eliminated, the most matching image is detected and identity of
the person is determined.
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Figure 18: Matching Two Dorsal Vein Images Taken from Different People With I-SURF Algorithm

In Figure 18, the matching of two dorsal vein images of different people with I-SURF is given.
These two images have 14 matches with classic SURF. If the match is limited to vein regions only,
the number of matches will be 3. In addition, if the I-SURF algorithm is applied, the number of
matches will be only 1. As can be seen, the number of matches for two images belonging to the
same person in Figure 17 is 10, while the number of matches for two images belonging to a different
person in Figure 17 is 1. Thus, more efficient results are obtained when the I-SURF algorithm is
used in the matching phase of the features extracted from the images.

6. Interface Study

In this section, the interface realized in the article study is introduced. The interface is shown
in Figure 19. In the first stage of using this interface, a person’s vein image is taken by clicking the
‘Take Dorsal Hand Vein Image’ button. Then, the person enters their personal information in the
upper middle part of the interface. By clicking the ‘Get Text’ button under the part, the information
is displayed as a single line of text just below the button. When ‘Encrypt Text’ button is clicked, the
text data is encrypted. In order to specify how many times the encrypted data will be written into the
image, a positive integer number is entered into the ‘Number of Data’ text field in the upper right
part of the interface. Then ‘Hide Data’ button just below the text field is clicked, and the encrypted
data is hidden in the image by the number specified in the ‘Number of Data’ field. Finally, name of
the image in which the data is hidden is requested from the person and the image is saved as a jpg
extension.
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Figure 19: Data Hiding GUI

The identity matching interface is shown in Figure 20. By clicking ‘Take Dorsal Hand Vein
Image’ button in the upper left part of the interface, the person’s current dorsal vein image is taken.
The image is extracted with SURF to match the database images. The image is then matched with
the images in the database with the proposed I-SURF. Finally, the matching image in the database
is displayed, and the identity information of the person is obtained after decrypting the encrypted
data hidden in the image.
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Figure 20: Identity Matching GUI
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7. Conclusion and Future Works

In this article study, a new dorsal vein image identification application is introduced that pro-
vides personal data security by using two different discrete time chaotic systems and matches fea-
tures extracted from images with higher performance using the I-SURF method. In the first phase
of the study, registration process is explained. In the process, first, the identity information of peo-
ple whose dorsal vein images are taken is encrypted using Cubic Map chaotic system. Then, the
encrypted data of the people are hidden as a binary value in the LSB of pixels selected from their
dorsal vein images with the Ricker’s Population Model chaotic system, and finally the image is
saved in an identification database with its extracted features by SURF method. Thus, personal data
is protected as a double layer during registration to the database. Afterwards, the identification and
matching process is explained in the article. At the beginning of this process, a vein image taken
from a person for identification is extracted with SURF method. The extracted features are matched
with features of pictures in the database with the proposed I-SURF method, and thus the registered
picture of the same person in the database is found.

In the study, some experiments are carried out to test the performance of the application. As a
first performance test in the article, Cubic Map and Ricker’s Population Model chaotic systems are
subjected to NIST-800-22 and ENT tests. Thus, it is determined that chaotic systems are reliable.
Then, differences of two same dorsal vein images, one of which has data encrypted to its pixels
and the other one being original, are compared according to some criteria and it is determined that
there is not a big difference between the two images. Finally, correct extraction of encrypted data
from dorsal vein images that have corrupted and encrypted data in their pixels is tested. In this test,
it is observed that as the number of hiding data in dorsal vein image pixels increases, the rate of
extracting correctly hidden the data increases.

In future studies, it is planned to design and use different chaotic systems or methods to in-
crease the security of personal data. In addition, different techniques can be considered for data
hiding operations. Also, to further increase the performance of dorsal vein image matching, more
effective results can be obtained by supporting it with artificial intelligence.
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Availability of data and material

500 healthy adults (260 males, 240 females, age range: 18–55) participated in the study (P1-
P500). First subjects were asked to hand placement their right and left hands at fist position un-
der the infrared camera on a white surface during approximately 3s. The procedures posed no
harm for the participants. All participants gave written consents and the experiments were ap-
proved by the Institutional Review Board for Research with Human Subjects of Sakarya University
(no.71522473/050.01.04/86).
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