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Abstract—The decentralization and transparency have pro-
vided wide acceptance of blockchain technology in various sectors
through numerous applications. The claimed security services
by blockchain have been proved using various cryptographic
techniques, mainly public key infrastructure and digital sig-
natures. However, the use of generic cryptographic primitives
using large prime numbers or elliptic curves with logarithms
is going to be an issue with quantum computers as those
techniques are vulnerable in post-quantum era. Therefore, the
paradigm shift from pre-quantum to the post-quantum era
has necessitated new cryptographic developments which are
robust against quantum attacks and applicable in blockchain
for post-quantum decentralization. Therefore, we have presented
a solution for post-quantum decentralization in the blockchain. It
uses lattices with polynomials for identity-based encryption (IBE)
and aggregate signatures for the consensus to ensure efficiency
and suitability in post-quantum blockchain applications. We
experiment the proposed approach based on delay, throughput,
energy consumption and complexity. The comparative results
prove that the presented work is efficient.

Index Terms—Cryptography, Blockchain, Post-quantum, Se-
curity, Signature, Identity

I. INTRODUCTION

B lockchain technology, a process of storing digital infor-
mation (block) in a public ledger (chain) is one of the

most promising technologies developed at the beginning of the
20th century. In 2001, a group of researchers conceptualize
the framework of the blockchain to timestamp the digital
documents that remains idle for almost 7 years [1]. Satoshi
Nakamoto further exploits the timestamp features of this tech-
nology in Bitcoin during the 2008-2009 period. Subsequently,
bitcoin and its underlying blockchain becomes popular. Be-
sides, this technology gains more attention in information
technology and research interest exponentially increases to
exploit it further in various relevant applications. Even though,
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blockchain product (bitcoin) has become viral before the
technology behind it initially, blockchain technology’s real
potential unearthed by those researches. Various technologies
are trying their best to adapt with blockchain technology in the
present scenario. The advantageous features of blockchains in-
clude, decentralized, distributed, secure services that are faster,
transparent and immune and hence, ‘blockchain technology’
is an enabler of present and future technologies [2].

To realize the simplicity in the blockchain architecture, it
considers a shift from centralized to the decentralized one
initially [3][4]. Blockchain is nothing but a ‘shared registry’
or ‘distributed ledger’ that accounts for the information about
all assets in either form of tangible (application-specific) or in-
tangible (as any digital data) and their transactions/movements
in a Peer-to-Peer (P2P) network. In this technology, crypto-
graphic primitives make the transactions secured, histories are
grouped, and information is stored in a block. Such blocks
are then linked further with cryptographic hashes to prevent
any modification of the stored data. In short, this overall
architectural and functional specifications avoid forgery and
ensure immunity to the transactions across the network [5].
Additionally, one of the best advantages of blockchain is the
trust mechanism in which the mutual distrust of the blockchain
participants makes the blockchain secured. With more and
more original research and extensions of the existing methods,
various categories of blockchain exist; we can classify them
into permissioned and permissionless categories. These archi-
tectural variations of blockchain have produced various appli-
cations in different domains, viz., cybersecurity, agriculture,
online data storage, networking and IoT, multimedia, supply
chain management, crowdfunding, real estate and many other
sectors of the industry to name a few [6]. It has revolutionized
the current business models of many organizations [7].

However, being a part of networking technology with heavy
traffic, blockchains also have inherent risk concerns, and
these challenges need to be addressed in the fast-growing
information technology field [8]. Cryptography, as the core
part of blockchains, is a prime factor to tackle insecurity.
The two basic cryptographic features used in blockchains
are: public-key cryptography /or asymmetric cryptography and
hash functions [9]. All these generic cryptographic algorithms
use large odd prime numbers, such as Rivest–Shamir–Adleman
(RSA) algorithm or discrete logarithms (eg. Elliptic Curve
Cryptography). The advent of quantum computers puts all
such algorithms at risk as the prime factorization or dis-
crete logarithm problems can be easily cracked to obtain
the private keys using Shor’s algorithm and its future qubit
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variations [10][11][12]. This can lead to the collapse of pro-
found security of blockchain and its sustainability in the ultra-
sensitive technology. Researchers realize this imminent threat
to this flamboyant technology and they attempts to explore its
feasibilities in the post-quantum period [13]. Furthermore, the
use of certificateless cryptography approaches is also proving
benefits in terms of avoiding centralized key generation failure
and security [14][15]. Therefore, in our solution we have used
this concept with quantum layout.

The objective of the present study is to identify the crypto-
graphic building blocks that can be embedded in blockchain
technologies to be applicable in a post-quantum regime.
Therefore, the work considers a solution for the blockchain
framework that can provide security and robustness in post-
quantum computing. The contribution in our present work are
as follows:
• The presented post-quantum resistant blockchain frame-

work addresses the insecurity problem of the existing
frameworks that use generic cryptographic methods.

• Our solution generates the keys from the wallet identities
transforming the email addresses of the wallets to rings.
Lattice-based cryptographic primitives are used for ag-
gregate signatures. We use Certificateless Identity-Based
Encryption (Certificateless IBE) with lattices to solve the
key-escrow problem.

• This solution provides significant improvements in terms
of time and storage consumption and complexity. Addi-
tionally, the security of blockchain has been improved
with the use of lattices.

The rest of the paper is organized as follows. Section II
reviews some recent developments in the related field. Section
III shows the proposed framework and its functionalities. We
perform a security analysis of the approach and explain in
Section IV. Experimental setup and performance analysis is
shown in Section II. Conclusion and overall findings are drawn
in Section VI.

II. BACKGROUND AND RELATED WORKS

In this section, we review some of the important research
works in recent times. As the present work uses the concept
of aggregate signature and identity-based encryption in related
blockchain developments, we discuss the related literature
divided into the following three subsections.

A. Aggregate signatures

An aggregate signature concept uses a compact signature
for n distinct messages from n distinct signers [16]. As
the verification of the single compact signature ensures the
validity of all the signers, storage and bandwidth reduction
become the straight forward benefits. Therefore, aggregate
signatures are great help in the blockchain. There are two
primary mechanisms for the signature aggregation; general and
sequential schemes. In general signature aggregation scheme,
each user from the group of users creates a signature si
on his/her own message Mi. Anyone then runs public ag-
gregation algorithm, takes all n signatures s1, s2, ..., sn and
compress them into a single compact signature s̈. On the

other hand, sequential signature aggregation scheme deals with
signatures from the users in a forward feed mode where user
1 signs M1 to obtain s1, user 2 then uses s1 and M2 to
obtain s2 and, so on until the final signature sn is generated
by nth user. Various extensions and advancements have been
observed in aggregate signatures in the recent past. Some
aggregate signature variations and its applications can be seen
elsewhere [17][18][19]. A CertificateLess Aggregate Signature
(CLAS) scheme must have a short signature size and the
aggregation must be easy to follow [17]. The scheme is based
on bilinear maps and helps in reducing storage cost. However,
such traditional cryptography-based CLAS schemes are not
so much secure against fully chosen-key attacks [18]. The
solution is also shown for the same to withstand such attack.
An Elliptic Curve Cryptography (ECC) based CLAS scheme
is also noteworthy [19]. It provides low overhead and privacy
assurance. Similar approach is also shown in [20]. Identity-
based aggregate signatures are discussed in a recent literature
[21]. With the urge of post-quantum needs, some lattice-
based aggregate signature methods are also noteworthy to be
mentioned [22][23][24][25]. The security of the method shown
in [22] is based on worst-case lattice problems. It follows a
sequential structure to aggregate the signatures and output one
signature. Another such method is applied in [23]. This scheme
avoids using a signer to retrieve the keys of other signers. It
verifies the aggregate-so-far before adding its own signature. A
solution for the universal forgery attack against NTRU-based
Structure-free Compact Rapid Authentication (SCRA) method
is observed [24]. In [25], authors show an anti-quantum lattice-
based blind signature scheme. The scheme is applicable to
blockchains. It improves the security in post-quantum era.
The blindness of the scheme ensures anonymity. Another such
method is shown in [26].

B. Identity-based encryption

Identity-Based Encryption (IBE) is a type of public-key
cryptography introduced in 1984 [27]. Such encryption sys-
tems use a public key from a known identity of the receiver.
Three variants are available of IBE: certificate-based encryp-
tion, secure key issuing cryptography and certificateless cryp-
tography. Some of the recent developments of IBE contribute
significantly to the literature. Various mathematical models in-
cluding bilinear pairing, polynomial constructions and lattices
for IBEs are discussed in [28][29][30][31]. Signcryption with
Equality Test (SCET) is shown in [28]. It uses equality test
to IBE construction. The approach in [29] uses accountability
with distributed Public Key Generator (PKG) to detect the
pirated key and its creator. A concrete construction of the
method combines the advantages of both distributed PKGs and
accounted IBE. Using the similar approach with broadcast is
shown in [30]. A generic construction of Leakage Resistant
IBE (LR-IBE) scheme is noteworthy in this direction [31].
It provides security against Chosen Ciphertext Attack (CCA).
It follows the concept of Identity-based Hash Proof System
(IB-HPS).

Some lattice-based constructions for IBEs also provide
significant contribution in this research. A recent approach
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uses a proxy-oriented identity-based encryption with keyword
search (PO-IBEKS) scheme [32]. It is based on lattices and
useful for cloud storage. The use of lattice makes it post-
quantum secure. Key revocation is another important feature
for Revocable IBE (RIBE). Such a development is shown in
[33]. It is able to provide Decryption Key Exposure Resistance
(DKER) without using re-randomization of keys.

Certificateless IBEs also draw major attraction and some
significant works are described in [34][35][36][37]. In [34], a
Searchable Public-key Encryption (SPE) for smart healthcare
is shown. This scheme avoids using the secure channels and is
able to provide resistance against key guessing attack. Certifi-
cateless Encryption (CLE) combines the advantages of PKI-
based public-key encryption and IBEs. Therefore, research
for certificateless fully homomorphic encryption (CLFHE) is
also under exploration as homomorphic systems are able to
execute different functions on encrypted data [35]. CLFHE
is semantically secure based on Learning With Errors (LWE)
problem in the random oracle model. However, their scheme
supports only homomorphic addition, but not homomorphic
multiplication. A lightweight searchable encryption method
based on certificateless cryptosystem is researched in [36].
Such kind of approach along with privacy preservation is
explained in [37].

C. Blockchain developments
The main functioning modules of blockchains include the

creation of blocks with hash and previous hash and a con-
sensus protocol. In these functionalities, cryptography plays
an important role. The public-private key pairs, hash func-
tions, signatures are those entities that make the blockchain
secure and reliable for providing decentralized transparency
[38]. Various applications and developments in blockchain
in recent years are discussed elsewhere [5][7]; however, the
core framework research for blockchain is still in infancy.
Blockchains are still in the process of using generic cryp-
tographic primitives [9] and ready to move forward to the
post-quantum time by upgrading the security and robustness
of underlying cryptographic usage. Such possibilities are
shown in the recent literature [39][40][41]. Authors show
a new lattice-based signature scheme in [39]. Bonsai Trees
technology creates public-private keys. RandBasis algorithm
is used along with this to generate the keys from the root
keys ensuring the randomness. It also affirms the lightweight
non-deterministic wallets. Another conceptual model for a
quantum blockchain is shown in [40]. It uses a temporal GHZ
(Greenberger–Horne–Zeilinger) state of photons for encoding
utilizing the quantum advantage. Another significant work
is observed in [41]. In this, the authors show a blockchain
platform combining the original BFT state-machine replication
without use of digital signatures and Quantum Key Distri-
bution (QKD) for providing authentication. The platform is
experimented in an urban QKD network.

The above discussion of the literature shows that there
is lack of research in the development of the post-quantum
resistant blockchain frameworks. This has motivated us for the
present solution. Though separately lattice signatures, certifi-
cateless cryptography are used in blockchains, the combination

of these two is not explored yet. Therefore, in our present
work we have developed the framework using lattice based
aggregate signature with IBE. The framework novelties are as
follows.

• Certificateless IBE : IBE is exiting in literature; however,
the certificateless IBE for blockchain using the quantum
attributes for blockchains is new.

• Aggregate signature: The use of aggregate lattice-based
signature for blockchains are also new in this direction.

• Results: The comparative results show the efficiency of
our solution based on throughput, delay, energy consump-
tion and complexity.

III. PROPOSED FRAMEWORK

In this section, we discuss about lattices, polynomial rings
related to lattices with computationally hard problems. This is
followed by a network model for the presented work and the
proposed scheme.

A. Preliminaries

We consider a polynomial over a ring R as a formal sum
axnn +...+a1x+a0 , where the coefficients come from the ring
R. R[x] denotes the set of all polynomials (in one variable)
over a ring R. The degree of the polynomial is the highest
power of x with a non-zero coefficient. A lattice L for a ring
of n real numbers Rn is a discrete subgroup of Rn [42][43].
We consider only integer lattices and therefore, L ⊆ Zn.
We define it as a set of points in n-dimensional space with
a periodic structure. Given a n linearly independent vectors
{b1, b2, ..., bn} ∈ Rn, the lattice generated by them is a set of
vectors mathematically shown as:

L(b1, b2, ..., bn) =
n∑
i=1

xibi, xi ∈ Zn (1)

The vectors {b1, b2, ..., bn} generating a L called as bases of
lattice L.
Let K be a field denoted as: R = K[t], F = K(t), where R is
the polynomial ring and F is the rational function field in the
indeterminate t over K. For any rational function, x = a

b ∈ F
and a, b ∈ R and b 6= 0, we can value of F as:

v(∞)(x) =

{
deg b− deg a, if x 6= 0,

∞, if x = 0
(2)

This is a discrete valuation on F with a valuation ring
R∞ = K[t−1]t−1 ⊂ F and the maximum ideal P∞ = t−1R∞.
Considering a principle ideal domain D with field of frac-
tions FD ⊂ F∞. The typical instances can be produced
as: D = R,R∞, or ,R̂∞. These ideals are important for
lattice-based cryptographic developments. It uses the ideals
in rings Z[x]/〈f〉, where f is an irreducible polynomial of
degree n. For experimentation, the most popular ring used is:
Rq =

Zq [x]
xn+1 , where n is the power of two and the prime q is

calculated as q ≡ 1 mod 2n.
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Fig. 1. Logical relations among blockchain entities

B. Network Model

The proposed solution for blockchain consists of the follow-
ing types of entities. The structure of the proposed scheme is
shown in Figure 1.
Peer-to-peer network: The blockchain network is peer-to-peer
to provide decentralized functionalities. Any node can be a
participant of the network and can be connected with others.
Nodes: The nodes are users. Depending upon the application,
the nodes may vary in different profiles like organizations,
clients, and various stakeholders.
Consensus: To validate a new transaction in the blockchain,
consensus to be applied. It makes the decision transparent and
preventive from compromised activities on blockchain such as
decision manipulation problems and byzantine problems .
The connections among these entities are shown in Figure 1.
It shows an example of peer-to-peer blockchain network of
five nodes. The nodes generate public-private keys of their
own and public keys are broadcast in the blockchain network.
Each node uses the keys for transaction block generation
(black solid arrows) and to take participation in consensus. The
consensus validates the blocks for adding in the blockchain.

We generalize the network model with n number of nodes.
it uses IBE concept for generating public keys and private keys
tailored with nodes’ email-ids and a unique id transformed into
polynomials.

C. Framework functionalities

The overall functionalities of the proposed framework are
segregated in a series of stages: setup and key generation,
IBE-based transaction block generation and consensus with
aggregate signature. We provide the description of various
stages involved in the process as in the following.

1) Set up and key generation: Each node chooses two
polynomials f, f ′ ∈ Rq with degree at most n − 1. The
polynomial f ∈ L(f) must satisfy the additional condition that
the inverse modulo q and modulo p exist, i.e. f.fp = 1(mod p)
and f.fq = 1(mod q) must hold for f . A temporary variable is
created as: temp← pfq.f

′ (mod q). Each node then computes
its own private key Prui and public key Puui as summarized

in Algorithm 1. The nodes uses IBE-based key generation
concept here. It uses the email address for this purpose. Email
addresses are transformed into polynomials, say P1 with gen-
erator g1. The node chooses a random lattice r’ from L(P1).
It then generates its private key as: Prui = r

′
.P1(mod q)

and public key as: Puui = temp.P1(mod q). Public keys are
published in the blockchain network.

Algorithm 1 Set up and nodes’ key generation
1: Input: f, f ′, Email address
2: Output: Puui , Prui
3: Choose f, f ′ ∈ Rq
4: if (f.fp = 1 (mod p) and f.fq = 1 (mod q))
5: Then

Go to step 6
Else
Go to step 1

6: temp← pfq.f
′ (mod q)

7: Convert {Email address} → P1

8: Choose a random lattice r′

9: Prui = r
′
.P1 (mod q)

10: Puui = temp.P1 (mod q)
11: Publish Puui

2) Transaction block generation: As per the general
blockchain functions, whenever a any node ui initiates a
transaction, it uses hash and its private key to generate a
signature. The transaction pools are having some transactions
signed by various entities and are assumed to be the candidates
for a particular block. Generally, in the blockchain system,
miners create a new block and in the proposed scheme, nodes
are having the capability of mining. Therefore, nodes can add a
new block in the proposed blockchain framework. The overall
process is shown in Algorithm 2.

To create a transaction block, the node first collects the
transactions and creates a random oracle. This model works
as a hash that outputs uniformly the bits in the digest creating
a set of binary vectors Bkn of n vectors each of k weight.
Thus, in a block of transactions, the digest (δ) is generated
as:
δi = H(Bi);Bi is the block of transactions of ith node, H()
is the has function ∈ Random oracle
ith node signs this digest δi. The node first samples a lattice
vector y from m-dimensional discrete Gaussian distribution
Dm
σ . It first computes the hash: h = H(Puui y mod 2q, δi)

, then samples b bits, and computes the output:
β = y + (−1)bPruih. After the rejection sampling, the
signature output becomes s = (β, h) with a probability of

1

(Mexp

(
−
||Pruih||

2

(2σ2)

)
cos h

(
<β,Prui

h>

σ2

)
)

. For the probability

calculation , we have used the knowledge base as explained
in [44].

3) Consensus participation with aggregate signature: All
the nodes considered here are the participants of the consensus
algorithm. In a blockchain network of N nodes, a node can
receive N − 1 transaction blocks from others at an instant
t. Overall, n blocks can be there in the network at a time

Authorized licensed use limited to: Edinburgh Napier University. Downloaded on November 20,2022 at 20:35:23 UTC from IEEE Xplore.  Restrictions apply. 



1939-1374 (c) 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TSC.2021.3116896, IEEE
Transactions on Services Computing

JOURNAL OF LATEX CLASS FILES, VOL. 11, NO. 4, DECEMBER 2012 5

Algorithm 2 Block generation
1: Input: Ti transactions, Puui , q
2: Output: Signature s
3: Collect the transaction Ti → Bj
4: Select H : {0, 1}n ∈ Bkn
5: Calculate δi = H(Bi)
6: Sample y ← discrete Gaussian distribution Dmδ
7: Compute hi = H(Puuiy mod 2q, δi)
8: Sample b bits
9: Compute βi = y + (−1)bPruih

10: If Prob(β, h) = 1

(Mexp

(
−
||Pruih||

2

(2σ2)

)
cos h

(
<β,Prui

h>

σ2

)
)

Then return (si = (βi, hi))
Else recalculate

11: Broadcast (Bj , si) in the blockchain network

instant without any block issue rate condition. To execute the
consensus, each block needs to be verified by all the other
peers (nodes) of the network. Therefore, a single node can
verify n−1 blocks separately (except its own block). To utilize
the resource more effectively, the proposed framework uses
the concept of aggregate signature concept. Though aggregate
signature for blockchain applications is shown in [45], the
lattice framework for aggregation is the novelty of the present
work. In this concept, all the nodes have the ability to aggre-
gate the signature and broadcast it to the other peers (nodes)
in the network. Upon receiving the aggregate signature from
the nodes, the receiving peers verify it. For this purpose, each
node is able to run the aggregate algorithm to aggregate all the
signatures arrived at time t into a single one. The receivers use
the function aggrverify() to verify the aggregate signature
so that all the signatures can be verified simultaneously. As
a result, the verification of (n − 1) signatures can be done
with one aggregation leading to the reduced overhead in the
network. Thus, it helps to provide scalability to the system as
the aggregation is a single operation for multiple blocks and
nodes. The public keys are available in the blockchain network
which is used for this process. For aggregation, each node
considers a tuple information piece as: Puui , Bj , si followed
by an unordered aggregation [46]. With this, the aggregate
function constructs the lattice polynomials as:

s = s1 mod L1

s = s2 mod L2

...

s = si mod Li

(3)

where, L1 + L2 + ... + Li = Zn and, L1 ∩ L2 ∩ ... ∩ Li =
L⊥q (A);A ∈ Zn. With these equations s is calculated.
Then sampling is executed following a gaussian distribution
with (Ba, va,−s) where Ba is short basis on L⊥q (A) with
||B′|| ≤ O(n log q). With this distribution s0 is calculated
and finally the aggregated signature as: sa = s0 + s. The
process is shown in Algorithm 3.

Once the receiving peers receive the aggregated signature,
they run the aggrverify() as shown in Algorithm 4. Once

Algorithm 3 Aggregate signature in consensus
1: Input: Puui , Bj , si
2: Output: sa
3: Construct i lattice polynomials
4: Calculate s
5: Sample a gaussian distribution with (Ba, va,−s)
6: Calculate s0
7: Calculate sa = s0 + s
8: Return sa

Algorithm 4 Verification of aggregate signature
1: Input: sa, Puui , Bj , si; i = 1, 2, .., n− 1
2: Output: Aggregate signature validation
3: Select H ′ : {0, 1}n ∈ Bkn
4: Calculate sa ≤ va

√
n

5: Calculate w = H
′
[H(B1), H(B2), ..,H(Bj)]

6: Calculate w′ =
H
′
[Puu1(sa,modL1)modq, Puu2(samod L1)modq, ...,

Puun−1(sa,modLn−1)]
7: If (w = w′)
{sa is valid, Consensus agreed }
Else
{ sa is invalid, Abort the block }

8: return NULL

the aggregate signature is validated, the consensus reaches
a final decision for adding the newly initiated block in the
blockchain. All the peers update its database as the blocks
get updated in the blockchain. This provides consistency. The
overall process is shown in Figure 2. It shows a proposed
framework example with three nodes for the simplicity in the
representation. Node 3 initiates block and the other two nodes
aggregates and verifies accordingly. Keys are generated by the
nodes itself and public keys are broadcast in the network.

IV. SECURITY ANALYSIS

The security of lattice-based solutions depends on solv-
ing some problems known as ‘lattice problems’[47]. These
problems are assumed to be hard to solve with a polynomial-
time solution. The three important problems considered in the
recent work are mentioned below. Shortest Vector Problem
(SVP): Given a lattice basis B , it is hard to find the shortest
non-zero vector in the lattice L(B) with a polynomial-time
algorithm. Closest Vector Problem (CVP): For a given lattice
L ⊂ Zq and a target T ∈ Zq , it is computationally hard
to find lattice vector bi ∈ L with ||T − bi|| = dist(T ,L).
Learning with Errors (LWE): n, q two numbers, D is the
probability distribution on Z and s′ is a secret vector in Znq .
With these considerations the probability of distribution on
Znq ×Zq is Ps′ ,D obtained from a random a ∈ Znq and e ∈ Zq
with the distribution of D and calculating for (a, b) = (a,
〈a, s′〉 +e) ∈ Znq × Zq . The variation of LWE, Ring-LWE
(RLWE) is more useful in the present work to analyse. Here,
the polynomials ai, ei and s

′
are drawn from a ring Z[x]/〈f〉,

where f is an irreducible polynomial of degree n.
The security proof of the lattice-based system with respect

to the above three problems are already mentioned in the
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Fig. 2. Sequence of computation processes in the proposed framework

Authorized licensed use limited to: Edinburgh Napier University. Downloaded on November 20,2022 at 20:35:23 UTC from IEEE Xplore.  Restrictions apply. 



1939-1374 (c) 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TSC.2021.3116896, IEEE
Transactions on Services Computing

JOURNAL OF LATEX CLASS FILES, VOL. 11, NO. 4, DECEMBER 2012 7

literature [47]. Following the same, the proposed work is
also not having any polynomial-time computation. In the
process considered to solve the above problems is thus
secure. Further, we analyze the correctness and unforgeability
characteristics of the framework.

Correctness: The individual node generates signature si =
(βi, hi). It is statistically drawn from Gaussian distribution
Dm
σ with σ = 2−ω(logm)M

M . With this deviation in Dm
σ , the

probability of si is calculated as: P (si) ≤ 2σ
√
mi with an

overwhelming output. Following the proposed approach, for
any random and uniformly distributed matrix M ∈ Zn×mq ,
(Mi, si)=H1(Bi)mod q and ||si|| ≤ va

√
n,Mi is the block

Bi. Thus, the individual signature verification is expected to
be reasonable and correct.

The solution to the aggregate signature polynomials is a
vector s which is not short. To shorten it, Gaussian sampling
is executed and s0 is calculated which also satisfies the
condition of ||s0|| ≤ sa

√
n, where sa has the same coset as

s . Thus, sa also satisfies the aggregate signature polynomial
equation. Therefore, sa mod Li = si mod Li leads to the
equality of the following.
H
′
[H(B1), H(B2), ...,H(Bj)] =

H
′
[Puu1

(sa mod L1)mod q, Puu2
(sa mod L1)mod q, ...

, Puun−1(sa mod Ln−1) mod q]

Unforgeability: The proposed work ensures unforgeability
with a chosen message attack (UF-CMA). Unforgeability is
to be proved by calculating the advantage of an adversary X
which is having a non-negligible advantage against the UF-
CMA security of the proposed framework. If the advantage is
negligible, it means the Short Integer Solution (SIS) problem
cannot be solved by the attacker and the proposed framework
is unforgeable.

On a hypothetical contradiction, it is assumed that the
advantages for solving UF-CMA and SIS are A and A′ and
both are non-negligible. An algorithm f exists that uses the
trapdoor function Trapgen(q, n) to generate A ∈ Zn×mq .
First, f sets the master public key as A and master secret
key as TA.A then provides the public parameters to X . After
the queries to the random oracle, X can output a forged
signature which does not match with the tuples stored by the
f. As a result, f aborts the further processing of signature
verification. The probability of getting an advantage by the
attacker X becomes 2−ωlogn which is negligible. It means
X is unable to solve SIS problem in the proposed method,
leading to significant UF-CMA security. The process of [40]
has been executed for the purpose and detailed mechanisms
can be followed from the same. From the above discussion, it
is clear that the proposed framework ensures security through
lattice-based constructions.

V. RESULTS AND DISCUSSION

The presented decentralized framework of blockchain using
lattice-based aggregation and IBE is the first attempt for the
post-quantum computing blockchain scenario. Therefore, the
comparison of the experimented results has been done between

the proposed framework and a hypothetical framework with-
out aggregation and IBE process. Furthermore, some recent
attempts of developing post-quantum resistant blockchains
are also compared as per the existing works mentioned in
[25][39][41]. All these approaches show the feasibility of post-
quantum sustainable blockchain frameworks. These methods
are simulated on the same platform and the experimental setup
as of the proposed approach. The implementation process,
related results of our solution are explained in the following
subsections.

A. Implementation process

Table I describes the implementation of the framework [49].
An Ethereum network with solidity contract and Remix IDE
has been used for the compilation of PoS. The implementation
steps are given below.
Step 1: Pre-installation of Homebrew [50] and Node/npm [51].
Step 2: Installation of Ethereum, Solidity, Remix IDE [52] and
Microsoft LatticeCrypto Library [53].
Step 3: Genesis blocks are initialized.
Step 4: The blockchain is initialized with 10 blocks.
Step 5: A folder is created for the blockchain to reside.
Step 6: Ethereum is initiated and run with lattice cryptographic
signatures and aggregates
Step 7: Geth Javascript console is used to connect to the
Ethereum blockchain.
Step 8: Account has been created and dummy Ethers are
mined.
Step 9: PoS is initialized
Step 10: Remix IDE is initialized to deploy the generated PoS.
Step 11: Remix IDE is updated with wallet account of the
gradual nodes’ information in the Ethereum network.
Step 12: PoS is executed on Ethereum blockchain.

B. Performance metrics

The systems’ performance to generate overall 100 blocks
of transactions with 50 nodes is measured. Resource con-
sumption of the system is calculated. We evaluate various
timing measurements and throughput as mentioned in Table II.
Additionally, we evaluate the space complexity.

Transaction latency starts from the time of submission to
the point and is widely available in the network. It includes
the propagation and intermediating settling times due to
the adopted consensus mechanism in the model. Transaction
throughput is not considered for a single node rather, it is
observed for the overall blockchain network for all the nodes
to perform the transactions properly.

C. Performance analysis

The first metric that has been considered to evaluate is
the ‘time’ or ‘latency’ requirements. We measure the timing
parameter for 100 blocks all are generated by the new nodes
joining in the blockchain. We show the results in Table III.

As can be seen in Table III, time consumption increases
with the increasing number of block generation. The rate of
increasing factor is linear and therefore, it may be efficient
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TABLE I
IMPLEMENTATION FRAMEWORK

Consensus protocol Proof of Stake (PoS)
Geographic distribution of nodes Ethereum network
Hardware environment of all peers 3.6 GHz, 16 GB RAM, Octa-core, 2 TB HDD
Number of nodes involved in the test transaction Simulated nodes 50
Test tools and framework Hyperledger Caliper
Type of data store used LevelDB

TABLE II
MEASUREMENT PARAMETERS

Performance parameter Definition Formula for calculation used

Read latency

Time calculated between submission of a read request and
receipt of a reply. In our experimentation for read latency,
we consider the time from key generation to the aggregate
signature verification.

Read Latency = Time when the response
received – submit time

Read Throughput The number of read operations completed in a
defined time period, expressed as reads per second (RPS).

Read Throughput = Total read operations / total
time in seconds

Transaction Latency Time taken for a transaction’s effect to be usable
across the network.

Transaction Latency = (Confirmation time @
network threshold) – submit time

Transaction Throughput
The rate at which valid transactions are committed by the
blockchain in a defined time period. This rate is expressed
as transactions per second (TPS) at a network size.

Throughput = Total committed transactions / total
time in seconds @ #committed nodes

TABLE III
PROPOSED APPROACH PERFORMANCE

Number of blocks
10 20 30 40 50 60 70 80 90 100 complexity

Read latency (seconds) 12.33 14.8 15.56 18.01 24.50 25.33 27.80 28.67 31.88 34.23 O(log n2)
Transaction latency (seconds) 46.43 78.70 111.33 173.33 208.23 260.47 317.63 352.03 371.33 410.02 O((N − 1)log n))
Space complexity O(nN)

n is the number of blocks; N is the number of nodes involved in the transaction of blocks. The assumption of the internet speed is 1.2 Mbps.

in blockchain applications. Note that, the main reason of
this linear increasing factor of latency is the inclusion of
key generation time and signature time together. The key
generation time increases with the number of blocks increase
which is O(N) as N is the number of nodes. Assuming that
all the N nodes are new to the network and able to issue the
blocks at the same time; the nodes require keys, and the key
generation time increases. Once the nodes get the keys in the
first epoch; the other epochs the latency decreases or becomes
almost stable. We show this effect in Figure 3. We run four
epochs of transactions; we use the term epoch for iterations. In
the first epoch, average latency is 31.7 seconds, In the second
epoch where some nodes are new and some nodes already
have the keys, the average latency is 21.2 seconds. Similarly,
in epoch three and epoch four the average latencies reduce
to 14.2 seconds and 9.1 seconds respectively. Moreover, the
aggregate signature time is static as its a single operation of
signature generation and verification and thus, the complexity
is O(1). Even though, number of nodes or blocks increase,
it does not affect the aggregate signature process. Therefore,
our proposed approach is scalable with the condition that we
have to optimize the key generation time further for better
effect. Table III also shows about storage complexity and is
less as compared to the storage complexity O(Nn) of the non-
aggregated approach.

We also show the comparative results for read latency in
Figure 4. It depicts that the read latency of our framework
is much lower than existing approaches. The proposed frame-

 5

 10

 15

 20

 25

 30

 35

 40

 45

 10  20  30  40  50  60  70  80  90  100

R
e
a
d
 L

a
te

n
c
y
 (

S
e
c
o
n
d
s
)

Number of nodes

Epoch 1
Epoch 2
Epoch 3
Epoch 4

Fig. 3. Epochs and read latency

work uses aggregate signature and lattice-based cryptography
which is faster than the other generic algorithms and therefore
it can produce approximately 60.5% faster in reading the
blocks. The works in [25] also produces similar latency as
our approach is almost in the same direction. However, the
blindness of signature is not applied in our method. The other
approaches have higher latency and therefore, our approach
is better in performance for read latency parameter. This read
latency also affects transaction latency as it includes this read
latency too and we show the corresponding results in Figure 5.
Transaction latency also follows the same behaviour of the
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read latency where our proposed solution performs better as
compared to existing approaches. In the next experimentation,
we measure the throughput (read throughput and transaction
throughput) as per the definitions given in Table II. The
corresponding results are shown in Figure 6. It shows that the
read throughput for the non-aggregated blockchain framework
starts with 7 tps and ends up to 57 tps with an average
increase of 21.5% reads per second. The proposed framework
with aggregated features considerably shows better features
by having on average of 40% more reads per second. It
signifies that the proposed framework is faster than the existing
generic framework of blockchain. Moreover, it continues the
exploration of throughput feature considering the overall trans-
actions’ throughput. It can be seen that the proposed method
is 60% better in overall transactional throughput. The use of
the aggregated scheme in consensus makes it efficient in this
aspect. Furthermore, we also measure the transaction through-
put (as it includes the read of the blocks) with increasing
number of nodes for state-of-the-art approaches in comparison.
We show the comparative analysis in Figure 7. It shows that,
throughput for our proposed approach is better by 34% on
average compared to other methods. This average is calculated
by adding up the all the methods together. It is due to the less
complex signature and aggregation of the signature. It helps
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in reducing the latency for reads and writes and more number
of blocks can be successfully committed.

The traditional blockchain framework consumes more en-
ergy due to its key generation, block generation with hashes
and consensus. The use of Proof of State (PoS) is more likely
to reduce energy consumption to some extent. Proof of Stake
(POS) is reported as less risky in terms of the potential for
miners to attack the network, as it features compensation
in a way that makes an attack less advantageous for the
miner. Therefore, from miners perspectives consensus is not
vulnerable. Moreover, the lattice construction of the frame
uses less energy in the process. The energy consumption is
calculated on each node with the number of transactions and
averaged in the plot. The node wise results are shown in
Figure 8. Figure 8(a) depicts the energy consumption plots for
a blockchain framework using a generic public key structure
with IBE. The key generation for all the nodes produces a
static energy consumption in the process showing a static
line with 1.8% of the total energy. Energy for blockchain
in the same is higher with a minimum near about 2.2%
and a maximum of 6.23% with an average increasing step
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Fig. 8. Node wise average energy consumption: a) Non-aggregated generic blockchain framework with IBE, b) Proposed aggregated blockchain framework
and c) Comparison of average total energy consumption

of 0.8%. The consensus is higher energy consumable as it
starts with 4.1% increasing up to 11.2%. Similarly, Figure 8(b)
shows the energy consumption for the proposed framework. It
depicts that the lattice key generation consumes less energy
maintaining a static line with 1.1%. Finally, the consensus
shows the benefits of using aggregate signatures and verifica-
tion by the average energy consumption from 1.8% to 6.4%
which is approximately 40% less from the former approach.
Overall, the average energy consumption is 47.4% less as
compared to the framework without aggregate signature and
lattice construction. Figure 8(c) shows the average total energy
consumption of both methods. We also compare the energy
consumption of all the approaches. We calculate the node’s
energy consumption by 100 transactions of each node and
then we average it and converted into percentage as per their
initialized power base. The comparative result is shown in
Figure 9. It shows that our proposed approach is 30% better
in terms of energy consumption on average.

The next measurement is based on cryptographic complex-
ities. To measure the complexities, some notations are used
as shown in Table IV. The approximate time for calculation
of the functions is also shown for the ease of complexity
computation. For IBE, pairing is transformed into polynomials
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Fig. 9. Comparison of energy consumption percentage

for synchronized comparison. The comparison of the complex-
ities is shown in Table V. In this table, n is the number of
transactions with signatures.

The comparison of the complexity shows that the complex-
ity of the proposed work is less than the others. The blinding
and unblinding iterations in [25] causing extra complexity to
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TABLE IV
NOTATIONS FOR CRYPTOGRAPHY COMPLEXITY MEASUREMENT

Function Notation Approximate time
Polynomial selection TP 0.014s
Lattice creation TL 0.128s
Multiplication in ring T∗ 0.118s
Ring addition T+ 0.008s
Hash time TH 0.012s

the system; other approaches use a longer process of key
generation and signing process, and therefore, the complexity
increases. Even the aggregation is also not supported by
the approaches in comparison. Our proposed framework with
aggregate lattice-based signature completes the cryptographic
functions by 25% reduced time which is significant for
blockchain applications, specifically for post-quantum regime.
The complexity analysis is computed based on the algorithms
shown in the respective literature. This analysis signifies that
the proposed blockchain framework is efficient in terms of
latency, throughput, cryptographic computation, and energy
consumption.

D. Solution scalability

From the comparative analysis and the experimental results
we can observe that our solution is not imposing any serious
overhead on the transactions. The complexity analysis for
read latency and transaction latency are also improved in
our method. We show that the use of aggregate signature
does not create any overhead or any increased time con-
sumption; N number of nodes have N signatures, which
we can aggregated as a single function and also verify as a
single function. Therefore, its complexity is negligible. All
these aspects also show the direction of the inferiority of our
solution towards scalability of the framework. Generally, the
blockchain architectures lack behind with scalability issues. In
our present solution too, this issue may occur at a later stage
but, scalability comparison of the similar approaches tell us
that our approach is better in handling scalability.

E. Future directions

In the present solution we have used the generic blockchain
structures which is considered as the generation 1 of Dis-
tributed Ledger Technology. The scalability is an issue which
draws the researchers towards the more scalable options of
Directed Acyclic Graph (DAG) options such as IOTA. Its true
that the drawbacks of the generation 1 blockchain architecture
can be removed in generation 2 and generation 3 DLTs, in such
cases the applicability of the proposed solution remains same.
Moreover, the use of lattice cryptography is able to provide
more scalability in DLTs like DAGs.

VI. CONCLUSION

We develop a decentralized blockchain framework for post-
quantum computing. The proposed framework uses identity-
based encryption and aggregate signatures based on lattices.
We analyze latency, throughput and complexity of the frame-
work. The obtained results are superior to the conventional

non-aggregated approach. We also study some existing ap-
proaches that provide the similar objectives and try to simulate
their concept on the same platform as of ours. Further, the
security analysis of the framework confirms the resistance of
the framework against insecurity of post-quantum. The use
of lattice has helped significantly in reducing the time and
storage; hence, our framework is suitable for devices with
low energy resources. This attempt of using blockchain along
with aggregated lattice potentials is the first attempt in the
direction of post-quantum decentralization. We consider the
optimization of key generation process and trust management
as some significant future directions to include in the present
work.
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