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ckchain-based Architecture for Secure and Trustworthy Operations in the Industrial I
Things
Latif,Zeba Idrees,Jawad Ahmad,Lirong Zheng,Zhuo Zou

his study realizes the great potential of integrating blockchains with the IoT in a manner suitable for smart ind
nvironments.
his study proposes a lightweight, easily expandable, and decentralized private blockchain-based IIoT network
secure blockchain-based architecture is presented for industrial operations that include user and device regist

torage of sensor and actuator data, and client services.
o ensure high performance and reduce the computational complexity of the blockchain, we introduce a bloc
ervice layer that contains two modules. First, lightweight nodes that perform asymmetric cryptography in re
ith ARM Cortex-M processors are applied. Second, a highly scalable and IoT friendly consensus mechanism
f authentication (PoAh) is deployed in the main blockchain network.
he performance of the proposed framework is evaluated by using several metrics such as used consensus algor
esource utilization, energy efficiency, and service execution time.
inally, the implementation of the proposed technique in a fruit processing plant is presented as an industrial e
ent.
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ABSTRACT
The industrial Internet of Things (IIoT) plays an important role in the industrial sector, w
cure, scalable, and easily adopted technologies are being implemented for the smart indus
traditional IIoT architectures are generally based on centralized architectures that are vulner
single point of failure and to several cyber-attacks. Blockchain technology is frequently ad
the modern industry because of its security and decentralization. This paper proposes a blo
based architecture that ensures secure and trustworthy industrial operations. A private and lig
blockchain architecture is proposed to regulate access to valuable sensor and actuator data. To
the computational performance of the proposed architecture, real-time cryptographic algori
processed using a low-power ARM Cortex-M4 processor, and a highly scalable, fast, and
efficient consensus mechanism proof of authentication (PoAh) is deployed in the blockchain
Extensive experiments and analysis proved the effectiveness of the proposed framework for s
dustrial environments. Finally, we transform a conventional fruit processing plant into a se
smart industrial platform by implementing the proposed architecture.

roduction
dern technologies and innovative concepts such as
a, artificial intelligence (AI), cloud computing, and
hysical systems have sparked a revolution in the in-
sector [1]. The integration of the Industrial Internet
gs (IIoT) with smart industry has shifted industrial
ns to a new level [2]. The IIoT dramatically changes
industrial processes by providing facilities and intro-
new systems and business models [3], [4]. IIoT plat-
ffer several services to modern industries, including
eed connectivity, edge and cloud computing, big data
and application development[5]. These services en-
xisting industrial processes by optimizing production
es, improving customer services, and reducing man-
ing costs using emerging and cutting-edge techniques
. The current industry trends and initiatives are tar-
realizing the fourth industrial revolution by connect-
existing industrial environments to Internet services
.
existing IoT systems are generally built on central-
hitectures in which cloud-based servers provide data
and information processing facilities. Despite good
ment and strong computational capabilities, the se-
nd privacy challenges of such architectures are in-
g as the number of IIoT networks expands. One of
n disadvantages of a centralized solution is that in
e of a single point of failure, the complete network
exposed to an attacker [10]. Therefore, these solu-
e not recommended for high-performance applica-
responding authors: Zhuo Zou (zhuo@fudan.edu.cn) ,Lirong
zheng@fudan.edu.cn)
ID(s): 0000-0002-6368-2729 ( Shahid Latif); 0000-0002-7918-0440
rees); 0000-0001-6289-8248 ( Jawad Ahmad); 0000-0001-9588-0239
Zheng); 0000-0002-8546-1329 ( Zhuo Zou)

tions [11]. As IIoT networks have expanded, a sign
increase in sensing data has also occurred, which inc
the burden on centralized verification systems and ca
to the instability of complete systems [12].

The security and privacy challenges in the IIo
be overcome by using blockchain technology. Em
blockchain technologies have gained great attention
academia and industry. A blockchain is a decent
ledger technology (DLT) that secures data through c
graphic techniques. Blockchain technologies can als
and process information in a distributed manner.
blockchains have great potential to significantly impro
performance of existing IIoT platforms [13]. Togethe
blockchains, big data, IoT, AI, and smart robotic tec
gies are shifting industrial operations to a new level.
future, the blockchain-enabled IIoT will play very
tant roles in multiple areas, including smart manufac
transportation, logistics, healthcare, the energy secto
many others [13].
1.1. Motivation and contributions

IIoT systems have different requirements than cryp
rencies. Therefore, the integration of blockchain w
IIoT is still a challenging task. First, IoT devices
resource-constrained nature. Second, large IIoT ne
contain hundreds of devices that demand a sufficien
able security solution. To address these challenge
paper proposes a lightweight, highly scalable, and
blockchain-based architecture for the IIoT network. T
jor contributions of the proposed architecture are as fo

• This study realizes the great potential of integ
blockchains with the IoT in a manner suitab
smart industrial environments.
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his paper proposes a lightweight, easily expandable,
nd decentralized private blockchain-based IIoT net-
ork.
o ensure high performance and reduce the compu-
tional complexity of the blockchain, we introduce
blockchain service layer that contains two mod-
les. First, lightweight nodes that perform asymmet-
ic cryptography in real time with ARM Cortex-M
rocessors are applied. Second, a highly scalable and
oT friendly consensus mechanism proof of authenti-
ation (PoAh) is deployed in the main blockchain net-
ork.
he proposed architecture is used to perform several
dustrial operations, including user and device reg-
tration, sensor and actuator data storage, and client
ervice tasks, in a trustworthy manner.
he performance of the proposed framework is eval-
ated by using several metrics such as used consen-
us algorithms, resource utilization, energy efficiency,
nd service execution time.
inally, the proposed framework is implemented in a
ruit processing plant as an industrial experiment.
remainder of this article is organized as follows.
II discusses the existing blockchain technologies for
tems. Section III presents the details of the proposed
ture. Section IV describes the working mechanism
osed platform. Section V presents a detailed discus-
system performance. Section VI discusses the im-
tation of the proposed technique for fruit processing
Finally, Section VII provides a brief conclusion.

lated works
r the last decade, the IIoT has developed into a key
ogy that has gained substantial attention from re-
rs seeking to enhance industrial processes [14]. The
s proved its effectiveness in several sectors in terms of
e real-time information processing, sustainable prac-
redictive maintenance, etc. Blockchain technologies
vide transparency, traceability, and respect for hu-
hts in industrial environments [15]. In this section,
sent an overview of some recent studies related to
ain applications for IIoT.
008, Nakamoto introduced a blockchain-based dig-
rency system named Bitcoin [16]. IIoT and Bitcoin
have many similarities, including massive numbers
d nodes, frequent data exchanges, and strict secu-
privacy requirements. Therefore, blockchain tech-
can enhance the performance of the IIoT in secure
cient ways. Cao et al. [17] introduced a blockchain-
uality traceability system for the steel industry to
e challenges of information traceability and low

rency in steel products. Using this system, various
ion companies, logistics firms, and consumers can

gain secure access to steel product information. F
more, consumers can understand the real productio
cesses and efficiently trace the quality of steel pro
Scalability is a critical issue that can become a hu
the use of blockchain technology in generic IIoT sy
To meet the high throughput requirements, Liu et a
proposed a novel framework based on deep reinforc
learning for blockchain-enabled IIoT systems. The
imental results showed that the proposed scheme s
cantly improved the performance of the target block
based IIoT system. However, because of the power-int
nature of blockchain technologies, they are not suita
energy-constrained IoT devices. To address this cha
Huang et al. [19] introduced a credit-based proof-o
consensus algorithm for a blockchain scheme. An ext
evaluation proved the effectiveness of the proposed s
for an IIoT system. He et al. [20] proposed a block
based IIoT device software status monitoring system
ensure the software integrity information, this system
blockchain as a distributed ledger for storing snapsh
the software status. The authors evaluated their pro
scheme in terms of response delay, resistance to intru
and scalability. Some previous blockchain schemes f
have had problems such as low security, high manag
costs, and supervision difficulties in data transmissio
niques. To address these problems, Liang et al. [21]
duced a fabric blockchain-based data transmission tec
for IIoT networks and a dynamic secret sharing mech
that improved the security and reliability of data stora
transmission. Khalid et al. [22] proposed a decent
authentication mechanism for lightweight IoT devices
on fog computing and a public blockchain that is app
to several scenarios. Their experiments demonstrat
proposed mechanism’s superior performance compa
other state-of-the-art schemes. Shen et al. [23] prese
blockchain-assisted secure device authentication sche
cross-domain IIoT networks. They specifically intro
consortium blockchain to develop trust in different do
In addition, along with authentication, their identity
anism preserved the privacy of IoT devices, ensurin
devices remain anonymous.
2.1. Limitations of existing research

In an industrial control system (ICS), security is
jor challenge in the IIoT paradigm [24]. Blockchain
a secure mechanism for ICSs because of its decent
nature, which can overcome a wide range of cybers
problems. However, the existing research has several
backs. First, the real-time integration of blockchain
nologies into IIoT networks dramatically increases th
putational complexity because of the various cryptog
schemes and consensus algorithms used. In recent s
this factor has not been deeply considered with res
real-time industrial environments. Second, the scope
cent studies is limited because most researchers hav
sidered blockchain technology only for efficient sens
recording in the industrial environment and have n
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: Proposed blockchain architecture for the IIoT.

the applicability of blockchain for other industrial
ns. Third, the feasibility of the existing schemes for
entation at the device level has not been discussed.
several studies have used open-source platforms for
ain services; however, the use of third-party services
etimes create savior problems. To overcome all
allenges, we propose a secure, lightweight, flexible,
entralized blockchain-based architecture for smart
. In addition, we demonstrate the feasibility of the
d system by implementing it for a fruit processing

ckchain-based architecture for the
ustrial Internet of Things
grating blockchain with the IIoT system increases the
of the overall system. The blockchain includes all
rity and privacy characteristics that are essential for
enabled smart industry. The proposed architecture
art industrial environment is presented in Figure 1.
hitecture is flexible and allows developers to modify
ding to their industry’s requirements. The following
ions briefly describe all the layers in the proposed
ture.
hysical layer
smart industrial environment, the physical layer con-
sensors, actuators, and microcomputers. In the pro-
rchitecture, we consider 4 types of sensors: tem-
e, humidity, pressure, and weight sensors. All these
are interfaced with ultralow-power STM32 devel-
boards that transmit sensed data to the blockchain
layer after performing some required preprocess-

ing. Three actuators— DC gear motors, solenoid
and robotic manipulators—are considered in this ar
ture. To efficiently control and communicate these
tors through the blockchain service layer, intelligent a
drivers also form a part of the physical layer.
3.2. Blockchain service layer

The blockchain service layer contains all the imp
modules that organize the common services needed
vide the required blockchain technology features. In t
posed architecture, this layer is further subdivided in
sections: lightweight nodes and private blockchain.
3.2.1. Lightweight nodes

In the proposed mechanism, the lightweight nod
not used for main data storage; instead, they are spec
designed for the high-speed implementation of asym
cryptographic algorithms. This section was develop
ing STM32F427 development boards, which contai
power ARM Cortex M4 processors. A complete se
modern processors exists that are suitable for IoT a
tions, but the ARM Cortex-M series is an excellent
for implementing cryptographic algorithms [25]. In th
posed scheme, the elliptic curve digital signature alg
(ECDSA) is used to generate public and private keys a
vice authentication mechanisms. ECDSA is an ideal
because of its low complexity and low storage require

The STMicroelectronics X-CUBE-CRYPTOLIB
provides strong support for implementing several st
cryptographic algorithms with the ARM Cortex-M
processors. The NIST Cryptographic Algorithm Val
Program approved and certified ECDSA for industr
plications [26]. Rather than establishing a single no
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: Block structure for the proposed mechanism [2].

several nodes that provide access to the blockchain
for users and devices. Using multiple distributed

educes the pressure compared to using a single node
vents system failures from occurring due to a sin-
hed node. Therefore, this design is a highly suitable
for integrating blockchain technology with real in-
environments.

Private blockchain
proposed blockchain mechanism is built on a private
that provides access to authorized users only. The
ain network is a distributed ledger that maintains the
tions and operation records inside an industrial envi-
t. This ledger contains a chain of cryptographically
locks that are an integral part of the blockchain sys-
ach block consists of a timestamp, hash value, hash
f the previous block, and Merkle root. The block ar-
re of the proposed scheme is presented in Figure 2.
locks also enable peer-to-peer networking and data
ssion in decentralized networks.
ernal clients and applications can obtain access to the
nd modify it according to their requirements by us-
rt contracts. These contracts contain preset logic and
atical function-based code. Smart contracts provide
ccess to the blockchain network without the involve-
a third party by executing autonomously [27]. These
ts are irreversible; therefore, it is very difficult for an
n person to make changes in the blockchain [28].
bility is a property of the blockchain that does not
ansactions in the ledger to be modified by an unau-
person.

Consensus algorithm
consensus process allows new transactions to be

to the blockchain. Researchers have used various
us algorithms, such as algorithms based on proof
k (PoW), proof of stake (PoS), proof of concept
and proof of activity (PoA). In the proposed archi-
we use ’proof of authentication’ (PoAh) to update

ckchain. The block diagram of the PoAh consensus
m is presented in Figure 3 [29]. At the beginning
process, network participants generate transactions
llected data to create a block. In the second step,
ign the transaction with a private key and broadcast
etwork. When a block is received in the network then

Figure 3: The proof of authentication (PoAh) consensu
rithm.

trusted nodes find the source public key for signature
cation. After successful signature verification, the
nodes evaluate the Media Access Control (MAC) a
and compares it with the received one for the second ro
evaluation. After successful authentication, validated
are broadcasted by the trusted nodes with PoAh iden
tion. Subsequently, individual users in the network
the PoAh information to add blocks into the chain.
acceptance of a valid block, the user computes a hash
to link the next block and retrieves the previous bloc
value to save into the current block [29]. The technica
of the PoAh consensus algorithm are presented in Alg
1. The PoAh approach follows a traditional blockchain
ing model with lightweight block verification [29]. I
inates the reverse hash function used in the PoW ap
to make the transaction process light in weight. A
sult, blockchains can be efficiently integrated with res
constrained devices in the Industrial Internet of Thin

Algorithm 1: Execution process of the PoAh
Inputs: All the nodes in the network fol
ECDSA.
Outputs: Validated blocks that are added to
blockchain.

1 begin
2 Nodes combine multiple transactions to form

blocks.
3 Nodes sign blocks and broadcast to the netw
4 The trusted node verifies the signature with

source public key.
5 if (Block Authentication = = true)
6 A trusted node broadcasts the authentic

block to the network.
7 Add this new block in the blockchain.
8 else
9 Discard the invalid block.
10 end

3.2.4. Application layer
The application layer is the top layer of the ar

ture. It provides different interfaces to users who ca
control devices by visualizing the data using physic
vices. This layer provides several services, including a
istration, user management, data visualization, task m
ment, and so on.
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rking process of the proposed
hitecture
proposed architecture is designed to enable secure
n management in smart industrial environments.
perations include system initialization, sensor and
r data storage, and client services that perform indus-
rations in a trustworthymanner. All these operations
fly described in the following subsections.
ystem initialization
ing the initialization phase, user clients and corre-
g IoT devices are registered in the blockchain net-
his process is required to allow the re-authentication
and devices. The registration process is further di-
to two phases: user registration and device registra-
ese registration processes are explained below.

User registration
his phase, first, a system administrator generates a
ique ID for a client. Then, the admin sends this ID
lockchain node in the form of a transaction proposal.
ckchain node first verifies the existence of this ID
etwork using a smart contract. If the ID already ex-
n the transaction is denied, and a notification is is-
the admin. When the ID is not already available in
ork, then the smart contract allows the transaction.
e PoAh mechanism is executed, a new block is gen-
hat is distributed among all the blockchain nodes. If
r is successfully registered, the blockchain generates
D certificate using its private key and sends it to the
Administrators can extract certificate information by
eir own private keys. The user registration process
nted in Figure 4. The execution of the this process is
elaborated in Algorithm 2.

Algorithm 2: User Registration
begin
Admin generates a unique ID for the client.
User ID: SHAHID314
if (User_ID_exist == true)
Deny transaction
return error ()

else
Execute PoAh.
Register user ID in blockchain
return user ID certificate

end

Device registration
the proposed architecture, the physical layer con-
nsor and actuator devices. After the necessary pre-
ing is performed on the sensor’s or actuator’s data,
32-based microcomputer sends the information to
eight node in the blockchain service layer. The
ight node processes the device registration request to
kchain node as a new transaction proposal. A smart
t verifies the device ID and executes the transaction

in the blockchain network. After the PoAh process i
pleted, a new block is generated and distributed amo
the blockchain nodes. All the sensors and actuators a
istered in the blockchain network with a unique ID an
registration follows the same process, as shown in Fi
The execution of device registration process is furthe
orated in Algorithm 3.

Algorithm 3: Device Registration
1 begin
2 IoT device generates a unique ID.
3 Device ID: PRESSURE587.
4 Microcomputer sends the information to

nodes.
5 Light nodes process the registration request
6 if (Device_ID_exist == true)
7 Deny transaction.
8 return error ( )
9 else
10 Execute PoAh
11 Register device ID in blockchain
12 Issue the notification of successful regis

tion.
13 end

4.2. Data storage
All the sensors and actuators are successfully reg

in the blockchain network during the first phase. Th
important part of operation management is to store
the blockchain network from the registered devices
ure 6 shows the data storage process from the IoT
to the blockchain network. Here, STM32 performs th
essary preprocessing on a sensor’s data and sends
lightweight node of the blockchain service layer. Fi
ARMCortex-M4-based lightweight node verifies the
by using its registration ID. If the blockchain authen
the device, then the processor executes ECDSA in rea
This process encrypts the data and generates public a
vate keys. All the information is copied to all the light
nodes, which provides a backup facility in case a singl
crashes. After the encryption process, the lightweigh
interacts with a smart contract to execute the trans
The smart contract allows the transaction and stores
crypted data in the blockchain network. Here, the pub
is used to verify the integrity of the data, and the priv
is shared only with authorized users who can decry
data after accessing it from the blockchain network.
devices in the physical layer follow this same proces
data storage process is further elaborated in Algorith
4.3. Operation management

The proposed architecture facilitates the utiliza
the services of a smart industrial environment by us
blockchain network. These services include access to
sensor data and actuators operation based on their re
ments.
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Figure 4: User registration process.

Figure 5: Device registration process.

Data acquisition
ain access to the sensor data stored in the blockchain,
submits a transaction proposal to a smart contract
ith the appropriate device information. The first
ontract verifies the user’s ID; when verification is
ful, it then asks the user for their public key. The
ovides their public key, and after verification, the
ain will grant access to the user. Now, that user can
ata from the corresponding device and decrypt it us-
r private key. The data access process is presented in
7 and further elaborated in Algorithm 5.

4.3.2. Actuation task
To operate actuators such as a motor, solenoid va

robotic arm, a user submits a transaction proposal alon
the appropriate device information. After verification
user’s ID and device ID, a smart contract will allow the
action to execute. After successful PoAh, the bloc
will then allow the user to operate the correspondin
ator. After completing the actuating process, the a
sends the latest information to the blockchain servic
along with the actuation task results. The lightweight
again update the blockchain record. The actuation p

: The sensor data storage process.
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: Data acquisition process.

: The process to operate actuators.

Algorithm 4: Data Storage
begin

STM32 microcomputer pre-process sensor’s
data.
Send information to ARM Cortex light nodes.
ARM cortex verifies the device using its registra-

tion ID.
if (device authentication == true)
Execute ECDSA
Generate public and private keys.
Submit transaction proposal to blockchain

for data storage.
if (PoAh == true)

Store encrypted data in the blockchain
network.

else
return error ( )

else
Deny transaction
return error ( )

end

nted in Figure 8 and further elaborated in Algorithm

formance analysis
his section, we evaluate the performance of the pro-
ramework in the context of cryptography, consensus
ms, and different operations.

erformance of ARM Cortex-M processors
r asymmetric cryptography
most significant feature of this research is that we in-
d an implementation of the cryptographic algorithm

Algorithm 5: Data Acquisition
1 begin
2 The user submits a transaction proposal a

with device information.
3 Blockchain nodes verify the user and device
6 if (verification == true)
7 Ask public key from the user.
8 else
9 return error ( )
10 The user provides the public key of the co

sponding device.
11 Blockchain network verifies digital signature

corresponding record.
12 if (verification == true)
13 Execute transaction.
14 Provide access to the blockchain record.
15 else
16 Deny transaction.
17 return error ( )
18 end

at the device level for the blockchain network. He
evaluate the performance of the four M series proces
the context of asymmetric cryptography. In our re
we implemented ECDSA using the X-CUBE-CRYPT
library, which has been certified for industrial use
NIST Cryptographic Algorithm Validation Program.
termine the statistical error of the obtained results (X
the number of executions (N), the mean (X̄), standar
ation (�X) and standard error (�X̄) can be calculatedJo
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Algorithm 6: Operation of Actuators
begin

The user submits a transaction proposal along
with actuator information.

Blockchain nodes verify the user and actuator
information.

if ((user_ID&&actuator_ID == true)
Execute transaction.
Allow the user to operate the corresponding

actuator.
else
return error ( )

The user performs desired actuation operation,
After task completion, actuator send the latest

information to light nodes.
Light nodes update blockchain record with the

latest information
end

ns (1) to (3).

̄ = 1
N

N∑
i=1

Xi (1)

X =

√√√√ 1
N

N∑
i=1

(Xi − X̄)2 (2)

X̄ = 1√
N
�X (3)

evaluate the performance of ARM Cortex-M series
ors, we consider three performance metrics.
Execution time
s is the total time required for key generation, encryp-
d decryption using ECDSA. To determine the best
on time of ECDSA, we consider the records of 15 ex-
s for each processor. The execution time of each pro-
or ECDSA is graphically presented in Figure 9. For
h analysis, the execution time is calculated in terms
, standard deviation, and standard error for each pro-
These results are presented in Table 1. The estimated
on time of ECDSA for each processor is mentioned
ollowing.
0 ∶ 17.253 s ± 0.001 s

3 ∶ 26.352 s ± 0.002 s

4 ∶ 1.462 s ± 0.000 s

7 ∶ 1.156 s ± 0.000 s

ording to the obtained results, the average execution
f processors M0 and M3 are quite high: 17.253 s and
s, respectively, while the execution times for proces-
and M7 were 1.462 s and 1.156 s, respectively. The

Figure 9: Comparative representation of execution t
each processor.

Table 1
Detailed comparison of execution time for ECDSA.

Processor X̄(sec) �X(sec) �X̄(sec)
M0 17.253 0.002 0.001
M3 26.352 0.006 0.002
M4 1.462 0.000 0.000
M7 1.156 0.000 0.000

results indicate that the M4 and M7 processors have t
ability to execute ECDSA. These time measurements
easy planning and adjustments to determine the delay
ance in an IIoT network.
5.1.2. Power consumption

This metric describes the power consumption by t
croprocessor (MP) during cryptographic algorithm
tion. The consumed power was calculated by mea
the voltage VMP across a shunt resistance R. The c
consumption of the processor IMP was calculated by
Ohm’s Law.

IMP =
VMP
R

Here R is the shunt resistance of 1.0 ohms.
The power consumption of the processor can be

lated by using equation (5).

PMP = VS × IMP

Here VS is the supply voltage, VS = 5V

The mean, standard deviation, and standard er
power consumption are calculated by using equations
(3). To determine the average power consumption, E
was executed for 15 runs. The comparison of powe
sumption by MPs is presented in Figure 10.

Detailed mathematical results of power consumpt
presented in Table 2. The estimated power consump
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0: Comparative representation of power consumption
processor for ECDSA.

ocessor for ECDSA is mentioned in the following.
0 ∶ 123.383 mW ± 7.989 mW

3 ∶ 215.793 mW ± 2.726 mW

4 ∶ 196.802 mW ± 6.442 mW

7 ∶ 275.791 mW ± 3.078 mW

comparison of power consumption for ECDSA.

Processor X̄(mW ) �X(mW ) �X̄(mW )
M0 123.383 30.941 7.989
M3 215.793 10.558 2.726
M4 196.802 24.949 6.442
M7 275.791 11.921 3.078

obtained results show that the average power con-
n by the M0, M3, M4, and M7 processors were
mW, 215.793 mW, 196.802 mW, and 275.791 mW

ively. This comparison shows that the power con-
n of all the processors is low. Therefore, the imple-
on of ECDSA on the ARM Cortex-M processors is
gy-efficient solution.
Memory utilization
mory utilization includes the utilization of both RAM
sh memory for the implementation of the crypto-
algorithm. We used the memory analyzer tool
TrueSTUDIO, which provides a detailed analysis of
nd flash memory utilization. The RAM and flash
y utilization of ECDSA is described below.
M: Each processor in the ARM Cortex-M series has
ent RAM configuration. The detailed results of the
ccupation analysis conducted for ECDSA are sum-
in Table 3. A graphical representation of the per-
of RAM used by each processor for the ECDSA is
sented in Figure 11. According to the obtained re-
0 and M3 possess relatively large amounts of RAM
ring their total capacities. M4 and M7 are both

Table 3
RAM occupation of ECDSA for ARM Cortex-M series
sors.

ARM Cortex
Processor

Memory Utilization (RAM)
Total Utilized Percentage

M0 8 kB 1.59 kB 19.88
M3 8 kB 1.57 kB 19.63
M4 128 kB 3.52 kB 2.75
M7 512 kB 1.65 kB 0.32

Figure 11: RAM occupation by each Cortex-M proces
ECDSA.

equipped with even larger amounts of RAM, so the
all memory utilization in the two processors consti
smaller percentage of their total capacity.

Flash: This memory holds the main code. T
tailed results of the Flash occupation analysis conduc
ECDSA are summarized in Table 4. A graphical rep
tation of the percentage of Flash used by each proces
the ECDSA is presented in Figure 12. According to m
analyzer tools, ECDSA occupies 40.42% and 18.73%
available flash memory for M0 and M3, respectively
for the M4 and M7 processors, the values were only
and 1.19%, respectively.

Table 4
Flash occupation of ECDSA for ARM Cortex-M series
sors.
ARM Cortex
Processor

Memory Utilization (Flash)
Total Utilized Percentage

M0 64 kB 25.87 kB 40.42
M3 128 kB 23.97 kB 18.73
M4 1024 kB 33.28 kB 3.15
M7 2048 kB 30.57 kB 1.49

Based on the above discussion, ECDSA is a light
cryptographic algorithm. We do not recommend t
andM3 processors for ECDSA cryptographic operatio
cause of their longer execution times and higher memo
lization rates; however, implementing ECDSA on the
Cortex-M4 and M7 processors is highly suitable fo
time cryptography applications in IIoT. More precise
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12: Flash occupation of ECDSA for ARM Cortex-M
rocessors.

er ARM Cortex-M4 is an ideal choice for this pur-

nalysis of the PoAh consensus algorithm
PoAh algorithm implements an authentication

ism that uses fewer resources and less energy. It can
ly advantageous for the resource-constrained IIoT ar-
res. In the following, we present an overview of the
gnificant characteristics of the PoAh consensus algo-

Resource utilization
is a traditional consensus algorithm in which indi-

nodes generate the data blocks and miners validate
fore being added to the blockchain. The mining pro-
a computation of the reverse hash function that con-
lot of energy [30]. Too much energy utilization is
ible for resource-constrained IIoT networks. PoAh
es this issue by utilizing minimal energy. It intro-
n authentication mechanism that utilizes cryptogra-
digital signatures. In the context of cryptography,

signature verification and hash computation is a fast
rgy-efficient process. Therefore, PoAh is an energy-
t solution for resource-constrained IIoT systems.
Execution time
h requires less execution time as compared to tradi-
oWwithout compromising security threats. PoW ap-
ately takes 10 minutes to validate a single block [30].
t feasible for any kind of IoT application. PoAh re-
his issue by utilizing cryptographic authentication for
alidation. Cryptographic authentication is a very fast
that significantly reduces the execution time. There-
Ah can be an ideal choice for resource-constrained
tworks.
Security
integration of PoAh as a consensus algorithm in
ain-based IoT frameworks provides a sustainable se-
olution for IoT frameworks. IoT systems don’t re-

quire the same level of security as required for cryp
rencies [31]. IoT applications require real-time securi
proper authentication of data. PoAh integrates with
isting cryptographic concept of PoW excluding the r
hash computation for block validation. Therefore, PoA
vides a sufficient level of security with ECDSA in dec
ized IIoT networks. Furthermore, the PoAh address
major weaknesses of current blockchain consensus, n
unstable network connectivity, and the 51% attack in t
work. In PoAh, all the network devices are eligible t
erate blocks, whereas only trusted nodes are authent
them. In any unfavorable situation arising from these
nesses, are not broadcast to all peers. Only trusted pe
authenticate and add blocks to the chain. As a result, th
attack weakness of PoW is addressed due to the dynam
ture of trust values.
5.3. Performance evaluation of industrial

operations
This section presents the performance analysis

proposed blockchain architecture. Several experimen
performed to evaluate the service execution time for di
industrial operations. The execution time or CPU tim
given task is defined as the time spent by the system e
ing that task, including the time spent executing run-t
system services on its behalf. The proposed system pe
five different industrial operations that include user re
tion, device registration, sensor data recording, data
sition, and actuation. In this study, we divided the use
vices, records, and actuators into different groups and
the service execution time by performing extensive s
tions in a python environment using Dell Alienware A
R11 Core i7 desktop computer. In the following, we d
the service execution time of each operation.

First, we analyze the user registration process
blockchain-enabled smart industrial network. Users
vided into five groups which contain, 10, 20, 30, 4
50 members. The registration process of a single u
quired three main steps that include, submission of
action proposal, authentication of the transaction, a
date the blockchain after successful authentication. F
first group, the minimum and maximum execution ti
recorded as 1012 ms and 1471 ms respectively. The a
execution time for the first group is recorded as 12
Comparative analysis of service execution time for t
ferent groups of users is presented in the bar graph as
in Figure 13. This comparison indicates, that the in
in the number of users required more execution tim
5th group is considered as the largest group that conta
users. The average time for this group is recorded a
ms. The overall response of the user registration pro
fast.

In the second phase, the device registration pro
analyzed. Same as previous sections devices are c
rized into five groups that contain 10, 25, 50, 75, an
devices. Most of these devices are sensors equippe
mini computing devices and few actuators. The devi
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3: Comparative analysis of service execution time for
registration process.

process contains 4 step that includes the generation
ue ID for each device, submission of transaction pro-
alidation of transaction, and registration of device
chain network after a successful transaction. Com-
analysis of service execution time for the different
of devices is presented in the bar graph as shown in
4. The average execution time for the smallest group
ded as 1175 ms. The minimum and maximum time
group are recorded as 1025 ms and 1308 ms respec-
ame as user registration the execution time is grad-
creasing with the increase in the number of devices.

4: Comparative analysis of service execution time for
ice registration process.

he third phase, the sensor’s data recording process
zed. Data recording in immutable manners is one
ost significant characteristics of blockchain-enabled
. For the proposed solution the sensors are catego-
to five groups which contain 10, 25, 50, 75, and 100
. Data storage in the blockchain network is a four-
rocess that includes sensor authentication, data en-
n, transaction execution, and storage of the sensor’s
rage according to the device ID. Comparative analy-
rvice execution time for the different groups of sen-
data recording is presented in a bar graph as shown
re 15. According to the graph, the average execution
r the largest group of devices is recorded as 2098 ms.
ates the satisfactory performance of the proposed ar-
re in terms of the sensor’s data recording.
fourth important operation is to access the sensor’s
authorized users. This is a three steps process that

Figure 15: Comparative analysis of service execution t
the sensor’s data storage process.

includes submission of transaction proposal along wi
and device information, user and device authenticatio
provide them access to stored information after suc
authentication. To evaluate the execution time the se
record is categorized into five groups that contain the n
ical data of environmental parameters such as tempe
pressure, weight, and humidity, etc. Comparative a
of service execution time for the different groups of r
is presented in a bar graph as shown in Figure 16. A
ing to the graph, the overall execution time is less tha
ms which indicates the faster performance for this ope
The average execution time for the largest group of se
records is recorded as 578 ms. It indicates the satisf
performance of the proposed architecture in terms of t
sor’s data recording.

Figure 16: Comparative analysis of service execution t
the data acquisition process.

The final task of the proposed platform is to oper
dustrial actuators and record the process variables dur
eration. This is the heaviest process in terms of proc
time and energy consumption. It contains five stag
include submission of transaction proposal along wi
and actuator’s information, verification of user and
tor’s ID, permission to operate actuator after success
thentication, actuators operation, and update the reco
blockchain after task completion. To evaluate the serv
ecution time, we categorized the actuators into five
that include 1, 2, 3, 4, and 5 actuators. Comparative a
of service execution time for the different groups of ac
is presented in a bar graph as shown in Figure 17. A
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7: Comparative analysis of service execution time for
acquisition process.

he graph, an average execution time for the single
r is recorded as 1682 ms. For the largest group, the
execution time is recorded as 2862 ms. In summary,
rall results of service execution time indicate the sat-
y performance of the proposed blockchain platform
operation.

erformance comparison with state-of-the-art
lockchain-based architectures
st of the recent studies mainly focused on the sen-
ta storage using blockchain technology. These stud-
’t concentrate on other operations in a smart indus-
vironment. Another shortcoming of the aforemen-
esearches is that they didn’t present the security mea-
protect industrial data at the device level. The first
ant contribution of our study is that we introduced
ight cryptography and authentication at the device
at also ensures data protection outside the blockchain
. Another distinction of this work is to build a trust
ism among all the elements and operations of the
that ensures security and transparency at all lev-

he smart industry. In this section, we compare the
d blockchain architecture with other state-of-the-art
s. This comparison is organized on the basis of
erent cryptography schemes, consensus mechanisms,
ain platforms, energy efficiency, hardware depen-
speed and processing fee. The detailed comparison
nted in Table 5. Cryptography is an integral part of
ain technology that is used to protect user identities,
e transactions, and to secure all kinds of information.
lockchain context, asymmetric key cryptography is
d over symmetric key cryptography. Different re-
rs have utilized various commonly available crypto-
schemes in their studies. These schemes include the
ed Encryption Standard (AES), the 256-bit Secure
lgorithm (SHA-256), ECDSA, identity-based signa-
S) schemes, and elliptic-curve Diffie-Hellman key
e (ECDHE). All these schemes have their own ad-
s and disadvantages. We selected ECDSA for our
ture for several reasons. First, ECDSA has been
by the NIST Cryptographic Algorithm Validation
for industrial applications [26]. Second, this al-
has low computational complexity and low mem-

ory requirements. The implementation of ECDSA on
power ARM Cortex-M4 proves that this scheme is the
lightweight choice.

In blockchain technology, the consensus process
new transactions to be added to the network. In
work, a few researchers have proposed lightweight c
sus mechanisms by considering the resource-constrain
ture of devices and the issue of scalability. Some o
have utilized conventional consensus algorithms s
PoW, PoS, PoC, and PoA algorithms. However, the
requirements of the PoW approach are very high; t
is not recommended for any kind of low-power comp
device. The computational complexities and energy re
ments of the PoS, PoC, and PoA approaches are low
those of the PoW approach but still not much more
ble for many low-performance devices. Therefore,
proposed architecture, we use the PoAh approach, wh
quires less energy resource consumption for block
tion. The PoAh mechanism uses cryptographic auth
tion for block validation, which makes it faster than
consensus algorithms. The third point of comparison
blockchain platform used. Most researchers have used
source platforms for their architectures. Although
platforms provide good-quality services for specific
cations, the use of third-party services can sometimes
savior problems. To address this challenge, we have
duced a private blockchain network for the smart ind

Energy efficiency is another important paramet
usually depends upon the selected consensus algorithm
ditional PoW is not feasible for any kind of energy-e
applications. PoC and PBT have fair energy efficien
particular some specific IoT devices. Experimental
proved that PoAh as a consensus mechanism is ene
ficient. As most of the researchers used open-sourc
forms, few of them provide support for specific ha
platforms. Therefore, hardware dependency is anothe
that is addressed in this work. Extensive experiment
cate the faster performance of the proposed framewor
last factor of comparisons is the transaction processi
Different blockchain platforms charge some processin
for their services which can be sometimes costly. The
framework utilizes fewer resources so there is no proc
fee involved.

In summary, the proposed architecture is an ad
geous combination of the ECDSA encryption algo
the PoAh consensus mechanism, and a private ne
that makes it an ideal and secure, fast, and energy-e
blockchain platform for a smart industrial environme

6. Experiment: A blockchain-based fruit
processing plant
IIoT has become a staple of modern research tren

industry and academia. Several researchers have pro
intelligent systems to enhance the capabilities and
mance of industrial environments. Along with other m
industry characteristics, security and privacy are imp
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Table 5
Performance comparison with state-of-the-art.

hor Cryptographic Scheme Consensus Mechanism Blockchain Platform Energy Efficiency Hardware Dependency Speed Processi
. [17] SHA-256 PoC Hyperledger Fair Yes Slow N
al. [19] AES, SHA-256 Credit-base PoW DAG-Structured Blockchain Yes No Fair Ye
20] Local Public-Key PBFT BigchainDB Fair No Slow Ye
l.[21] Local Public-Key PoW Hyperledger Fabric No Yes Slow N
al.[22] ECDSA PoC Ethereum Blockchain Fair Yes Fair Ye
l. [23] IBS, ECDHE PoW Consortium Blockchain No Yes Slow N
y ECDSA PoAh Private Blockchain Yes No Fast N

8: A blockchain-based fruit processing plant.

In this context, we introduced and implemented a
ain-based architecture for fruit processing plants.
rief blockchain-based architecture for fruit process-
resented in Figure 18. In this plant, from start to fin-
the processes are performed as the fruit passes along
ally designed conveyor belt. The belt movement is
led by 2 high-torque DC gear motors. Intelligent mo-
er modules are also deployed to control these mo-
ciently. In the fruit processing environment, room
ture is also highly important. To maintain room
ture efficiently, 4 high precision temperature sensors
loyed along with STM32 microcomputers. The next
the fruit cleaning process, which is performed by
ssure steam. At this stage, a pressure sensor and an
are interfaced with a solenoid valve. This combina-
ectively maintains the steam pressure. In the second
he fruit drying process is conducted by forced air.

Here, pressure and humidity sensors are used with S
to maintain a suitable air pressure and humidity. A so
valve controls the air flow by interacting with the pr
sensor. The third stage involves preparing the fruits a
ing to user requirements. Here, a weight sensor is use
an STM32 to sort the fruit according to a desired
range. In the final stage, a robotic manipulator is u
pack the fruits into a basket or box; then, the convey
forwards the packed fruit to another section for furth
cessing.

To record the sensing data and states of actuato
ciently, these modules are interfaced with the light
nodes of the blockchain service layer. This section c
of four STM32F427 development boards. Each modu
a copy of the record. If a single node fails, another no
as a backup. The lightweight nodes execute the real-ti
cryption processes on the collated data and send the
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ain computing system where the private blockchain
ned. Finally, the data are stored in secure and well-
ed manner in the blockchain network. Administra-
authorized users are also connected to the system

ess the services according to requirements.
traditional IIoT system, the security and privacy as-
industrial modules are not generally deeply consid-
lockchain technology provides the best form of secu-
n industrial environment and makes it very difficult
ttacker to insert a device into a system or obtain ac-
sensitive industry records. In conclusion, blockchain
promising technique that can ensure security, confi-
ty, and verification in a smart industrial environment.

nclusion
industrial IoT modernizes smart industries by intro-
the latest technologies, and blockchain is an emerg-
nology that has received substantial attention from
ademia and industry. Integrating blockchain tech-
into a smart industry adds several advanced features,
g security, immutability, trust, decentralization, and
r degree of automation. In this paper, we propose a
ain-based architecture for a smart industrial environ-
he proposed scheme enables a secure, lightweight,
centralized private blockchain-based IIoT network
rforms several critical operations, such as user and
enrollment, data storage, and machine operation in a
manner. In particular, we introduce an implementa-
symmetric cryptography at device level that reduces
putational complexity and enhance the security of
strial platform. The performance of the proposed ar-
re is evaluated by considering several performance
ters. Experimental results proved the superior per-
ce of the proposed architecture as compared to other
-the-art schemes. Finally, we transformed a tradi-
ruit processing plant based on the proposed architec-
achieve the great potential of blockchain technology
art industry.
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