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ABSTRACT The evolution of wireless and mobile communication from 0G to the upcoming 5G gives rise to
data sharing through the Internet. This data transfer via open public networks are susceptible to several types
of attacks. Encryption is a method that can protect information from hackers and hence confidential data can
be secured through a cryptosystem. Due to the increased number of cyber attacks, encryption has become
an important component of modern-day communication. In this article, a new image encryption algorithm is
presented using chaos theory and dynamic substitution. The proposed scheme is based on two-dimensional
Henon, Ikeda chaotic maps, and substitution box (S-box) transformation. ThroughHenon, a random S-Box is
selected and the image pixel is substituted randomly. To analyze security and robustness of the proposed
algorithm, several security tests such as information entropy, histogram investigation, correlation analysis,
energy, homogeneity, and mean square error are performed. The entropy values of the test images are greater
than 7.99 and the key space of the proposed algorithm is 2798. Furthermore, the correlation values of the
encrypted images using the proposed scheme are close to zero when compared with other conventional
schemes. The number of pixel change rate (NPCR) and unified average change intensity (UACI) for the
proposed scheme are higher than 99.50% and 33, respectively. The simulation results and comparison with
the state-of-the-art algorithms prove the efficiency and security of the proposed scheme.

INDEX TERMS Henon map, Ikeda map, chaos, encryption, substitution box.

I. INTRODUCTION
In the last few decades, advancement in data communication
has given rise to the sharing of multimedia data electronically.
In multimedia data, digital images that may be of a
sensitive nature such as medical and defence related images
are transferred through unsecured communication channels.
Owing to the public nature of the Internet, protection of these
digital files has become a serious challenge. Proper measures
should be taken to secure digital information to avoid
the breach of sensitive data and one’s privacy [1]–[4]. For
securing sensitive information from unauthenticated access,
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cryptography has been introduced. Cryptography is the pro-
cess of securing information from unauthenticated access [5].
Many algorithms have been proposed for securing sensitive
information such as Advanced Encryption Standard (AES),
Rivest–Shamir– Adleman (RSA), Data Encryption Standard
(DES), and International Data Encryption Algorithm (IDEA)
but these methods can not be used to encrypt images, because
they are primarily used to encrypt text [6]–[16]. Due to their
unique features such as similarity between adjacent pixels
and higher redundancy of digital images, these algorithms are
not suitable for digital image encryption. Among the various
proposed schemes for image encryption, many are based only
on the permutation of pixels but such schemes are not immune
to various cryptographic attacks [17]–[19].
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Chaos theory is used in many fields of science because of
its special nature. Apart from its applications in cryptography,
it has its value in the fields of mathematics, physics, biology,
computer, engineering and the arts. In the last few decades,
a strong association between chaos and cryptography has
been uncovered [20], [21]. Nowadays, in the implementation
of secure image communication, chaotic systems are found
to be very useful because of their random and unpredictable
behaviour. The characteristic properties of chaos theory
such as non-periodicity, sensitivity to initial conditions,
deterministic pseudo-random behaviour and sensitivity to
control parameters are the basis of the chaotic system’s
security [22]. The implementation of chaotic maps in modern
encryption schemes is because of its non-linear dynamic
behaviour and larger key space. With the help of chaos
theory and cryptography, efficient encryption schemes can
be designed [9], [14], [23]–[25]. For an image encryption
scheme to be secure, it must have the properties of confusion
and diffusion. Confusion means changing the position of
pixels and diffusion refers to changing the individual pixel
grey values that leads to the reduction of correlation between
image pixels [26]. An image encryption algorithm based
on chaotic maps may be vulnerable to different attacks due
to weak encryption mechanism and lower key space [10].
These days, researchers are using chaotic maps in the design
of new image encryption schemes for increased security.
There are two categories of chaotic maps: 1-D chaotic
maps which include logistic map, tent map and circle
chaotic map [27], [28]. However, because of their simplicity,
they can be easily compromised. The other category is
high dimensional chaotic maps such as Henon and Ikeda
maps, with larger key space and good chaotic behaviour.
These chaotic maps are also vulnerable to security attacks;
therefore, newly proposed algorithms must fulfil the present
day demands of image encryption in real-time.

The digital information in an image can be secured either
by covering the original image with some secret cover image
or by encryption. The concept of an encryption algorithm
based on chaos was given by Matthews [29]. Many image
encryption schemes have been proposed in the literature.
For encryption and permutation, a 2D baker map is applied
for M × M image and the relationship of cryptography and
discreet chaos is analyzed [30]. An image encryption scheme
that utilizes orthogonal matrices and chaotic maps has also
been proposed which is robust enough to channel noise and
image compression [31]. Ahmad et al. [32] have presented an
image encryption scheme that utilizes Henon and skew tent
maps for confusion and diffusion and an S-box for dynamic
substitution. Ahmad et al. [33] have utilized orthogonal
matrices, skew tent map and XOR operation to design an
efficient encryption algorithm for images. A light weight
image encryption scheme has also been proposed using
Chebyshev and Intertwining maps encrypting a small portion
of the transformed image for the applications where time
is a constraint [34]. An efficient cryptosystem is proposed
by Masood et al. in [25] employing fractal keys and a

Lorenz chaotic map. Fibonacci series and a Kaplan–Yorke
chaotic map are utilized for the design of a novel encryption
scheme in [35]. In [4], using multiple discreet dynamic
maps such as Henon and duffing chaotic maps, a chaos
based image encryption scheme is proposed. To overcome
the disadvantages of traditional encryption schemes, a new
light-weight encryption scheme is proposed [36]. For the
security of medical images, a novel encryption schemes is
proposed in [37] using logistic, tent and sine chaotic maps.
Another encryption scheme for medical images encryption
is introduced in [38] which is based on chaotic attractors on
frequency domain by integer wavelet transform (IWT) and
fused with deoxyribonucleic acid (DNA) sequence on the
spatial domain. A new cryptosystem is introduced based on
the combination of Mersenne Twister (MT), Deoxyribonu-
cleic Acid (DNA), and Chaotic Dynamical Rossler System
(MT-DNA-Chaos) methods [39].Masood et al. [39] proposed
robust cryptosystem to secure aerial images information
using Mersenne twister method, DNA encoding rule and
chaos sequencing, To overcome the disadvantages of logistic
mapping, image encryption schemes based on spatiotemporal
chaotic maps are proposed but these concepts are also
applicable to other schemes for the purpose of security
enhancement [40]–[42]. Anees et al. [43] identified a flaw
in the S-box transformation that is its poor performance for
highly correlated data and proposed a new technique based
on chaotic substitution to address the issue. The scheme
proposed in [43] does not perform well when it comes to the
encryption of images with lower gray values. This problem
was identified and solved by Ahmad and Hwang et al. [19]
by the introduction of a chaos-based diffusion scheme.

Since the last decade, many chaos-based image encryption
scheme has been proposed, however, many of them have been
proved insecure due to lower keyspace and infeasible due
to computational complexity [4], [19], [22], [31], [32], [44].
According to previous literature [4], [19], [22], [31], [32],
a secure cryptosystem should contain both permutation and
diffusion. But in literate, many schemes does not fulfil the
aforementioned [4], [19], [22], [31], [32]. In this article, rows
and columns of the plaintext image are first permuted using
Ikeda map which results in a better permutation. To achieve
the diffusion property, the permuted image is XORed bit-wise
with the set of values generated through the Henonmap. After
the XOR operation, the values of the individual pixels are
substituted with one of the S-box depending on the condition
specified in the algorithm. Due to an additional step of the
substitution process, the proposed scheme ismore secure than
the existing scheme. Our claim of robust security is proved
in experimental results and security analysis section using a
number of images such as Lena, Baboon, Cameraman, and
Barbara. In previous studies [19], [22], [31], the security of
these images were lower due to lower keyspace and insecure
maps.

It is evident from previous studies [19], [22], [31] that there
is a strong relationship between chaos and cryptography.
Chaos is the study of dynamic systems behaviour and is
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FIGURE 1. Fundamental flow schematic for the chaotic encryption.

a branch of mathematics. Chaotic systems show sensitivity
towards the initial conditions and certain other factors.
Some important properties that chaotic systems exhibits are
topology mixing, strange attractor, ergodicity, randomness
and reliance on their initial conditions [23], [29], [45], [46].
These are the properties which give importance to the
encryption algorithms based on chaos. The output of chaotic
systems can not be determined without a prior knowledge
of its initial parameters. Therefore, efficient cryptographic
encryption algorithms can be designed using chaos theory.
The initial conditions of a map must be known for a good
chaotic output. The map becomes deterministic when the
initial conditions are known. These chaotic features are
used for different cryptosystems. The significant sensitive
property of the initial condition defines the ease of realization
of the cryptosystem and provide a barrier for the hackers.
Fundamental flow schematic of the chaotic encryption is
illustrated in Fig. 1.

The use of chaos theory is not limited to computer science
and cryptography but also has its applications in other fields
such as biology, engineering, mathematics, economics and
physics. The theory of chaos deals with processes which
demonstrate a particular form of dynamic behaviour in time.
Chaos typically arises in complex, nonlinear deterministic
systems (NLDS). Chaos happens when the mathematical
parameters are constantly and persistently modified. There
is a collection of chaotic systems characteristics that have
been identified by the experts. The most important ones are
as follows [47]:

A. DYNAMIC INSTABILITY
This parameter is often referred as the butterfly effect. It is
the sensitivity function of initial conditions. A small change
in initial conditions results in substantially divergent and
contrasting trajectories.

B. TOPOLOGICAL MIXING
This is defined as the mixing of colour dyes. This means
that the system can adjust over time to overlap or merge any
known region with some other known area.

C. NON-PERIODICITY
The chaotic system never replicates itself with the passage of
time and is of a non-periodic nature.

D. PERIODIC ORBITS DENSITY
A chaotic system having dense periodic orbits implies that
periodic orbits approach every point in space arbitrarily
closely.

E. ERGODICITY
The dynamics exhibit the same properties of statistics when
measured immediately over space and time.

F. SELF-SIMILARITY
The system progression show similarity at dissimilar mea-
surement in space or time. Due to this property, the system is
unique and seems like an auto-repetitive system at different
measurement.
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FIGURE 2. Substitution box bijective mapping.

1) PROBLEM STATEMENT
The S-box mapping relation is a one-to-one relationship also
known as bijective mapping which means that a message
symbol will be replaced with a unique S-box element. This
mapping relationship is shown in Fig. 2. The S-box can be
represented as a bijective function g(a), hence:

S : P→ C

if a1 = a2
then g (a1) = g (a2) (1)

In Fig. 2, P is the plaintext image pixel and C is the
transformed image pixel. If a digital image contains pixels
having the same values, they are all encrypted into one
specific S-Box symbol. This means that the histogram peaks
remain the same after the application of S-box transformation
on data that is highly autocorrelated. This effect can be seen
in the Lena image shown in Fig. 3. Therefore, it is easy for a
fraudulent person to access and extract the information from
the encrypted image.

2) PAPER CONTRIBUTION
To fully exploit the advantages of the S-box transformation
and avoid its deficiencies, a different approach has been

utilized in this article. Instead of using the S-box transfor-
mation directly, we have first permuted the image with the
help of Ikeda map to achieve confusion property and then
the Henon map is used for diffusion. After that, the S-box
transformation is applied to the distorted image for the
enhancement of the security and to obtain a highly secure
encrypted image that hides all the information of the plaintext
image.

II. PROPOSED SCHEME
This section will discuss the steps involved in the proposed
encryption scheme. To achieve the properties of confusion
and diffusion, two different two-dimensional iterative chaotic
maps are employed. For further enhancement of the security
of the ciphertext images, an S-box is selected from three
Sboxes defined in the algorithm for the substitution of pixel
values.

A. CHAOTIC MAPS EMPLOYED IN THE PROPOSED
ENCRYPTION SCHEME
In this section, the chaotic maps that are employed in the
proposed algorithm for confusion and diffusion are discussed.

1) HENON CHAOTIC MAP
The Henon chaotic map proposed by Hénon [48] is a
two-dimensional non-linear discreet chaotic map that gives
as an output two sets of random values. It takes two inputs
(xn, yn) to give a random output. Mathematically, the Henon
map can be written as follows:

xn+1 = 1− axn + yn,

yn+1 = bxn (2)

where x0 and y0 are the initial conditions of the map and
a ∈ (0, 1.4], b ∈ (0.2, 0.314] are the control parameters
of the map. The map shows good chaotic behaviour when
x0 = 0.4009, y0 = 0.408, a = 1.4089, b = 0.3. Fig. 4
shows 6000 successive points obtained by the iteration of the
map.

2) IKEDA MAP
The Ikeda map is a two-dimensional discreet-time complex
map with good chaotic behaviour [49]. It takes (xn, yn) as
input and generates output. It is usually used in its modified
form to take into account the saturation factor of a nonlinear
dielectric medium. In its real form it can bewritten as follows:

xn+1 = 1+ u(xncostn − ynsintn),

yn+1 = u(xnsintn + yncostn),

tn = 0.4−
6

1+ x2n + y2n
(3)

The chaotic behaviour is shown when x0 = 0.1, y0 =
0.1, c = 0.39, u = 0.9 [50].

B. SUBSTITUTION BOXES USED IN THE PROPOSED
SCHEME
As discussed earlier, the image obtained after the bit-wise
XOR operation has to go through the substitution box
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FIGURE 3. S-box transformation.

transformation to increase the security of the encrypted
image. In this article, three different S-boxes are used which
are discussed in detail in the following section.

1) FADIA’s S-BOX 1
In [51], a novel 16× 16 S-box is proposed which is based on
the Lorentz equation, shown in Table 1. The security analysis
of this S-box also is presented in [51] and it was found out that
the proposed S-box is useful in the achievement of confusion
property in image encryption. From the simulation results,
it is evident that using this S-box improves the efficiency of an
encryption algorithm. The ciphertext images generated as a
result of the application of the chaotic S-box are invulnerable
to different attacks.

2) FADIA’s S-BOX 2
In [52], Fadia et al. have proposed an S-box shown in Table 2.
Due to its ease of implementation and better security,
while taking into account several other parameters such as
contrast analysis, homogeneity, entropy and energy analysis,
the proposed S-Box has been proven to be able to provide
better confusion for image encryption. The S-box has been
analyzed and declared secure for the encryption of digital
images.

3) HUSSAIN’s S-BOX
A new S-box is presented in [53] which is based on projective
linear group and is applied to the Galois field of order 256.
The security and properties of the S-box can be evaluated
using a number of parameters [54]–[59]. The efficiency
of Hussain’s S-box is evaluated using several tests such
as the criterion of bit independence, the non-linearity test,
the criterion of majority logic and the test of non-linearity.
Hussain’s S-box is highly secure which has been proven via
the aforementioned parameters. The values of the S-box are
shown in Table 3.

C. ENCRYPTION PROCEDURE
LetP be the greyscale input image having dimensions ofA×B
pixels where A represents the number of rows and B number
of columns, both A and B are equal in our case. Input image
P has pixels values between 0 and 255. The major steps of
the encryption scheme are displayed in Fig. 5. For the sake of
understanding, the proposed algorithm is applied on a 4 × 4
sample data as shown in Fig. 6. Below is the description of
the steps involved:

1) Two sets of chaotic values having size of A or B
have been generated i.e. LA = (x1, x2, x3 . . . , xA),
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FIGURE 4. Phase diagram of Henon map (x0 = 0.4009, y0 = 0.408, a = 1.4089, b = 0.3).

TABLE 1. Fadia’s S-box 1 [51].

LB = (y1, y2, y3 . . . , yB) with the help of Ikeda
map by setting the values of the parameters
x0 = 0.1, y0 = 0.1 and c = 0.39,
u = 0.9.

2) The values of LA and LB are sorted and the indexes of
sorted values in the original matrices are retrieved and
contained in SA and SB, where both SA and SB are row
matrices.

VOLUME 8, 2020 140881



A. Qayyum et al.: Chaos-Based Confusion and Diffusion of Image Pixels Using Dynamic Substitution

FIGURE 5. Flow chart of proposed scheme.

TABLE 2. Fadia’s S-box 2 [52].

3) According to the sequence SA, the positions of all
rows are permuted from the first column until the last

column and using the same method and sequence SB,
all columns are permuted from the first row until the
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TABLE 3. Hussain’s S-box [53].

FIGURE 6. Algorithm applied on a 4 x 4 sample data.

last row. The resulting shuffled image is represented
as α.

4) The Henon map is iterated A × B times and the
result is placed in β and γ as it is a two-dimensional
chaotic map, where β = β1, β2, . . . βA×B and γ =
γ1, γ2, . . . γA×B are sets of random chaotic values.

5) The matrix β is reshaped into A × B matrix. The
reshaped β matrix in then multiplied with a factor of
1014 to make the values of reshaped β large enough
so that after the application of modulus 256 and floor
operation the set of values must not have maximum
repetition of a same number, modulus 256 and floor

function is applied to obtain matrix β ′ having integer
values only. Mathematically, this operation can be
expressed as:

β ′ = floor(Mod(1014 × reshape(β,A,B)), 256) (4)

6) The shuffled image α is XORed bit-wise with the
matrix β ′ to get matrix ω.

7) The second element of matrix γ is selected, multiplied
with a factor 102 to prepare it for modulus 3 operation,
then rounded and modulus 3 function is applied to
obtain a value of 0, 1 or 2. This whole operation can
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be represented mathematically as:

γ ′ = Mod(round(102 × γ (:, 2)), 3) (5)

8) If the value in γ ′ is 0, Fadia’s S-box 1 will be
selected. For γ ′ = 1, Fadia’s S-box 2 will be selected.
For γ ′ = 2, Hussain’s S-box will be utilized for the
substitution of pixels of matrix ω to obtain the final
encrypted image C .
The decryption can be done by repeating the steps from
step 8 to step 1.

III. EXPERIMENTAL RESULTS AND SECURITY ANALYSIS
For the performance analysis of an image encryption scheme,
a variety of tests are proposed in [1]. For this specific
algorithm, these security tests are conducted using MATLAB
2018a with 4GB memory, 1GHz CPU and Microsoft
Windows 10 operating system. Four test images of the
Baboon, Cameraman, Lena and Barbara are chosen as shown
in Fig. 7 (a, c, e, g). Among these test images, the Lena
image is composed of binary values only. The encrypted
versions of these test images are shown in Fig. 8 (a, c, e, g).
The simulation results are contrasted with the algorithms
presented in [19], [43] and [34] to prove the efficiency of the
scheme proposed in this article.

For demonstration purposes, the image after every stage is
shown for the Baboon image only in Fig. 9.

A. HISTOGRAM AND CHI-SQUARE INVESTIGATION
A histogram tells us about the graphical pixel values
replicated in an image. For an encrypted image to be immune
to different attacks, its histogram must be uniform. The
plaintext image histograms of the four test images are shown
in Fig. 7 (b, d, f, h) and Fig. 8 (b, d, f, h) shows the histograms
of encrypted images. From Fig. 7 (b, d, f, h), it can be clearly
seen that the plaintext histograms have sharp peaks but for
the ciphertext images, the histograms are almost uniform
as shown in Fig. 8 (b, d, f, h). To prove the uniformity
of encrypted images histograms mathematically, chi-square
(χ2) test is used. Mathematical expression for chi-square is:

χ2 =
255∑
L=0

(observed value-expected value) 2

expected value
(6)

where L is the intensity level. Lower values of χ2 shows
that the pixel distribution is uniform. The chi-square values
for the encrypted images are tabulated in Table 4 and are
also compared with the schemes proposed in [19], [43]
and [34]. It is clear from Table 4 that the encrypted images
obtained through the proposed algorithms have uniform pixel
distribution and have successfully covered all the data from
the hackers.

B. INFORMATION ENTROPY
Entropy has a significant role in the measurement of unpre-
dictability and the randomness of information [55]. Entropy
illustrates the degree of uncertainty in a communication

TABLE 4. Histogram uniformity analysis on the basis on chi-square test.

system in the information theory. It was Claude Elwood
Shannon who in 1949 gave this notion of information
entropy [60]. Mathematically, the entropy H (m) can be
expressed as:

H (m) =
2N−1∑
i=0

p (mi)× log2
1

p (mi)
(7)

In the above equation, p(mi) is the occurrence probability
of the symbol mi. For a random source which generates 2Z

symbols, the entropy H (m) is Z . However, if the encryption
process is carried out with a source that emits 28 symbols and
all of them can occur with equal probability, the ideal entropy
value will be 8 but practically it is a value close to 8. The
entropy H (m) values of the test images for both plaintext and
ciphertext images and that of [19], [43] and [34] are tabulated
in Table 5. It can be seen from Table 5 that the values of
entropy for the ciphertext images of all four test images are
very close to 8 for the proposed algorithm and are greater than
the algorithms proposed in [19], [43] and [34]. Furthermore,
the local entropy defined in [61] is calculated for all encrypted
images. We have selected 30 random non-overlapping blocks
and calculated mean of all entropy values. The local entropy
for all encrypted images are greater than 7.90 and hence the
proposed scheme is secure against entropy attack.

C. CORRELATION ANALYSIS OF PLAINTEXT IMAGE AND
CIPHERTEXT IMAGE
Correlation shows the relationship of two variables. It is
useful for checking the quality of encryption of a cryptosys-
tem [62]. For completely different plaintext and ciphertext
images, value of the correlation coefficient must be very
small and close to zero. The correlation between plaintext and
ciphertext images is realized by calculating two-dimension
correlation. Mathematically, it is given as:

CC=

∑M
i=1

∑N
j=1

(
Iij− Ī

) (
Cij−C̄

)√(∑M
i=1

∑N
j=1

(
Iij− Īij

)2) (∑M
i=1

∑N
j=1

(
Cij−C̄ij

)2)
(8)

where Ī is the mean value of the plaintext image and C̄
is the mean value of the ciphertext image. The correlation
for test images between plaintext and ciphertext is analyzed
and compared with [19], [43] and [34], and the results are
illustrated in Table 6.
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FIGURE 7. Original test images with histograms.
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FIGURE 8. Encrypted images and their histograms.
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FIGURE 9. Baboon image at different stages of encryption.

TABLE 5. Information entropy.

TABLE 6. Values of correlation coefficient.

D. CONTRAST INVESTIGATION
Contrast investigation is typically the calculation of the
local intensity variance existing in an image. Contrast is the
luminous or colour difference due to which the objects in an
image can be distinguished and because of which viewers are
able to identify different objects. Higher values of contrast
demonstrate that the image has considerably different gray
levels while constant gray levels are indicated by lower
values. For image encryption, higher contrast values are

desirable. Mathematically, it is defined as:

C =
∑
i,j

|i− j|2 × p(i, j) (9)

where p(i, j) indicates the number of gray-level co-occurrence
matrices (GLCM). The values of the contrast for plaintext
images and ciphertext images are listed in Table 7 which
shows that the contrast values are greater than those presented
in [19], [43] and [34].
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TABLE 7. Values of contrast.

TABLE 8. Energy.

TABLE 9. Homogeneity.

E. ENERGY
The energy calculation results in the addition of squared
elements in the GLCM. The value of energy is low when the
entries of GLCM are nearly equal and has a high value when
some of the entries have higher magnitudes. For an encrypted
image, the energymust be low.Mathematically, image energy
is calculated as:

E =
∑
i,j

p(i, j)2 (10)

where p(i, j) is the number of gray-level co-occurrence
matrices. The energy values of the plaintext images and
ciphertext images and that for [19], [43] and [34] are listed
in Table 8.

F. HOMOGENEITY
The homogeneity quantifies how close the elements distri-
bution is in the GLCM. The GLCM illustrates the statistical
combination of pixel luminosity or grey levels in the form of
table. From the GLCM table, the occurrence of gray scale
patterns can be visualized. Lower values of homogeneity
are desirable for an efficient encryption scheme. These
patterns are read from the GLCM table. Mathematically, it is
expressed as:

Hom =
∑
i,j

p(i, j)
1+ |i− j|

(11)

where p(i, j) represents the gray-level co-occurrence matrices
in GLCM. The values of the homogeneity for the plaintext
images, images encrypted by the proposed algorithm, [19],
[43] and [34] are shown in Table 9.

G. MEAN SQUARE ERROR
Mean square error (MSE) is used to analyze the Avalanche
effect. The Avalanche effect states that changing the plaintext
image or key causes a tremendous change in the corre-
sponding encrypted image. MSE is calculated for two digital
images and is the cumulative squared error between them.
Mathematically, it can be calculated as:

MSE =
1

M × N

N−1∑
i=0

M−1∑
j=0

[P(i, j)− C(i, j)]2 (12)

where M is the width and N is the height of the image.
P1(i, j) and C(i, j) illustrates the pixel position at ith row
and jth column for the plaintext image and ciphertext image
respectively. The value of MSE is evaluated for the plaintext
image and ciphertext image of all the four test images and
tabulated in Table 10. The values for the images encrypted
using Amir et al. [43] algorithm, [19] and [34] are also
mentioned in Table 10. The MSE value should be large for
the the purpose of security and robustness against different
statistical attacks.

140888 VOLUME 8, 2020



A. Qayyum et al.: Chaos-Based Confusion and Diffusion of Image Pixels Using Dynamic Substitution

TABLE 10. Mean square error.

TABLE 11. Encryption time (sec).

TABLE 12. Peak signal to noise ratio.

H. TIMING ANALYSIS
An encryption algorithm is efficient when it uses fewer
resources and has minimal computation time. For checking
the computational complexity, the encryption time of the
proposed algorithm is outlined and compared with [19],
[43] and [34] in Table 11, which shows the time taken
by the proposed algorithm to encrypt each plaintext image.
It is obvious from Table 11 that the proposed scheme
computational complexity is very low as compared to the
schemes proposed in [43] and [19]. Encryption time of [34]
is less than the proposed algorithm because it encrypt only
one fourth part of the image. This analysis has been done
using MATLAB 2018a with 4GB memory, 1GHz GPU and
Microsoft Windows 10 operating system.

I. PEAK SIGNAL TO NOISE RATIO
This ratio is used for the analysis of the encryption algorithm.
It measures pixel value changes between the plaintext image
and the ciphertext image [63]. The mathematical expression
for the calculation of PSNR is given in Eq. 13 [63]:

PSNR = 10× log2

[
I2max
MSE

]
(13)

where Imax represents the maximum value of image. For
a good encryption algorithm, the PSNR values should be
low. For the PSNR values of the test images, see Table 12
which shows PSNR values for the proposed, Ahmad and
Hwang et al. [19], [43] and [34] algorithms.

J. STRUCTURAL CONTENT
This a test to measure the resemblance between the plaintext
and ciphertext images. It shows the similarity between
the original and ciphertext image. Mathematically, it is
calculated as:

SC =

∑M
i=1

∑N
j=1

(
O(i,j)

)2∑M
i=1

∑N
j=1

(
E(i,j)

)2 (14)

where O(i,j) is the original image and E(i,j) is the encrypted
image. The desirable values are near to zero that means
least similarity between the two images which indicates
that the scheme is secured for digital images while values
near to 1 means that the two images are identical which
indicates an inefficiency of the proposed scheme for digital
image encryption. For the proposed scheme, the SC values
for Baboon, Cameraman, Lena and Barbara are shown
in Table 13 and also compared with the schemes proposed
in [19], [43] and [34]. A comparison of the proposed scheme
with S-Boxes and without S-Boxes is provided in Table 14.
It is clear from Table 14, that with S-Boxes transformation
the encryption scheme is more secure.

K. KEY SPACE ANALYSIS
Key space refers to the number of keys that can be used
in the process of encryption or decryption. The strength of
an encryption algorithm can be evaluated on the basis of its
available key space. For an algorithm to be resistant to brute
force attacks the key space should be greater that 2100 [45].
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TABLE 13. Structural content.

TABLE 14. The proposed scheme with and without dynamic S-Boxes.

As per the IEEE standard, computational precision is about
10−15, and the total number of keys for an algorithm can be
calculated as:

KS =
((

1015 × 1015
)α
×

(
1015 × 1015 × 1015 × 1015

))β
=

((
1030

)α
× 1060

)β
(15)

From (14), it is evident that even for a single cycle of
permutation and diffusion (α = 1, β = 1) the key space is
about 1090 ≈ 2299. This key space is large enough to
withstand any type of brute force attack. This key space can
be further increased by choosing larger values of α and β.
For α = β = 2, the key space is 10240 ≈ 2798 that is large
enough to resist every kind of brute force attackwith available
computer and software technologies.

L. KEY SENSITIVITY ANALYSIS
Key sensitivity analysis is another parameter to analyze
the strength of an encryption algorithm. A key sensitive
algorithm will give a total different output when there is
a slight change in the key. Suppose S1 and S2 are the
two keys that are slightly different 10−15 from each other
which gives encrypted outputs of E1 and E2 respectively.
The condition for key sensitivity is met, if the The E1 and
E2 percentage difference is greater than 99% [22]. For key
sensitivity analysis of the proposed algorithm, the key seed
parameters are x0, y0, a and b of the Henon map. The Baboon
image is encrypted with key coefficients (x0 = 0.4009, y0 =
0.408, a = 1.4089, b = 0.3.) to obtain encrypted image
E1. Another encrypted image E2 is generated with a slight
change of 10−15 in only x0 (x0 = 0.4009 + 10−15, y0 =
0.408, a = 1.4089, b = 0.3.). The encrypted images
E1,E2 and their difference is shown in Fig. 10. It is evident
from Fig. 10(c) that a slight change in x0 only results in a

considerable change in the resulting encrypted image. The
numerical results in terms of percentage difference of all the
test images for the proposed, [19], [43] and [34] are tabulated
in Table 15. For the proposed algorithm, the value of per-
centage difference is between |E1 - E2| is greater that 99.6%
for all the test images with a small change in x0. A minor
change in other key seed parameters also led to significant
changes. From Table 15, it can be seen that the percentage
differences of [19], [43] and [34] are less than the proposed
scheme.

M. RESISTANCE AGAINST DIFFERENTIAL ATTACKS
In a secure image encryption algorithm, a single pixel change
in the plaintext image should result in a significant change
in the corresponding encrypted image. When an encrypted
image is significantly changed, it shows that the proposed
scheme is resistant to differential attack. To investigate
the effect of change of one pixel on a ciphertext image,
the commonly used parameters are: (i) Number of Pixel
Change Rate (NPCR) and (ii) Unified Average Change
Intensity (UACI) [64], [65]. Mathematical expression for
NCPR is:

NPCR =

∑
i,j D(i, j)

M × N
× 100% (16)

and the Mathematical expression for UACI is:

UACI=
1

M × N

∑
i,j

|E1(i, j)−E2(i, j)|
255

× 100%, (17)

where E1 is the encrypted image of the original plaintext
image and E2 is the encrypted image obtained as a result of a
single pixel value change in the plaintext image. ForE1 = E2,
Di,j = 0; else Di,j = 1. The numerical values of NCPR and
UACI are shown in Table 16 and Table 17. It is evident
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FIGURE 10. Key sensitivity analysis.

TABLE 15. Percentage difference between E1 and E2.

TABLE 16. NCPR values.

TABLE 17. UACI values.

from Table 16 and Table 17, that the proposed algorithm
NCPR and UACI values are better that the schemes proposed
in [43] and [19] and [34] which proves high resistance against
differential attacks.

N. NIST ANALYSIS
National Institute of Standards and Technology (NIST) is a
US (United States) based company that provides guidelines
for the protection of data. To make sure that data is protected
from attackers/eavesdroppers, security measurements should

be taken. Confidential data should be cyber secure and it
must follow the guidelines provided by US government or
agencies. NIST has outlined 15 significant statistical tests
for cryptographic applications which are used to determine
the strength of any cryptographic algorithm and estimate the
actual randomness produced by the system. The test is applied
on encrypted images and results are shown in Tables 18
and 19, respectively. From tables, it is evident that all tests
passed the randomness test and hence the proposed scheme
is secured.
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TABLE 18. NIST test results for encrypted grey images.

TABLE 19. NIST random excursions and variants.

IV. CONCLUSION
A new image encryption scheme using chaos theory and
dynamic substitution is presented in this article. The

confusion property is achieved by using a two-dimensional
Ikeda map and diffusion through the Henon map, respec-
tively. In the last stage of encryption, the pixel values are
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substituted using S-box. However, S-box is selected ran-
domly which enhances the security of the encrypted images.
The security of the proposed scheme is analyzed via several
security tests. From information entropy, histogram analysis,
correlation coefficient, energy, homogeneity andmean square
error it is evident that the proposed scheme is highly secure
compared to traditional schemes. Furthermore, its use of less
computational resources shows that the proposed scheme is
feasible for real-time encryption applications. The proposed
scheme can be used for the encryption of other digital
media such as audio and video with slight modification.
In future, we aim to test the proposed scheme on video and
audio data. Moreover, proposing an encryption system to
secure remote sensing big data will be investigated in future
works [66]–[69].
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