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Abstract

At present, wireless sensor networks and radio frequency identification (RFID) are
both emerging technologies with great potential in seamless applications. Integrating
these two technologies would provide low-cost solution for object identification and
tracking for wide range of applications where, object and location awareness is crucial
and essential.

Healthcare is one of the industries, where object and location aware applications are
most wanted, particularly in enhancing patient safety and reducing medical errors by
patient identification (Murphy & Kay, 2004). Unfortunately, healthcare environment
is challenging, where radio interferences are restricted and IT literacy of the staffs are
limited. It gets further challenging in convincing patients of their privacy and ethical
issues that surrounds patient tagging and monitoring.

The aim of this project is to review methods involved in object identification and
tracking in wireless sensor networks and to design and implement a prototype of
wireless enabled framework for object identification and tracking. It is to mainly
address the needs of healthcare and other similar environments. This project is perused
in collaboration with National Health Service (NHS) - University Hospital
Birmingham (UHB), Napier University, ConnectRFID and other industry partners.

Based on onsite observation of IT infrastructure, and patient identification problems in
hospital environment at UHB — NHS, a framework for object identification and
location tracking is designed, implemented and benchmarked. It is developed using
state-of-the-art tools and technologies in Visual Studio .NET, C#, MS SQL Server and
ZPL for a variety of suitable equipments chosen to achieve the needs of this system.

To evaluate, the framework is benchmarked for the limitations and performance using
extensive logging of all activities and round trip times within parts of the framework.
The database involved is also monitored and measured for its size in comparison with
the number of activities within the framework.

The main outcome of this project is a state-of-the-art framework that suits the needs of
object identification and tracking within healthcare environment. With minor changes
the framework can be implemented in wide range object and location aware
application and solutions.

Two novel achievement of this work is, the framework is applied for patent protection
(Patents, 2006) by NHS MIdTECH on behalf UHB — NHS and Napier University and
contributed to writing and acceptance of a paper in International Journal of Healthcare
Technology and Management (Thuemmler et al., 2007).
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1.0 Introduction

Outdoor applications that needed location awareness have used GPS, Infrared,
Ultrasonic, Cellular and RF based solutions (Agiwal et AL, 2004). For an indoor
location aware application, there are wide range of research in various methods are
undertaken by researchers(Zaruba et al., 2007), but still the need for real working
framework for indoor location aware system is largely unexplored or unsuitable for
challenging environments like healthcare(Murphy & Kay, 2004; Wang et al., 2006).
This work here is contributed towards addressing this issue by building a proof of
concept framework for patient identification in healthcare environment.

Wireless networks have significantly become popular among everyone in recent years.
This interest is further fuelled by mobile computing devices with wireless capabilities,
like pocket computers, mobile phones, game consoles, and personal music players.
This emerging ability of wireless networked nodes has even enhanced network
infrastructure in many organisations in retail, manufacturing, service and public sector.
Even home networks nowadays has wireless enabled internet device.

Based on this widespread implemented wireless infrastructure, object and location
aware applications are now looking positive. However, this infrastructure enables
object and location identification of wireless enabled devices only. Therefore, to
identify and locate objects that do not have wireless capability is still an issue.

Radio Frequency Identification (RFID) is another identification system that uses radio
frequency for object and location identification (Borriello, 2005). In recent days,
RFID has provided cost effective solution for object identification in areas like parcel
distribution, airline luggage identification, security enabled smart keys and etc (Wang
et al., 2006).

To identify a moving object within a wireless space that does not have wireless
capabilities, the only possible solution is to integrate wireless networks and RFID tags
(McKelvin et al., 2005; Ni et al., 2004). By this, a cost-effective way for tracking
objects without wireless capabilities is achieved (Thuemmler et al., 2007). Thus, it
provides intelligent object and location aware applications for wide range of industries
including healthcare.

Healthcare is where such application is most wanted to enhance patient safety and to
reduce medical errors by patient and object identification (Murphy & Kay, 2004;
Thuemmler et al., 2007; Wang et al., 2006). The primary aim of this work is to review
techniques of object tracking using wireless and RFID and to design an efficient
framework for object tracking in wireless networks.

This work is achieved with help from various industrial partners and this work has
contributed to writing and acceptance of a paper in International Journal of Healthcare
Technology and Management (Thuemmler et al., 2007).
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1.1 Aims and objectives

The main aim of this work is to design a frame work for object tracking and
identification in wireless networks that is suitable for healthcare environments. The
objectives are as follows:

e To review methods involved in object tracking, and in relation to signal
strength and signal quality and to come up with a suitable framework that suits
healthcare environment

e To determine signal strength and signal quality can be used to effectively and
accurately trace the location of an object or a suitable method to do so within
healthcare environment

e To review frameworks which will support object tracking and identification
using object look up database with integrated security

e To design and implement a prototype of wireless framework which supports
object tracking using object look up database and deliver a proof-of-concept
framework

e To design this framework suitable or compatible for real-life experiments
within NHS environment

1.2 Background

The idea for this research arose from ongoing work between Napier University, NHS
and other industry partners related to location tracking of objects, especially using
RFID technology.

Research evidence shows that often patients do not have wristbands or may carry
misleading or inappropriate identification. These errors thus increase the risk of
patients being misidentified and given the wrong care (Thuemmler et al., 2007; Royal
College of Nursing, 2005; Cambridge Consultants, 2004). Between November 2003
and July 2005, the National Patient Safety Agency (NPSA) in UK received 236
reports of patient safety incidents and near misses relating to missing wristbands or
wristbands with incorrect information (NPSA, 2005).

Normally wristbands consist of plastic strips with patient identification labels from
paper attached to the surface. In some cases, patient names are simply written on
the tag as ones which are phonetically understood by nursing staff. Thus, simple
autographic mistakes or the lack of secondary identification, such as date of birth,
quite frequently make the whole process of patient identification prone to error by
mixed identity. All this needs to be understood in context with a growing number
of patients who are not able to confirm their personal data due to conditions such
as acute confusion, dementia, depression, intoxication, stroke, etc. [Thuemmler et
al., 2007]

RFID technology offers an interesting and novel approach towards intelligent and
highly reliable patient identification systems. Thus, labels and stickers could be
abandoned as wireless sensors linked to memory can be embedded in wristbands
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and can be read either by handheld devices or by antennae positioned in the
hospital. The enhancements in authentication and privacy in wireless technology,
such as the developments in WPA, allow a secure environment for collection,
preservation, analysis and reporting of data. [Thuemmler et al., 2007]

1.3 Industrial partners

Industrial partners involved and the setup for this work is discussed here. To keep the
information to a minimum a few lines about each institution involved and their role in

this work.

Figure - Napier University (Napier University, n.d., CDCS, 2006)

NAPIER UNIVERSITY
EDINBURGH

Napier University is a modern and vibrant university
dedicated to supplying educational services which are
relevant to the needs of today's students and
employers. Napier has over 30 research teams
operating across the University with a reputation for
working closely with industry and business [Napier
University, n.d.]

Role: As a student of Napier University, this work is
undertaken for partial fulfillment of the requirements of
Napier University for the degree of Master of Science in
Advanced Networking

The Centre for Distributed Computing and Security at
Napier University is a large and growing research
centre with six RAE-focused academics and many
researchers. This group focuses on enhanced security
and forensic computing systems, ad-hoc routing over
wireless networks, intelligent intrusion detection
systems, the usage of mobile agents, location-tracking
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of mobile devices, and on network emulation. At the
core of its work is the successful transfer of
knowledge between the research group and
professionals, along with its excellent reputation for:
its depth of skills; its links with industry and in
enterprise; and, in its record on dissemination. It has
extensive links with industry, and has developed a
novel system for an agent-based system for ad-hoc
routing over wireless networks, and innovative
methods for device tracking and in content generation
[CDCS, 2006]

Role: Healthcare is one of the interests of this research
group. The research group brings together knowledge
from two important domains: medical care and
information technology. As part of various ongoing
researches in healthcare, and this is where the idea for this
work arose from.

Figure - Industrial Partners (ConnectRFID, n.d.; Zebra, n.d.; Motorola, 2007)

ConnectRFID with offices in Clonmel, Ireland and
Leeds, England, is one of the leading accredited RFID
solution providers. ConnectRFID is focused on
delivering RFID solutions, system integration and
consultancy services to clients throughout the EMEA
region, with a strong emphasis on the Irish and UK
markets [ConnectRFID, n.d.]

Role: ConnectRFID accepted to provide the equipments
needed to design and implement the framework.
ConnectRFID also agreed to fund for expenses and
partially funded the work.
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Zebra Technologies is a leading global provider of
rugged and reliable specialty printing solutions,
including on-demand thermal bar code label and receipt
printers and supplies, plastic card printers, RFID smart
label printer/encoders, certified smart media, and digital
photo printers [Zebra, n.d.]

Role: Zebra is taking part by funding and providing the
equipments through ConnectRFID

Motorola and Symbol Technologies, Inc. merged in
2007 to provide products and systems for enterprise
mobility solutions, including rugged mobile computing,
advanced data capture and radio frequency
identification (RFID) [Motorola, 2007]

Role: Symbol is taking part by funding and providing the
equipments through ConnectRFID

Figure - NHS & Concern (UHB NHS, n.d.; NHS MIidTECH, n.d.; NHS, n.d.)

University Hospital Birmingham NHS Foundation

Trust is the leading University Teaching hospital in

the West Midlands. It is one of the highest

performing and most successful trusts in the NHS and

University Hospital [\/z&1 has been given the maximum three stars for the past
Birmingham four consecutive years [UHB NHS, n.d.]

NHS Foundation Trust

The Trust provides a whole range of services
including secondary services for its local population
and regional and national services for the people of
the West Midlands and beyond. The Trust has the
largest renal kidney programme in the UK, is a major

NAPIER UNIVERSITY
EDINBURGH



Vinoth Kumar

14

MSc Advanced Networking, 2007

specialist centre for burns and plastic surgery,
neuroscience and specialist cancer centre [UHB NHS,
n.d.]

The Trust also hosts the Royal Centre for Defence
Medicine, which provides medical support to military
operational deployments. It also provides secondary
and specialist care for members of the armed forces
[UHB NHS, n.d.]

Role: UHB — NHS has accommodated the author for
onsite observation on an honorary contract and has
agreed to implement the framework as pilot as a RFID
Audit system initially in ten wards at Selly Oak Hospital
under UHB - NHS trust in Birmingham.

MidTECH

NHS bodies are now required to operate under the
Department of Health guidelines and framework for
Managing Intellectual Property. MIdTECH helps
them do just this. They support and manage
innovations for the NHS in the six counties of West
Midlands, Shropshire, Staffordshire, Warwickshire,
Worcestershire and Herefordshire. By working
closely with commercial partners, MIdTECH also
identifies and exploits associated intellectual
property, including patents and copyright [NHS
MIdTECH, n.d.]

Role: MIdTECH has applied for patent protection of this
framework on behalf of UHB — NHS and Napier
University. MIdTECH has also partially funded this
work.

The NHS was set up in 1948 in the UK and is now
the largest organisation in Europe. It is recognised as
one of the best health services in the world by the
World Health Organisation but there need to be
improvements to cope with the demands of the 21st
century. The NHS is changing the way it works to
make sure patients always come first. This has
brought about some fundamental changes in the way
the NHS is structured and the way in which the
different organisations within the NHS relate to each
other [NHS, n.d.]
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A Representation of the entire setup is displayed below in Figure (Napier University,
n.d.; CDCS, 2006; ConnectRFID, n.d.; Zebra, n.d.; Motorola, 2007; UHB NHS, n.d.;
NHS MIdTECH, n.d.; NHS, n.d.).

Zebra

oetp

NAPIER UNIVERSITY (() University Hospital [[/iK3

EDINBURGH S e Birmingham
(;osfzg‘:(rﬂg NHS Foundation Trust

V4

'MidTECH]

Figure - Collaboration Setup

1.4 Document Overview

This document is divided in to seven chapters:

Introduction — Current section which gave an overview of the aims and
objectives and general background information on industrial partners and
overall dissertation.

Theory — Outlines the basic concepts of the technologies involved
Literature Review — Reviews all the possible solution in achieving a
framework and also compares similar works.

Requirements and Design — Analyse all the requirements for the design and
outlines a suitable design.

Implementation and Testing — the design implementation is given an
overview with code extracts from the developments. Also outlines the tests that
was implanted to analyse performance

Result analysis — Analyses the test results for performance, load and stress
capabilities.

Evaluation — concludes by evaluating the objectives and examining the
strength and weakness of the design with some suggestion to further work
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2.0 Theory

Before examining the methods of object tracking in wireless and RFID systems,
general background information for both Wireless and RFID technologies is discussed
here. Thus, the problems in object tracking using these two technologies are easily
identified in the literature review section (Section 3.0). A general overview of
Wireless Networks and RFID are as follows...

2.1 What is a wireless network?

In general, there are wide ranges of wireless networks currently in use, like Wireless
LAN, Wireless MAN, Wireless Loops, Cellular(GSM, CDMA, etc), Wireless ATM,
Satellite and etc (Varshney & Vetter, 2000). In context to this work, wireless networks
here mean Wireless Local Area Network (Wireless LAN). Work here is mainly aimed
at building a framework for indoor wireless object tracking.

2.1.1 Wireless Networks (Wireless LANS)

Wireless LAN does exactly what it means. Wireless LANs redefine connectivity and
without having to attach anything to device. It provides all the features and benefits of
traditional LAN but without the need for any wires. (Cisco Curriculum, 2006)

Wireless LAN requires a physical medium to transmit and receive data similar to
traditional LAN where cables are used. Wireless LANSs are using Radio Frequencies
(Cisco Curriculum, 2006) instead of wires.

Wireless LAN technologies are defined by IEEE 802.11 standards. Based on the radio
transmission types within the frequency band the standards are further classified into
802.11a, 802.11b, 802.11g and further transmission techniques are currently under
research like 802.11n and etc. Based on these transmission types the typical operating
speed varies. (Cisco Curriculum, 2006)

2.1.2 Wireless Enabled Devices

Typically, wireless enabled devices mean that the device would have a built-in or add-
on wireless adapter attached to it. Nowadays, it has become common for devices like
laptop, PDA, mobile phone, personal entertainment devices and even traditional
desktops PCs sometime have built-in wireless adapter.

2.1.3 Wireless Adapter

Wireless adapter gives the mobility and flexibility to operate with the wireless
networks (Cisco Curriculum, 2006). Wireless client adapter are the key in enabling a
device to wireless capable device. Usually, these client adapters comply with one of
the IEE802.11 standards in order for this device to communicate with other similar
devices and wireless Access Points.
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Figure - Wireless Network Adapters (Cisco Curriculum, 2006)

2.1.4 Wireless Network connectivity options

Wireless LANSs offer two types of network connectivity options. This is typically One
to One network or One to Many networks.

Ad- Hoc Networks

One to One network connectivity is called Ad-Hoc network, where two wireless
enabled devices can access each other. This scenario is also seen in simple mobile
phones, where one can send/receive a file or a media over one to one Bluetooth or
infrared connection to another device that is capable of performing the same action.

Figure - Ad - Hoc Network (Cisco Curriculum, 2006)

Access Point Networks

One to Many nodes network connectivity is called Access point networks. An Access
Point device acts as a centre point of connectivity to all the devices in the wireless
network. Access point also acts as a connection point between wireless and wired
networks.

By this, Access Point networks are popular among corporate, medium and small scale
business network infrastructure. Even home networks nowadays have a wireless
access point to provide connectivity for variety of home computer and multimedia
entertainment devices.

In this work, we would largely consider access point networks as this type of networks
already exists in the hospital infrastructure. And it is fairly easy to install an access
point and configure the devices to access the wireless networks.
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Figure - Access Point Network (Cisco Curriculum, 2006)

2.1.5 Wireless Access Points

As discussed in above section (Access Point Networks), Access Point (AP) acts as a
centre point for wireless network and it also stands as a connection point between
wired and wireless networks. It basically contains a transceiver to perform the wireless
tasks. It has a typical coverage range of up to 100 meters, but it is simply depending
on the antenna that is built-in in the AP to transmit and receive data. Antennas can be
replaced to support long range if necessary.

APs generally comply with one or many of the IEE 802.11 Standards to ensure
interoperability (Cisco Curriculum, 2006). It is also easy to update the APs firmware
anytime in order to support future IEEE 802.11 standards if the manufacturer releases
firmware update for that purpose. APs can also be used as a repeater for wireless
networks in order to increase the coverage of one or many networks (Cisco
Curriculum, 2006).

o e

Figure - Wireless Access Point (Cisco Curriculum, 2006)
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2.1.6 Operating Frequency of Wireless networks

Wireless LANs use 2.4 GHz and 5GHz frequency band and these RF spectrums are
reserved for wireless LANs in most part of the world. (Cisco Curriculum, 2006)

Figure - Wireless Operating Frequency (Cisco Curriculum, 2006)

2.2 What is RFID?

RFID stands for Radio Frequency ldentification. RFID is a general term, where a
device transmits the identity of an object in some of sequence of numbers and
characters using radio frequency. RFID is an automatic identification, which can store
and retrieve data remotely using a transponder device or otherwise called RFID Tag
(Radio-frequency identification, n.d.; RFID, n.d.). In general RFID contains a
microchip connected to an antenna mounted on a substrate (RFID Journal, n.d.). These
microchips are capable of Storing data and it is usually a unique ID of that tag.

RFID comes under the Automatic Identification Technology, similar to barcodes,
fingerprint, and retina scans. RFID is considered to be an intelligent replacement of
barcodes (J.A. Wolff, 2006).

Figure - Various RFID Tags (EMS, n.d.)
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There are three different kinds of RFID Tags and they are discussed in detail here

2.2.1 Passive RFID

Passive RFID tag is the simplest form of RFID tag. It does not contain an internal
power supply (Radio-frequency identification, n.d.). When an incoming radio signal is
received from a RFID tag reader, a minute current is induced in the antenna which is
enough to power up the circuit inside and transmits a response (RFID Journal, n.d.).

Passive tags have much shorter reading range, when compared to other types of tags.
The practical reading distance is only between few centimetres, which depend on the
operating frequency of the tag (RFID Journal, n.d.). Just like wireless networks, the
RFID is also standardised by EPC and ISO organisations for the industry (Radio-
frequency identification, n.d.).

Passive tags are very small in size and it can be easily embedded into paper label,
stickers, plastic cards, key fobs and etc (RFID Journal, n.d.).

Figure - Passive RFID (Dumont, 2006)

2.2.2 Active RFID

Active tags have internal power supply of its own and it does not rely on the incoming
signal from a RFID reader as a power source (RFID Journal, n.d.). Because of its
onboard power supply active tags can transmit more powerful signal and thus, the
range of active tags are typically very high from 20 to 100 meters and which also
depends on the operating frequency of the tag.

Active tags are relative big in size when compared to passive tags because of it
onboard power supply. But active tag has the option of having much higher storage
capacity in the chips that is built-in. Active tags can also accommodate various sensors
within for various application needs. Sensors like temperature sensor, pressure sensor,
humidity, shock, light sensors and etc. (RFID Journal, n.d.)
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Figure - Active RFID (ITP NYU, n.d.)

Active tags are further dived into two kinds, which are as follows;

Transponders: These kinds of tag wait for a read request from the reader and responds
(RFID Journal, n.d.).

Beacons: These kinds of tags keep reporting to a reader in a timely fashion and these
kinds of tags are mostly used for real time tracking applications (RFID Journal, n.d.).

2.2.3 Semi-Passive RFID

Semi-Passive tags are a hybrid of both passive and active tags. It has a power supply
of it owns but it is only used for read and write into the chips and the power received
from a signal of a receiver is used to transmit the data to the reader just like passive
tags (Radio-frequency identification, n.d.).

2.2.4 Operating Frequency of RFID
Active tags usually operate at 455 MHz, 2.45 GHz, or 5.8 GHz (RFID Journal, n.d.).
Passive usually operate at the following frequencies

o LF-124KkHz, 125 kHz or 135 kHz
e HF-13.56 MHz
e UHF - 860 MHz to 960 MHz (RFID Journal, n.d.)
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Figure - Operating Frequency (Cisco Curriculum, 2006; RFID Journal, n.d.)

2.2.5 Uses of RFID

RFID has been widely used in many industries and public sector for tagging objects.
RFID is a big success in retail industry for security purpose. Places like wall-mart,
have asked the manufacturers to inlay RFID tags in their products (RFID Journal,
2006).

RFID is also used in various industry and applications, like toll payments, vehicle
identification, parcel tracking, industrial waste management, domestic waste
management, passports, ID cards, key fobs, library, warehouse management and etc.
(RFID Journal, n.d.; RFID, n.d.). The use for RFID is limitless and the above are only
few examples and still RFID can be implemented in a wide range of applications that
are still unexplored.

2.3 Summary

As discussed above (Section 2.2.5), Wireless network is a communication technology
and RFID is an identification technology. Where both of these technologies operate in
totally different radio frequencies and both are clearly separate from each other.
Object tracking is possible with just using either one of these, but it poses many
problems for a healthcare environment. The object tracking methods in each
technologies and problems caused for healthcare environment are discussed in
literature review section (Section 3.0) of this dissertation to obtain a possible solution
by integrating these two technologies.
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3.0 Literature Review

3.1 Need for Patient Identification in Healthcare

A Department of Health Reports states that there are 850,000 estimated adverse events
occur each year in UK hospitals with many involving patient being misidentified
(Murphy & Kay, 2004). To be more precise with November 2003 and July 2005 there
were 236 incidents reported to National Patients Safety Agency (NPSA) just for
patients carrying incorrect information in their wristbands. (Thuemmler et al., 2007,
NPSA, 2005)

Even though, patient safety is in the priority in the healthcare service and it is also
being recognised by World Health Organisation (WHO), EU, and by many in
American, European and Asian countries (Wu et al., 2005). Errors still occur and the
seriousness is under estimated or under researched in many cases. (Wu et al., 2005)

Errors in Healthcare occur in mainly because of misidentification in many aspects of
healthcare events like patient identification, medication intake, x-ray, patient file
identification, blood transfusion, surgery, diagnosis, administration, bed allocation and
etc (Royal College of Nursing, 2005; Cambridge Consultants, 2004; NPSA, 2005)

Also there is growing need for identifying patients, who cannot identify themselves
like patients with confusion, dementia, depression, intoxication, stroke and etc.
(Thuemmler et al., 2007)

A Result from UK Transfusion Practice Audit (Royal College of Nursing, 2005; Gray,
Buchanan, McClelland, 2003; RCP/NBS, 2003) has shown that the cause for errors
and its effects as below.

» 18% of patients had no identification check when the pre-transfusion sample was
taken.

» 11% of blood components collected had no patient minimum data set check.

» 10% of patients were not wearing a wristband during their transfusion.

» 47% of patients had no vital signs monitored within the first 30 minutes of the
transfusion.

Royal College of Nursing, 2005

“The percentage of hospital inpatient admissions resulting in adverse events has
been estimated as 3.7% in the USA, 16.6% in Australia, and 10% in the UK
(equivalent to 850 000 admissions each year). In the studies from Australia and the
UK, it was considered that about half were preventable. The Australian study
estimated that adverse events accounted for 8% of hospital bed days, and cost
Aus$4.7 billion a year. The UK study estimated that around 5% of the 8.5 million
patients admitted to hospitals in England & Wales each year experienced
preventable adverse events, leading to an additional 3 million bed days at a cost in
extra bed days alone of £1 billion each year. In the USA, the Institute of Medicine
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reported that between 44 000 and 98 000 deaths per year may be caused by
medical error.” (Murphy & Kay, 2004)

3.1.1 Issues in Existing System

The current system in most of the UK hospital are using conventional wristband to
prevent medical errors. (Thuemmler et al., 2007)

In most cases, conventional wristbands currently in use consist of a plastic strip with a
paper based sticker attached to it (Murphy & Kay, 2004; Thuemmler et al., 2007).
Usually, a system for printing the sticker is implemented, but still in some hospitals
the name of the patient is simply handwritten by the nursing staff and some hospitals
also print barcode based labels for the conventional wristbands. Most of this system
also lacks secondary identification. (Thuemmler et al., 2007)

These forms of patient identification system are prone to a number of vulnerabilities
caused by autographic mistakes, like wrong spelling, difficult hand writing, missing
parts of names and etc (Thuemmler et al., 2007). Wristbands are also often damaged
by chemical agents, like soap or disinfectants and based on the quality of the ink used
to write or print the data; they are prone disappearing in matter of days. (Murphy &
Kay, 2004; Thuemmler et al., 2007)

Along with this these systems use colour coded wristbands for identifying patients
with allergy and infection (Thuemmler et al., 2007). Currently there is no standard for
this colour coded wristbands and medical professionals are mostly go from one
hospital to another (Thuemmler et al., 2007) and they misidentify the allergy and the
patient is prone to the wrong treatment.

SHOT, a voluntary and anonyms reporting scheme in healthcare, highlights potential
transfusion risks caused by misidentification and carelessness in typical blood
transfusion are as below (Royal College of Nursing, 2005; SHOT, 2003).

» The blood sample was drawn from the wrong patient.

> Patient details were recorded incorrectly on the blood sample label or the
blood request form.

» The formal identity check at the patient’s bedside was omitted or performed
incorrectly at the time of the administration of the blood component.

Royal College of Nursing, 2005; SHOT, 2003
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3.1.2 View of Public, Staffs and Professional organisations

As per report “Wristbands for hospital inpatients improves safety” by NPSA on 22
November 2005 states the following

Patient and public views on wearing
wristbands

e Patient identification is a very important
issue;

e Shorter stays in hospital can make it more
likely that inpatients will not be recognised

e Several patients had experienced inadequate
identification including being left without a
wristband for several days

e Patients want effective identification
methods, whether wristbands or other means

NHS staff views

e All staff recognises the importance of
wristbands  for  accurately identifying
inpatients

e There is wide variation in the information on
wristbands and the way staff checks
inpatients’ identity

e Training on checking patients’ identity is not
consistently available or provided for all staff
groups

Professional organisations’ views

e There is not a standard or consistent training
programme for NHS staff on identifying
patients

e Identifying patients is mainly covered as part
of other training courses such as those on
patient assessment or drug administration

e Staffs are often unclear about the best way to
identify patients, what information to include
on a wristband, and when wristbands should
be applied.

NPSA, 2005
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All this clearly states, there is a strong need for proper patient identification and
tracking system and the need for a standard framework, which is user friendly and
error free. One such framework is definitely to contribute towards saving lives of
many patients and Healthcare industry can reduce costs caused for patient safety and
further treatments caused by misidentification errors. Also such system would reduce
the pressure for healthcare workers where there is constantly growing number of
patients and mostly understaffed hospitals are growing. Such framework could make
trouble free and cost effective healthcare for everyone.

3.2 Object tracking in wireless networks

Ad-hoc networks also have one to one location tracking methods (Zaruba et al., 2007),
but it is not in the best interest of this work. Thus, all the wireless tracking methods
discussed here are for access point wireless network. All these methods include use of
one Or more access points.

Nodes (Objects) can easily be identified within a network using its MAC address or IP
address and this is general practice for even authentication of nodes in some networks.

In general, object tracking in wireless networks are based on the signal strength from
an access point to a node. There are several approaches for object tracking and they
are discussed below.

3.2.1 Nearest or Closest Access Point Method

It is the least precise and the simplest form of tacking nodes in wireless space (Wexler
& World, 2006). This method finds the nodes within the coverage area of a single
access point and based on the assumption that this is the access point that the node
associated with (Cisco, 2006).

Using this method can only locate the node within the range of an access point, but
this may be in more than one room or more than one floor of a building based on the
range of that Access Point (Cisco, 2006).

“The result might not provide the degree of accuracy necessary to pinpoint device
locations. For example, if an access point covers (roughly) a 70 square foot area,
then the closest access point method only narrows the location of a device down to
a 4900 square foot area. This method is even less accurate for greater coverage
areas” (Cisco, 2006)
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Figure - Nearest Access Point Tracking

3.2.2 Triangulation or Trilateration Method

Triangulation typically has more than one Access Point involved (Yasar et al., 2006).
When the closest access point method is combined with other similar access point
within range triangulation is possible (Wexler & World, 2006). Based on the Received
Signal Strength (RSS), various algorithms can be used to determine the intersection
point of the where is the device is most likely to be (Cisco, 2006, Yasar et al., 2006).

“Each access point that "hears" the device's signal responds to the request with
information regarding signal strength. Access points that fail to hear the device do
not respond. The more access points that respond, the greater the accuracy of the
final result with the device's approximate location. The location tool then draws
coverage circles on a map around each access point that hears the device. Each
coverage circle defines the boundary of the signal strength of the access point
receiving the signal from the device. Signal strength information provided by each
access point is factored into the final determination of the device's location and it
would identify a number of line intersections. Algorithms are then used to
determine the most likely location of the device within the intersections” (Cisco,
2006)

Trilateration is similar to Triangulation, but the distance between the node and the
access point is calculated and intersected rather than an algorithm for an intersection
angle (Niculescu & Nath, 2004, Wexler & World, 2006).

This method is more accurate than the Closest Access Point method.
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Figure - Triangulation Tracking

3.2.3 Radio Frequency (RF) Fingerprinting Method

It is a sophisticated method of tracking a node in wireless space and it is more accurate
(Cisco, 2006; Wexler & World, 2006). This method also involves more than one
access point.

An actual Fingerprint of the environment is calculated by walking around with a RF
spectrum analysis device and then it is grid mapped to a floor plan (Cisco, 2006). For
accuracy even the physical objects in the environment like mirrors, tables, doors and
etc is mapped to the grid map (Wexler & World, 2006), even factors like reflection,
attenuation, and multi-paths are calculated using RF prediction (Wexler & World,
2006; Yasar et al., 2006).

Then the system populates information about each co-ordinates based on signal
strength and it is then used to create a database of locations with a number of grid
maps (Wexler & World, 2006). Various algorithms are then used to locate the object
within (Cisco, 2006, Wexler & World, 2006).

“Each access point involved replies with the signal strength of the devices it hears-
just like in triangulation. However, with RF fingerprinting, the location tracking
system takes the information it receives from the access points and matches it
against its database of location fingerprints. When it finds a likely match, it is
reported as the location of the device.” (Cisco, 2006)
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Figure - RF Fingerprinting

There are few other methods for tracking, which are various forms of combinations of
the above methods.

3.2.4 Issues in using Wireless network only tracking solution

Regardless of the methods of tracking used in wireless networks, the main thing to
consider is the object that needs identification tracking has to have a client wireless
adapter (Section 2.1.3).

Possibility for tagging patients in hospital with a wireless client adapter is clearly not
possible. Because

1. Radiation is one of the biggest concerns (Wang et al., 2006) particularly in
Health care environment, where a typical 802.11 device signal can travel up to
100 meters (Cisco Curriculum, 2006).

2. Wireless adapter can only be used if it is made or integrated in some form of
tag or wristband, which meets all the requirements and (HIPAA, 2001)
healthcare standards.

3. Adapter needs considerable amount of power.

Adapter might need recharging if necessary.

5. Cleaning or clinically making the adapter clean from microbes and germs is
impossible due to the components used. Unless if the device is specifically
made for this purpose.

&

NAPIER UNIVERSITY
EDINBURGH



Vinoth Kumar 30
MSc Advanced Networking, 2007

6. As known, the simple conventional tags that are being used are prone to
chemicals and soaps (Thuemmler et al., 2007), and then wireless adapter does
not stand a chance due to its electronic components.

7. Adapter enabled patients tags cannot be disposed, due to its cost.

8. Adapter cannot be reused to different patients due to fear of infections
(Thuemmler et al., 2007).

3.3 Object tracking in RFID

Tracking using RFID needs either RFID access points or RFID readers (Wang et al.,
2006) similar to wireless networks. There are various forms of RFID devices available
to this purpose (ALR 9800, 2005). For tracking scenarios discussed these devices are
put in use in relation to the type of the tag being used and the method of tracking.

Similar to Wireless Access Points, RFID Access points also act as centre point of
communication and the connection between RFID and other types of networks. RFID
readers are simply to perform read or write operation and they are mostly attached to a
PC (RIGHTreader, 2006) or for example, at the checkout of a supermarket or entrance
door for billing and security purpose (Hawkes, 1994).

3.3.1 Tracking Methods using Active RFID

Similar to Closest Access Point method of wireless object tracking, active RFID can
also perform object tracking.

RFID Access Points are simply to read and write to RFID tags, and it performs in two
methods according to the type of Active RFID tag that is being used. Either it receives
a timely manner signal reading from a Beacon type Active RFID (RFID Journal, n.d.)
or An RFID Access Point itself request a Transponder type RFID tag for response
(RFID Journal, n.d.). These Access Points are usually wall or ceiling mounted and it
can report to other type of networks other than RFID network (Wang et al., 2006).
Such as report to a database system via tradition Ethernet and etc.

RFID readers can also perform similar tasks but unlike RFID Access Points these
readers are attached to computers as a peripheral (RIGHTreader, 2006) or similar to
Access Points report to database server or an alarm system via traditional Ethernet or
similar network (Wang et al., 2006). These types of reader are usually placed in entry
and exit points, to check the identity and used for security and automated inventory
purpose (Hawkes, 1994).

As known, Active RFID have large memory and options to integrate sensors (Ni et al.,
2004), and by default these carry a unique identifier in its memory to identify itself
(RFID, n.d.).

Problem in using these tracking solutions is that these tags do not have an option to
sense and report signal strength like wireless Client Adapters (Ni et al., 2004). Thus,
methods of identification is possible for long ranges (Ni et al., 2004) and methods of
tracking is possible for only like Closest Access Point or methods that are similar to
Trilateration where using time the distance is calculated between many Access Points
and a intersection is given as an object location.
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There is one form of solution, which would provide much accurate tracking solution
which is RADAR based system (Agiwal et AL, 2004; Ni et al., 2004), which is similar
to aviation radars and the RFID access points act as radar and similar to Trilateration
the distance between object is calculated based on the current direction of the Radar
but not intersected.

Figure - RFID Wall Access Points (ALR 9800, 2005)

Issues in using Active RFID tracking solution

1.

Radiation is one of the biggest concerns (Wang et al., 2006) particularly in
Health care environment, where a typical Active RFID signals can travel
anywhere from 30 to 100 Meters (RFID Journal, n.d.).

Active RFID can only be used if it is made or integrated in some form of tag or
wristband, which meets all the requirements and healthcare standards.

Active RFID needs considerable amount of power.
Active RFID might need recharging if necessary.

Cleaning or clinically making the Active RFID clean from microbes and germs
is impossible due to the components used. Unless if the device is specifically
made for this purpose.

As known the simple conventional tags that are being used are prone to
chemicals and soaps (Thuemmler et al., 2007), then Active RFID does not
stand a chance due to its electronic components including battery.

Active RFID enabled patients tags cannot be disposed, due to its cost.
Active RFID cannot be reused to different patients due to fear of infections

(Thuemmler et al., 2007).
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3.3.2 Tracking Methods using Passive RFID

Passive RFID is simple and does not contain built in power source the read range is
very low (RFID Journal, n.d.). Because of this Passive RFID has to be in really close
proximity to the RFID reader or Access point (Wang et al., 2006; RFID Journal, n.d.).
Unlike Active RFID, the Access point cannot be ceiling or wall mounted.

As known, passive RFID rely in the power source from signal received from a reader
to power up its transponder (RFID, n.d.), the reading distance from reader to tag is
based on the power of signal of the reader (RFID Journal, n.d.).

Wall and ceiling mounted Access Points can only be used, if the signal output is
powerful enough to power up the transponder and send the response to reach the
distance.

Passive RFID provide close proximity reading solution and when the reader is
considered being a reference point in the tracking system, then the accuracy of
tracking the object is not really accurate and it is mostly a general location, like a room

or a hallway instead of intersection coordinates and even this is only possible if a
RFID reader is placed in every door entrance and exit.

Figure — Magnetic Field of 13.56 MHz passive RFID (CST, 2006)

Issues in using Passive RFID tracking solution

1. High radiation RFID readers and Access Points should be avoided.
2. Reading range is very less

3. Reader is can only be in a fixed place attached to a PC or door

4. For individual patient identification need mobile solution

5. The Passive Tag has to comply standards for use in healthcare
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3.3.3 Advantages of Active RFID VS Passive RFID

Advantages of Active and passive tags are compared (Table ) in context with the
healthcare environment.

Active RFID Passive RFID
1. Long range ( Up to 100 Meters) 1. No Built-in power source
2. Option for integrated sensors 2. Small and thin in size
3. Beacon & transponder tags 3. Easy to be integrated in anything
4. Wall & Ceiling mounted Access 4. Low range and less interference
Points 5. Really low cost
6. Have been accepted to use in
healthcare environments by standards
organization (Zebra, 2007)
7. Wristbands are readily available

8. They are also available with anti-
microbial coating (Zebra, 2007)

9. They are tamper evident

10. Easy to use

11. Water proof (Zebra, 2007)

12. Resistant  to chemical and
detergents(Zebra, 2007)

Table - Active RFID Vs Passive RFID

3.3.4 Issues in using RFID tracking solution

As seen above, passive RFID is clearly the winner in healthcare over Active RFID.
Even though, Passive RFID has short reading range, the purpose of this framework is
mainly to improve patient safety in hospitals and the patient safety is given priority.

But RFID only solution poses with problems as it does not give mobile tracking and
identification solution. Mobile Solution is much needed for Nurses and Healthcare
professionals to verify patients identity wherever they needed.

3.4 Integrated Wireless network and RFID tracking Solution

It is now reasonably acceptable that passive RFID is the way forward for healthy and
cost effective solution of identification and tracking within healthcare (Thuemmler et
al., 2007). But the RFID only solution is not entirely serving the needs.

The need for a mobile identification and tracking as discussed in previous section
(Section 3.3.4) is still at large. On exploring possible solution, which could suit
healthcare environment, the possibility of integrating Wireless and RFID provides an
intelligent solution.
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PDA or portable pocket PCs are available and they have been used in healthcare
previously for various solutions (Alsos & Svanas, 2006). Now manufacturers provided
clinically accepted PDA for healthcare standards (Alsos & Svanas, 2006).

These portable mobile pocket computers now mostly consist of a built-in wireless
adapter (Symbol MC70, 2006), which can be easily associated with wireless access
points that are already in use in most of the hospitals (Alsos & Svanas, 2006; Symbol
MC70, 2006).

A healthcare professional equipped with a wireless enabled mobile device is better
than a patient with a wireless adapter enabled tag. By this, the number of wireless
enabled device is significantly reduced equivalent to the number of healthcare
professionals rather than equivalent to number of patients within healthcare
environment.

Figure - Wireless Enabled PDA (Symbol MC70, 2006)

3.4.1 Integrating RFID and Wireless

Recently, there are Add-on RFID readers available to PDA devices and only recently
they have become commercially available (POS Systems, 2006). These provide the
exact solution that is needed for this framework.

By this, the passive RFID wristbands can be tagged to patients and a mobile device
with a wireless and RFID reading capabilities can do just the job needed.

Even though, the short range of passive tag has overcome by the mobility of the
integrated solution, the important aspect of identification is done but the accuracy of
the tracking is poor. It would not actually provide real time tracking, but it could
possibly provide alternative tracking solutions.

Figure - RFID add-on Reader for handheld device (POS Systems, 2006)
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3.5 Conventional Wristband VS Passive RFID Wristband

Conventional Wristband Passive RFID Wristband
1. Require line-of-sight transmission 1. Does not require line-of-sight
2. Must be visible on surface transmission
3. Only contain an identification 2. Can be embedded into wristband
number or a bar code which 3. More robust
represents the number 4. Can contain other information, such
as a unique ID, patient name etc

Table - Conventional Wristband Vs Passive RFID Wristband

3.6 Need for Security and Privacy

The possibilities of authenticating access to passive tags are literally impossible as the
passive tags carry a unique identification, and memory space for storage of any
additional data (RFID Journal, n.d.).

Access to this unique ID and to the data stored within cannot be authenticated. Even
though, data stored within can be encrypted or hashed, it still poses the same risk of
being accessed and cracked by a third party.

“There are possibilities for unauthorised access to patients' wrist-bands due to the
lack of a mechanism for authentication in wristbands. Unprotected wristbands
could be accessed and scanned by a third party to either identify the individual or
provide valuable data to market researchers or competitors of an organisation
“(Wang et al., 2006)

“An electronic system for the healthcare should comply with the HIPAA statute
that requires reasonable and appropriate safeguards to protect health information.

The main goals are

e To ensure the confidentiality, integrity and availability of all electronic
protected health information that the covered entity creates, receives,
maintains or transmits

e To protect against any reasonably anticipated threats or hazards to the
security or integrity of such information

e To protect against any reasonably anticipated uses or disclosures of such
information that are not permitted or required under (the security rules)

e To ensure compliance with the (security rules) by its workforce”
(Thuemmler et al., 2007; Wang et al., 2006; HIPAA, 2001)
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This clearly state security should be a priority, when using the RFID wristbands
capable of storing data within.

Possible solution for preventing security risks are that no data has to be stored within
the tag and a RFID databases can be used to link patient data and a lookup operation
could be performed when identification is needed.

3.7 Similar work

RFID is already widely used in healthcare for various applications. Like monitoring
elderly activities by using RFID tags on household objects and collecting information
when the object is touched and used to generate reports of Activities of Daily Living
(ADL) (Wang et al., 2006; Ho et AL, 2005), Using RFID to identify dental moulds
and dental implants (Wang et al., 2006), hospital workflow monitoring by tracking
equipments and patient transfer using RFID (Wang et al., 2006)

3.7.1 Elderly healthcare system using RFID to monitor
medication intake

PC RFID Reader (Read Tag Command

. Reader Mote
Simulator
Tag Responses ol
Dl —
g7 a
2|5z (RF)
=4
Tag Msg @yl
: _ Statistic Msg Base Station
Base Station PC = Battery Msg Mote

Figure - Elderly Healthcare Medication monitor system (Ho et AL, 2005)

“The learning phase investigates technology compatibility and capabilities
through a sensor network interacting with a simulated RFID system. The
development phase builds a system that consists of sensors and both HF and UHF
RFID components. It is targeted for in-home medication monitoring. Simulating
software modules are also described; they are needed when hardware purchases
are limited. We are currently working on actual system testing” (Ho et AL, 2005)

3.7.2 An intelligent Magic Medicine Cabinet

“The Magic Medicine Cabinet is part of an ongoing research program in situated
computing at Andersen Consulting’s Center for Strategic Technology Research
(CSTaR). In this program, we attempt to integrate a wide range of sensory,
computing, and communications technologies to create new types of consumer
experiences. One central theme of our research is to explore ways for bridging the
gap between the physical world in which we live, and the virtual world on which
we are becoming increasingly dependent. The MMC prototype is a good example
showing how informational and physical healthcare can come together in the form
of a smart appliance.” (D.Wan, 1999)
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Figure - Magic Medicine Cabinet (D.Wan, 1999)

3.7.3 A case study on a demonstration RFID project in a Taiwan hospital

Figure - RFID project in a Taiwan hospital (Wang et al., 2006)

“RFID does have the potential to contribute to operating efficiency, good
medical service and patient safety. Benefits and value derive from the
infrastructure. RFID should be considered as a part of IT infrastructure, and the
value of RFID is delivered through its applications in business. RFID as
infrastructure provides a real option for the hospital. Device and data management
are critical in building the infrastructure and the applications. In addition to the
technology itself, the physical environment, the interference with radio waves,
business practices, domain knowledge, the behavioural side of the persons to be
tagged the movement of tagged objects and people, cost/benefit considerations,
etc., all need to be considered.” (Wang et al., 2006)
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3.7.4 Clinical Trials

“Clinical trials with 1000 patients or so have been conducted in Germany and the
US but in neither trial were the passive tags directly linked to the central hospital
patient database (Thuemmler et al., 2007; Collins, 2005).”

3.7.5 Need for Healthy and cost effective Framework

All these works discussed have used RFID, but it is either by using an Active RFID or
a RFID tag with the data written in it. Mostly, the readers are fixed to a PC or ceiling
and walls. One of which is a simulated trial, and none of them uses handheld and
wireless networks.

The case study in Taiwan hospital used Active RFID and RFID Access Points, which
is connected to database through traditional Ethernet, but it does not use wireless
enabled handheld to provide nurses or healthcare professionals with an effective
mobile identification solution.

All this clearly states, the need for a framework which can efficiently provide mobile
solution for identification and tracking with the use of a central database in a secure
manner.

3.8 Summary

Review has started by explaining the needs of object aware applications in healthcare,
during this the problems in existing systems are discussed and the need for an
intelligent framework is clearly recognised.

All possible methods for object tracking in wireless networks were discussed and the
problems of using them within healthcare were learnt and wireless tracking solution is
most unlikely for such a sensitive environment. Possibilities using RFID methods for
object tracking and identification were discussed and the differences in active and
passive RFID solution were seen. The passive RFID wins the need with most number
of advantages and the least number of disadvantages but still the issues in RFID only
solution is seen immobile.

Integrating wireless networks and RFID has provided hope for the healthcare
environment due to its approach and the least damaging, when compared with the
other solutions discussed.

RFID and wireless enabled solution seems very much suitable. Advantages and
disadvantages of existing wristband over RFID enabled wristband were discussed and
RFID proves a successful approach and it provides intelligent replacement for existing
practice and opens the possibility of object and context aware application within
healthcare.
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Need for security and the standards to comply in healthcare were discussed and the
RFID solution has a simple and most secure approach, if the tag is just used for
identification and no data stored within.

Similar works using RFID within healthcare were discussed and some of them were
not for patient identification, and only a few of them have tried RFID for patient
identification. They are mostly using high frequency active RFID with the threat of
radiation and radio interference for medical equipments. Also, only one case has tried
using a centralised database, but in neither of the works there is a mobile solution for
patient identification or tracking nor did they use wireless networks or passive RFID.

Only disadvantage of using Passive RFID is that it eliminates the possibility for object
tracking using sophisticated real time tracking techniques, like triangulation or RF
Fingerprinting unlike active RFID or wireless networks. Nevertheless, this approach
using RFID and wireless enabled mobile devices is highly appealing and it is a cost
effective and healthy solution to an intelligent framework for healthcare. Based on the
onsite study, this approach proves to be acceptable by healthcare professionals and
critics as a compromise towards a positive patient identification and locationing
compared to existing systems.
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4.0 Requirements analysis and Design

The main aim of this work is to design a framework for object identification and
tracking in wireless networks that is suitable for healthcare environment. The project
is intended to be implemented in an NHS hospital, as known from the collaboration
and industrial partners details mentioned in the introduction (Section 1.0).

Even though, the development and implementation is to be done in a lab environment
at first, the aim is to provide a compatible framework that is suitable for the existing
hospital IT infrastructure and to make it easy to be implemented on successful
completion of framework design and testing.

4.1 Framework Compatibility Requirements

Based on the onsite experience and some valuable information from the IT officials in
the hospital, a general overview of the existing IT infrastructure setup and hardware
devices in participating hospital are discussed.

If the framework is to be implemented in real life, then it is most necessary that the
framework is compatible with the existing IT infrastructure without any major
modification.

Note that the information provided here is just to grasp an idea of what is involved and
the information presented here are not actual and accurate data or blueprint of IT is
setup within NHS.

4.1.1 Hardware Availability & Operating Platforms

Workstations

Every ward in the hospital is equipped with reasonably new workstations for the use
of the nurses and healthcare workers to perform their everyday routine with the use of
many existing applications for various kinds of tasks.

Most commonly the PCs in use are manufactured by DELL. Typical hardware
specifications are

e Processor — Intel Pentium 4 — 1.6 to 2.4 GHz
e RAM - 256 MB to 512 MB

¢ Hard Disk — 60 to 80 GB

e Monitor — LCD Flat Panel 15” inch

Typical port options available are 4 USB, 1 Parallel, 1 COM and other typical
components like Video card, CD Drive, keyboard, mouse and etc. Access to all the
ports, like USB, COM and etc are physically secured to prevent data theft.
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All these workstations are networked using traditional Ethernet with an RJ45 socket
and are connected to either a networked printer or a local printer. Mostly, these
workstations do not have CD or DVD RW capabilities and do not have sound
capabilities.

Tablet PCs

Some wards and healthcare workers are provided with wireless enabled tablet PCs, but
unfortunately, it is locked down to use only a single application. This is currently
being tested in the hospital to maintain patient health records.

Operating Platform:

All the workstations used are on windows platform and they are installed with
Windows XP professional with sp2 and access to these workstations are protected
with a centralized Active Directory Authentication (Light Weight Directory Access
Protocol - LDAP)

4.1.2 Wireless & Network Infrastructure

Network Infrastructure

The hospital consists of various sites, which are physically far away from each other
with centralized IT management to maintain the network from one site. All these sites
are linked with underground Ethernet cables and linked to the central site.

The site has a typical Ethernet network with 100 Mbps speed and the network is
internet and e-mail capable with all the other logical ports locked by network
firewalls.

Wireless Network

Every ward, hallway, lounge, restaurants and mostly every corner of the site is
wireless enabled with a Cisco Aironet wireless access points fixed to the walls and
ceiling.

Every ward in the hospital has a Wireless Access point and all the access points are
connected to the LAN typically. This wireless networks is capable of performing
similar to LAN and has internet and email capabilities with all other logical ports
locked down with network firewalls.
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Figure - Hospital Network Infrastructure

4.1.3 Database System

The hospital involved has the most extensive IT infrastructure in UK and its databases
hold more than a million individual patient records.

As known, generally healthcare system in UK (NHS) provides free healthcare for all
the residents in UK and also funds all the registered General Practitioner (GP) for
providing treatment and consultancy for the patients registered to their practice, who
are within the locality of that GP. NHS also maintains and funds prescriptions for the
patients and it has many more nationwide responsibility and services for the general
public. This information is not relevant to the framework, but it helps to understand
the database setup.

NHS provides a unique NHS number to every patient registered with a GP and all the
patient details are centrally managed by NHS. So the patient can get care nationwide
and his medical records are available to healthcare professional when needed.

Patients Database

The hospital involved has access to the centralized patient database of NHS and it can
obtain patient information when needed and it synchronizes with a local database of
all the patients who have been to this hospital.

This patient information generally consists of all the patients’ personal details, GP
details, and next of kin details, and etc...
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Inpatients Database

The hospital also keeps records of the patients, who currently being treated in the
hospital, and who have been treated before. The hospital is capable of having 7000
patients at a time in various sites. Based on this, there are at least 7000 patients’
records in the inpatients database.

Inpatient information generally consists of admission date, discharge date, consultant’s
details, and etc...

Other Databases

There are various other databases kept, like details of all the GPs, details of the entire
consultants working in the hospital, details of all the wards, and etc...

All the needed data required for this framework is made available within a separate
database created for this work by the IT department of the hospital.

4.1.4 User and Data Security

User Authentication

All the users within the network are authenticated with Active Directory Services
(LDAP) and all the users are classified based on their roles. Access to parts of network
or data available in network is all filtered based on their roles. This is mainly to
prevent unauthorized access to data by unauthorized users.

Data Usage Limitations

The database created for this work is given full control and can able to create separate
tables or any other database related items needed for this work. The data driven from
NHS database about patients and their related information are made available for this
work is in read-only format. Therefore data available is not modifiable.

4.2 Hardware Requirements

Main hardware requirements to enable the framework to fit into the existing hospital
IT infrastructure are simple.

The option of hardware to be used is decided by the manufacturers, as they have
established industrial partnership ties with the hospital and the concerns involved as
described in introduction section (Section 1.0) prior to the work granted for
development. Based on the hardware requirements, the industry has supplied with
suitable RFID wristbands, a RFID printer, a handheld device and a suitable RFID add-
on device for that handheld device for developing this framework in lab environment.
On successful completion, the hospital would be supplied with mass amount of tags
and enough number of all the devices needed, based on the decision of the hospital.
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Figure - Z-Band QuickClip RFID Wristband (Appendix 9)
v Suitable RFID wristband for healthcare environment to be tagged on to patients

Figure - Zebra R2844-Z RFID Printer (Appendix 8)

v" Printer with capabilities of printing the RFID wristbands with patient information on
top of the wristband as secondary identification

Figure - MC70 Rugged Mobile Computer from Symbol (Appendix 6)

v/ Suitable handheld device for healthcare environment with built-in wireless
capabilities and with options to accommodate add-on devices

Figure - Multi-1ISO HF RFID reader for Symbol MC70 (Appendix 7)
v" Suitable add-on RFID reader that is compatible for the handheld device chosen.
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As the framework is to be developed first in lab environment, the IT infrastructure of
the hospital is simulated in the simplest form, which would just be able to develop and
deploy the required application using the hardware provided.

To know more about the hardware devices provided and for further information,
please refer to the datasheets of these devices in the appendices section of this
document (Appendix 6 - 9).

4.3 Application Requirements & Design

From this point, the framework and design are considered in context with simulated
lab environment and all the discussion here would be in a lab based development
environment, where a wireless network, workstation and a central database server is
used.

4.3.1 Database Requirements

All the patients data needed for the framework is provided from the existing NHS
databases into the new database provided for designing this framework (Section
4.1.3).

In addition to the data provided, the database should be capable of accommodate the
link information of a patient’s wristband and the patient’s data.

Currently, allergy and infection information are not available, as allergy and infections
are possible to occur anytime and it is not a static data. Therefore, during patient’s
admission allergy information should be collected and stored in the database. And the
database design has to consider this for accommodating allergy information. Logging
all the events for tracking and the analytical test data has to be considered.

4.3.2 Database Design

As known from the compatibility requirements, the hospital
has MS SQL Server to maintain its data. To suit this
requirement and to enable a familiar environment, MS SQL
Server is used to create all the tables provided from the
hospital (Appendix 3) with mock data. These table schemas
are provided from hospital IT department for this work and
the schema is used to recreate the setup in lab environment.
To know more about the schemas, please refer to the
appendix section (Appendix 3).

Besides replication, the existing data available for the
framework design, the main thing needed for this framework
is to establish a newly wrist-banded patient with his personal
records.

To perform this, a table is created with the RFID unique code
and with the Patient Identification number which helps to

Figure - Tables Created
for Framework
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establish relationship to existing patient record.

Another requirement to be satisfied is to collect patients’ allergy details and link it
with the patients’ wristband. To perform this, a table is created with possible allergy
and RFID number field which links allergy information with the wristband.

There are also other tables, which are created for user authentication and events
logging.

Queries

Standard SQL Queries were used to create tables and to create relationship between
tables. SQL Queries is also used, when a patient has to be tracked from the logged
information.

Stored Procedures
SQL Stored procedures are used for applications to perform defined tasks such as

o Identify patient in existing patient record

e Creating, updating and deleting patient

e Link RFID with the patient record

e Store allergy information

o Identify patient and the patient’s allergy information
e Event Logging

e Analytical data logging

SQL Queries could also be used to do the same, each time when these actions have to
be performed. But as the actions are defined and it is not a varying process, set of
prewritten SQL Queries inside SQL stored procedures are used.

SQL stored procedure has many advantages over SQL Queries. One of the most
important advantages is to improve performance and to reduce delays (Atwood, 2004;
Carpentiere, 2004). Stored Procedures are definitely good in working at enterprise
level environments (Atwood, 2004; Carpentiere, 2004).

Figure - Tables and Stored Procedures in SQL Server
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4.3.3 Communication Requirements

As the database which has the patient’s record is situated in a centralized database and
for this information to be used by the application in various parts of network, a means
of interaction between these data in a network server with the applications has to be
considered. Other things to be considered are firewall restrictions within the network
infrastructure, where some communications in the network are blocked using firewalls
for network security.

On such communication, all the events occurring with the framework has to be logged
in order to track a patient when needed.

4.3.4 Communication Design

There are various means of interaction or communication available, such as directly
connecting SQL server from a remote application host or by using a web application,
and etc...

Web Services is chosen as means of communication and detailed information about
web services are disused further below

Web Services

“One of the newest innovations for the use of the network is Web services. Web
services allow applications and network-enabled devices to easily communicate
with one another and combine their functionality to provide services to each other,
independent of platform or language. Web services are characterized by SOAP
messages used to talk to a Web service, WSDL files that describe a Web service,
and the UDDI used to find Web services. Conceptually, Web services are very
understandable. They eliminate many of the complexities that have been required
when there is a need for computer applications to interact with each other.”

(Chavda, 2004)

“Web services allow developers to utilize four open Web standards: HTTP, SOAP,
XML, and WSDL.

1. HTTP - Hypertext Transfer Protocol - the standard protocol used over Port 80
that traverses firewalls, which is responsible for requesting and transmitting data
over the Internet.

2. SOAP - Simple Object Access Protocol - an XML inherent protocol enclosing a
set of rules for data description and process that is the center piece paralleling and
complementing the other three mentioned here, with which .NET utilizes nicely
with Web Services.

3. XML - Extensible Markup Language - the prominent markup language that all
this commonly understood information is written in.

4. WSDL - Web Services Description Language - an XML based method use in
identifying Web Services and their access at runtime. .NET provides a tool called
WSDL.exe which essentially makes it quite easy in generating an XML Web
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service, rather an XML file containing all the methods and instructions the Web
Service has, using SOAP as its default by the way" (Chavda, 2004)

Many web service applications are designed and created to satisfy the needs of the
framework.

e Management Application
o To identify patient in existing patient record
o Store allergy information and to create link with RFID and the patient
record.
o Update allergy information and to create link with RFID and the patient
record.
o Delete allergy information and to delete link with RFID and the patient
record.
¢ Handheld Application
o ldentify patient using the RFID Tag ID, sent from the application
o Return patient and other related information required to the requesting
application
e Authentication
o Authenticating users by verifying user name and password
o Return user role to the requesting application
e Analytical data logging
o To log analytical data information from the applications and to log its
analytical data collected.

All the web services act as means of communication between the application host and

the database. Hence, to perform each request by an application it calls the stored
procedure with the database to address the action and returns its response.

Logs for Tracking

These web services are designed to perform logging of each request and all the details
available about the request through stored procedures. By this, all the events occur
with the framework are logged. Using this, patient can be tracked based on the last
event logged, which is connected to the patient.
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These web services are also collecting analytical performance data by calculating
round trip time took to perform a request from the web service to database and then
back to web service. This information is logged in the database through stored
procedures.

[IS hosting

As web services uses HTTP as a standard protocol to communicate (logical port 80), it
is necessary that these web services are hosted within a HTTP Server or otherwise
called as web server.

As the database in use is Microsoft SQL server,
and the entire platform used in the environment is
windows based. Hence, Microsoft web server is
used to host these web services, which is known
as Internet Information Service (IIS). Even
though, web service is not platform dependent,
Microsoft IS is chosen as this is a familiar
application and fairly simple to be used with
development tool.

In lab environment, this application is installed
with the database server, to make implementation
straight forward and to reduce the use of more
than one server.

Figure - Web Servicesin I1S

Difficulties and Solutions

It is considered difficult to get the 11S setup with the right permission for each web
services. Based on the previous experience and experience during this design, an easy
solution is identified, which was already there but unknown. It is to develop web
service separately and to host it in a virtual directory with IIS, rather than developing
with 11S and troubleshooting for it to work.

4.3.5 Patient Management Application Requirements

Patient management application in context to this framework means the application
that is used to provide wristband for patients.

In the hospital setting, such application will exist on the patient admission point,
where a patient is received to be admitted in the hospital and allocated a bed in a
suitable ward. This admission point is known as A&E Unit. Usually, a clerk is present
at the desk and who is using a workstation to perform the patient admission task.

This would be the right place to provide a patient with wristband and the application
typically is to be designed for the use of the clerk here. This application is sometime
also mentioned as clerk’s application, to make things easy.

The requirement of this application is structured based on the onsite experience from
the hospital. The application should be capable of initially taking a patient unique
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number from their existing methods of patient management and use that unique
number to find the same patient’s details from the database.

Once the patient is identified in the database, a wristband is to be printed with
patient’s name, date of birth, gender, patient’s unique number and the unique RFID
tag number on wristbands surface. This tag is then given to the patient.

To perform the printing operation, the application should be capable of calling the
special RFID printer and sending the information needed.

On successful tag creation, the unique RFID tag number has to link up with the
patient’s record. The application also needs to perform additional tasks such as
providing an existing wrist-banded patient with a new wristband in case of damage
and capable of updating the link created earlier. The application also need to delete the
patients RFID link, when the patient is discharged or in unlikely case, where a patient
is dead.

Currently, allergy and infection information are not available, as allergy and infections
are possible to occur anytime and it is not a static data. So during patient’s admission
allergy information should be collected and stored in the database.

4.3.6 Patient Management Application Design

From the designs of database and web services, it is clear that the method of
communication between the database and the application is to use the web service
hosted on an 1S server.

The patient management application design discussed here is to typically use the
existing Ethernet link of the host computer to connect to the web service via the web
server port 80. All communication requests are made to appropriate web service
according to the action needed, and the application is designed to make web services
accessible within the application where needed.

Figure - Sequence Diagram for Management Application
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User interface design

Ease of use is the main priority, as known from the experience and from literature
review (Section 3.1), the IT literacy and training of healthcare workers are limited.
Thus, this application is designed to keep thing really simple and easy for everyone.

Parts of the user interface are shown and described in Figure .

To Find Patient Record
To Record

Allergy Info

To Verify
Patient Info

To input tag ID

To Print RFID :
Wrist;Jand To Create New To Update | To Delete Patient
Patient Link Patient Link| Link
L L

Figure - Management Application User Interface Design Snapshot

New Patient

On arrival of a new patient, the clerk at the admission point first obtain the patient id
once the patient is admitted formally, and uses this patient id and this management
application to find the patient’s personal information, such as name, DOB, gender,
address, telephone and etc...

Once the patient is identified, a wristband is printed with the patients Name, DOB and
gender with the tag ID and tagged to the patient.

Once printed, the tag id is keyed in and allergy information is collected from the
patient and from the medical records, if any known and manually keyed on to
application. On completion of the above a new patient is created and linked.
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These design of this using simple
windows application tools such as
buttons, text boxes, list box as seen in
user interface design (Section 4.3.6
usl).

All the communication is done in the
background of the application using web
services to and from the database as
discussed in the design sections above
(Section 4.3.4).

Update Patient

If an existing patient’s wristband is
damaged or allergy circumstances
changes, the patient is provided with a
new wristband by the clerk.

Design aspects of this are similar to
creating a new patient, but here a new
wristband is printed and the wristband
ID is keyed in again and the patient link
IS updated.

Delete Patient

In case of patient being discharged or in
the unlikely case of patient is dead, the
patient’s tag is removed and disposed.
During this action, the patient link is
simply deleted from the database.

.. Figure - Management Application Flow Chart
Printing RFID Tags ’ ’ PP
Printing wristbands with secondary identification details on it, as mentioned it is very
important to identify patient in some circumstances using this secondary details.

The printer is specially made for the purpose of printing RFID wristbands and labels;
the printer only supports a manufacturer’s custom programming language called Zebra
Programming Language (ZPL).

Using ZPL, the wristband text orientation and the margins are set with options to
obtain patient information, and this done within management application. Therefore,
on a print command by the clerk the wristband is printed with the right information.

Difficulties & Solution

One of the main difficulties faced was programming using ZPL and wrapping this
ZPL code within the windows application to print the wristband. This problem is
solved with the help of Zebra’s technicians, as they provided with a sample program.
And an MSDN article helped for this code to be wrapped within the windows
application for printing.
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4.3.7 Handheld Application Requirements

Handheld devices are handed to be used in the wards to identify a patient. The
handheld should be capable of detecting a RFID tag through the add-on RFID reader
attached to the device. On successful detection, the RFID has to obtain the patient’s
record from the database with the help of wireless network and successfully display it
on the handheld screen.

RFID reader should be constantly checking for RFID wristband nearby and when a tag
is found the information should be displayed. Patient’s allergy information is also to
be given as warning on success identification of a patient to make the healthcare
worker aware of the actions to be performed.

Once the patient is identified and patient’s basic information is displayed, based on the
user role of the handheld device, the application has to display additional information
about the patient, like patient’s consultant, patient’s GP, patient’s allergy information,
patients ward information and etc...

4.3.8 Handheld Application Design

From the designs of database and web services, it is clear that the method of
communication between the database and the application is to use the web service
hosted on an 11S server.

The patient management application design discussed here is to wireless network
connection of the handheld to connect to the web service via the web server port 80.
All communication requests is made to appropriate web service according to the
action needed, and the application is designed to make web services accessible within
the application where needed.

User interface design

User interface  design
considerations are similar to

Authentication ] ;
that of Management Based on their Patient Information
application (Section 4.3.6 Roles
USI), but there were other

things considered as the
application is to be used in a

handheld screen. The screen Option for more
Information

resolutions, screen size,
touch screen capabilities
and etc... Parts of the user
interface are shown and
described in Figure .

Figure - Handheld Application User Interface Design
Snapshot
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RFID Tag Reading

RFID reader (Appendix 7) is a driverless
serial communication device, which is
capable to be add-on to the handheld device
(Appendix 6) on the COML1 port.

The application is designed to open the
serial port on the application start and close
it on application exit. In the mean time, the
application reads the COM port for every
few milliseconds to check, if there is RFID
tag nearby. The application is also capable
of finding, whether the device is attached or
not.

On detection of a patient wristband (RFID
Tag), it reads the unique tag ID and stores
within the application for that value to be
used in the patient identification.

Identifying Patient

With the use of reading unique tag id using
RFID reader, the application communicates
to the database through appropriate web
service and obtains the patients information
and stores within the application for

display and some to be displayed on  Figure - Handheld Application Flow Chart
request.

Information Display & Warnings

Once the patient identification request is made, the application warns the user if the
patient does not exist or if the patient exists the information is showed on the screen
alongside with the warning of patient’s allergy information. List of further option is
provided to view more information about the patient. Due to the size of the screen, the
information that can be displayed is limited, so the information is broken into chunk
for ease of access.

The allergy warnings were displayed by changing the screen colour based on the
allergy information. In case of more than one allergy, a list of the entire allergy is
displayed in a warning message box.

Difficulties & Solution

One of the main difficulties faced was reading RFID tag value from the RFID reader,
as the device is driverless and in .NE framework 1.0, which was initially planned for
using in development, there is a no built-in solution and there was a need to build a
custom driver for the device. This problem is resolved by moving on to the new
version of .NET framework 2.0, where a readymade solution was available to read
COM ports.
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Another difficulty was the method of displaying the allergy efficiently. Therefore, that
it warns and appeals to the user, because of the small screen of the device. This
problem is resolved by changing colour of the screen based on the allergy information.

4.3.9 Security Requirements

For security all the users to the handheld device and the users using the patient
management application have to be authenticated.

In lab environment, a simple form of authentication is suitable to demonstrate, but on
real implementation the authentication can be replaced with the hospitals existing user
authentication system.

Besides authenticating the user, the data transferred from the database to the
application within the framework needs security; because it is patients personal
information and it cannot be compromised. Thus, a suitable data encryption system
has to be put in place to serve this purpose.

4.3.10 Security Design

Designs and approaches put in use for user authentication and data encryption is
described in detail.

Simple Custom Authentication

Custom authentication was performed by
creating a simple table in the database which
holds user information. Information stored
was: user name, password and user role. The
user role was necessary for role based
authentication on accessing an application
designed. The role based authentication
provides way for preventing or limiting
access to certain data based on the user
role. The passwords stored within the Figure - Authentication Form
table are hashed using simple hashing
algorithm.

This authentication is temporary and it is only for testing in the lab. On real
implementation the authentication has to be integrated with the existing authentication
system in the hospital IT.

TripleDES Data Encryption

When compared to other encryption algorithms, TripleDES proves to be more secure
and reliable. Even though, the time it takes to decrypt the data is a bit slow, when
considered to other algorithms. Security is given priority and as the best solution the
TripleDES encryption method is chosen.

All the communication through the web service is encrypted and decrypted in
corresponding endpoint. Thus it provides encrypted data over the network.
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Difficulties & Solution

Difficulties faced were to obtain encryption keys from a certification server to encrypt
and decrypt data using TripleDES. This problem is resolved by using a set of static
keys suitable for the encryption and decryption using TripleDES within the
application. This solution is only temporary and only for lab environment to test the
framework. In real life implementation, existing certification server of the hospital or
certification server subscriptions can be put to use.

4.3.11 Analytical testing Requirements

The framework is designed in a lab environment and in order to test and analyze the
performance and capabilities of the framework, round trip time calculations has to be
done for all the process occur within framework. Therefore, it might predict the cause
for time delay and any performance issues in the framework.

4.3.12 Analytical testing Design

To test and analyze the performance and capabilities of the framework, round trip
times for all the process occur within framework are calculated and logged in the
database. This design is put in use in the applications discussed earlier (Section 4.3.6,
4.3.8).

Process Timing

All the communication process with the framework was timed using the timers. The
management application, handheld application, and the all the web service methods
were designed to time a process round trip time in order for these to be analyzed and
evaluated.

System hyper threading timer was used in all these cases to time accurately as
possible.

Figure - Sequence Diagram for Timing Events and Logging
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Events Logging

All these analytical timing data acquired is logged in the database, in order for these
data to be analyzed and used to generate reports and charts.

Difficulties & Solution

One of the main difficulties faced was the timer used to calculation the round trip
times. At first a simple timer was put in use to store the current time at the start of a
process and end of a process and the difference is obtained. This method only
provided accuracy to the nearest second, which is not useful to analyze. Hence, system
threading timer was used to time accurately with the help of system timer class within
visual studio.

4.3.13 Design Overview

An overall graphical representation of the framework design in a hospital environment
is shown in Figure .

Figure - Design overview of the framework
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5.0 Implementation and Tests

In this implementation section, the basic concepts used in programming to satisfy
application needs are discussed. There is vast amount of programming codes involved
in the implementation and discussing all of them is inappropriate. This implementation
section discusses only selective appropriate code implementations that are needed to
perform certain action required by the framework.

5.1 Implementation overview

A graphical overview of the implementation of framework is shown in Figure . The
lab environment is simulated to represent (Section 4.1.3) and the implementation
discussed here is only performed in the simulated environment.

Figure - Implementation Overview of the Framework

5.2 Database Implementation

There were thirteen tables in total that were created to make the framework perform
all the necessary data storage and retrieval

process. Out of the thirteen tables created,

five of them were created to replicate hospital

patient record with mock data and the

remaining eight were created to be used for

the framework, in various aspects.

Similar to tables there were eight stored
procedures created to meet the requirements,
a diagram with the stored procedures in the
database is shown in Figure 42. List of tables
that were made are shown below as well, a
detailed relationship diagram is displayed in
the appendix section of this report (Appendix
3).
Figure - List of Stored Procedures in
SQL Server
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5.2.1 SQL Query

A table creation process using SQL command is shown in Table ; the table discussed
here is to create a user authentication table, for authenticating the entire users in the
framework.

/* create table “login” for user authentication with the
following feilds of datatype mentioned */

CREATE TABLE [dbo].[Login] (

UserName] [nvarchar] (50) NOT NULL,

password] [nvarchar] (128) NOT NULL,

Role] [varchar] (15) NULL,

LastLoginDate] [smalldatetime] NULL,

RegDate] [smalldatetime] NULL,

[
[
[
[
[
[Active] [smallint] NOT NULL )

GO

Table — Code: SQL Query

The tables were created using visual studio management express, which even provides
a GUI to create tables as needed without using Queries.

5.2.2 SQL stored procedure

A sample stored procedure is shown in Table . The sample is to authenticate user
credentials and return user role information to the requesting web service.

The procedure handles an incoming request with a username, password and requesting
IP address. It performs a query for matching user with the password specified and if
that user is present, then it returns the role of that user from the table. If the user is not
present then it returns O rows.

Procedure also logs this event with the details available into a table. Finally, it returns
the user role or a ‘0’. This represents that the user is not present.

As mentioned in the (Section 4.3.4) there were many stored procedures created to
meet the requirements of the framework.
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and return the role of that user. It also performs */

CREATE PROCEDURE [dbo].[LoginProcedure]

val
QUserID nvarchar (50),
@PWord nvarchar (128),
@Ip nvarchar (100) = Null
AS
BEGIN

-— Declare local variables
Declare @Role char(l),
@Ecode char (2)

-- get the user role, if the username and password matches
Select @Role = Role From Login Where UserName = @UserID and
password = @PWord;

-— 1if the user did not exist or password incorrect then set a
flag error

if @@RowCount = 0

Begin

Select @Ecode = '1'

End

-- For Logging this event in the framework, all the details are
stored
Insert Into LoginServicelog (ReqIP,UserName,Role,DTime, ErrorCode)
Values
(@Ip, @UserID, QRole,getbDate (), @Ecode) ;
Select @Role

-- End of stored procedure
END AN

Table - Code: Stored Procedure

5.3 Web service Implementation

/* create procedure Loginprocedure, which checks user credentials

-- declaring input variables, a procedure call in apps send these

There were four web services created for the framework, to authenticate users, for

performance logging, for management application and for handheld application.

All these web services serve the needs of the application as needed. Some code
extracts of a web service is shown in Table , which authenticates users by calling a

stored procedure in the SQL database.
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//necessary to perform sgl operations

using System.Data.SglClient;

//create new sgl connection con, using the connection string
private SglConnection con = new SglConnection ("Data
Source=VINOTH\\SQLEXPRESS; Initial Catalog=rfid;Integrated
Security=True;User Instance=False");

//a webmethod within a webservice , which connects to DB to
authen user
[WebMethod]
public string xLogin(string UserID, string Pin, string ip)
{
//create a local variable as string
string r = null;
//carea sgl data adapter to connect to the database
SglDataAdapter tadapter = new SglDataAdapter();
// to make the commad for calling stored procedure with the
values

tadapter.SelectCommand = new SglCommand ("LoginProcedure '" +

USerID + mi , ™ + Pin + mi , ™ + ip + "‘", con);

//create a new data set, which would receive the output from
procedure

DataSet ds = new DataSet ()

//use data adapter, send the command and get resulting
dataset in ds

tadapter.Fill (ds);

//convert the dataset into a string

r = ds.Tables[0] .Rows[0] .ItemArray[0].ToString () .Trim() ;

//return string r, which has the user role, if auth fail it
returns ‘0’
return r;

}

Table - Code: Web service

5.4 Security Implementation

As discussed in the design 4.3.10 Security Design, the users are authenticated within
the framework, and the implementation shows (Section 5.2; 5.3), what is involved in
user authentication. Data encryption is also implemented to protect data from possible
hackers and other threats from malicious programs. Code extracts here in Table ,
show how a string is encrypted and decrypted using the built in crypto class in .NET
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//necessary to perform crypto
using System.Security.Cryptography;

//a Symmetric algorithm variable mCSP is assigned with 3DES type
algorithm
private SymmetricAlgorithm mCSP = new TripleDESCryptoServiceProvider();

//predefined static key, used as an alternate to cert server, temp

solution

//2key 3DES, where the first key x is used again as 3rd key.
string x = "ahGmz+ZF8juDgg+jbPIuluQ85dP0AxaG";

string y = "ES5tCLRglsCU=";

string r = "string";

//call encrypt function with string and store the encryptied val bac in r
r = EncryptString(r);

//call decrypt function with string and store the decryptied val bac in r
r = DecryptString(r);

//Encrypt string function, code //Decrypt string function, code from
from MSDN article MSDN article
private string private string DecryptString(string
EncryptString(string Value) Value)

//..Code //..Code...

//use static string x,y //use static string x,y instead

instead of a certification server of a certification server

mCSP.Key = mCSP.Key =
Convert.FromBase64String (x) ; Convert.FromBase64String (x) ;

mCSP.IV = mCSP.IV =
Convert.FromBase64String(y) ; Convert.FromBase64String (y) ;

//..Code... //..Code...

return return

Convert.ToBaseb64String (ms.ToArray Encoding.UTF8.GetString (ms.ToArray())
()) 7 ;

Table - Code: Data Encryption
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The encryption encrypts the data in the web service and it decrypts the data in the
other end at the application. The screenshots in Figure and Figure shows how data is
encrypted and decrypted within application.

Figure - Encrypted Data

Figure - Decrypted Data

5.5 Patient Management Application

Patient management application uses web service for all the actions it needs to
perform, such as finding patient information, creating, updating and deleting patient
link. Code extracts in Table , shows the application uses the web service to find patient
info

// make the webservice available to be used within the
applicaition

ClerksEnv.Clerks WebSer = new
ClerksApplication.ClerksEnv.Clerks () ;

//get the user entered patient id into a variable and call
webservice for //patient info

temp = TxtPatientID.Text;

result = WebSer.xPatientFind(temp, user, logstatus,
Login.ip.ToString () .Trim (), Acode, Ecode);

Table - Code: Using Web service
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5.5.1 Printing Wristband

Wristband is printed using a special RFID printer and as discussed earlier it uses ZPL
programming language to print. The ZPL code is written and wrapped as a string and
sent to the printer as RAW data. Using help of MSDN, a code shippet to send the ZPL
code directly to the printer is performed (MSDN, 2006).

The screenshot of the print process in the application and the ZPL code used to print
wrist band and how it is wrapped within the .NET application is shown in Figure .

Figure - Wristband Printing

Once, the print tag button is clicked a printer dialog comes up. User would typically
select the RFID printer from the list of available printers. It could be a local or a
network printer and where the RFID tag would be ready to be collected on print
completion.

The code here in Table , is executed when the print tag button is clicked.
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//for printing wristband
private void BtnPrintTag Click(object sender, EventArgs e)

{

//zpl starts here - first line to page setup
string s = ""XA"MNW"PW240~LTO"LHO, 0"FS\n";

//RFID setup read and print rfid id on tag
s = s + ""FX RFID set-up "FS\n";

s =s + ""RS1,0,203,1,N*"FsS\n";

s =s + ""RI%990,0,1,17FS\n";

//send patients secondary info to be printer - patient id

s = s + ""F040,1675”"A0B, 35, 35"FDPatient:" +
TxtTitle.Text.ToString () .ToUpper () + ". " +
TxtFirstName.Text.ToString () .ToUpper() + " " +

TxtSurname.Text.ToString () .ToUpper () + ""FS\n";

//gender
s = s + ""F0120,1760"A0B, 35,35"FDSex|DOB:" +

TxtGender.Text.ToString () .ToUpper () + ": " +
TxtDOB.Text.ToString () .ToUpper () + ""FS\n";

//rfid id
s =s + ""F0160,1795"A0BR, 35,35"FDBand ID:"FS\n";
s =s + ""FO160,15107A0B, 35,35"FN990"FS\n";

//print the nhs, napier name and web url
s = s + ""FO150,875%A0B, 35,35"UHB - NHS"FS\n";

s = s + ""FO0190,7957A0B, 35,35"FDSelly Oak - Birmingham”FS\n";

s = s + ""A0B,25,25"F030, 835"FDWWW.UHB.NHS.CO.UK"FS\n";
s = s + ""A0OB,25,25"F055, 835"FDWWW.NAPIER.AC.UK"FS\n";
//finish printing

s = s + ""XzZ";

//zpl ends - call the printer dialog for user to select rfid

wristband printer
PrintDialog pd = new PrintDialog();

pd.PrinterSettings = new PrinterSettings/();
if (DialogResult.OK == pd.ShowDialog(this))
{

RawPrinterHelper.SendStringToPrinter (pd.PrinterSettings.Pri

nterName, s);

}

Table - Code: Printing Wristband
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5.6 Handheld Application

Similar to management application, handheld application makes use of the web
service for all the communication between database and the device. There were lots of
other parts involved in developing the handheld application, some of them are generic
to all handheld application in windows mobile devices and only the main aspects are
discussed here

5.6.1 Reading serial port

To read from the RFID reader, the application uses the following code extracts.

// needed for communicating with ports.
using System.IO.Ports;

// create a new serial port component
SerialPort Sport = new SerialPort();

// set the baudrate to 19200 as per rfid reader

SPort.BaudRate = 19200;

// needed open the serial port

SPort.Open () ;

// needed when a data is received from the serial port move to handler
SPort.DataReceived += new
SerialDataReceivedEventHandler (SPort DataReceived);

// receive the value and convert it to string and store it in a var
void SPort DataReceived(object sender, SerialDataReceivedEventArgs e)

{
rfid = SPort.ReadlLine () .ToString () .Trim() ;

}
// dispose all the resources used by port, before closing

SPort.Dispose () ;
// close the serial port
SbPort.Close();

Table - Code: Reading RFID Tag

In the code shown in Table , where Sport is an instance of a serial port which is
opened and read and closed on exit.
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5.6.2 Display allergy information and warnings

Allergy information and warning are performed with the use of code extracts shown in
Table . It simply changes the background colour of the application, when detecting an
allergy and displays a list within a message box.

// change app back color if allergy found
this.BackColor = Color.Orange;

// display allergy warnings

MessageBox.Show ("This Patient is \n" + alg, "Info",
MessageBoxButtons.0OK, MessageBoxIcon.Exclamation,
MessageBoxDefaultButton.Buttonl) ;

Table - Code: Alerts and Warning

Figure - Allergy Warnings

The screenshot in Figure shows, how allergy information is displayed in the handheld
to warn the user.
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5.7 Analytical testing

5.7.1 Timing events

For analysing the performance, all the communication events occur within the
framework are timed using the above code extracts shown in Table . With the use of
Timers within the .NET a system timer is used to measure accurately, similar to a stop
watch and the result is then logged on to a database. The table in Figure shows the
logged timing events using the code implementation.

// needed for using timers and stopwatch
using System.Timers;

//create a new Stopwatch instance
StopWatch = new Stopwatch();

//before a process start stopwatch
StopWatch.Start () ;

//after process stop stopwatch
StopWatch.Stop () ;

//calculate elapsedmillisecond and stored in a var
Elapsedms = StopWatch.ElapsedMilliseconds.ToString()

//reset all the values within stopwatch
StopWatch.Reset () ;

Table - Code: Timing Events

Figure - Speed Log Table

5.7.2 Database monitoring

The database is constantly monitored for the growth of its size in context with the
number of events occurs in the framework.
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6.0 Results Analysis

As known from the design and implementation, events are timed to measure the
performance and the capabilities of the framework. There were also other general tests
done in order to evaluate. This section would discuss briefly the results gathered from
the various tests and from the logs in the database.

One of the important aspects is that the tests here are based on the lab environment
and when it is implemented this would generally improve. It is due to many facts that,
there could a better performing, multi processor server, when compared with a simple
PC used as a server in the lab environment.

6.1 Server and Host Performance Analysis

Based on the logged event timings, the difference between the server and the host
performance can be achieved. Round trip times of every communication event in the
framework in measured and logged as discussed in design and implementation of the
analytical testing. The chart in Figure shows a typical difference between the times
took by server to process a request by the server and the time took to process a request
by the application.

Performance at 0 hops, this is when the application is in the same machine as server, is
compared in chart at Figure .

Figure — Chart: Server Vs Host Performance at 0 hops

Performance at 1 hop, this is when the server is on the network, is compared in chart at
Figure .
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Figure - Chart: Server Vs Host Performance at 1 hop

On comparing these two charts, the performance of the server is the same, which is
around 1 to 2 Milliseconds. But the application performance varies according to the
usual network round trip time.

In general, at 0 hops the approximate round trip time in the network is around 0
milliseconds and at 1 hop it is 1 millisecond within a local network. When the 0 hops
is taken as baseline, then the application used in a network with a round trip time of 32
milliseconds will have typical application process round trip time of 37 milliseconds.

Round trip time could be simply the time taken for a packet to travel from one end to
other and back again. This can be determined using a simple network ping. Thus, the
server performance is the same regardless of the requesting host, but the host
application performance relies on the network hops and the average network latency.
The chart in Figure shows logged analysis between thousands of responses made to
various hosts in a network.

Figure - Chart: Performance Log Analysis
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6.2 Overall Performance Analysis

In order to analyse the performance, first a baseline of expected concurrent users and
the acceptable response time has to be predicated based on the requirements.

As a hospital, there would be at least two nurses and a consultant in a ward and there
may be a number of wards within. Based on the needs of the hospital, the framework
is initially to be implemented in ten wards. Thus it makes a minimum of 30 users and
roughly a maximum of 50 users.

Also learnt from the onsite experience, that the response time should be fairly quick or
else it might annoy the users and they might perform actions before a response. The
response time should be at least within a second.

e Expected concurrent users = 30 to 50
e Expected response time = within a second

Note that these are just assumptions and a rough estimation based on the requirements.

The framework is capable of performing many requests within a second. Number of
successful response within a second is compared with the number of concurrent users
and the chart in Figure shows the framework is well capable of performing up to the
expectations.

The server used in the lab environment only supports up to fifty concurrent
connections due to the software restrictions, thus only fifty concurrent users were
tested, but a linear average is projected to further number responses according to the
number of users that the framework could respond to within a second.

Figure - Chart: Performance Per Second
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6.3 Load & Stress Analysis

As the events take place through the network, the network bandwidth utilised by the
framework is calculated. Based on the number of number of concurrent users and
responses the data transfer occurs in server and the host were measured. The average
bandwidth used by the framework in context to number of concurrent users is shown
in Figure .

Figure - Chart: Average Bandwidth

When concurrent users are trying to continuously request to the server and when the
server exceeds its capability, it could not handle requests. Server would typically send
error message for those request that it couldn’t handle. The percentage of error occurs
when the server is stressed in context to the concurrent users is shown in Figure .

Figure - Chart: Errors
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6.4 Database Growth

Database size was monitored to roughly estimate the scalability, when framework is at
its maximum use. On each thousand requests the database size is monitored and
around 0.25 MB of data size is increasing. Based on this the chart in Figure is shown.

Figure - Chart: Database Growth

Based on the size measurement of database for each 1000 requests up to 10000
requests, the below in Table is predicted. The total size of the table is determined
based on the n number of requests increments.

N + Requests  Size MIB

Initial Size 2
+1000
Requests 2:25
+10000 4.75
Requests
+50000 1795
Requests
+100000 4295
Requests

Table - Database Growth

Based these analysis, the framework is capable to perform up to the needs; it is
scalable, robust and acceptably quick in responding user requests.
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7.0 Evaluation

This work is drawn to a close, by presenting analysis of the framework and more
importantly to examine whether the framework is advantageous over existing object
identification and tracking systems within critical environment such as healthcare.
Evaluation here discusses the project objective, strengths and weaknesses, further
recommendation and a conclusion.

7.1 Objectives evaluation

The main aim of this work is to design a frame work for object tracking and
identification in wireless networks that would be suitable for healthcare environment.
This aim is achieved in steps, starting with a critical review of using radio frequency
based solution, which is presented in section (Section 3.3), where passive RFID is
concluded to be the best suitable (Section 3.3.3) in healthcare environment with the
help of wireless networks and databases for mobility and security.

This work is then compared with similar works (Section 3.7) in healthcare using
RFID, which helped optimize the idea further and to provide better solution. Based on
the review, the framework then took shape to satisfy the needs. A prototype of the
framework is designed and implemented in lab environment with the hospital
environment requirements in mind. The framework is also tested for critical analysis
and the results were analysed stating the framework is well suitable to perform up to
the requirements.

Review of all the main methods involved in object tracking using both wireless
networks and RFID in relating to signal strength and signal quality were discussed
(Section 3.2) and a suitable framework is identified by integrating both wireless and
RFID technologies which is suitable for healthcare environment.

It is determined that signal strength from a passive RFID can be used to effectively
identify an object in close proximity (Section 3.3.2), where the RFID signal can only
travel to a very short range of up to 3 inches. This is an advantage in healthcare
environment to prevent radio interference to medical equipments and also in
addressing major concerns of public and patients regarding radiations. But as a
negative effect, the object tracking is not possible in real-time and object can only be
traced based on the object identification events took place in framework, which is
logged onto a database (Section 4.3.2). The tracking is possibly only by querying the
database and it is similar to the last seen by or last seen at scenario in real world.
However, tracking is made possible and with the least damage and concerns within the
healthcare environment.

There were only a handful of similar frameworks tested or demonstrated. One of them
is reviewed in the similar work (Section 3.7) and the two other were clinical trials and
a brief description is quoted, mainly because no publications were available on those
works. Regardless, none of these attempts used passive RFID, or used a wireless
enabled mobile device. Only one of them has used a database lookup operation. Thus
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makes the proposed framework, unique and advantageous over the other framework
ever tried by providing mobile, secure, cost-effective way.

The prototype is designed (Section 4.3) and implemented (Section 5.0) with the use of
a centralised database and database lookup operation is performed on every request in
the framework. The framework does not store information within RFID tags and by
using secure object lookup, where data is encrypted and transferred by avoiding major
security and privacy threats. The designed prototype is a proof-of-concept framework,
by being unigue and providing mobile and cost effective solution for hospital in
patient identification. A paper publication is accepted based on this framework and a
patent application is pending to protect this unique and effective framework as
mentioned in introduction (Section 1.0).

All possible measures were taken to ensure the framework is suitable and compatible
(Section 4.1) for real-life experiments within NHS. The framework is also suitable to
deploy in the hospital IT infrastructure without any major modifications.

7.2 Conclusion

The primary aim of this work is to review techniques of object tracking and
identification using wireless networks and RFID technologies and to design an
efficient framework that suits the needs of a critical healthcare environment (Section
1.1).

The process to achieve this began with knowing wireless networks (Section 2.1) and
RFID technologies (Section 2.2) and a question of how they could be used in object
tracking in indoor wireless area is answered by a critical review of the tracking
techniques in wireless network (Section 3.2), like RF Fingerprinting, triangulation and
etc. RFID tracking techniques based on Active RFID and Passive RFID tags were also
reviewed (Section 3.3) to obtain a suitable solution.

It is concluded that the RFID or wireless only solution is possible, but is not suitable
for healthcare environment (Section 3.2.4; 3.3.4), as either it does not provide the
exact solution needed or it causes major concerns regarding radio interference and
radiations in such environment (Section 3.7.5). Also known from the review that the
Passive RFID is the least damaging (Section 3.3.3) and based on existing wireless
enabled devices and wireless access points within healthcare (Section 4.1.2)
environment, a new solution to address the issues is derived by integrating the
technologies available (Section 3.4). This is by using a wireless enabled mobile device
capable of reading RFID tags and that would look up objects from a centralised
database to prevent security and privacy risks (Section 3.6).

With all the requirements of hospital environment and the hospital IT infrastructure
(Section 4.1), the framework is designed, implemented, tested and analysed based in
lab environment (Section 5.1).

On comparison with similar frameworks designed or demonstrated by others, the
framework proves to be unique and much advantageous (Section 3.7.5). As known
from the review there are only a few trials and demonstrations performed or
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documented in such environments before (Section 3.7), this framework is unlike the
works discussed. Mainly in the aspects mentioned below;

1. Low frequency Passive RFID solution, with short range radio signal emission
and with least radio interference and radiation. While comparing with the high
frequency Active RFID (Section 3.7.3).

2. Mobile RFID reading and identification solution with the help of wireless
enabled mobile devices that are also much easy to use and integrate, when
compared with the fixed RFID readers to a workstation or onto walls and
ceilings (Section 3.7.3; 3.7.4).

3. Centralised data storage, and encrypted data communications are highly
addressing the security and privacy concerns, when compared to data storage
within the RFID tag or within the mobile device (Section 3.7.4).

4. Enables intelligent tracking solution, even though it is not real-time, it provides
a reasonable tracking mechanism that makes way to many other intelligent
applications which could be used in patient flow management, patient
management, beds and equipments managements and even possibilities to
control and track infection spreading by analysing logs (Section 4.3.2).

As a result, the designed framework is applied for patent protection (Patents, 2006) by
NHS MIdTECH on behalf UHB — NHS and Napier University and also contributed to
writing and acceptance of a paper in International Journal of Healthcare Technology
and Management (Thuemmler et al., 2007).

On personal conclusion, if implemented in real-life as intended by the industrial
partners, the solution would be state-of-the art, high performance, cost-effective, user
friendly, intelligent framework that would help prevent medical errors and save
hundreds of life and mistaken treatments every year. It would also help in easing the
work load of the healthcare workers and mainly improve healthcare services available
to everyone.

7.3 Further work

Mainly due to limited resources, very limited funds and the time factor many of the
aspects thought to be implemented as an enhancement are still to be addressed. Many
areas are unexplored and still largely available to research and develop intelligent
context, object aware applications and even data mining and security applications can
be explored.

One of the main aspects is to implement this framework in real-life. But unfortunately,
due to delays and issues between manufactures and the hospital the implementation is
still due. The moment to implement could be in near future, but the time is limited to
complete this work besides the starvation faced for recourses and funds to meet basic
requirements.
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Further works that could be carried out to enhance are listed here

1.
2.

6.

7.

Implement the framework and evaluate in real-life real environment

Design and implement a form of communication system for healthcare workers
to leave notes and ease the shift handover process using the mobile device and
patient identification possibilities

Design and implement a web based management application that could
manage and generate intelligent documentations needed.

Explore possibilities of using active RFID tags and real time locationing within
healthcare as the active RFID is currently under consideration to be
manufactured for healthcare

Custom Design and Develop a special handheld device with the RFID and
wireless capabilities specially for this purpose, which would reduce the
possibilities of germs and bacteria that could be untreated with a complex
device

Can develop intelligent data mining application, which could help healthcare
professionals to understand the patient flow and etc...

Improve security within implementation

There is the possibility to seamless number of enhancements that could be done based
on this framework.
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8.0 Appendices
Appendix 1: Gantt chart

The intended project time was initially agreed as six months, due to the nature of the
project.

Please note: Project was only officially started in October due to circumstances and as
agreed with the course leader. Even though, unofficially began working on project.
There is also a period of time were a break occurred due to seasonal holidays and
followed by a severe health condition which needed rest. The weeks mentioned above
are over the duration of the project and excluding the break time. Please refer to the
time line for further information. The representation is only a rough estimate and not
accurate to the date.
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Appendix 2: Time Line
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Appendix 3: Tables & Relationship
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Appendix 4: Application Screen shots
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Handheld Application
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Management Application
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1 Introduction

Research and anecdotal evidence has shown that often patients do not have
wristbands or may carry misleading or inappropriate identification. These errors can
thus increase the risk of patients being incorrectly identified and given the wrong care
(Cambridge Consultants. 2004: Guthrie. 2003; Human Reliability Associates, 2004;
National Blood Service and Royal College of Physicians, 2003; Royal College of
Nursing, 2005), To highlight the problem, between November 2003 and July 2005,
the National Patient Safety Agency (NPSA)' in the UK received 236 reports of
patient safety incidents and near misses relating to missing wristbands or wristbands
with incorrect information,”

Normally, conventional wristbands consist of plastic strips with patient
identification labels from paper attached to the surface. In some cases, patient
names are simply written on the tag as ones which are phonetically understood by
nursing staff. Thus, simple autographic mistakes or the lack of secondary
identification. such as date of birth. quite frequently make the whole process of
patient identification prone to error by mixed identity. Another source of failure is
the vulnerability of the paper stickers to chemical agents like soap or disinfectants,
Stickers often become unreadable or they dissolve cansing extreme difficulties with
identification. Along with this, there is currently no standard colour used for
wristbands for allergy and infection details, It has been observed that medical
professionals can go from one hospital to another and the hospitals use different
colours for these details.

All this needs to be understood in context with a growing number of patients who
are not able to confirm their personal data due to conditions such as acute confusion,
dementia. depression. intoxication, stroke, ete. The rapidly developing area of RFID
technology offers an interesting and novel approach towards intelligent and highly
reliable patient identification systems. Thus, labels and stickers could be abandoned
as wireless sensors linked to memory can be embedded in wristbands and can be read
either by handheld devices or by antennae positioned in the hospital. The
enhancements in authentication and privacy in wireless technology, such as the
developments in WPA, allow a secure environment for collection, preservation,
analysis and reporting of data.
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2 Background

Bar codes have been used extensively in commerce, especially in identifying products,
to give & Unique Product Code (UPC). In fact, the first one was on a pack of
Wrigley's chewing gum on June 26, 1974, The example in Figure I, from a book,
shows that the ISBN code is mapped to the bar code identifier, Unfortunately, bar
codes suffer from several weaknesses including:

e bar code readers normally require a line-of-sight transmission
e RFID can be read from a bigger distance
e they must be viewable on the surface of an object

® bar codes only contain manufacturer and product information.

Figure 1  Example bar code

ISBN D-333-91897-5

9%78

The enhancement to bar codes is to use a wireless transmission mechanism with local
memory 1o store information. This type of technology has many applications,
including pet tracking, automated checkouts, food safety, remote telemetry, 1D
cards, automated tolls, ete. (Figure 2). This type of technology. typically named
RFID, has several advantages including:

® RFID does not require a line-of-sight transmission
e RFID can be embedded into a device and thus is more robust

e RFID can contain other information, such as a unique 1D or the manufacturing
factory.

The radio frequencies that these tags use have been fitted into three main gaps in the
RF (radio frequency) spectrum (Figure 3) and the most common tags use the
13.56 MHz frequency, which is a globally defined standard. This allows the tags to
have a reasonable range, while still having a relevantly small antenna. The usage of
high-frequency tags gives the opportunity of using extremely small tags but their
range tends to be less wide than lower frequency tags.

Along with the choice of operational frequency. a key design feature is whether
the tag is active or passive. An active tag has its own power source, such as from a
local battery and is, thus, relatively large but has a good wireless range. A passive
tag, on the other hand, does not have a local power source, thus it uses the radio
cnergy that is sent from an RF reader to gather enough cnergy to return the
identification. These types of tags are, thus. fairly small but they lack the range of the
active tags and the typical reading distance of a 13.56 MHz is from 30-50cm as it
works in the near field (Cole, 2003). The great advantage of passive tags, though, is
that they are relatively inexpensive when compared with active tags. The challenge in
this research project is to use these tags to identify patients. An inexpensive method
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will, thus, allow new tags to be used for every patient in the hospital and allow them
to be destroyed when they leave, whereas active tags would be too expensive in cost if
they were to be lost,

Figure 2 Applications of RFID
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3 Literature review

As RFID is the intelligent replacement,” it is the ideal and recommended solution for
overcoming patient identification problems (Murphy and Kay. 2004) in the healthcare
environment.

RFID is already being used in a wide range of intelligent healthcare applications,
such as clderly healthcare systems which monitor the patients” medication intake
(Ho et al.,, 2005), a rescarch project by Intel for monitoring ¢lderly activities by
sticking tags on houschold objects and collecting information when the obgect is
touched and used to gencrate reports of activities of daily living (ADL) (Intel
Research Seattle, 2005) so that it could be used for further research in improving
elderly healthcare.

There was also some interesting work conducted on applications for healthcare
and other potential areas. such as hospital workflow monitoring, by tracking
equipment and patient transfers (Exavera Technologies. 2006), dental moulds and
dental implants ([lic, 2004). Magic medicine cabinet (Wan, 1999) and some work
done on sociophysiology in honeybees and its role for bee health.® For this rescarch,
a large number of bees were tagged with passive RFID tags to study their behaviour
(Figure 4). The main focus for many RFID-based patient [D systems is on active tags
which allow patients or machinery to be identified and located anywhere within
designated arcas (Davis, 2004; Fry and Lenert, 2005). The disadvantage of these tags,
as previously mentioned, is that they are relatively expensive. although they have
been successfully introduced to high-risk areas, such as neo-natal wards where child
abduction has become a serious issue in recent years.™® Another area of application
is surgery, where relatively simple setups have been used to write and read relatively
small amounts of information to/from passive RFID tags in order to eradicate
medical errors and to prevent Iitigaticn7 (Macario et al., 2006).

Figure 4 Passive tags
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There has been a growing interest in passive tagging recently (Malkary, 2006). Some
passive tags typically do not actually store extensive patient information that needs
protection and there are possibilities for unauthorised access to patients’ wrist-bands
due to the lack of a mechanism for authentication in wristbands. Unprotected
wristbands could be accessed and scanned by a third party to either identfy the
individual or provide valuable data to market researchers or competitors of an
organisation (Sarma and Engels. 2003). In addition, passive tags do not need to be
cleaned and disinfected as they are disposable and will not be reused. Furthermore,
they are not prone to over-the-air spoofing attacks or other manipulations with
criminal intent (Halamka et al.. 2006).

Clinical trials with 1000 patients or so have been conducted in Germany and the
US but in neither trial were the passive tags directly linked to the central hospital
patient database® (Collins. 2005).

A key feature of an electronic system for the health sector is that it should comply
with the HIPAA statute that requires reasonable and appropriate safeguards to
protect health information. Its main goals are:”

® to ensure the confidentiality, integrity and availability of all electronic protected
health information that the covered entity creates, receives. maintains or
Lransmits

® {0 protect against any reasonably anticipated threats or hazards to the security or
integrity of such information

® to protect against any reasonably anticipated uses or disclosures of such
information that are not permitted or required under (the security rules)

® 1o ensure compliance with the (security rules) by its workforce.

Key objectives of the plan include review and consideration of the following security-
related areas:

o design network communication configurations (wireless LAN, WAN, internet)
for strong encryption and aundit trail reporting

o design organisational procedures regarding access to information

e develop transition plans for transmission of data not curreantly implemented into
the LAN/WAN environment

e consider reccommended infrastructure needs such as new or additional computing
devices (including wireless devices. laptops. Pocket PCs and tablet PCs)

o develop necessary training assistance for facility staff.'’

4 Design objectives

This design describes the implement framework which proposes to be a low cost
system for hospitals and is protected under UK patent law.'"! The design of the RFID
system takes on several key features:
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* integration with the existing NHS database, which will be a read-only data transfer
* complete compatibility for all software elements for the software

® overcomes firewall problems, which can often block applications. Most
NHS IT systems have extensive firewalls which do not allow the transfer of
communication which do not conform to strict specifications

® soft linking of the RFID tag to the database

* coding of highly relevant conditions, such as allergies or infectious discases,
by different colours of the display and standardisation of these colours

® Jogging of accesses to the patient.

5 Equipment used

The selected equipment for the audit includes:

o SYMBOL MC70 (EDA  enterprise digital assistant). This 18 a rugged handheld
mobile device which has the RFID reader connected to it, The main advantage of
the MC70 1s that 1t is approved for medical use.

® RFID Reader. This 1s a TSL Mulii-ISO HF RFID reader which phags into the
Symbol MC70 device. It contains the RFID antenna and allows tags to be to read
and written by a variety of transponders at 13.56 MHz which includes 1SO 15693,
ICODE (I and IT) types.

® RFID Printer. This is a Zebra R2844-Z RFID printer/encoder and can be used to
create and read the tags, It uses the R2844-Z printer/encoder which is a
programming language for reading and writing to tags.

o RFID Wristband, These are Zebra Z-Band QuickClip Wristbands and use
thermal technology to print onto the ribbon, which makes the changing of
wristbands easy.

The specification of the reader defines a distance of up to 8cm. in most trals of the
system the reading distance was only up to 4.8cm. Also, it was observed that placing
a metal strip directly behind the tag does not enhance the distance, as most of the
time the tag cannot be read, while a strip placed just 2mm above the tag gives a
reading distance of up to 3.5 cm. Passive tags thus placed directly onto metal, such as
in tagging beds and assets should, thus, be placed away from direct contact with
metal.

6 Framework implementation

Often, software fails in its implementation as elements of it do not fit together well,
thus the proposed system uses the NET environment, which is a completely
integrated software system that binds Windows programmes with web services and
with the underlying Windows networked infrastructure. Users and their roles can be

‘ NAPIER UNIVERSITY
EDINBURGH



Vinoth Kumar 90
MSc Advanced Networking, 2007

578 C. Thuemmler, W. Buchanan and V. Kumar

easily authenticated through a Windows domain system. Along with this is a major
problem in that often, firewalls block communications for unwanted TCP ports, so
to overcome this problem the system uses web services which, because they use the
same TCP port as normal web traffic, are not blocked by firewalls (Figures 5 and 6).

Figure §  Framework with databases
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The local database thus stores the mapping of the RFID tag to the patient ID and
also the users on the system, which are authenticated again via the main user account
system. To simply the security of the system. a range of roles have been defined.
which define the data that the viewer is allowed to view. These are:

® Wardclerk. This role defines a registration role of the system and the main details
for the patient can be viewed. such as their name, address, ete. but no actual
details can be shown,

®  Nurse. This defines a limited subset of the data that can be viewed, such as the
details of patient visits and notes. This role is set up from an administration
panel

®  Consultant. This defines the highest level of viewing and it is possible, through
levels of authentication, to view the full details of the patient.

All of the accesses to the local database are achieved through web services, thus no
direct access can occur to the local database. Along with this, all of the data
transferred between the chients and the web service are encrypted before transmission
and then decrypted by the web service and vice versa.

Figure 7 provides an overview of the system, where an RFID reader s used to
read the wristband, The operation of the system is then;

o [nitiaf registration. Initially the ward clerk registers the patient by using their
existing unigue patient I'D which would help to download the patient information
into the local database. The ward clerk then reconfirms the information with the
patient and adds any allergy and vegetarian information to the database. The
ward clerk then prints the RFID tag to a Zebra RFID printer. A key feature of
the system is the colour coding on any access for allergies and for vegetarian
requirements. These have been colour coded as red and green, respectively
(Figure 8). As the tag is printed the RFID ID is then mapped in the database
between the patient ID and the tag. It is only this mapping which links the patient
details to the tag (Figure 9).

e (Usage. The main details then displaying include name, DOB. sex. Hospital ID
number. date and time of admission, current ward, link to previous admissions
within the last |8 months, link to note pads (nurses), link to note pad (doctors
only) and link to picture. Allergies are coded in red writing on the screen, such as
for penicillin and yellow for infectious, such as for MRSA, HIV and so on,

A key factor 1n the adoption of the system is to create user interfaces which are not
overloaded with information but which should give links to other related data. An
example of the screen for nurses on the PDA is shown in Figure 10 and for the
consultants in Figure 11. Unauthorised use of the wristband RFID handheld reader
may violate privacy of the patient. To prevent this, the security of the system is
enhanced with the use of a role-based approach to the login procedure, where users
login with the user role as shown in Figures 12 and 13 and the information available
to each user 18 limited according 1o their job role.
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Figure 7 Overview of system

Figure 8  Allergy/vegetarian alert
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Figure 10 Main PDA screen interface (nurse)
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Figure 13 Role based secunity for login
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7 Conclusions

Our approach not only allows unique low-cost patient identification but, in addition,
offers intelligent features which could be used to protect vulnerable adults within the
hospital environment. Patients fitted with RFID wristbands will be clearly
identifiable and it will prevent those high-risk patients from accidentally leaving
the hospital or certain wards or from entering potentially dangerous areas such as
X-ray departments.
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