Web Infrastructures

e Provide an overview of Web-based architectures, especially in
authentication and access control.

e Define key protocols involved in next generation Web-based
infrastructures, such as Kerberos and SOAP over HTTP.

e Define scalable authentication infrastructures and protocols.

¢ Investigate scaleable and extensible architectures, including using

LDAP.
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] Web Infra.

<soap:Envelope
xmins:xsi="http://waw.w3.org/2001/XMLSchema-instance"
xmiIns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:soap="http://
schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<CalcRootResponse xmlns="http://MyMmath.com/maths">
<CalcRootResult>9</CalcRootResult>
</CalcRootResponses
</soap:Body=>
</soap:Envelope>

Client SOAP supports the encapsulation of

. messages and objects between
(WII'IdOWS) : different system types

Server
(Windows)
- Web Service

<double xmlns="http://MyMath.com/maths">3</double>

Server (Linux)

Author: Prof Bill Buchanan
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dn: dc=napier,dc=ac,dc=uk

Organisational ou. Clomp
Unit cn: Bill

Common
Name

Access to Fred's folder cn=Fred Folder,ou=people,dc=fake,dc=com
Identifier for Fred login uid=fred,ou=people,dc=fake,dc=com
Identifier for Fred cn=fred,ou=people,dc=fake,dc=com

] Web Infra.
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Management )
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dn: ou=people,dc=fake,dc=com
objectClass: organizationalUnit
‘ Organization|  ou: people

""""""""""""""""""""""""""""" ——=4dn: ou=groups,dc=fake,dc=com
objectClass: organizationalUnit
ou: groups

Electrical I ‘ Mechanical I

| dn: uid=fred, ou= people, dc=fake, dc=com
‘ BINS/VOL | I objectClass: inetOrgPerson
Q

objectClass: posixAccount

LASER objectClass: shadowAccount

CD_DISK I uid: fred
givenname: Fred

SYS/ sn: Fredaldo

_ cn: Freddy Fredaldo
telephonenumber: 45511332
Person roomnumber: C.63

o: Fake Inc

Directo : : :
M Y t mailRoutingAddress: f.smith@fake.com
L D a”ageme" mailhost: smtp.fake.com
omain

userpassword: {cryptlggHi99x
uidnumber: 5555

gidnumber: 4321

homedirectory: /user/fred
loginshell: /usr/local/bin/bash

) dn: cn=example,ou=groups, dc=fake,dc=com
l szCO ALIAS objectClass: posixGroup
Coury cn: example

] Web Infra.
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Introduction

Device

Person

Nurse:
Df asd a
Df asd fa
Dfasdf as

Server:
Dfasdf as
Df a df as 5

dfasdf as 7

Identity

My Net:
D fs dfa
Df asd
as

Identity
Checker

Authenticator =¥ Authentication

13

Centralised

Server

Domain
Checker
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EAP-TSL

(Ethernet)

(Token Ring) (Wireless)

Start

Request ID

1D

RADIUS serveriauthenticates the client

Client authenticates the RADIUS server

-

Broadcast key

Key length

802.1x messages

Layer 3

Method
layer

802.1x
layer
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Web Infra

Lial

Brute-forcing of user credentials. A malicious user can continually
access the RASIUS server with a range of user ID and associated
passwords, and RADIUS may eventually return a success
authentication if a match is found.

Denial of service. RADIUS uses UDP, which is connectionless, thus it
is difficult to determine malicious from non-malicious UDP packets on
ports 1812 and 1813.

Session replay. There is very little authentication of the messages
involved in RADIUS, thus malicious users can reply valid ones back into
the next at future times.

Spoofed packet injection. There is very little authentication of data
packets built into RADIUS, and it can thus suffer from spoofed packet
injection.

Response Authenticator Attack. RADIUS uses an MD5-based hash
for the Response Authenticator, thus if an intruder captures a valid
Access-Request, Access-Accept, or Access-Reject packet sequence,
they can launch a brute force attack on the shared secret. This is
because the intruder can compute the MD5 hash for
(Code+ID+Length+RequestAuth+Attributes), as most of the parts of the
Authenticator are known, and can thus focus on the shared secret key.
Password Attribute-Based Shared Secret Attack. Intruders can
determine the share secret key but attempting to authenticate using a
known password and then capturing the resulting Access-
Requestpacket. After this they can then XOR the protected portion of
the User-Password attribute with the password that they have used. A
brute-force attack can then be done on the shared secret key

Shared Secret. The basis methodology of RADIUS is that the same
shared secret by many clients. Thus weakly protected clients could
reveal the secret key.

PKI server

Centralised
RADIUS or Tacacs+
server

Authenticator
server

Windows
Domain
server
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http://billbuchanan.myopenid.com/

Others:

- AOL — openid.aol.com/screenname

- Flickr (Flickr) — www.flickr.com/photos/username

- LiveDoor profile.livedoor.com/username

- Orange (France Telecom) — http://openid.orange.fr
- Yahoo (Yahoo!) — http://openid.yahoo.com

- WordPress.com — username.wordpress.com
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Q} User approves release of token

Request security tokeri\_ﬁ;f'

Return security token based
on RP’s requirements .
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User

Authentication

s
@

Web Infra

(IP)

Request security tokeri:_ﬁ;f'

Identity Provider

-
i

-~

(4

Return security token based
on RP’s requirements

IG,I User approves release of token

-

Clint

) User selects an IP

Client to IP:

A user enters a usermname and password on the
client.

The client performs a one-way function on the
entered password, and this becomes the secret
key of the client.

The client sends a cleartext message to the IP
requesting services on behalf of the user.

The IP checks to see if the client is in its database.
If it is, the IP sends back a session key encrypted
using the secret key of the user (MessageA). It
also sends back a ticket which includes the client
ID, client network address, ticket validity period,
and the client/ TGS (Ticket Granting Server)
session key encrypted using the secret key of the
IP (MessageB).

Once the client receives messages A and B, it
decrypts message A to obtain the client/TGS
session key. This session key is used for further

[
'

' B'_:' Token released to RP

communications with 1P,

Client-to-RP:

The client now sends the ticket to the RP, and an
authentication message with the client ID and
timestamp, encrypted with the client session key
{(MessageC).

The RP then decrypts the ticket information from
the secret key of the IP, of which it recovers the
client session key. It can then decrypt MessageD,
and sends it back a client-to-server ticket (which
includes the client ID, the client network address,
validity period, and the client/server session key).
It also sends the client/server session key
encrypted with the client session key.

\1

Relying Party
(RP)

Kerberos



AS_REQ is the initial user authentication request. This message is
directed to the KDC component known as Authentication Server (AS).

AS_REQ = (
Princi paﬂ Client, Princi péﬂ service, IP_list,Lifetime )

Eg Principalgien: = Principal for user (such as fred@home.com), IP_list
= all IP address which will use the ticket (may be null if behind NAT),
lifetime = require life of the ticket.

AS_REQ

AS_REP

Bob

AS_REP. Reply for the previous request. It contains the TGT (Ticket
Granting Ticket - encrypted using the TGS secret key) and the session key
(encrypted using the secret key of the requesting user).

TGT = (Principalciient,krbtgt/
REALM@REALM,P_list,Timestamp,Lifetime,SKres)

AS_REP = { Principalservice, Timestamp,Lifetime,SKres }Kuser {
TGT }Kres

SKygs — Session key of the TGS — randomly created.
Kres — Key of TGS.
Kuser — Secret key of Bob.

Note:

{ Message } — The curly brackets identify an encrypted message.

( Message ) — The round brackets identify an non-encrypted
message.

Authentication
Server (AS)

Ticket
Granting Server (TGS)

Key Distribution
Centre (KDC)

Kerberos




AS_REQ = ( Principalciient, Principalservice, IP_list,LifTetime )

AS_REQ

TGT = (Principalciient, krbtgt/REALME@REALM, P_Tist,Timestamp,Lifetime, SKyss)

Authentication
AS_REP = { Principalservice, Timestamp,Lifetime, SKres }Kuser { TGT }Kres Server (AS)

AS_REP

Bob now needs
a service ticket

TGS_REQ

Authenticator = { Principalciient , Timestamp }SKrgs

TGS REQ = ( Principals.rvice , Lifetime , Authenticator) { TGT }Kigs

TGS_REP

-
Tservice = (Principalciient, Principalservice, IP_1ist,Timestamp, Lifetime,SKservice)

TGS_REP = {Principalservice, Timestamp,Lifetime, SKservice }SKras { Tservice FKservice

Key Distribution
Centre (KDC)

SKrss — Session key of the TGS — randomly created.
Krgs — Key of TGS.
Kuser — Secret key of Bob.

SKsenice — Secret key of the service

Author: Prof Bill Buchanan
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Managed Card

(for on-line purchases,
managed logins,

and so on

Verification of the user

Off Storage of sensitive details
machine (such as credit card details,
storage passwords, and so on)
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&l Windows CardSpace (en-GH)=

@ Add a card

Solect the type of cand you wank to add.

Taks

¢ gﬁifdmﬁ ga;'z‘ e onde senvces . ;'E ﬁ.w“’ card s encrypted and stored on this computer, Towedit the card data, name, and poture, £t card
qackly. The dats on youn nevr cand will b encrppted and stomd on this o [ ; . Wiew Card history
send o cad o many e Charign PIN
|E‘-\ L]| information that you can sond with this card: o ack
|r r-\‘l Fars?. e o What dits wil be sent?
[ ST

Help

= Install a Managed card

b o
cobd Cand hntna thl s kv by U i, T b i bt
o T e o o e v © T

Lt Peafr Bt
Errud address:  wbuchunanGruoss sCuk
St Test

City: Edrburgh

State: Lothin

Pt Codo: EHI050T
CountrgFogon: LK

He P

Crtbwer Phaone:

Mok Phares

Dt of Brih: 2708 2006

Managed Cards:
- Created by identity
provider.

Personal cards:
- Created by the person.

- Encrypted.
Personal information: - Encryptfad.
Information:

Name, addresses, phone .
numbers, date of birth, <L Maln.talned by IP that
provides card.

and gender. .
Additional: glonr'nzdi:ftosgﬁ'local machine
Card name, card picture, (Card name, when installed,

and card creation date . . .
and a history of the sites \cfaarlf) until date, History of

where this card was used.
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Personal Card

unt - Sumemary - Windsws laternet Explorer

b YORR 40

Blo €&t Yew Fgwortes Joo b

i WG Windows Lve Account - Sumwery
Name,
addresses,
Bill Buchanan

phone TR ) bockanaashotmad.com
numbers, date 1 0
of birth, and
gender.

Relying Parity (RP)
B tinked Windows Live 1Ds

Unk your Windows Live 105, and sign in only once 1o wse multigle sccounts.

U Security

{
®)
—
)
o
=
=
(D)
e
-—
=)
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Identity Provider (IP)
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&l Windows CardSpace (en-GB)c

&, Select a card to preview Tasks

To see or edit card data before you send It, select a card, and then click Preview. To crous
click Add 3 card. &) Windows CardSpace (en-GB)e

 Your cards: @ Card Details Tasks

| 3 ¢ This personal card is encrypted and stored on this computer. To edit the card data, name, and picture, Edit card
|

i ‘ click Edit. View card history
r‘\‘ — = Change PIN

Remove lock

Information that you can send with this card:
First Name: Bil What data will be sent?

Last Name: Buchanan Help

Email Address: w.buchanan@napier.ac.uk

Street: Test

/= Manage your Information Card - Windows Internet Explorer [ D]r)?| Edinburgh

A A Q oo bve

: Ele Edt YView Favorites Jools Help

W | @ manage you Information Card 1 - b v i Page - Took - @~ &) 3
&l Windows CardSpace (en-GB)e

Lothian

EH10SDT

&, Choose a card to send to: Microsoft Corporation Tasks

To see or edit card data before you send it, select a card, and then click Preview. To create a new card, Duplicate card
click Add a card, Delete card

Add a card
Back up cards
Restore cards

Cards you've sent to this site:

Preferences

Delete 3 cards
Manage your Information Card (Beta) Disable Windows
CardSpace

Which card should 1
Help To manage your Information Card, sign in with your password. _ Your other cards: send?

D Windows Live 10 it Leam mare sbout this
Learn more about Information Cards. ' site

Add a card

f} Windows Live

Vﬁ;hpii Windows Live ID now supports Information Cards. By replacing pass
]

Information Card can help prevent phishing and identity theft.

v
-

©2007 Microsoft Corporation About Privacy Trademark: Account | Help C

Done € Internet

Cardspace
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Identity

Identity selector

Security Token Service (STS)

Identity
Provider (IP)

X509
Certificate

PKI Server
Digital Certificate Granter (Verisign)

SAML (Security Assertion
Markup Language)
Or Custom

WS-Security Policy
WS-Security

Relying Parity (RP)

Open XML standards:
WS-*:-

WS-Trust, WS-
Metadata Exchange
Framework
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1 <hkssertion ID="_ albadf55-01d7-40cc-929f-dbd8372ebdfc"

35
36

Issuelnstant="2003-04-17T00:46:028" Version="2Z.0"
zmlns="urn:casis:names:tc:SAML:2.0:assertion”>
<Issuer>
example.com
</Issuer>
<Subject>
<MNameID
Format=
"urn:casisinames:tciSAML: 1. l:inameid-format:emailAddress™>
LliceRexample.com
</NamelD>
<SubjectConfirmation
Method="urn:oasis:names:tc:SAML:2.0:cm:sender—vouches" />
</Subject>
<Conditions NotBefore="2003-04-17T00:46:022"
NotOnCOrAfter="2003-04-17T00:51:022">
<BudienceRestriction>
<pudience>
exampleZ.com
</Audience>
</AudienceRestriction>
</Conditions>
<AttributeStatement>
<saml:Attribute
xmlns:x500=
"urn:oasis:names:tc:SAML: 2. 0:profilesrattribute:X500"
NameFormat=
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
Name="urn:oid:2.5.4.20"
FriendlyName="telephoneNumber":>
<saml:AttributeValue xsi:type="xs:string">
+1-888-555-1212
</saml:AttributeValue>
</saml:Attribute>
</AttributeStatement>

37 </Rssertion>

SAML Assertions. These
are: Authentication
assertions (which assert that
the user have proven their
identity); Attribute assertions
(which contains information
about the user, such as when
their limits are); and
Authorization decision
assertions (these define
when the user can actually
do).

Protocol. This defines
method that SAML uses to
get gets assertions, such as
using SOAP over HTTP
(which is the most common
method at the present).
Binding. This defines how
SAML message are
exchanged, such as with
SOAP messages.

Author: Prof Bill Buchanan
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4. Browser
redirected
to SSO URL

1. User connects to
service

“ 3. Send SSO URL

7. Browser sends back
SAML response

6. Encoded SAML
response sent back to
browser

5. Parse SAML, and
generate SAML

response

Identity
Provider

2. Generates SAML
request

8. SAML checked and
access to the service
granted

Service
Provider
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Access Control
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Education &
domain
Researcher

Teacher

Interdomain
rights

Lo
> Surgeon @

. Alt:
Health domain Mandatory access control

(MAC). Operating System
constraints accesses.
Discretionary access control
(DAC). Entity owned by a subject,
who can give rights to others.
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Web Infrastructures

e Provide an overview of Web-based architectures, especially in
authentication and access control.

e Define key protocols involved in next generation Web-based
infrastructures, such as Kerberos and SOAP over HTTP.

e Define scalable authentication infrastructures and protocols.

¢ Investigate scaleable and extensible architectures, including using

LDAP.
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