Advanced Security and Network
Forensics

Contact: P\
e Prof Bill Buchanan, C.63/ Rich McFarlane. QO}

e MSN Messenger (w_j_buchanan@napier.ac.uk) or Skype

(billatnapier). '\g

e http://buchananweb.co.uk A

Aim:

The aim of the module is to develop a deep understanding of
advanced areas related to security, digital forensics and next-
generation Web-based systems, that will allow graduates to act
professionally in the design, analysis, implementation, and reporting
of enhanced software systems, security strategies, and in forensic
computing investigations.

Author: Prof Bill Buchanan




Overview

Part 1:

e Security Threats, Security Models, Security Evaluation, and Mitigation Strategies.
This involves an in-depth analysis of a range of current threats.

¢ Secure Architectures/Frameworks.

o Network, Cloud, e-Discovery and Mobile Forensics.

¢ Data hiding. Data hiding methods, Covert Channel Analysis, Stenography.

Part 2:

e Cloud/grid computing. Principles, distributed architectures, and layered
approaches. Data grid and Semantic Web. Cloud/grid applications.

e Service-oriented architectures (SOAs). Interfacing to SOAs, middleware infra-
structures, and discovering services.

o Web-service/Remoting infrastructures and Service Platforms. Example Clouds
(Amazon EC2, Google, and so on), Web security (Focus on Web-based
infrastructures, XAML and WS-*, SAML), Next Generation Web-based Systems.

e Web Security, Authentication infrastructures. Principles, Kerberos, enhanced and
scalable authentication infrastructures.

e Virtualization methodologies. Software-/Hardware-as-a-Service (SaaS/HaaS), Fault
tolerance and reliability, Distributed data storage/Clustering. High-performance
computing.

e Professional Certification.

Module Content




Date

Academic

Assessment

Lab/Tutorial

19/01/11

1: Introduction

Lab 1: Windows Services/
Toolkit 1 (Cmds)

26/01/11

2: Threats

Lab 2: Linux Services
/ Toolkit 2 (WinDump)

02/02/11

3: Network Forensics

Lab 3: Vulnerability Analvsis
Toolkit 3 (Snort/Nmap)

09/02/11

: Data Hiding

Lab 4: Network Forensics/
Toolkit 4 (Packet Capture)

16/02/11

Revision

Lab 5: Data Hiding
Toolkit 5 (Analvsis)

23/02/11

MCQ Test 1

Lab 6: Secure Connections/
Toolkit 6 (Data Hiding)

02/03/11

5: Web Infrastructures

Lab7: SAML/
Toolkit 7 (URL cache)

09/03/11

: Cloud/grid computing

Lab 8: Using AWS (\\'e‘of—Dhibase, Telnet and
FIP) \

16/03/11

7: Integrated Forensic
Investigations

Lab9: Using AWS LAMP) |
|

23/03/11

Professional Certification
(CEH or CISSP)

T

Lab 10: Integrated Forensics

30/03/11

Professional Certification
(CEH or CISSP)

06/04/11

MCQ Test 2/
C/W hand-in

13/04/11

21/04/11
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Which package should you download to be able to
access the tests:

N =

o 0 kW

Packet Tracer

Networksims.com
ProfSIMs
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Google Reader
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To downloads the iTunes version of the lectures,

which is the search term:

o 0 h WNPE

AdvSecurity
Napier

ASFN

SoC
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Which is not a subject taught on the module:

o 0 h WNPE
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Compliance/Auditing ]
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Network Forensics
Data Hiding
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Introduction

e Provide an outline of risk, and the terminology used.

e Provide an outline to a range of threats.

e Understand the usage of client/server connections.

¢ Outline the usage of services on Windows and Linux, and provide
an introduction to service-oriented infrastructures.

¢ Provide a practical background in Windows and Linux for services,

logging and auditing.
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Author: Prof Bill Buchanan




Introduction

Risk Analysis

Author: Prof Bill Buchanan



Introduction

High Likelihood, High Cost
- Maybe worth mitigating
against.

Low Likelihood, High Cost
- Probably not worth
mitigating against

Highly Likely, Low Cost
- Worth mitigating against

Low Likelihood, Low Cost
- Maybe worth mitigating
against.

|5 Likelihood

|
High
likelihood

Low
likelihood

Author: Prof Bill Buchanan

Risk analysis (Cost/likelihood)
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20 Risk: Long-term power loss Likelyhood

21 Cost ATE
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Introduction

Author: Prof Bill Buchanan

Annual Loss Expectancy (ALE)



Introduction

Error Operating (10-200)
| |

- l

Input (10-50,000) Programming (1-200)

Static discharge

o=

General 300-3000)

Hardware €=
General (10-200)

Improper release (0.2-5) Ex-employee access (0.1-1)

Compromise ’ : .
Loose Documents (0-5) Improper marking (0.1-100)

Password ’
compromise !

System entry (1-5)  Uncleared visit (0.1-1000)

Explosion (0.0001-0.01)

1

Major (0.01-0.09)

Fire €— ;

Minor (0.1-0.9) Catastrophic (0.001-0.009)

Forced ‘ Disgruntltlad employee (0.1-5) Terrlorism (0.002-0.006)

entry

Burglary (?) Vandalism (0.008-1)

Lightning € :
General (0.06-60)

Insufficiency (1-20)
Power | | |

failure Irregularity (2-30)  Extemal (0.1-1)

Author: Prof Bill Buchanan

Probability of event




Which is a man-made/political threat :

P wnhe

Disgruntled employees
Outages

Earthquakes

Storms

{; _,.::}
INVESTOR IN PEOPLE

25%  25% 25% 25%

—

NAPIER UNIVERSITY
EDINBURGH



Which is a technical threat :

P wnhe

Riots

Equipment outages
Earthquakes
Storms

i _,.:}
INVESTOR IN PEOPLE

25%  25% 25% 25%

—

NAPIER UNIVERSITY
EDINBURGH



Which is a prolonged power loss:

20% 20% 20% 20% 20%
Spike
Brownout
Sag
Fault
Blackout

a bk e

{ ? NAPIER UNIVERSITY
== EDINBURGCH

INVESTOR IN PEOPLE



Which is the term used for momentary high voltage:

a bk e

Spike
Brownout
Sag

Fault
Blackout

i _,.:}
INVESTOR IN PEOPLE

20% 20% 20% 20% 20%
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NAPIER UNIVERSITY
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In a multi-story building, where is likely to be the best

place to locate the data centre:

P wnhe

In the basement
On the top floor
On the middle floor

On the outside of the
building

i: ,\}
INVESTOR IN PEOPLE

25%  25% 25% 25%

NAPIER UNIVERSITY
EDINBURGH



Introduction

Risk Management

Author: Prof Bill Buchanan



Business Technical
context context

“Get two risk management experts
in a room, one financial and the
other IT, and they will NOT be able
to discuss risk. Each puts risk into
a different context ... different
vocabularies, definitions, metrics,
processes and standards ... “
Woloch (2006)

Introduction

Author: Prof Bill Buchanan

CORAS ontology



Introduction

may reduce

Security
may exploit Policy

in accordance with  Protects

Vulnerability

reduces

Security

: contains
Requirements

opens for

_ contains (Target of
contains Evaluation)

influences

Likelihood Consequence

contains

Unwanted

incident Context

CORAS ontology




Establish the context

Identify risk

Analyse risks

Frequency Consequences

Level of risk

MdIABJ pue J0}IUOI

Evaluate risks

Communicate and Consult

Accept
risk

No

Introduction

Treat risk —

hor: Prof Bill Buchanan

UORAS risk management



Introduction

Security Taxonomy

Author: Prof Bill Buchanan



Introduction

A Threat:

Hacker.

Spies

Terrorists.

Corporate Raiders.
Professional Criminals.
Vandals.

Military Forces.

Threat

Is achieved

with

is achieved with Attack Tools:

User command.
Script or program.
Autonomous Agent.
Toolkit

Distributed Tool.
Data Tap.

(eg Spies)

Objectives
(eg Financial Gain)

for Objectives:

Challenge/Status.
Political Gain.
Financial Gain.
Damage.

Destruction of an Enemy.

Attack Tools

for Vulnerabilities:

Implementation vulnerability.
Design vulnerability.
Configuration vulnerability.

(eg Toolkit)

Results

Vulnerabilities
(eg design
vulnerability)

(eg Theft of
Service)

which Results in:

Corruption of Information.
Disclosure of Information.
Theft of Service.
Denial-of-Service.

Y

Access
(eg Unauthorized
Access for
Processes)

with Access for:

Files.

Data in transit.

Objects in Transit.

Invocations in Transit.
Author: Prof Bill Buchanan

Security Incident taxonomy
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Eavesdropping

rs

Logical scavenging.
This involves

Eavesdropping. This
involves intercepting
communications.

Author: Prof Bill Buchanan

Threats: Visual spying/misrepresentation



Physical
Physical
attacks

A
5\
A

Physical attacks.
This involves an
actual physical attack
on the hardware.
Physical removal.
This involves the
actual physical
removal of hardware.

Interference. This
involves the actual
interference of
communications, such
as jamming
communications, or
modifying it in some
way.

Author: Prof Bill Buchanan

Threats: Interference/Physical attacks



Mis-
representation

Visual spying

Misrepresentation.
This involves the
actual deception of
users and system
operators.

Visual spying. This
actual physical viewing
a user’s activities, such
as their keystrokes or
mouse clicks.

Author: Prof Bill Buchanan

Threats: Visual spying/misrepresentation



Trojan horses. This
involves users running
programs which look
valid, but install an illicit
program which will
typically do damage to
the host.

Logic bombs. This
involves the installation
of a program which will
trigger some time in
the future based on
time or an event.

Best project ever!
Click here

Trojan h (
Logic bombs

@

The email contains a
Trojan virus

Author: Prof Bill Buchanan

Threats:Trojan/logical bomb




Malevolent worms.
This involves a worm
program which mutates
in a given way which
will eventually reduce
the quality of service on
the network, such as
using up CPU
resources or network
bandwidth.

Viruses

Viruses. This involves
attaching program
which self replicate
themselves.

Hep) Helladility ana Ferformance Monitor

» C"[] 7]

@ Reliability and Performance
4 g Monitoring Tools
Bl Performance Monitor
== Reliability Monitor
3 Data Collector Sets
@ Reports

.;"L? File Action View Favorites Window Help

Resource Overview

CPU 100%

Disk 10 MB... 7 Network 1Mbps 7 Memory 100 Hard...

= 71% Maximum Frequency

Disk M 1 MB/sec 7 100% Highest Active Time

Network I 0 Kbps B 0% Network Utilization

Memory 104 Hard Faults/sec ™ 53% Used Physical Memory

Learn More

* Resource View Help » Create a Data Collector Set and Diagnosis Report

« Performance Monitor Help * Monitor System Activity with Performance Monitor

« Data Collection Help + Schedule and Manage Data

Threats: Worms/viruses




Introduction

—_—

Continual requests for the
service, such as requesting
large files from a Web server

End-source DoS. Exhaust the
services on a server.

Network bandwidth DoS.
Exhaust the network bandwidth.

<)

Web FTP Server

Server

Author: Prof Bill Buchanan

Threats: DoS/DDoS




Active attack

. . : . Possible buffer
Active attack. This entering incorrect overflow attack

data with the intention to do damage to where the intruder
tries to put incorrect
the SyStem- information into the

File Edit View Favorites Tools Help

W da | § Google X :;7 Page v (T Tools =

Web |mages Maps News Shopping Maill more v iGoogle | Sign in

Google

"

Google Search I'm ] Telnet 146.176.165.229

Search: @ the web

Advertising Programmes - Business Solutions -

Make Google your hd

©2008 - Privac

Introduction

Author: Prof Bill Buchanan

Threats: Active attacks



Inference. This involves exploiting
database weaknesses using

inferences. For example ... the marks for
any student is not allowed, but
the average a number of

students is allowed.

Query: Average(Bob,Alice) -> Av,=(B+A)/2
Query: Average(Bob,Eve) -> Av,= (B+E)/2
Query: Average(Alice,Eve) -> Avi;= (A+E)/2
AV1 -AV2=(A-E)12

Av,-Av,+Av; = (A-E)/2+(A+E)/2=A

Alice’s mark is Av,-Av,+Av;

Alice’s mark=Av-Av,+Av;=15-20+25=20

Author: Prof Bill Buchanan

Threats: Inference



Introduction

-
Covert
channel

Covert channels. This involves hiding data in valid

network traffic.

Timing channel. Transmit with relative timing of

events.

Storage channel. Modify an object (such as adding
to network packet headers).

IP Src: 10.0.0.1
IP Dest:192.168.0.1
TTL: ‘0’

IP Src:
IP Dest:
TTL: ‘G’

10.0.0.1
192.168.0.1

Eve reads the data packets, and the
message seems valid, but the message
“Go” is hidden in the packet headers.

Author: Prof Bill Buchanan

Threats: Covert channels




7 S

. ) Spoofing Im-
Spoofing. This - personation

involves the & = Impersonation. This
Spopfmg of . 3 2 involves the
devices. o &P impersonation of a
I user/device.

I’m a nuclear

scientist 2
I’'m a brain

surgeon

Author: Prof Bill Buchanan

Threats: Spoofing/impersonation



Introduction

Piggy back
attacks. This
involves adding
data onto valid
data packets.

ra

Piggy back

Network
weavin .
J Network weaving.

This involves
confusing the system
onto the whereabouts
of a device, or
confusing the routing.

Goodbye

A virus has
piggybacked
onto an email

Author: Prof Bill Buchanan

Threats: Piggy back/network weaving




Authorization
atltjackslzﬂ-:is Trap door impersonation. This
involves trying to involves the creation of pages or

gain access to a login screens which look valid, but
higher level of are used to gain information from a
authorization than user, such as their bank details, or

is valid for the user, login password.
such as with
password attacks. —

ttp: ffemnes, ebay-bills, com|

E:Custnmizc Liriks C Free Hotinad || Windows Marketplace | | Windows Media || Windows

|| eBay - Mew & used electronics, cars, ... || eBay - Mew & used electronics, €.

Buy Sell My eBay Community Help
Authorization dj Hello Sign infout Site Map
attack All Categones » l Search J Advancad Search

Study at Mapierr  eBay Motors  eBay Express

Whatever it is...you can get it on d] h

Specialty Sites Create YO
Bill's eBay Express - > Ty
Bill's eBay Motors I_"— it Ll
— Bill's eBay Stores
Bill's eBay Business
Bill's Half.com . Register to Bid, Buy and Save.

Bill's Ap: ML Bill's
Rlen:_m'..:“"mm o It's FREE! gidciiag= i ]

StubHub Tickets

Lol i . \E" Event Tickets
Antigues T Shows, spors & more
At

aly

PF.—_‘:Pac_e_l t

ooks
usiness & lndustiial
Cameras & Photo

Touch of Glass
Murana an

Threats: Authorization attack/trap door



Which infects computer systems with the
Intentionally to copy themselves onto other systems

o 0 h WNPE

Viruses
Trojans
Logic bombs
Worms

Bots
Rootkits

{L 3
>
INVESTOR IN PEOPLE

25%
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Which pretends to be a useful application, but has
malicious intent

o 0 h WNPE

Viruses
Trojans
Logic bombs
Worms

Bots
Rootkits

7y
4 J
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Introduction

Domain services (DMZ2)

_ Email
File server
server . \
Proxy
. server

FTP
Q server

Web
Directory server

Local firewalls

Local
| firewall
Local

™ services Domain

firewalls

Email
server

N

Proxy
server

Remote services

Directory
services
Email Web
services services

Cloud-based services

Author: Prof Bill Buchanan

Accessing services




Introduction

Client

& 5

TCP/UDP | TCP Port

Port

(Host)

IP (Host)

Binding

— TCP Port

Service

(Service)

IP (Service)

. TCP/UDP
Port

o

Author: Prof Bill Buchanan

Port binding for services




Service
Infrastructure

Access

Storage
g control

service

Web
service

Service

SERVICE consumption
PROVISION

Identity
credentials

N Identity
Provider (IP)

Federated
Identity Management

Service
Instance creation/
invocation

Pointer to

service Service

Provisioning

Service
Requirement,
Ticket

Organisational
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Cloud Computing
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Introduction

Software as a Service (SaaS)

e User interface.
e Machine interface

Platform as a Service (PaaS)

Service Oriented Architecture (SOA)
Sophisticated Web Services
Developing

Testing

Deploying

Hosting

Service platform providers, e.g. Google
GAE, Microsoft Windows Azure

Infrastructure as a Service (laaS)

Resource virtualisation

Computing power

Storage capacity

Network bandwidth

Usage-based payment scheme

Cloud enablers, e.g. Amazon EC2 / S3

Hardware as a Service (HaaS)

« Cluster & data centre providers
Reduction of capital & operation
investments
Enhanced reliability — redundancy,
replication & failover
Enhanced scalability
Enhanced load-balancing

Servers

Cloud/grid infrastructure
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APl interface
To virtual servers

Software as a
Service (SaaS)

Platform as a Service
(PaaS)

Infrastructure as a Server
(laaS)

Pay-per-usage

Amazon Web
Services

Virtual
Servers
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Pay-per-usage

Microsoft Azure,
APl interface Google Application
To services Engine (GAE),

Amazon EC2

Software as a
Service (SaaS)

User Interface

) Creation
Platform as a Service (PaaS)

Security

Service

Data storage
Infrastructure as a service

Server

(laaS)
Service

Platforms

SOAP, WSDL
Used to find services
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Access to
applications

Software as a Service (SaaS)

Platform as a Service
(PaaS)

Infrastructure as a
Server
(laaS)

Pay-per-usage

Software
Applications
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Virtualisation

Author: Prof Bill Buchanan




Client

=
b Windows Lo Ve e
(eg VMWare

oS Workstation)

NAT (Network Address Translation)

OS and Services can be
either temporal or
permanent (until deleted)

Services

0S Services Windows Lunix Other OS

Remote Virtualised

(eg WMWare Workstation) VMWare ESX
(bare metal virtualisation)

Base OS

Server cluster

Introduction

Virtualisation
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Role-based Security
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"

Surgeon

Health domain

Education
domain

Interdomain
rights

&

Alt:

 Mandatory access control
(MAC). Operating System
constraints accesses.

* Discretionary access control
(DAC). Entity owned by a subject,
who can give rights to others.

Role-based security
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e Provide an outline of risk, and the terminology used.

e Provide an outline to a range of threats.

e Understand the usage of client/server connections.

¢ Outline the usage of services on Windows and Linux, and provide
an introduction to service-oriented infrastructures.

¢ Provide a practical background in Windows and Linux for services,

logging and auditing.
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