Network Security
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Screening Firewalls
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PIX/ASA Firewall
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Applications Services
(Integrated Security) | (Integrated Security)
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Application Communications
(TCP, IP, and so on)
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Introduction

Network Infrastructure
(Firewalls, Proxies, and so on)

Confidentiality
Integrity
Assurance

Integration between the levels
often causes the most problems
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Network Security

Author: Prof Bill Buchanan

CIA and AAA
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Example Infrastructure
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Switch

Different VLANs cannot communication
directly, and need to go through a router

to communicate

NS
Q
x (4
Web
server
Email
server

N

Firewall
(Packet filter)

Internet

s,

Intrusion
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System

Router (NAT)
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Firewall
(Packet filter)

@ Intrusion
Detection

System

Switch

Internet

Screening Firewalls
filter for IP and TCP packet details, such
as addresses and TCP ports, for
incoming/outgoing traffic

(Stateful)
S
S@ k DMZ
Web \O\?
server -
N NS
Email g =
server x <
S @ S
FTP 2
server NS
Proxy .
server

Firewall E\"‘\\'\\s
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(TCP)
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Firewall
Packet filt
Switch (Packet filter)
s . Internet
S
X
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Stateful Firewalls —

filter for Application, IP and TCP packet
details. They remember previous data
packets, and keep track of connection

Firewall
(Stateful)

DMZ

a
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server
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Application
(FTP, Telnet, etc)
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Firewall
(Packet filter)

Switch

Internet

Application
(FTP, Telnet, etc)

N
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Intrusion

N
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System

All Application-layer traffic goes
through the Proxy (eg FTP,
Telnet, and so on) — aka

Application Gateways

Router (NAT)
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Screening Firewalls




Software firewall ]
O Hardware firewall
Host-based:
Zone alarm -
Cisco router
We Secure the Internet Wlth firewall
(non-stateful)
CheckPoint
firewall
(software)
Runs within: 7~ ZONEALARM
Windows Server, FOR YOUR HOME AND SMALL BUSINESS
VMWare <
LINUX S Cisco PIX/ASA
NS (stateful)
LINUX
iptables Software firewall:
= CheckPoint firewall * Easy to reconfigure
= ) e Slower
O (dedicated) L :
O Nokia o Less expensive
2 e Can be used with a range of computers/OSs
S
= Hardware firewall:
2 e Optimized engine/architecture

e Copes better with large traffic conditions
e Improved failover
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01/16-22:27:35.286762 0:60:B3:68:B1:10 -> 0:3:6D:FF:2A:51 type:0x800 len:0x169
Fire 192.168.0.22:445 -> 192.168.0.20:3554 TCP TTL:128 TOS:0x0 ID:774 IpLen:20 DgmLen:347 DF
***AP*** Seq: 0xF842A9D3 Ack: 0x3524EE7B Win: 0x4321 TcpLen: 20
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Source IP address. The address that the data
packet was sent from.

Destination IP address. The address that the
data packet is destined for.

Source TCP port. The port that the data
segment originated from. Typical ports which
could be blocked are: FTP (port 21); TELNET
(port 23); and Web (port 80).

Destination TCP port. The port that the data
segment is destined for.

Protocol type. This filters for UDP or TCP
traffic.

Router (NAT)

atefull)

IP header

Version | Header len.

Type of service

Total length

Identification

o|ofwm]

Fragment Offset

server

Time-to-live (TTL) |

Protocol

Header Checksum

Intrusion
Detection
System

TCP header

TCP Source Port
TCP Destination Port

Sequence Number

— Acknowledgement Number —

Source IP Address —

Destination IP Address —

Data Offset Flags/Reserved

Window
Checksum
Urgent Pointer

Src MAC
address

Dest. MAC
address

' me
L . an
IP

et header
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‘0" defines a match ‘255' (all 1s defines that it

should be ignored) =< 156.1.1.2

156.1.1.1

These hosts will be
barred from
communicating
10.0.0.2 ’ through the firewall

(config)# access-list 1 deny 156.1.1.0 0.0.0.255
(config)# access-list 1 permit any

192.168.0.2
(config)# interface EOQ
(config-if)# ip address 156.1.1.130 255.255.255.0

Py
S
O
@

/)]

=<
c;> (config-if)# ip access-group 1 in

©

Z
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Standard Access-Control List (ACL



Standard ACLs are applied as
near to the destination as possible,
so that they do not affect

any other traffic

156.1.1.3

156.1.1.2

These hosts will be
barred from
communicating
through the firewall

(config)# access-list 1 deny 156.1.1.0 0.0.0.255
(config)# access-list 1 permit any

192.168.0.2
(config)# interface EOQ
(config-if)# ip address 156.1.1.130 255.255.255.0
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c;> (config-if)# ip access-group 1 in

©

Z

+ verer.—.» Prof Bill Buchanan

Standard Access-Control List (ACL
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Standard ACLs are applied as
near to the destination as possible,

so that they do not affect
any other traffic

156.1.1.2

— — T 7156.1.11

These hosts will be
barred from
communicating
through the firewall

l yd

- 'l/ — “Access blocked
|
|

(config)# access-list 1 deny 156.1.1.0 0.0.0.255
(config)# access-list 1 permit any

192.168.0.2
(config)# interface EOQ

(config-if)# ip address 156.1.1.130 255.255.255.0

(config-if)# ip access-group 1 in

+ verer.—.» Prof Bill Buchanan

Standard Access-Control List (ACL




156.1.1.3

156.1.1.2

E1 EO

161.10.11.12 161.10.11.13

Router(config)#access-list 100 deny ip host 156.1.1.2 70.1.2.0 0.0.0.255
Router(config)#access-list 100 permit ip any any

Denies traffic from 156.1.1.2 to
the 70.1.2.0 network

Router(config)#access-list 100 deny ip 156.1.1.0 0.0.0.255 70.1.2.0 0.0.0.255
Router(config)#access-list 100 permit ip any any

Denies traffic from any host on
156.1.1.0 to the 70.1.2.0
network
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Extended ACL - can select a source and destination




Extended ACLs are applied as
near to the source as possible,

so that they stop traffic at an early
stage.

\ == 156.1.1.3

— — 7T 7156.1.1.2

These hosts will be
barred from

/ communicating

/ through the firewall

l yd
'l/ — “Access blocked
|

|

|

Router(config)#access-list 100 deny ip host 156.1.1.2 70.1.2.0 0.0.0.255
192.168.0.2 Router(config)#access-list 100 permit ip any any

Router(config)#access-list 100 deny ip 156.1.1.0 0.0.0.255 70.1.2.0 0.0.0.255

Router(config)#access-list 100 permit ip any any
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Extended ACL - can select a source and destination




An extended ACLs can also filter for TCP/UDP traffic, such as: Optional field

% in brackets
/

Router (config) #access—-1ist access-list-value { permit | deny } {tcp | udp
| igrp} source source-mask destination destination-mask {eqg | neqg | 1t |
gt} port
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access—1list 101 deny tcp 156.1.1.0 0.0.0.255 eq any host 156.70.1.1 eg telnet
access—-1list 101 permit ip any any

No Telnet

156.1.1.130

156.70.1.1

161.10.11.12 161.10.11.13

Author: Prof Bill Buchanan

Extended ACL - filtering for the port
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Open firewall

Router(config)# access-list 100 deny ...
Router(config)# access-list 100 permit ip any any

These hosts will
be barred from
communicating
through the
firewall

Closed firewall

Router(config)# access-list 100 permit ... IF@
Router(config)# access-list 100 deny ip any any

Author: Prof Bill Buchanan

CIA and AAA
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OUTGOING

Dest: 11.22.33.44:80

OUTGOING

Src: 168.10.34.21:5555
Dest: 11.22.33.44:80

—

/

INCOMING

Src: 11.22.33.44:80
Dest: 168.10.34.21:5555

INCOMING NAT

Src: 11.22.33.44:80 « Hides the network
Dest: 192.168.10.12:4444 addresses of the network.

e Bars direct contact with a
host.

¢ Increased range of
address.

¢ Allow easy creation of

PAT (Port address translation) - Maps many addresse IR LEE

Private space




OUTGOING

Src: 192.168.10.12:4444
Dest: 11.22.33.44:80

INCOMING

Src: 11.22.33.44:80
Dest: 192.168.10.12:4444

Private space

PAT (

Public (Internet space)

OUTGOING

Src: 168.10.34.21:5555
Dest: 11.22.33.44:80

— =

Web server
(11.22.33.44)

/

INCOMING

Src: 11.22.33.44:80
Dest: 168.10.34.21:5555

IP:port (inside)
192.168.10.12:4444

IP:port (outside) Ipdest:port
168.10.34.21:5555 11.122.33.44:80




OUTGOING

Dest: 11.22.33.44:80

OUTGOING

Src: 168.10.34.21:5555
Dest: 11.22.33.44:80

— =

Web server
(11.22.33.44)

/

INCOMING

Src: 11.22.33.44:80
Dest: 168.10.34.21:5555

INCOMING

Src: 11.22.33.44:80

. . IP:port (inside) IP:port (outside) Ipdest:port
Dest: 192'168'10'12'4444 168.10.12:4444 168.10.34.21:5555 11.122.33.44:-80

192.168.10.12:4445 168.10.34.21:5556 11.122.33.44:80
; 192.168.10.12:4446 168.10.34.21:5557 11.122.33.44:80
riv

iz space 192.168.10.20:1234 168.10.34.21:5558 .33.44:80

New connections added...




OUTGOING

Dest: 11.22.33.44:80

OUTGOING

Src: 168.10.34.21:5555

Dest: 11.22.33.44:80

I N
Host (192.168.10.12)
G
/
Web server
I / (11.22.33.44)
i / INCOMING

i g Src: 11.22.33.44:80

A 4 |
= ! Dest: 168.10.34.21:5555

INCOMING !

Src: 11.22.33.44:80 .. i
IP:port (inside) IP:port (outside) Ipdest:port
LR P AN LA L AT 197 168.10.12:4444  168.10.34.21:5555 11.122.33.44:80

Private space

PA1 (FOrt aaadress transiation) — Maps many adadresses to one giopal aadress.



OUTGOING

Src: 192.168.10.12:4444
Dest: 11.22.33.44:80

OUTGOING

Src: 168.10.34.21:5555
Dest: 11.22.33.44:80

INCOMING

Src: 11.22.33.44:80

INCOMING

Web server

- A
*
—

(11.22.33.44)

Dest: 168.10.34.21:5555

Public (Internet space)

Src: 11.22.33.44:80
Dest: 192.168.10.12: 44V IRT Y NIV VIV 168.10.34 .21:5555

Private space |192.168.10.20:1234  168.10.34.21:5558

11.122.

PA1 (FOrt aaadress transiation) — Maps many adadresses to one giopal aadress.

IP:port (inside) IP:port (outside) Ipdest:port
11.122 .33 .44:80

192.168.10.12:4445 168.10.34.21:5556 11.122.33.44:80

192.168.10.12:4446 168.10.34.21:5557 11.122.33.44:80

33.44:80

New connections added...




al.bl.cl.d1l wl.xl.yl.z1l

Static translation.

Each public IP address translates to
a private one through a static table. 2 b2.c2.d? W2.X2.V2.72
Good for security/logging/traceability. a2.b2.c2.d - Xe.ye.
Bad, as it does not hide the internal
network.

IP Masquerading (Dynamic
Translation).

A single public IP address is used for the
whole network. The table is thus dynamic.
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Load Balancing Translation.

With this, a request is made to a resource,
such as to a WWW server, the NAT
device then looks at the current loading of
the systems, and forwards the request to
the one which is most lightly used...

m _' Mapping selected on
22 . b2.c2.d2 the least loading M

a3.b3.c3.d3

a4.b4.c4.d4

Server farm




NAT is good as we are isolated
from the external public network, where
our hosts make the initiate connections

.. but what happens if we use applications
which create connections in the reverse direction,
such as with FTP and IRC?

FTP creates a local

server port connections in the NAT device. Where the NAT
device remembers the initial connection, and then
allows direct connections to the initiator.

.. we thus need some form of backtracking of
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Backtracking




Static NAT is poor for security, as it does
not hide the network. This is because i;
0

‘cfx)

there is a one-to-one

mapping. \\\
X D

Dynamic NAT is good for security,

as it hides the network. Unfortunately it Eve could ,l |
has two major weaknesses: compromise the | //
. Backtracking allows external parties to NAT device ,' /
trace back a connection. and send | T
. If the NAT device become compromised| connection data to l' /
the external party can redirect traffic. Eve's host +~
|
i > (&
l
‘ ’ (
\J Eve

go;ﬁ

Backtracking

Eve gets Bob to
connect to a server,
and then backtracks

into his host

Backtracking
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Originator Recipient

1. CLOSED LISTEN

2. SYN-SENT <SEQ=999><CTL=SYN> SYN-RECEIVED
3. ESTABLISHED <SEQ=100><ACK=1000><CTL=SYN,ACK> SYN-RECEIVED
4. ESTABLISHED <SEQ=1000><ACK=101><CTL=ACK> ESTABLISHED

5. ESTABLISHED <SEQ=1000><ACK=101><CTL=ACK><DATA> ESTABLISHED

Intrusion
Detection
System

Firewall
(Stateful)

/Q Intrusion

Detection
System

Web
server

Email
server

Stateful firewall
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Originator
1. CLOSED
2. SYN-SENT
3. ESTABLISHED
4. ESTABLISHED

5. ESTABLISHED

Web
server

Email
server

<SEQ=999><CTL=SYN>
<SEQ=100><ACK=1000><CTL=SYN,ACK>
<SEQ=1000><ACK=101><CTL=ACK>

<SEQ=1000><ACK=101><CTL=ACK><DATA>

& -
/@ Intrusion
Detection
System ~
/
/
s
/
-

/ —_—

SYN _~

e - Firewall %

N (Stateful)
AN

—_— — —

4 ~
SYN,ACK
DMZ
NS
SN
FTP < x

Recipient
LISTEN
SYN-RECEIVED
SYN-RECEIVED
ESTABLISHED

ESTABLISHED

SYN
SYN,ACK

7
v

Internet

SYN,ACK

Router (NAT) \

- — —
—

—

—

Intrusion
Detection
System

Stateful firewall
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Originator Recipient

1. CLOSED LISTEN

2. SYN-SENT <SEQ=999><CTL=SYN> SYN-RECEIVED
3. ESTABLISHED <SEQ=100><ACK=1000><CTL=SYN,ACK> SYN-RECEIVED
4. ESTABLISHED <SEQ=1000><ACK=101><CTL=ACK> ESTABLISHED

5. ESTABLISHED <SEQ=1000><ACK=101><CTL=ACK><DATA> ESTABLISHED

ACK

Intrusion
Detection
System ~

N (Stateful)
AN
~ -

—

~
/ \
Y Router (NAT) \ @
\
N
- Firewall '." < g

~— _ SYN,ACK
S~ Q > Intrusion /
ACK N ~ Detection’

~

Web
server ~ Syster
~ _ /

Email
server

~ /

Stateful firewall




&8 9. 980194 192.168.1.101 resalverl. svr.pol. DNS standard gquery PTR 235.1.168, 197, in-adde. arpa

&0 10, 00T resolverl.svr,.pal. 197.168.1.183 = o Stardard guery FESPONSE. B DR nase

70 14, 477532 197.168.1.104 reialverd. svr. pol, Dkl Stardard quary A welw, napier, ac, ik

71 14, 503737 resolverd.svr.pal. 197.168.0.100 (1 ftandard quepry response A& 146.176.1.188

72 14, 513705 192.168.1.100 e, Papier. g wk  TOF 4713 » hitp [3vM] Zeqed Ack=0 Win=1&384 Len=0 MIS=12&)
73 14, 515118 192.168.1.1 LS7. 1680, 255 TP TRAP-WL Sl -0MT 0 renterprisges. 395%.1.1.0

T4 14, Y5300 e RAD Y Er . &C . Uk 197.188.1.10% TP hEtp = &71F [5vN, ACK] Seged Acke=] Win=18388 Len=0 M55=13%2
5 14, %53%3F 19 1aE 1100 [ T T TR g TP 4213 » bitp [ACE] Seqel Acksl Win=] di0 Lérn=0

o 14, Y1008F 1971681100 [ L S T S HTTE GET HTTF/1:1

ARl 5 L6y BT EE ofh wWire, & ENETFE CapTed)

hernat II. Src: 00:15:00:34:02:70, Dst: O0:0C:41:F5:23:d5

pernat Protocal, Sre add Por, B8, 5.000 (352, 168,.1.101). Dot addr: wew, napier.sc, ult (I8, 176 1. 184)

araission Control Protocol, Src mEort: 4213 (4213). oSt port: Witp (80). Zeq! O, Ack: §, Len: ©

Source port: 4213 (4F11)

pestinatlon port: hetp (B0)

SEguensE msler: 0 (relaive Sefeence msber)
Header Tength: 28 bytes

Flags: OwBihl (5] -
windos size: 1&IEL

Chackgis: l_::;:: { COFirEeCT )
optiora: (8 yies)
www.nhapier.ac.uk?
// DNS server
/
l S
| L S
\
= ~ 146.176.1.188 SYN
§ Src Port=4213, Dest Port=80
& 4
< *
S TCP port=4213 TCP port=80
14 192.168.1.101 146.176.1.188

Client-server (SYN)




Stateful firewall

Network Security

ﬂ 9.980194 192.168.1.101 resolverl, svr.pol. DNS Standard query PTR I135.1.168.192.1n0-addr. arpa

10. 003697 resolver.svr.pol. 192.1685.1.101 D45 Standard query response, WO such name
TO 14.477532 192.168.1.101 resolver?, swr.pol. DNS Standard query A wew, napier.ac.uk
T1 14. 503727 resolverl.svr.pol. 192.168.1.101 (<5 Standard query responie A 146.176.1.188
7d 14.5%1270% 192.168.1.101 weiw, Napier, ac.uk TCP 4213 > http [5YN] Seq=0 AcCk=0 wWin=156384 Len=0 M55=1260
73 14.515118 192.168.1.1 192.168.1. 235 SNMP  TRAP-V1 SNMPV2-SMI::enterprises,3955.1.1.0

7% 14.553%33 192.168.1.101 L er.ac.uk  TCP 4213 » 4]
TG 14.333687 192.168.1.101 wwiw.napier.ac.uk MWTTP GET / MTTP/1.1

ramg o4 (B2 Bytes on wire, 62 byted captured)

ihernet II. Src: OQ:OC:d1:7%:23:d%, Ost: 00:15:00;:34:02:10
wernet Protocol, Src addr: wew, napier,ac.uk (146.176.1.188), Dst Addr: 192.168.1.101 [{197.168.1.101)
angatss1on Conpral Protocal, Src Port: hoop (B0), O3 Porr: 4213 C4213), Seqg: O, acky 1. ven: O
Source port: hitp (80)

CesTinmation port: 4213 (4213)

Lequenced mnusber: O (relative Seguence Puesber)
-'l-l:i-i"':!'l'-h]!ﬂ'!]tf-'l!f‘t rusber: 1 (relative ack rusber)
weader length: 28 bytes

Flags: 00012 (SvN, ACK) — SYN,ACK
Wirnddm S10¢: 16384
Checksum: Oxad97c (correct)
oprions: (8 bytes)

F o - o e W o il o

B e PO T AL e AVD B AWE I EFUITEY L2 FFI0 a F.l'll [T =3 = L dlF Ll L *‘.‘F I FIR LFF: das AWz AL FRT™iAFE . Al '.P.

69 10005697 resolverl.swvr.pol. 192.168.1.101 [+ 5 Standard query response, WO such nase

70 14.477532 192.168.1.101 resolver2.svr.pol. DNS  Standard query A www.napier.ac.uk

71 14,303727 resolver2.svr.pol. 192.168.1.101 DNS Standard quéry reésponseé A 146.176.1.188

72 14.512705% 192.168.1.101 www, Napier. ac.uk TCP 421% > http [S¥N] Seqg=0 Ack=0 win=16384 Len=0 ME$S=1260

73 14.3%15118 192.168.1.1 192.168.1. 253 SMEP  TRAP-V1 SNMPVI-SMI:ientérprises. 3935.1.1.0

T4 14. 3531506 pler. ac. uk I.H..'I.Hul‘ 101 TP b > -H'H [5vn, h:*t] $eq=0 Ack=1 Win=16384 Len-0 Mss-13%2

B ERE . A1 ; AP e, AL, :
76 14.553687 192,168.1.101 GET J H'I'I'F.rl. 1

“amg T3 (3 bytes on wire, 34 bytes captured)

thermet II, Src: 00:1%5:00:34:02:F0, Ost: OO:O0c:41:F5:23:d5

TEEFET Proteldl, Src Addr: 102.168.1.100 (1492.168.0.004), DSt Addr: weww. napler. . ulk ((146.176.1.188)
fardmission Contral Protocal, Src Port: 4213 (4213). oit Port: hetp (B0). Seq: 1.
Source port: 4213 (4213)

Destinaticn port: http (80)

Sequence mumber: 1 (relative sequence nusber)

Acknowledgenent nusber: 1 (relative ack nusber)

Header lengurh: 20 bytes

Flags: Qw010 (acx) -

window $1Té: 176L0

Checksum: Owdlec (COrrect)

[SEq/ack analysis)
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PPr— Firewall rules. These are contained within ACLs

S

(using the access-list and access-group m
commands), and block or permit traffic. A key feature

3 |of this is the usage of URL filtering which defines U
---"! the Web pages which are allowed and which are not.
Port blocking. These use the fixup command to
change, enable or disable network services.

Intrusion detection.
Cut-through proxy. This allows the definition of the These use the ip audit
users who are allowed services such as HTTP, Telnet command to detect
and FTP. This authentication is a single initial intrusions.
authentication, which differs from the normal proxy Shunning. This, along
operation which checks every single packet. with intrusion detection,

allows a defined
g - response to an
intrusion.

Il |Encryption. This allows the PIX firewall to |
§ support enhanced encryption, s.uch as Failover. This allows other

3 belr\g a server for VPN connectllons, devices to detect that a PIX

= Iyplr::qlly with IPhSec sr;czlrgmnelllng device has crashed, and that

= |fechniques such as ' another device needs to take its

Z 0 place.

Stateful firewall




Stateful firewall

>
b=
—_
-
&
O]
)]
4
—
o
=
)
Z

---1
----!

has a 300MHz processor with
32MB RAM, and handles a
throughput of 20Mbps for a
maximum of 25,000
connections. It does not
support failover, and has two
connections.

515E — R

515E - U

. Integrated accelerator
. Failover support.

. More LAN.

. VPN acceleration.

Remote office — PIX 506E. This |

Small office — PIX 501. This
has a 133MHz processor with
16MB RAM, and handles a
throughput of 10Mbps for a

maximum of 7,500 connections.

It does not support failover, and
has one external connection,
and a switch for inside
connections.

Medium-sized office — PIX 515E ThIS has a
~==3433MHz processor with 32/64MB RAM, and
handles a throughput of 188Mbps for a
maximum of 130,000 connections. It supports
failover, and has the support for up to six

connections.
~ |Max throughput: 188Mbps, 3-DES Throughput: 22Mbps
AES Throughput: 63Mbps (100Mbps - accell)
Access: VPN Accellerator (DES/3DES), Failover cable, 4-

—|port FE (PCI), 1-port GE (PCI).

2




Enterprise — PIX 525. This has
a 600MHz processor with
256MB RAM, and handles a
throughput of 360Mbps for a
maximum of 280,000
connections. It supports
failover, and has the support for
up to eight connections.

Enterprise — PIX 535. This has
a 1GHz processor with 1GB
RAM, and handles a throughput
of 1Gbps for a maximum of
500,000 connections. It
supports failover, and has the
support for up to ten network
interfaces.

Te T

ASA 5520

Intel Pentium 4, 2GHz
512MB RAM

PIX 7.x, ASA 8.x I0S
8 interfaces
Integrated VPN

SSL VPN

Throughput: 450Mbps
3DES: 225Mbps

Max conn: 280,000
VPN peers: 750

Stateful firewall
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N\
ve

E
£
Firewall w’
(Packet filter) -

® Application
(FTP, Telnet,

etc)

Switch

Internet

zsii oy

All Application-layer traffic goes
through the Proxy (eg FTP,

Telnet, and so on) — aka )
Application Gateways

Router (NAT)

Firewall
(Stateful)

Intrusion
Detection

e System

server

7 Proxy
server

% - g server ps
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Application gateways/proxy servers




Eve
Communications e
on certain Y
—— application _
“ AN protocols (such as -

(e )
g‘ “\_ HTTPforWeb)go -~

AN \through the proxy. ~

N 7
= >

Trusted

Proxy (Application Gateway):

Advantages:

- User-oriented authentication.

- User-oriented logging.

- User-oriented accounting.

Disadvantages:

- Build specifically for each application (although
the SOCKS protocol has been designed, which
is an all-one proxy).

- Slower than without proxy.

- Central point-of-failure
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Application gateways/proxy servers




Bob cannot communicate without
outside unless it is through the

proxy
. - X -
3 g
192.168.10. 169.10.11.1
192.168.10.3 NS
S
:\; CE—
S X
192.168.10.2 .
Only communication allowed
Is through the proxy

192.168.10.65

interface EthernetO
ip address 192.168.10.1 255.255.255.0
ip access-group 100 1in
|
interface Ethernetl
ORI Y AL P address 169.10.11.1 255.255.0.0
C\ SRR Rl | P access-group 101 in

firewall '
Maccess-1ist 100 permit ip 192.168.10.65 any

ORI Yol access-1ist 100 deny any any

With the proxy is [
allowed in access-1list 101 permit ip any host 192.168.10.65
access-1ist 101 deny any any

Application gateways/proxy servers
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192.168.

192.168.

. PN

—1]  Only allows
communication
10.2 from the proxy

S
Q
NS

N

Only allows
communication
from the proxy

(

&

Dual homed proxy
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S =X
® | 192.168.10.3 -
K N ~_EO E1
- -~ \ T — _
Web traffic \ Web traffic
| goes on port goes out on
192.168.10.2, 6588 . T port 80
l T
| 192.168.10.65 \\\
Proxy Settings Eg| ~ _
Servers > ~ -
Type Proxy address to use Port . ~ - Agent proxy
E_% HTTP: 192, 168.0.65 : | 6538 Web trafﬂc goes h ~ enabled
- — ' To port 6588 on :
Secure: 192.168.0.65 : | 6588 the proxy Configure Proxy... E|
ETP: 192, 168.0.65 sl Services Loagging:
Gopher: H;TP‘ FTP MNHTF [ Enahled ]
[ On ] [ On ] Mews server address:
Socks: 192, 168.0.65 1080 SMTR FOP3 Socks
[]use the same proxy server for all protocols [ On ] [ On ] [ On ] Proxy Binding:
Exceptions : ___ 192.168.0.659
o ) [ Configure Email Alias's ]
o Do not use proxy server for addresses beginning with;
EE [ Check if prowy iz in Dpen mode ] [ (] 3 ]

Use semicolons ( ;) to separate entries.

I Ok, l [ Cancel

Application gateways/proxy servers
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)

=<
| '~
g 192.168.10.3 | %

///o

A/

N __EO E1l
- \ T — —
X Web traffic \ Web traffic
goes on port goes out on
192.168.10.2 6588 . port 80

192.168.10.65

D, (e browsers) e )
configure Proxy... HTTPS (secure web browsers) (port 6588)

Sﬂ?TD;S FTP  NNTP [Lnggingzgnamed ||| SOCKS4 (TCP proxying) (port 1080)
P (BRORS] |  ovs server addisss: SOCKS4a (TCP proxying w/ DNS IOOkUpS) (port 1080)
= SMTF ~ POFS — Socks SOCKS5 (only partial support, no UDP) (port 1080)
3 [on J{on J [0 ] ProwBindng NNTP (usenet newsgroups) (port 119)
(D) 192.158.0.554 . . .
7)) [ Configure Email Aliaz's ] POP3 (rece|Y|ng em.all) (port 110)
g [ Check if prosy iz in Open maode ] [ (] 3 ] SMTP (Sendlng emall) (port 25)
> FTP (file transfers) (port 21)
ko) Agent proxy
Z enabled

Typical proxy ports




N

S 192.168.10 1@ = 169.10.11.1
192.168.10.3 T % T S
EQ \ E1 gs
NS \\ Only Telnet,
S L PO
192.168.10.2 ¢ \an i
. : \ are allowed
HTI";;ZS FTP NHTP Logging:Enah\ed . \ i n
\

SMTP POF3 Socks

Prosy Binding:

192.168.0.65

192.168.10.65 \

[_Check if praxy it in Open made | L Ok |

interface Ethernetl
ip address 169.10.11.1 255.255.

Only traffic : :

on certain }p access-group 101 1n

gﬁ:\f,:(;eand access-Tist 101 permit tcp any eq telnet host 192.168.10.65
omyﬁﬂﬁey access-1list 101 permit tcp any eq ftp host 192.168.10.65

access-1list 101 permit tcp any eq http host 192.168.10.65
access-1list 101 permit tcp any eq pop3 host 192.168.10.65
access-1ist 101 deny any any

are destined
for the proxy
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Application gateways/proxy servers
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192.168.10.2

a

~

Web traffic |
goes on port
6588

Configure Proxy...

192.168.10.3

~ |

192.168.10

Web traffic
goes out on
port 80

W et

[

Services Loaging:
HTTF FTF HMTF [ Enahled ]
[ On ] [ On ] Mews server address:
SWMTF  POP3 Socks
LOn J[On | [ 0n | ProsyBinding
192.168.0.659
Configure Email Aliaz's ]
[ Check if prosy iz in Dpen mode ] [ (] 3 ]

Agent proxy
enabled

03/06/2003 21:

accepted from

03/06/2003 21:

accepted from

03/06/2003 21:
03/06/2003 21:

accepted from

03/06/2003 21:
03/06/2003 21:

accepted from

03/06/2003 21:
03/06/2003 21:

accepted from

03/06/2003 21:
03/06/2003 21:
03/06/2003 21:

accepted from

03/06/2003 21:
03/06/2003 21:

accepted from

26:19.957:
192.168.0.
26:21.620:
192.168.0.
26:23.232:
26:23.863:
192.168.0.
26:26.527:
26:26.737:
192.168.0.
26:29.091:
26:29.371:
192.168.0.
26:29.431:
26:30.453:
26:31.644:
192.168.0.
26:32.786:
26:33.126:
192.168.0.

3750332
20
3773004
20
3773004
3773004
20
3773004
3773004
20
3773004
3773004
20
3750332
3773004
3750332
20
3750332
3750332
20

HTTP

HTTP

HTTP
HTTP

HTTP
HTTP

HTTP
HTTP

HTTP
HTTP
HTTP

HTTP
HTTP

Client connection
Client connection

Closing socket (2)
Client connection

Closing socket (2)
Client connection

Closing socket (2)
Client connection

Closing socket (2)
Closing socket (1)
Client connection

Closing socket (1)
Client connection

Logging from a proxy
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g 192.168.10.3

et

192.168.10.2

192.168.10

W et

Proxy

H

Proxy allows:

. The hosts to be hidden from the outside.

. Private addresses can be used for the internal
network.

. Logging of data packets.

. User-level authentication, where users may require
a username and a password.

. Isolation of nodes inside the network, as they cannot
be directly contacted.

Strengths of a proxy
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. Eve could
i\wﬁ eavesdrop on the
public

communications
|

, Untrusted network

=
é .
t N
I N
What is required is: AN
AN
. o Eve could AN
. infk:ypil'on"(' f ii@ﬁ change the AN
* Authentication o y data packets A
devices (to W P
= overcome : g Gateway
o spoofing) Eve could
%) e Authentication of setup an
§ packets (for alternative
g integrity) gateway

Issues involved




i

=
.‘ N Gateway S
NS S
— Untrusted network
What is required is: PPTP (Point-to-point Tunneling Protocol). Created by
Microsoft and is routable. It uses MPPE (Microsoft
e Encryption. Point-to-point Encryption) and user authentication.
e Authentication of _
devices (to L2TP (Layer 2 Tunneling Protocol). Works at Layer 2 to
- overcome Forward IP, IPX and AppleTalk (RFC2661). Cisco,
’g ; Microsoft, Ascent and 3Com developed it. User and
S SPoo '”9) _ machine authentication, but no encryption (but can be used
n * Authentication of with L2TP over IPSec).
= packets (for
% integrity) IPSec. An open standard. Includes both encryption and
Z Authentication.

Tunnelling methods
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Traffic is encrypted
over the untrusted
network.

=

Encrypted traffic

Unencrypted traffic - Unencrypted traffic

4
 J

Tunelling mode (over
untrusted connections)

=3

Sannans”

A
\/

Transport mode.
End-to-end (host-to-
host) tunnelling

Tunnelling mode or transport mode




Alice Co.

Extranet
VPN

Intranet
VPN

Remote
Access VPN

Bob@
home

3_._ NoagS }JOM]JSN

VPN types




Switch

Intrusion
Detection
System

Traffic is encrypted
and cannot be
checked by firewalls,
IDS, and so on
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Firewall

1T 1T
T 1T T L

e

Traffic
only
encrypted
over the
public
channel

Internet

Router

O

Switch

Intrusion
Detection
System

Tunnelling mode or transport mode
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Firewall

Switch

Internet

Intrusion
Detection |
System |

|
/
Firewall blocks all
encrypted content
and any negation of
a tunnel

_v Enmnans

Firewall

-

Traffic
only
encrypted
over the
public
channel

Router

Switch

For IPSec (one of the most popular tunnelling
methods):

. UDP Port 500 is the key exchange port. If it is

blocked there can be no tunnel.

. TCP Port 50 for IPSec ESP (Encapsulated Security

Protocol).

. TCP Port 51 for IPSec AH (Authentication Header)

Intrusion
Detection
System

Blocking end-to-end encryption




\/

A

ESP

Auth.

ESP
trailer

The IPSec protocol has:

. ESP (Encapsulated Security Protocol).
ESP takes the original data packet, and
breaks off the IP header. The rest of the
packet is encrypted, with the original header
added at the start, along with a new ESP
field at the start, and one at the end. It is
important that the IP header is not encrypted
as the data packet must still be read by
routers as it travels over the Internet. Only
the host at the other end of the IPSec tunnel
can decrypt the contents of the IPSec data
packet.

. AH (Authentication Header). This encrypts
the complete contents of the IP data packet,
and adds a new packet header. ESP has the
weakness that an intruder can replay
previously sent data, whereas AH provides a
mechanism of sequence numbers to reduce
this problem.

Authentication scope

IP packet ESP
(encrypted) header 12 L
s A
/ /

ESP transport mode method 7 p /
(Weakness: Replay attack) Pid v

_ /
IP packet contents IP header

Authentication scope

AH
IP packet contents
/
| T

A
—y

New
IP header

\

AH transport method \

(Provides complete \
authentication for the packet) \

IP packet contents IP header




.‘-ii! Higher-level protocol/data I

Version ’Headerlength’ Type of service
Total length
ldentification

0|D|M Fragment Offset

Time-to-Live Protocol
Header Checksum 1 ICMP Internet Control Message [RFC792]

6 TCP Transmission Control [RFC793]

8 EGP Exterior Gateway Protocol [RFC888]
B Destination IP Address 9 IGP any private interior gateway [IANA]
47 GRE General Routing Encapsulation
(PPTP)

50 ESP Encap Security Payload [RFC2406]
51 AH Authentication Header [RFC2402]
55 MOBILE IP Mobility

88 EIGRP EIGRP [CISCO]

89 OSPFIGP OSPFIGP [RFC1583]

115 L2TP Layer Two Tunneling Protocol

~ Source IP Address
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Remote

g Access VPN

Phase 1 (IKE - Internet Key Exchange)

UDP port 500 is used for IKE isakmp enable outside
Define the policies between the peers isakmp key ABC&FDD address 176.16.0.2 netmask
. . 255.255.255.255
IKE POllCIES isakmp identity address
: . isakmp policy 5 authen pre-share

e Hashing algorithm (SHA/MD5) isakmp policy 5 encrypt des
e Encryption (DES/3DES) isakmp policy 5 hash sha

. isakmp policy 5 group 1
¢ Diffie-Hellman agreements isakmp policy 5 Tlifetime 86400

. Authentication (pre-share, RSA nonces, RSA sig). sysopt connection permit-ipsec

« SA lifetimes defined
o Define the traffic of interest

Phase 2
Defines the policies for transform sets, peer IP
addresses/hostnames and lifetime settlngs. crypto ipsec transform-set MYIPSECFORMAT esp-des esp-sha-hmac
Crypto maps are eXChanged crypto map MYIPSEC 10 ipsec-isakmp
> access-Tist 111 permit ip 10.0.0.0 255.255.255.0 176.16.0.0
= ® AH, ESP (or both) 255.255.255.0
> P ; crypto map MYIPSEC 10 match address 111
8 Encryptlon (DES’ 3DES) crypto map MYIPSEC 10 set peer 176.16.0.2
) e ESP (tunnel or transport) crypto map MYIPSEC 10 set transform-set MYIPSECFORMAT
.. crypto map MYIPSEC interface outside
x e Authentication (SHA/MD5) YPTo Map
(@)
2
()
Z




.G/??\ g i == ]
I I
Public | ﬂ > |
Key (Kpb1P A Ublic
U Key (Kpb2)
| ‘‘‘‘‘‘ — - |
| oo
I \\ |
| - - >
| Shared key passed (Diffie- '\
7 | Hellman) — used to encrypt all R
é/ I the data ||
| |
Kpv1 | | | Public key is used
I | | to authenticate the
| || device
| [ |
Hashed
Result — Hashed > value
value
|
A I I
I
| Challenge?
I
|
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Blocking end-to-end encryption




isakmp enable outside

isakmp key ABC&FDD address 176.16.0.2 netmask
255.255.255.255
isakmp identity

isakmp policy
isakmp policy
isakmp policy
isakmp policy
isakmp policy

5
5
5
5
5

address

authen pre-share
encrypt des

hash sha

group 1

Tifetime 86400

sysopt connection permit-ipsec

crypto ipsec transform-set MYIPSECFORMAT esp-des esp-

sha-hmac

access-1list 111 permit ip 10.0.0.0 255.255.255.0
192.168.0.0 255.255.255.0

crypto map MYIPSEC 10 1ipsec-isakmp

crypto map MYIPSEC 10 match address 111

crypto map MYIPSEC 10 set peer 176.16.0.2

crypto map MYIPSEC 10 set transform-set MYIPSECFORMAT
crypto map MYIPSEC interface outside

~

172.16.0.1 172.16.0.2 u‘ 192.168.0.1

isakmp enable outside

isakmp key ABC&FDD address 176.16.0.1 netmask
255.255.255.255

isakmp identity address

isakmp policy 5 authen pre-share

isakmp policy 5 encrypt des

isakmp policy 5 hash sha

isakmp policy 5 group 1

isakmp policy 5 Tifetime 86400

sysopt connection permit-ipsec

crypto ipsec transform-set MYIPSECFORMAT esp-des
esp-sha-hmac

access-1list 111 permit ip 192.168.0.0
255.255.255.0 10.0.0.0 255.255.255.0

crypto map MYIPSEC 10 ipsec-isakmp

crypto map MYIPSEC 10 match address 111

crypto map MYIPSEC 10 set peer 176.16.0.1

crypto map MYIPSEC 10 set transform-set
MYIPSECFORMAT

crypto map MYIPSEC interface outside

IPSec (PIX)



isakmp enable outside

isakmp key ABC&FDD address 176.16.0.2 netmask
255.255.255.255

isakmp identity address

isakmp policy 5 authen pre-share

isakmp policy 5 encrypt des

isakmp policy 5 hash sha

isakmp policy 5 group 1

isakmp policy 5 lifetime 86400

sysopt connection permit-ipsec

crypto ipsec transform-set MYIPSECFORMAT esp-des esp-
sha-hmac

access-1list 111 permit ip 10.0.0.0 255.255.255.0
192.168.0.0 255.255.255.0

crypto map MYIPSEC 10 1ipsec-isakmp

crypto map MYIPSEC 10 match address 111

crypto map MYIPSEC 10 set peer 176.16.0.2

crypto map MYIPSEC 10 set transform-set MYIPSECFORMAT
crypto map MYIPSEC interface outside

172.16.0.2 192.168.0.1

crypto isakmp policy 1

hash sha

authentication pre-share

group 1

Tifetime 86400

encryption des
crypto isakmp key ABC&FDD address 172.16.0.1
crypto ipsec transform-set rtpset esp-des esp-md5-
hmac
crypto identity address

crypto map mymap 1 ipsec-isakmp
set peer 172.16.0.1
set transform-set rtpset
match address 115

interface FastEthernet0/0
ip address 172.16.0.2 255.255.255.0
crypto map mymap

access-1list 115 permit ip 192.168.0.0 0.0.0.255
10.0.0.0 0.0.0.255

IPSec (PIX and Router)



NoO. Time Source Destination Protocol Info
81 5.237402 192.168.0.3 146.176.210.2 ISAKMP  Aggressive

Frame 81 (918 bytes on wire, 918 bytes captured)
Ethernet II, Src: IntelCor_34:02:f0 (00:15:20:34:62:f0), Dst: Netgear_b0:d6:8c

(00:18:4d:b0:d6:8c)
Internet Protocol, Src: 192.168.0.3 (192.168.0.3), Dst: 146.176.210.2 (146.176.210.2)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)

F\\ ( Source port: isakmp (500)

— Destination port: isakmp (500)
Length: 884
10.0.0.1 _ Checksum: 0xd89d [correct]

Internet Security Association and Key Management Protocol
Initiator cookie: 5ABABE2D49A2D42A

Responder cookie: 0000000000000000

Next payload: Security Association (1)

Version: 1.0

Exchange type: Aggressive (4)

Flags: 0x00
Message ID: 0x00000000
Length: 860

Security Association payload
Next payload: Key Exchange (4)
Payload length: 556
Domain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
Proposal payload # 1
Next payload: NONE (0)
Payload length: 544
Proposal number: 1
Protocol ID: ISAKMP (1)
SPI Size: 0
Proposal transforms: 14
Transform payload # 1
Next payload: Transform (3)
Payload length: 40
Transform number: 1
Transform ID: KEY_IKE (1)
Encryption-Algorithm (1): AES-CBC (7)
Hash-Algorithm (2): SHA (2)
Group-Description (4): Alternate 1024-bit MODP group (2)
Authentication-Method (3): XAUTHInitPreShared (65001)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-value (2147483)
Key-Length (14): Key-Length (256)
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IPSec (PIX and Router




Remote
Access VPN

C:\>route print

Interface List
10 ...00 1d 09 3f
7 1f 3c 4f

49 8d
30 1d

Broadcom NetLink (TM) Fast Ethernet
Intel(R) PRO/Wireless 3945ABG Network Connection

IPv4 Route Table

Active Routes:

Metric
25

Interface
192.168.

Netmask
0.0.0.0

Network Destination
0.0.0.0

Gateway
192.168.0.1
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127.0.
127.0.
127.255.255.
192.168.
192.168.
192.168.0.
224.0.
224.0.
255.255.255.
255.255.255.

NNOONOONOO
Ul - Ul - .

Ul Ul - . .
LTUNTOOoOUVITWO UV RO

255.0.0.0
255.255.255.255
255.255.255.255
255.255.255.0
255.255.255.255
255.255.255.255
240.0.0.0
240.0.0.0
255.255.255
255.255.255.

on-1ink
on-1ink
on-1ink
on-1ink
on-1ink
on-1ink
on-1ink
on-1ink
on-1ink
on-1ink

127.0.
127.0.
127.0.
192.168.
192.168.
192.168.
127.0.
192.168.
127.0.
192.168.

O OO OO OOOOOO0O
WHRWRERWWWERERRFEW

Persistent Routes:
None

306
306
306
281
281
281
306
281
306

Before connecting to the VPN




Interface List
21 ...00 05 9a 3c 78 00 Cisco Systems VPN Adapter
10 ...00 1d 09 3f 49 &d Broadcom NetLink (TM) Fast Ethernet
7 ... 1f 3c 4f 30 1d Intel(R) PRO/Wireless 3945ABG Network Connectio

IPv4 Route Table

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.0.1 192.168.0.3 25
127.0.0.0 255.0.0.0 on-Tink 127.0.0.1 306
127.0.0.1 255.255.255.255 on-1ink 127.0.0.1 306
127.255.255.255 255.255.255.255 on-Tink 127.0.0.1 306
146.176.0.0 255.255.0.0 on-Tink .176.212.218 281

0

0

146.176. 255.255.255.0 146.176.0.1 .176.212.218 100
146.176. 255.255.255.0 146.176.0.1 .176.212.218 100

146.176.210.2 255.255.255.255 192.168.0.1 192.168.0.3 100
146.176.211.0 255.255.255.0 146.176.0.1 .176.212.218 100
146.176.212.218 255.255.255.255 on-1link .176.212.218 281

255.255.255.255 255.255.255.255 on-1ink 127.0.0.1 306
255.255.255.255 255.255.255.255 on-1link 192.168.0.3 281
255.255.255.255 255.255.255.255 on-1link .176.212.218 281

Network Security

After connecting to the VPN
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! Remote . ‘

‘ ]
& Access VPN

J
_ 146.176.212.218 . 146.176.0.1
VPN connection

All other traffic goes
not on 146.176.0.0
network goes through
non-VPN connection

192.168.0.3

Interface List
21 ...00 05 9a 3c 78 00 Cisco Systems VPN Adapter
10 ...00 1d 09 3f 49 &d Broadcom NetLink (TM) Fast Ethernet
7 ...00 1f 3c 4f 30 1d Intel (R) PRO/Wireless 3945ABG Network Connectio

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0. 0.0.0.0 192.168.0.1 192.168.0.3 25
127.0.0. 255.0.0.0 on-1ink 127.0.0. 306
127.0.0. 255.255.255.255 on-Tink 127.0.0. 306
127.255.255. 255.255.255.255 on-1ink 127.0.0. 306
146.176.0. 255.255.0.0 on-link 146.176.212. 281

146.176.1. 255.255.255.0 146.176.0.1 146.176.212.

146.176.2. 255.255.255.0 146.176.0.1 146.176.212.
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After connecting to the VPN




Remote ]

Access VPN v

146.176.212.218 . 146.176.0.1
VPN connection

:\>tracert www.napier.ac.u

Tracing route to www.napier.ac.uk [146.176.222.174] Before VPN connection
over a maximum of 30 hops:

2 ms 2 ms 6 192.168.0.1
36 ms 38 ms 38 crO0.escra.uk.easynet.net [87.87.249.224]
31 ms 31 ms 30 1p-87-87-146-129.easynet.co.uk [87.87.146.129]
43 ms 43 ms 43 be2.erl0.thlon.ov.easynet.net [195.66.224.43]
48 ms 45 ms 45 Tinx-gwl.ja.net [195.66.224.15]
45 ms 44 ms 45 so0-0-1-0.lond-sbr4.ja.net [146.97.35.129]
49 ms 79 ms 49 so-2-1-0.1leed-sbrl.ja.net [146.97.33.29]
58 ms 56 ms 56 EastMAN-El.site.ja.net [146.97.42.46]
59 ms 57 ms 57 vlanl6.s-pop2.eastman.net.uk [194.81.56.66]
57 ms 59 ms 58 gi0-1l.napier-pop.eastman.net.uk [194.81.56.46]

1
2
3
4
5
6
7
8
9
0
1

1
1

C:\>tracert www.napier.ac.uk

Tracing route to www.napier.ac.uk [146.176.222.174] After VPN connection
over a maximum of 30 hops:

1 57 ms 58 ms 57 ms 146.176.210.2
2 58 ms 56 ms 57 ms www.napier.ac.uk [146.176.222.174]
3 58 ms 59 ms 56 ms www.napier.ac.uk [146.176.222.174]
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Traceroute for VPN



Remote
Access VPN

146.176.212.218 . 146.176.0.1
VPN connection

C:\>tracert www.intel.com
Before VPN connection

Tracing route to a96l.g.akamai.net [90.223.246.33]
over a maximum of 30 hops:

3 ms 1 ms 1 192.168.0.1
35 ms 43 ms 36 crO0.escra.uk.easynet.net [87.87.249.224]
32 ms 31 ms 32 1p-87-87-146-129.easynet.co.uk [87.87.146.129]
S 45 ms 45 te7-0-0.sr0.enlcs.ov.easynet.net [89.200.132.109]
46 ms 47 ms 47 S5adff621.bb.sky.com [90.223.246.33]

C:\>tracert www.intel.com
Tracing route to a96l.g.akamai.net [90.223.246.33]
over a maximum of 30 hops:

3 ms 1 ms 1 192.168.0.1
35 ms 43 ms 36 crO.escra.uk.easynet.net [87.87.249.224]
32 ms 31 ms 32 1p-87-87-146-129.easynet.co.uk [87.87.146.129]
46 ms 45 ms 45 te7-0-0.sr0.enlcs.ov.easynet.net [89.200.132.109]
S 47 ms 47 5adff621.bb.sky.com [90.223.246.33]
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Traceroute for VPN
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Application
Protocol
Secure protocols:
Port: 443. https (HTTP + SSL).
SSL Port: 465. ssmtp (SMTP + SSL).
Secure Socket Port: 563. snntp (NNTP + SSL).
- Port: 995. spop (POP-3 + SSL).
Port: 993. simap (IMAP + SSL).
Transport Transport
Network Network
Data Link Data Link
Dhwvcirnal -0
Server
One-way server authentication. Server provides ‘[
User authentication to the client, such as SSL (HTTPS, ‘h
FTPS, etc). Digital certificate required on the server. D

Secure Sockets (SSL




Application
Protocol

Secure Socket

Transport

" Site Manager

© buchananweb

© NetworkSims

o DCS

© WebCT_{Security)

Site Name
[ocs

Host / IP / URL
Hf‘tp1 decs napier ac uk

Advanced

[ Anonymous

Usemame
|zzzzz

Password
| [T Don't save password

Timeout Retries
|e0 |2

Port
|22

[~ Betry On

[V PASY [T Use Proxy
Connection
[ssH/sFTP

SSL Options
¥

=

-

New Site

Mew Category |

Enter Remote Host: ftpl.dcs.napier.ac.uk
Enter Username: zzAA
Enter Password: abcde

connecting...Details:

MAC-hmac-md5

Port: 22

Cipher: 3des-cbc

Last login: Tue Jan 23 21:15:43 2007 from user-
514da235.12.cl.dsl.pol.co.uk

Directory: /home/cs72

Tue Jan 23 21:19:30 GMT 2007

socwebl:~> 1s

SFTP example




Tunnelling
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ISP SMTP
server relays
email to
email servers

E-mail Accounts

Internet E-mail Settings (IMAP)
Each of these settings are required to get your e-mail account working.

User Information Server Information
Your Mame: Fred

E-mail Address: | Fred@napier]

Logon Information

User Name: test
Password: stk

Remember password

[[JLog on using Secure Password
Authentication (SPA)Y

X

Incoming mail server (IMAP): | imap, napier.ac.uk

Qutgoing mail server (SMTP): | sritn napier. ac.uk

More Settings ...

[ <gack ||

Next > I[ Cancel I

SMTP relay

Firewall
blocks

(port 25)

Internet E-mail Settings @

General | Outgoing Server | Connection | Advanced

Server Port Mumbers

Use Defaults

[C] This server requires an encrypted connection (S5L)

Incoming server (IMAPY: 143

Qukgoing server (SMTP): | 25|

[ ] This server requires an encrypted connection (S5L)

Server Timeouts

Short <) Long 1 minute
Folders
Rioot Folder path:

OK ][ Cancel ]
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E-mail Accounts.

Internet E-mail Settings (POP3)

User Information

four Mame: test

E-mail Address: |pest

Logon Information

User Namne: test@googlemail.com

Password: [

Remember password

|:| Log on using Secure Password
Authentication {SPA)

- A\
Email is P \
tunnelled // \
over the / Firewall \\
network , blocks ~——

Each of these settings are required to get your e-mail account working.

Seryer Information

Incoming mail server (POP3):

Qutgoing mail server (SMTP):

Test Settings

After filing out the information on this screen, we
recommend you kest your account by clicking the

button below, {Requires network connection)

Test Account Settings ...

More Settings ...

pop.googlemail . com

smtp.googlemail . com

SMTP relay
(port 25)

U

Internet E-mail Settings
General | Outgoing Server

Server Part Mumbers

Incoming server (POP3;

Quktgoing server (SMTP):

Server Timeouts

Short

Delivery

a

Connection | Advanced

Q95 Use Defaults

This server requires an encrypted connection (33L)

45|

This server requires an encrypted connection (335L)

Long 1 minute

Leave a copy of messages on the server

[ < Back ” [ext = ][ Cancel

]

Secure protocols:

[ 1remaove from server after

davs

[ 1remove from server when deleted from 'Deleted Trems'

Port: 443.
Port: 465.
Port: 563.
Port: 995.
Port: 993.

https (HTTP + SSL).

ssmtp (SMTP + SSL).
snntp (NNTP + SSL).
spop (POP-3 + SSL).
simap (IMAP + SSL).

[ 4 l [ Cancel

]
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o Intel(R) PRO/MWireless 2200BG Network Connection (Microsoft’s Packet Scheduler) : Capturing - Ethereal

File Edit Wew Go Capture Analyze Statistics  Help

C N S BE Qes»0F I EBE QQAFA WMEBE X O

Filker: |10p.p0r‘t==443 * Expression... Clear Apply

(1

Mo, - Time Source Deestination Protocol | Info 2
118363 231?.3548Iwww.ama20n co. uk 192.168 L, 101 EE https = 1619 [SYN ACK] Seq 0 Ack=1 win=8190 Len=0 MS5=14&0
118364 2317.354% 152.165.1.101 www. amazon. co. Lk TCP 1615 > https [ack] seg=l ack=1l win=l7640 Len=0
118365 2317.3552: 152.168.1.101 wwiw. amazon. co. uk TLS Client Hello
118366 23174077 www. amazon. co. Uk 192.168.1.101 TS server Hello, Certificate, serwver Hello Done
118367 23174096 152.1653.1.101 wwtw . amazon. co.uk TLS Client Key Exchange, change Cipher spec, Encrypted Handshake Message
118568 23174551, www. amazon. co.uk  192.165.1.101 TCP https = 1819 [AcCk] Seq=1051 Ack=332 win=81%0 Len=0
118369 2317.4565 www. amazon. co.uk  192,.1658.1.101 TES Change Cipher Spec, Encrypted Handshake Message
118370 2317.4568 192.1658.1.101 www. amazon. co.uk  TLS Application Data
118372 2317, 5287 www. amazon. co.uk  192.165.1.101 TCP https = 1619 [ACk] Seq=1094 Ack=1318 win=8190 Len=0
118373 23175288 152.165.1.101 www, amazon. co.uk TLS Application Data, Application Data, Application Data
118376 2317.7929 www. amazon. co. Uk 192.168.1.101 TCRP https > 1619 [Ack] Seq=1094 Ack=2049 win=32768 Len=0
1158401 2320.1362° www. amazon. co. uk 192.168.1.101 TCP [TCP segment of a reassembled PDU]
118402 2320.14201 wew. amazon. co. Uk 1%2.168.1.101 TCP [TcP segment of a reassembled PDU]
118403 2320.1422; 192.1658.1.101 www. amazon. co. Lk TCP 1619 > https [ack] Seq=2049 Ack=4014 win=17640 Len=0
115404 2320, 1483: .amazan co.uk LJ168.1.101 iEE [Tk segment of a reassembled PDU]
118405 2320. E i 2.168.1.101 Freyvious segment ST
www, amazon. co.uk TCP 1619 > https [ACK] _Seq= 2 49 Ack 54?4 W1n 1?640 Le

B 0.15&a5%: c B 102.168.1,101 =
118408 2320.1566 192. 168 A% 101 www. amazon. co. Lk e 16159 > https [ACK] Seq= 2049 Ack ?45? W1n 1?640 Len 0
118414 2320.3573152.168.1.101 2265, 1. akamaiedge. TCP 1620 > https [SYMN] Seg=0 Len=0 Ms5=12460
118416 2320.3836 e2585.1.akamadiedge. 192.1658.1.101 EE https = 1620 [S¥MN, ACK] Seq=0 Ack=1l win=5840 Len=0 M35=14460
1158417 2320.35837 152.165.1.101 2265, 1. akamaiedge. TCP 1620 > https [ack] seg=l ack=1l win=l7640 Len=0
118418 2320.4271.152.168.1.101 2265, 1. akamaiedge. TCP 1621 > https [SYMN] Seg=0 Len=0 Ms5=1260
118419 2320.4277 152.1658.1.101 2265, 1. akamaiedge. TLS Client Hello
118420 2320.45100 e265. 7. akamaiedge., 192.168.1.101 e https > 1621 [S¥YN, ACK] Seg=0 Ack=1l win=3840 Len=0 MS5=1460 o

# Frame 118361 (62 hytes on wire, 62 bytes captured)
+ Ethernet II, Sr<: IntelCor_34:02:f0 (00:15:00:34:02:F00, Dst: Linksysce f5:23:d5 (00:0c:41:f5:23:d5)
+# Internet Protocol, src: 192.168.1.101 (192.168.1.1010, Dst: www.amazon.co.uk (87.238.81.129)
- Transmission Control Protocol, Sro Port: 1619 (16193, Dst Port: https (4437, seq: O, Len: 0
Source port: 1619 (1619)
Destination port: https (4430
Sequence number: O (relative seqguence number)
Header Tength: 28 bytes
4 Flags: Ox0002 (SYM)
wWindow size: 16384
Checksum: 0x7cc? [correct]
H options: (8 bytes)

0000 00 0C 41 T5 23 o5 00 15 00 34 02 fO 08 00 45 00 R Sy =
0010 00 30 9e 21 40 00 B0 06 f1 29 <0 aB 01 65 57 ee - T
S..97 JU....p.

0020 51 81 06 53 01 bbh 71 3f e2 55 00 00 00 00 FO 02 Q..
0030 40 00 7o <7 00 00 02 04 04 ec 01 01 04 02 .

|InteI(R) PROJWireless 2200BG Mebwork Connection (Microsoft's Packet Scheduler) @ <live capture in progress = File: C:\DOCUME~1\WILLIA~11LO .. [P: 129764 D: 297 M: 0

HTTPS Example
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