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Ethical

Procedure

'

Technical

Ethical/Cultural

Administrative/
Management

Operational

Storage/
Processing/
Communication
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Ethical to Technical
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» >

\ | a

Define rules, l Report,
responsibilities advise

As IT Professional, it is
normally the role to

translate polices into (TR Q
procedures. It is not m Procedure
normally their role to 3 %‘ .
judge legal and ethical \Ph < l
issues. ‘N E
| X 0
Bob <~ Technical

g
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Security/
Audit T -~
Policy

Network

.%/_\'

Infrastructure

Organisational
Perimeter

Event Network
detection sensors
Network
logs
Network Network
logs logs T
Network
logs

Collection

T Preservation
 _ Analysis
Reporting

Forensic Computing
Investigation
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Pre-incident
preparation

Detection of
incidents

A

Initial

response
4

/
/
/

Reporting

Throughout the investigation, other with legal and
senior management roles must be informed of the - Formulate
procedures, and they must agree to the actions T response
taken.
/ AN
/ AN
/ \
y X
Data Data
h; . h; . _
analysis collection

Author: Prof Bill Buchanan
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- Prepare the organisation/security of potential
threats.

- Define processes/responses for each threat.

- Prepare documents for audit/reporting.

Pre-incident Detection of Initial

preparation incidents response

\ ' :) Formulate
V= response
: Data Data
Reporting ' analysis | collection

“hanan

Pre-incident Preparation




Detection of incidents, such as:
« Data stealing.

o Email spam/harassment.
« Embezzlement.

DoS Attacks/Intrusions.
Extortion.

Physical Damage.
Terrorism.

Fraud.

« Sabotage.

« Child pornography.

« Breach of contract....

Pre-incident Detection of Initial
preparation ' incidents | response

Formulate
response
_ Data . Data —
Reporting = analysis | collection

“hanan

Detection of Incidents




- Initial investigation, and report the incident.
- Create a response team, and define process
and activities.
- Notify management.

- Create an incident report.

Pre-incident Detection of Initial
preparation incidents response

)

‘{\ L
,y

Formulate
response

Data Data

Reporting = analysis collection

“hanan

Initial Resbonse




Define the response to the incident.
- Define civil, criminal, administrative actions.
- Obtain approval from management.

Pre-incident Detection of Initial
preparation incidents response

)

‘{\ L
,y

Formulate
response

Data Data

Reporting = analysis collection

“hanan

Formulate Resbonse




Report analysis.
- Define conclusions.
- Define steps to resolve/forward incident.
- Define steps to stop incident occurring in

the future.
Pre-incident Detection of Initial
preparation ' incidents | response

‘. ' :) Formulate
Q5 response
_ Data . Data —
Reporting = analysis | collection

“hanan

Reportino
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Firewall

Router logs :
(Packet filter)

Switch

Internet

=
Event logs @ Intrusion Domain
Detection .
Domain logs
System

Syslog Firewall logs FEMED (L)

(2
Syslog ?
Firewall %
(Stateful)

Web logs
Router logs
” DMZ
e
b \ - I . Event logs
' XS ntrusion
;Eerpvaellr i Detection
N % S System DS logs
Email TP X
messages server Proxy .
FTP server
logs G] Proxy

logs

Collection: Audit logs running on routers; Packet Monitors; Intrusion
Detection Systems; Web logs; Proxy logs; Event/resource logs; and so

on. Author: Prof Bill Buchanan

Collection



Firewall
(Packet filter)

Switch
T s . Internet

3
S
Event logs @ Intrusion
Detection

System

Router Iogs

Domain logs

Router (NAT) .

Syslog Firewall logs
syeiog B\ T T -

(config)# logging on
(config)# logging 192.168.0.20
LEREE (config)# logging trap ?
<0-7> Logging severity level
<4096-2147483647> Logging buffer size
alerts Immediate action needed (severity=1)
critical Critical conditions (severity=2)
debugging Debugging messages (severity=7)
emergencies System 1is unusable (severity=0)
errors Error conditions (severity=3)
informational Informational messages (severity=6)
notifications Normal but significant conditions (severity=5)
warnings warning conditions (severity=4)
xm] Enable logging in XML to XML logging buffer
(config)# logging trap emergency

Routers can be setup to sent system logging information to a
remote server which supports Syslog (which is UDP port
514). The example sends to 192.168.0.20. Author: Prof Bill Buchanan
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X o |

B Kiwi Syslog Service Manager (Version 7.2.35) E]@E
File Edit W¥iew Manage Help

Y] @ A B |Display 00 (Defaul)  ~|

i<

D ate | Time | Priority | Hostname |Message ]

11-26-2005 18:4217 Localf.Notice 132.168.0.110 66: “Mar 1 04:15:31.971: %¥5%v5-5-COMFIG_I: Configured from conzole by conzole
11-26-2005 18:42:02 Localf.Hotice 192.168.0.110 6% “Mar 1 04:15%:16.728: %5%v5-5-COMFIG_I: Conhigured from console by console
11-26-2005 18:41:46 Localf.Hotice 192168.0.110 64: “Mar 1 04:15%:01.36%: %5%5-5-COMFIG_I: Configured from conszole by console

N

100% | 3 MPH 18:42 | 11-26-2005

Syslog W\ -« — _ S v R

(config)# logging on

(config)# logging 192.168.0.20

(config)# logging trap ?
<0-7> Logging severity level
<4096-2147483647> Logging buffer size
alerts Immediate action needed (severity=1)
critical Critical conditions (severity=2)
debugging Debugging messages (severity=7)
emergencies System 1is unusable (severity=0)
errors Error conditions (severity=3)
informational Informational messages (severity=6)

notifications Normal but significant conditions (severity=5)

warnings warning conditions (severity=4)

xm] Enable logging in XML to XML logging buffer
(config)# logging trap emergency

Routers can be setup to sent system logging information to a
remote server which supports Syslog (which is UDP port
514). The example sends to 192.168.0.20. Author: Prof Bill Buchanan
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Forensic

[T T —T

= 72 BE

Q Event Viewer (Local)
7 Custom Views
4 [m Windows Logs
i+] Application
i+ Security
£ Setup
f+] System
] Forwarded Events
= Applications and Services Lo
_* Subscriptions

(i) Information
/1 Warning

(i) Informaticn
@]nfﬂrmaﬁﬂl‘l
@]nfﬂrmatiun
@]nfﬂrmaﬁun
@lnfﬂrmaﬁun
@]nfﬂrmaﬁun
@Infﬂrmaﬁon
@Informaﬁon
@Informaﬁon

L T

Date and Time

2371172008 19:36:31
23/11/2008 19:36:31
2371172008 19:26:18
23/11/2008 19:16:31
2371172008 19:04:31
23/11/2008 18:56:31
23/11/2008 18:44:31
23/11/2008 18:32:31
23/11/2008 18:32:31
23/11/2008 17:47:41
23/11/2008 17:35:41
23/11/2008 17:31:41

Source

Task Cat...

User

M/A
BILLSbill
MN/A
N/A
MN/A
N/A
MN/A
MN/A
MN/A
N/A
N/A

I-f

i

Proces.. *

Event 17895, MSSQLSSQLEXPRESS

General | Details

Lrl.'au Mame:
L

Application

CPU time stamp frequency has changed from 688788 to 809822 ticks per millisecond. T
frequency will be used.

Application
i= Open Saved Log...
¥ Create Customn View...
Import Custom Vie...
Clear Leg...
Fitter Current Log...
Properties
Find...
Save Events As...
Attach a Task To thi...
View
G Refresh
Help
Event 17895, MSSQLSSQL...
] Event Properties
| Attach Task To This ...
4z Copy
Il Save Selected Event...
G Refresh

Author: Prof Bill Buchanan




ey wr—T——
e 2] i)

EI Event Viewer (Local) Security 1,505 Events Actions
b [ Custom Views : el
P : Windows Logs Keywor... Level Date and Time Source  EventID Task Categ.. User | il
[+] Application 4 i Information  23/11/2008 18:24:07 Micros... Credential ... (& OpenSaved Log...
m Security 'a‘ﬁkudi... Information 2371172008 13:43:42 Micros... 4776 Credential ... N/A “r Create Custom View..,
&l Setup 9, Audi... Information 22/11/2008 19:19:56 Micros... 4776 Credential ... N/A Import Custom Vie...
f+] System 9, Audi... Information 22/11/2008 14:59:50 Micros... 4776 Credential ... N/A I
] Forwarded Events @_Audi.. Information  21/11/2008 21:20:38 Micros.. 4776  Credential.. N/A S
» L) Applications and Services Lo | @ Audi... Information  21/11/2008 21:19:16 Micros... 4616 Security St..  N/A ¥ Filter Current Log...
g G Subscriptions @, Audi.. Information  21/11/2008 21:19:16 Eventlog 1100  Serviceshu.. N/A | [[] Properties
—— 9, Audi... Information 2171172008 21:17:25 Micros... 4776 Credential ... N/A @0 Find
8 9, Audi... Information 21/11/2008 11:41:50 Micros... 4776 Credential ... N/A
— 9, Audi... Information 211172008 10:04:08 Micros... 4776 Credential ... N/A = s |2
8 ‘Z&.hnudi... Information 21/11/2008 09:42:10 Micros... 4776 Credential ... MN/A Attach a Task To thi...
@, Audi.. Information  21/11/2008 08:48:48 Micros... 4776 Credential .. N/A - Viewr ,
ull i ] ' i Refresh
Event 4776, Microseft Windows security auditing. x H Help N
General | Details Event 4776, Microsoft Wi...
o= |] EventProperties
The demain controller attempted to validate the credentials for an account. ﬂ )
5] Attach Task To This ...
%) Authentication Packaoe: MICROSOFT AUTHENTICATION PACKAGE V1 0 By Copy "
2 Log Mame: Security e kd Save Selected Event... =
q!—') a4 n | » |G Refresh =
o J
LL Saves the log under a different name.
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C:\windows\System32\config>dir *.evt

" 04/07/2008 22:32 524,288 AppEvent.Evt
A 11/05/2008 08:18 65,536 Internet.evt
e y 11/05/2008 11:18 65,536 ODiag.evt
4 f 26/06/2008 19:30 65,536 OSession.evt
|a] Event Viewer 04/07/2008 22:32 327,680 SecEvent.Evt
il Actions View = Help 04/07/2008 15:55 524,288 SysEvent.Evt
e 2@ 686
[2] Event Viewer (Local) Actions
y Custom Views . - o
A |.. Windows Logs Level Source  EventID TaskC.. User «| | System
[s] Application Vinformation  12/11/200810:39:11  Eventl.. 6013 None  N/A | Open Saved Log..
fs] Security iJInformation  12/11/2008 10:39:11 EventlL.. 6005 Mene N/A ¥ Create Custom View...
| Setup i /Information  12/11/2008 10:39:11 EventlL... 6009 MNone N/A Imgort Custom Vie...
f+] System i )Infermation  12/11/2008 10:38:00 Eventl... 6006 Mone N/A o
[ | Forwarded Events i)Information  12/11/2008 08:19:41 EventL.. 6013 None  N/A a L
Applications and Services Lo | (7) Information  12/11/2008 08:19:41 EventlL.. 6005 Mone N/A ¥ Filter Current Log...
1 Subscriptions i MInformation  12/11/2008 08:19:41 Eventl.. 6009 Mone N/A | Properties
&9 Error 12/11/2008 03:19:41 Eventl.. 6008 Mone MN/A 00 Find
1, Warning 12/11/2008 08:19:27  bS57nd6... 4 Mone  N/A
i)Information  12/11/2008 08:19:23 b57nd6... 15 Mone N/A bed Save Events As..
i ) Information 1271172008 08:19:23 METwA... 7036 Mene M/A Attach a Task To thi...
i)Information  12/11/2008 08:19:22 Kernel-... 4 MNone SYSTEM View b
i JInformation  12/11/2008 08:19:22 Kernel-... 4 Mone SYSTEM -
. 3% Refresh
Event 6013, EventlLog x H Hep .
General | Details Event 6013, EventlLog -
= Event Properties
The systemn uptime is 24 seconds. d =
&) Attach Task To This ...
Copy 4
Log Name: System & e Save Selected Event...
F b
Fl 11} ¥ e RE’FFE"$h

Author: Prof Bill Buchanan




3] Event Viewer,
Eile Action View Help
Ll Jies]
[3] Event Viewer (Local) Security 1,509 Events Actions
b [ Custom Views Security al=
4 [ Windows Logs Keywor... Level Date and Time Source EventID Task Categ.. User *
" [B Application N Audi... Information  23/11/2008 20:16:18 Micros... & Open Saved Log...
[;| Security 'zknudi... Infarmation 2371172008 20:16:18 Micros... 4616 Security St..  N/A "? Create Cugtom View...
[l Setup %Audi... Information ~ 30/11/2008 20:15:12 Micros... 4616 Security St.. N/A Import Custom Vie...
[&] System @, Audi... Information 30/11/2008 20:15:12 Micros... 4616 Security St.. N/A al
~ [] Forwarded Events @ Audi... Information  23/11/2008 18:24:07 Micros... 4776 Credential .. N/A ear Logy.
£ Applications and Services Lol O\ ai tnformation— 234442008 13:4342 e e F_Filter Curdent Log...
{zh Subscriptions @, Audi.. Information  22/11/2008 19:19:56 Micros... 4776 Credential .. N/A [Z] Properties
IZlkjl.m:li... Information 22/11/2008 14:59:50 Micros... 4776 Credential .. N/A % Find..
@, Audi... Information 21/11/2008 21:20:38 Micros... 4776 Credential .. N/A
User has moved || @ Audi. information  21/11/2008 211916 Micros.. 4616 Securityst. N/ || b SaveEventsAs.. 4
@, Audi.. Information  21/11/2008 21:19:16 Eventlog 1100 Service shu.. N/A Attach a Task To thi... 1
the clock forward @, Audi.. Information  21/11/2008 21:17:25 Micros... 4776 Credential ... N/A - View »
= : |G Refresh
Event 4616, Microsoft Windows security auditing. x Help >
c General |Details Event 4616, Microsoft Wi... «
9 - = [Z] EventProperties
© lie miii =) | ® Attach Task To This
o -
% Subiect: 52 Copy L4
O Log Name: Security i H Save Selected Event... e

4 | m b

[ Refresh il

Eile  Action View Help
e« 2@ @
| (8] Event Viewer (Local)

% Custom Views
4 [ Windows Logs

Open Seved Log...

[+] Application @
] Security ¥ Create Custom View...
[] setup Import Custom Vie..

[ System

You can save the contents of this log before clearing it.

| SeveandClear | | Clear || Cancel

9
7
C
[0
—_
o

L

[#] Micrescft Office Diagnos| | | ©eneral | Details | Event 1102, Eventlog -
[] Microsoft Office Sessions

| Microsoft Windows Servil

| Microsoft Windows Servi|

b L2 Microsoft Windows Shell| 5 Copy 13

=% Subscrptions oo B ecirey S IS pe— Author: Prof Bill Buchanan

Pl — vl G Refresh =
Clears events from log.
» . a

[ EventProperties
T) Attach Task To This....

The audit log was cleared.
Subject:
SecuritvID: BILLS\il
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— Time ]
S —p stamp L _Hash L Mirror
= files signature data
A key element is the preservation and Store
validation of data. Thus data must be time data
stamped and validated.

C:\www>md5 *.html

7D0F73144AEDAF037147258C563A7959
5B61DD53B7A206496A7074225AAE257F
CEDE68C1D8A5119889BE28F69F60EACO
AD81F20B8AE407BE959997F129056E3B
7EC1053391DD226834D98B6C151EA257
7C1DCB92E205D1398AD63D4911403898
D2E6EBD20AAAADEQ1DC79480F2C8F498
C12BDD1533DDB1529E299C838E7A056D
0A1091032BE1B7A07ABD5BCEC6904DC1
FEBOCO1B366ECD6D81FDOF908466F6B6
583C036086049E1DD5A9319578F99765
23A8E4119BC3F8BCC5BA6C7A9492FF5D
8ABCFB4143EC7D93FE43B219578EF809

128-bit fingerprint of files
404 htm (3.40x10%)

active_directories.html
ad_arc.html
ad_form.html
adcbook.html
adcbookl.html
adpcbook.html
apcbook.html
apcbookl.html

asmn.html
asmn_activities_week.html
asmn_mo. html
asmn_notes.html

Author: Prof Bill Buchanan




H

echo
date
echo
time
echo
ipcon
echo
dir /

md5 *
zip *

. etc

Automated script written, which does the following:

1. Details of incident taken (IP address, MAC address, and so on).
2. Directory listing taken.

3. MD5 fingerprint taken for each file.

4. Files ZIP’ed into a single folder, with full path names.

and so on.

Report_host_date time.txt @
Files_host_date_time.txt %
ost-under-investigation Backup storage

Date > report_host_date_time.txt

>> report_host_date_time.txt

Time >> report_host_date_time.txt

>> report_host_date_time.txt

IPCONFIG details >> report_host_date_time.txt
fig /all >> report_host_date_time.txt
Directory Listing >> report_host_date_time.txt
s >> report_host_date_time.txt

.* /s >> report_host_date_time.txt

.* /s >> files_host_date_time.txt

md5 files_host_date_time.zip >> report_host_date_time.txt

Author: Prof Bill Buchanan




BALLROOM Prof. PLUM REVOLVER

PROFESSOR PLUM

d

WN1d ¥OS53i0¥

o
o)
S
3
o
|
d
d

ing

COLONEL_MUSTARD

%

L k,.'\(
¢ - - )

= rS

c
G 9 [ auvisnw 13INO10D |
-5

ZMIO=——X

@YELTE:

G |

JOZVniwe > -00 >

E
©
i
©
‘-

AHOLVYAYISNOD

L

Author: Prof Bill Buchanan




Information

hiding
[ | |
Covert : Copyright
channels Steganography Anonymity marking
Linguistic Technical Robust Fragile
copyright
steganography steganography marking watermark

Fingerprinting Watermarking

|
Imperceptible Visible
watermarking watermarking

Author: Prof Bill Buchanan
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LIl
Wi
500
U Q

£ Macromedia Fireworks MX 2004 - [Untitled-1.png @ 100% (Text)*]

Wiew Select  Modify Text Commands Fikers ‘Window Help
i b Cptimize
Untitled-1.prg* g X = =
i W Layers =
Criginal Prewvi 2-U 4-1J
o Criginal | @Preview [LJ2-Up EQ4-Up @ [/ 100 |+ narmal v
adl F= ] = web Laver e
B & # &= Layer 1 a
e
E
Frarme 1 7 5 i
£ P Assets
o
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w179 | % |59 |["S | v =0 v Z L/ smooth anti-alias v
Hifss | ¥i|121 || & 100% M =0 @ [¥] Auto kern A
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¢ Macromedia Fireworks MX 2004 - [Untitled-1.png @ 100% (Text)*] Mi=E3
Eile Edit Miew Select Modify  Text Commands  Fikers ‘Window Help

........................ 1 P, ':'I:Itll'l'llze
Select Untitled-1 pes e —— — i
" g 2 Original 2 Macromedia Fireworks MX 2004 - [graphic.png @ 100% (Text)*] I- |E|F$_<|
Figina o 1= | (-]
a" :ﬂ' 2 File Edit Miew Select Modify Text Commands Filkers bindow  Help
]
= R Fo i I I (T h OptIITIIZE
Select graphic.png*® = ¢ Layers =
Bit . |
Ir“I-:I'I'Inélgl:lj ET; G Criginal | B Preview [T]2-Up EH4-Up @;) DESD |VINDrmaI e
1 ‘l A L
T a i i ey “N o= = weh Layer 1B
N, f Eitmap B & & & Laver 1 O
ﬁ ‘g !'"jv Pv a
b & N
ﬁ' @T - &
Veckor j é
g 4 @, Yector
= O A /7 .
S N O A
© 2 A
ﬂ -
© Web
D % \Webh
0. 7, oy
=] iy
H — Frame 1 £ B
Zalars Calors bt ik fAssets
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@ -r : w Proper| @ ! i w Properties o S
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File Edit
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%—Lﬁee Hex Editor Neo @Mn
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Myzip.zip
l Atribute N\ Value 4
: File \  (:\go_zip
(0]0] ZIPLOCSIG HEX 04034B50 ;Local File Header Signature
Myzip.doc [§o4 ZIPVER pw 0000 -Version needed to extract
06 ZIPGENFLG Dw 0000 ;General purpose bit flag
08 ZIPMTHD bw 0000 ; Compression method
[ 0A ZIPTIME Dw 0000 Last mod file time (MS-DOS)
0cC ZIPDATE Dw 0000 ;Last mod file date (MS-DOS)
0] 3 ZIPCRC 00000000 ; CRC-32
12 ZIPSIZE 00000000 ;compressed size
16 ZIPUNCMP 00000000 ;uncompressed size
1A ZIPFNLN Dw 0000 ;Filename length
1C ZIPXTRALN DW 0000 *Extra field 'Iength
1E ZIPNAME DS ZIPFNLN * filename
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00000170 | ca c4 dl bf af 6a c2 §e 7a 82 6b aa 29 9f f£4 cd EiR;jdZz, ¢2)¥el
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Hello how
are you?

Image does not change as
text is hidden in the JPEG
conversion

Author: Prof Bill Buchanan

Stenography involves hiding information in the body of the content
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Forensic

Original image

Image+Message

Changes that are made are
small and cannot be picked-up
by the human eye, unless the
image is zoomed-in

Author: Prof Bill Buchanan

Stenography involves hiding information in the body of the content
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Covert channels have been used
by secret operations for a long time,
such as:

- Passing a briefcase in a busy place.
- Hiding microfilms in objects.
- Using templates for typewritten text

Author: Prof Bill Buchanan

Covert channels




Let everyone tango.
This has Edward’s
mind in some simple
inquiry of nothing,

before everyone gets
into Nirvana.

Covert channels




Let everyone tango.
This has Edward’s

mind In some simple

inquiry of nothing,
before everyone gets
into Nirvana.

Let the mission begin “

Author: Prof Bill Buchanan
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Internet
Bank records commé;é;\é;::}atlons Wire taps
‘ %g d
O]
Internet
Suspect B
Postal
messages
9 Email
messages

A covert channel is
typically used when the

suspects know that they
are being monitored

Author: Prof Bill Buchanan
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Suspect B Suspect B

I
- i &)
/ = I Start

process
- S W 4

process

[z

Detect
process

Detect
process

Covert
channels

Storage covert channels are where .

one process uses direct (or Covert timing channels use the
indirect) data writing, whilst modulation of certain resources,
another process reads the data. It such as the CPU timing, in order to
generally uses a finite system exchange information between
resource that is shared between processes.

entities with different privileges.

Covert channels (Storage and timing
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IP header TCP header

Version | Header len. Type of service TCP Source Port
Total length TCP Destination Port
Identificatilon
O/D|M Fragmknt Offset | SEYUELED N Uies
| Time-to-live (TTL) | Protocq|
Acknowledgement Number
\ Header Chec}(sum /
Data Offset Flags/Reserved
— Source IP Address — Wind
indow
o Checksum
— Destination IP Address — :
Urgent Pointer

Fragment Offset

Urgent Pointer

Vime-to-live (TTL) Data Offset
dla Sse

Identification

Possible Covert Channel Fields

Author: Prof Bill Buchanan

IP and TCP Covert Channels




FIS. Wiy — g e d G P e 24

Version | Header len. Type of service

Total length
Identification
O0|D|M Fragment Offset
Time-to-live (TTL) Protocol

Header Checksum

— Source IP Address —

— Destination IP Address —

IP Header.

IPv4 ID: This field is an
identification field and is
primarily used for uniquely
identifying fragments of an
original IP

Source: David Llamas

Webwall - bipd e bl g

Rl € armidd @ harsspl Bl gn P ddE Lk rarees

Author: Prof Bill Buchanan

IPv4 ID Field
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DNS Request
Src IP: Bob IP
Dest IP: DNS Server

/| Dest port: 53
Request: www.fred.com

S

Root level
DNS
-
- Next-level Next-level
DNS Reply - DNS DNS (dns.com)
Src IP: DNS IP S i
Dest IP: Bob IP X
Src port: 53 i Local
Reply: 192.168.0.2 DNS Domain
(fred.com)
Authoritative
) ] server
Validname — » |IN NS dns.com '
servers
IN A 192.168.0.1
) www IN A 192.168.0.2 NS www.fred.com
Sub-domains " |mail IN A 192.168.0.3 0
x @
Author: Prof Bill Buchanan

DNS Covert Channels




Bob

\ \
\
\ S
J \ Q
\ . J
\ § Root level
DNS Request \
Src IP: Alice IP \ DNS
Dest IP: DNS Server \
Request: www.fred.com \
X -
- Next-level Next-level
DNS DNS (dns.com)
0 L
- - M Local
e DNS Domain
DNS Reply (fred.com)
Src IP: DNS IP
Dest IP: Alice IP

Reply: www.fred.com
Reply: 192.168.0.3

Authoritative
- server

www.fred.com

Author: Prof Bill Buchanan

DNS Covert Channels




Bob

\
\
\
\
\
\

DNS Request
Src IP: Bob IP
Dest IP: DNS Server
Request:

kOhlbGxvLCBob3cgYXJIl
HlvdT8=.fred.com

Hello, how are
you?

you? -

DNS Reply

Src IP: Fred’'s DNS

Dest IP: Bob IP

Reply:
kOknbSBmaW5IIC4uLiBh
bmQgeW91Pw==

I'm fine ... and —

Root level

DNS

Next-level

DNS (dns.com)

Domain
(fred.com)

Authoritative

i server Alice

www.fred.com

or: Pr

N

DNS Covert Channels




DNS Request

www.strangeYYY.com
“Non-recursive lookup”

Request:
www.strangeYYY.com \\\
\ Q
\
\\ §
\ DNS
\
\
)
Next-level
% DNS =
Prad s Local -
- DNS
DNS Request .
Request: If exists — “1”

If does not exist — “0”

Root level

Next-level
DNS (dns.com)

Author: Prof Bill Buchanan

DNS Covert Channels (Timino
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Ways to implement covert channels:
Reordering

Case Changing

Optional Headers/Values/Flags
New Header

Linear spacing characters

Modifying server object

Detection:

¢ Protocol-based
e Signature-based
¢ Behaviour-based

Author: Prof Bill Buchanan

Application Layer Covert Channels (HTTP




1% request

GET/HTTP/1.1
Accept: */*
Accept-Language: en-gb
Accept-Encoding: gzip, deflate Transmission: ‘0’
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)

@l Host: www.bbc.com

| Connection: Keep-Alive

GET / HTTP/1.1

Accept: */*

Accept-Language: en-gb

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)
Connection: Keep-Alive

Host: www.bbc.com

Transmission:’1’

Author: Prof Bill Buchanan

HTTP Covert Channel (Re-orderingo



GET/HTTP/1.1

Accept: */*
Accept-Language: en-gb
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)
Host: www.bbc.com
ConnECtlon: Keep-Alive

0x72 -"R”

Author: Prof Bill Buchanan

HTTP Covert Channel (Changing case




st
GET /HTTPI 1

Accept: */*

Accepi-Language: en-go T ission: ‘0’
Accept-Encoding: gzip, deflate ransmission:
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)

Host: www.bbc.com

Connection: Keep-Alive

Joer 1rren.

Accept: text/xml, */*;q=0.5
\ Accept-Language: ein-go
Accept-Encoding: gzip, deflate Transmission: ‘1’

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)
Host: www.bbc.com

Connection: Keep-Alive

Author: Prof Bill Buchanan

HTTP Covert Channel (Optional flags/fields




GET/HTTP/1.1

Accept: */*

Accept-Language: en-gb

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)
Host: www.bbc.com

Connection: Keep-Alive

Covert-Channel: My Covert Channel

Author: Prof Bill Buchanan

HTTP Covert Channel (New field




GET/HTTP/11
Accept: */*
Accept-Language: en-gb

Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0

Host: www.bbc.com
Connection: Keep-Alive

GET[SP]/[SP]HTTP/1.1[CRLF]
Accept:[SP]*/*[HTI[SP][SP][HTI[SP][SP][SP][CRLF]
Accept-Language:[SP]en-gb[CRLF]
Accept-Encoding:[SP]gzip, [SP]deflate[CRLF] [SP] ~ SPACE - 0
User-Agent:[SP]Mozilla/4.0[CRLF] [HT] ~TAB - 1
Host:[SPJwww.bbc.com[CRLF] [CRLF] CR + LF
Connection:[SP]Keep-Alive[CRLF]

01001000 = "H"

HTTP Covert Channel (Spacing characters
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GET /news.
GET /news.

GET /news.

GET /news.

Author: Prof Bill Buchanan

HTTP Covert Channel (Timing channel
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ICMP

Investigation activity

DNS
activity

TCP flags

Analysis

Application
Protocol
activity

ARP
activity

L
n
o
O
—
o

L

Author: Prof Bill Buchanan

Example investigations




(@] seg? - Ethereal

| OperaWidgets ] [:]

File Edit View Go

5w e

Eilter:

Capture Analyze Statistics Help

PAxRE RQe»mF L EBE QQAQF MBX O

¥ Expression... Clear Apply

MNo. - Time Source Destination Protocol Info i
5 0.004633 39.8.29.15 10.0.1.168 TCP http > 21004 [SYN, ACK] Seq=0 Ack=1 Win=32736 Len=0 M55=1460
32 0.500413 39.8.29.15 10.0.1.168 TCP http = 21005 [5¥N, ACK] Seq=0 Ack=1 Win=32736 Len=0 M55=1460
44 0.720199 39.8.29.15 10.0.1.168 TCP http = 21006 [5¥N, ACK] Seq=0 Ack=1 Win=32736 Len=0 M55=1460
48 0.740278 39.8.29.15 10.0.1.168 TCP http = 21007 [S5¥N, ACK] Seq=0 Ack=1 wWin=32736 Len=0 M55=1460
52 0.760518 39.8.29.15 10.0.1.168 TCP http > 21008 [S¥N, ACK] Seq=0 Ack=1 Win=32736 Len=0 M55=1460
56 0.780501 39.8.29.15 10.0.1.168 TCP http > 21010 [SYN, ACK] Segq=0 Ack=1 Win=32736 Len=0 M55=1460
62 0.860525 39.8.29.15 10.0.1.168 TCP http > 21020 [5¥N, ACK] Seq=0 Ack=1 Win=32736 Len=0 M55=1460
66 0.8B0305 3908125 1S 10.0.1.168 TCP http > 21021 [SYN, ACK] Seg=0 Ack=1 Win=32736 Len=0 M55=1460
76 1.020540 39.8.29.15 10.0.1.168 TCP http = 21022 [S5¥N, ACK] Seq=0 Ack=1 Win=32736 Len=0 M55=1460
84 1.141232 39.8.29.15 10.0.1.168 TCP http > 21023 [SYN, ACK] Seq=0 Ack=1 Win=32736 Len=0 M55=1460
97 1.350033 39.8.29.15 10.0.1.168 TCP http > 21024 [S¥N, ACK] Seq=0 Ack=1 Win=32736 Len=0 M55=1460
101 1.370022 39.8.29.15 10.0.1.168 TCP http = 21036 [5¥N, ACK] Seq=0 Ack=1 wWin=32736 Len=0 M55=1460
106 1.390747 39.8.29.15 10.0.1.168 TCP http > 21037 [SYN, ACK] Segq=0 Ack=1 Win=32736 Len=0 M55=1460
118 1.600456 39.8.29.15 10.0.1.168 TCP http = 21038 [S¥N, ACK] Seq=0 Ack=1 Win=32736 Len=0 M55=1460
123 1.622301 39.8.29.15 10.0.1.168 TCP http > 21039 [SYN, ACK] Seg=0 Ack=1 Win=32736 Len=0 M55=1460
128 1.6B0198 39.8.29.15 10.0.1.168 TCP http = 21052 [5¥N, ACK] Seq=0 Ack=1 Win=32736 Len=0 M55=1460
135 1.761588 39.8.25.15 10.0.1.168 TCP http > 21055 [SYN, ACK] Segq=0 Ack=1 Win=32736 Len=0 M55=1460

139 1.781256 39.8.29.15 10.0.1.168 TCP http = 21056 [5¥N, ACK] Seq=0 Ack=1 wWin=32736 Len=0 M55=1460 v

Ethernet II,

+ O F

Transmission

Frame 22645 (60 bytes on wire, 60 bytes captured)

Internet Protocol, Src: 39.8.29.15 (39.8.29.15), Dst: 10.0.1.5 (10.0.1.5)

Src: 3com_de:54:36 (00:60:97:de:54:36), Dst: 10.0.1.1 (00:0c:ce:85:ab:60)

control Protocol, Src Port: http (B0), Dst Port: 21556 (21556), Seq: 0, Ack: 1, Len: 0

0000 00 Oc ce
0010 00 2c 69
0020 01 05 00
0030 7f e0 14

85 ab 60 00 60 97 de 54 36 08 00 45 00 ..... TR o s o
36 00 00 40 06 c2 7a 27 08 1d Of Oa 00 Saibln@l SEidaan
50 54 34 40 bc ¢l 9c 05 1c 58 94 60 12 LLLPTAR, LT
8d 0D 00 02 04 05 b4 05 4 ...,

| File: "c:\docs\adv_security\notes2005_2006\cour... [P: 100000 D: 3438 M: 0

tcp.flags.syn ==

Author: Prof Bill Buchanan

CP flags




@ seg? - Ethereal | e Wik J [:]

File Edit View Go Capture Analyze Statistics Help
= & e PR xS RQe»oF L EBE QAQAR @YEX O

Filter: |tcp_ﬁags_9yn ==1 and tep flags.ack == ¥ Expression... Clear Apply
Mo. - Time Source Destination Protocal Info i

1083 15.216535 68.37.75.158 10.0.1.50 TCP 9373 = smtp [SYN] Seq=0 Ack=0 win=512 Len=0 M55=1460

1109 15.275240 68.37.75.158 10.0.1.50 EE 9428 > smtp [SYN] Seq=0 Ack=0 wWin=512 Len=0 M55=1460

1908 24.931707 128.129.31.12 10.0.1.14 TCP 1626 = 22 [5YN] Seg=0 Ack=0 wWin=5840 Len=0 MS5=1460 TSv=1306422 TSER=0 W5=2

2378 30.6592250 128.125.31.72 10.0.7.36 TCP 3123 > 77 |SYN| Seq=0 Ack=0 Win=5840 Len=0 M55=1460 TSV=1312183 TSER=0 W5=2

3224 39. 308651 T 1 B R ) 10.0.1.169 TCP 9429 > smtp [SYN] Seg=0 Ack=0 wWin=512 Len=0 MS5=1460

3658 44.148527 | AT A A | 10.0.1.50 EE 9430 > smtp [SYN] Seg=0 Ack=0 wWin=512 Len=0 MS5=1460

6020 72.981278 66.27.251.21 10.0.1.207 e 9553 > finger [5YN] Seg=0 Ack=0 win=512 Len=0 M55=1460

8226 99.416849 66.7.248.153 10.0.1. 50 TEER 9814 > smtp [SYN] Seq=0 Ack=0 win=512 Len=0 M55=1460
10911 130.150324 68.227.33.189 10.0.1.50 TCP 10068 = smtp [5YN] Seg=0 Ack=0 win=512 Len=0 M55=1460
10928 130.210549 68.227.33.189 10:0.1.50 TCP 10133 > smrp [5YN] Seg=0 Ack=0 win=512 Len=0 M55=1460
10951 130.269541 68.227.33.189 10.0.1.149 TCP 10196 > smtp [SYN] Seq=0 Ack=0 wWin=512 Len=0 M55=1460
13905 162.744772 67.73.151.50 10.0.1.168 iEE 10250 > smtp [S5YN] Seq=0 Ack=0 Win=512 Len=0 MS5=1460
14271 167.535930 67.73.151.50 10.0.1.148 TCP 10252 > smrp [5YN] Seg=0 Ack=0 win=512 Len=0 M55=1460
14885 176.451177 66.27.251.21 10.0.1.149 ER 10253 = finger [5¥N] Seq=0 Ack=0 win=512 Len=0 M55=1460
17658 212.856543 67.115.218.108 10.0.1.84 TCP 10642 = smtp [5YN] Seg=0 Ack=0 win=512 Len=0 M55=1460
17671 212.894112 67.115.218.108 10.0.1.169 TCP 10705 > smtp [5YN] Seg=0 Ack=0 win=512 Len=0 M55=1460
17684 212.942104 67.115.218.108 10.0.1. 207 TCP 10706 > smtp [SYN] Seq=0 Ack=0 win=512 Len=0 M55=1460
17695 212.994982 67.115.218.108 10.0.1.194 EE 10774 > smtp [5YN] Seq=0 Ack=0 Win=512 Len=0 MS5=1460 “

Frame 2378 (74 bytes on wire, 74 bytes captured)

Ethernet IT, Src: 10.0.1.1 (00:0c:ce:85:ab:60), Dst: 10.0.1.16 (00:01:02:a0:f2:d3)

Internet Protocol, Src: 128.129%.31.12 (128.129.31.12), Dst: 10.0.1.16 (10.0.1.16)

Transmission Control Protocol, Src Port: 3123 (3123), Dst Port: 22 (22), Seq: 0, Ack: 0, Len: O

+ [+ F +

0000 00 01 02 a0 2 d3 00 Oc ce B5 ab 60 08 00 45 00 ........ e
0010 00 3c b2 52 40 00 3f 06 de cc B0 Bl 1f Oc 0a 00 L RELLTL Sismsans
0020 01 10 Oc 33 00 16 e7 c6 b¥ e5 00 00 00 00 a0 02 . L

0030 16 d0 d4 d7 O0 0D 02 04 O5 b4 04 02 08 0a 00 14  ...vvvvr vunnwsnnn
0040 05 b7 00 00 OO OO 01 O3 O3 02 Lo i

[File: "c:\docs\adv_security\notes2005_2006\cour... [P: 100000 D: 46 M: 0

tcp.flags.syn == 1 and tcp.flags.ack ==

Author: Prof Bill Buchanan

CP flags



|@ seg1 - Ethereal

| Operawidgets J

BEX)

File Edit View

= & el

Go Capture Analyze Statistics

Help

Filter: |tcp_p0rt =M

¥ Expression... Clear Apply

ERx8 Qe»0FLIEE QQQEF MM

X g

Mo Time Source Destination Protocal - Info |
28335 290.636926  44.16.113.50 10.0.1.69 FTP Reguest: NLST
28339 290.654026 44.16.113.50 10.0.1.69 TCP 1026 > ftp [ACK] 5eq=125 Ack=435 Win=4096 Len=0
28340 290.654443 44.16.113.50 10.0.1.69 TCP 1026 > ftp [ACK] Segq=125 Ack=459 Win=4096 Len=0
28341 290.655277 44.16.113.50 10.0.1.69 FTP Request: CwWD archive
28342 290.655768 44.16.113.50 10.0.1.69 TCP 1026 > frp [Ack] Seq=138 Ack=488 win=4096 Len=0
28343 290.655993 44.16.113.50 10.0.1.69 FTP Request: PORT 172,16,113,50,4,5
28344 290.656401 44.16.113.50 10.0.1.69 FTP RequestT: NLST
28349 290.674163 44.16.113.50 10.0.1.69 TCP 1026 = ftp [ACK] Seq=168 Ack=5373 Win=4096 Len=0
28350 290.676675 44.16.113.50 10.0.1.69 TCP 1026 > ftp [ACK] 5eq=168 Ack=597 Win=4096 Len=0
28351 290.677156 44.16.113.50 10.0.1.69 FTP Request: CWD music
28352 290.696206 44.16.113.50 10.0.1.69 TCP 1026 > ftp [ACK] 5eq=179 Ack=626 Win=4096 Len=0
PRIRIT AN ARARRTA 44 1/ 112 RN 10 N1 /RO ETE Benuest - PART 172 168 112 SN 4 A V_

+ Frame 28335 (60 bytes on wire, 60 bytes captured)
=l Ethernet II, Src: Cisco_04:41:bc (00:00:0c:04:41:bc), Dst: 10.0.1.1 (00:0c:ce:85:ab:60)
pestination: 10.0.1.1 (00:0c:ce:85:ab:60)
Source: Cisco_04:41:bc (00:00:0c:04:41:bc)
Type: IP (0x0800)
Internet Protocol, src: 44.16.113.50 (44.16.113.50), Dst: 10.0.1.69 (10.0.1.69)
Transmission Control Protocol, Src Port: 1026 (1026), Dst Port: ftp (21), sSeq: 119, ack: 380, Len: &
Source port: 1026 (1026)
Destination port: ftp (21)

5

Sequence number: 119

({relative seguence number)

[Next seguence number: 125
Acknowledgement number: 380

(relative sequence number)]
(relative ack number)

Header Tength: 20 bytes
# Flags: Ox0018 (PSH, ACK)
wWindow size: 4096
Checksum: 0x32c9 [correct]
=l File Transfer Protocol (FTP)
= NLSTYr\n
Request command: NLST

D000 OO0 Oc ce 85 ab 60 00 00 Oc 04 41 bc 08 00 45 00
0010 00 2e 07 b6 00 00 3b 06 cf Bd 2c 10 71 32 Oa 00
0020 01 45 04 02 00 15 2d 57 6¢ 78 67 a2 10 43 50 18
0030 10 00 32 c9 00 00 4e 4c 53 54 Od Da

tcp.port. == 21

Author: Prof Bill Buchanan




@ capture? - Ethereal

=%

File Edit View Go Capture Analyze Statistics Help
L] i
= EPRAx®E Qe»oF L EEQQQH @MEX B
Eﬂmr:|udp.pnﬂ ==h3 * Expression... Clear Apply
Mo, - Time Source Destination Protocol | Info
77 17.575797 19595.92.155.94 192.168.1.102 DNS standard query response A 131.107.113.76
114 31.068585 192.168.1.102 155.92.195.94 DNS standard query PTR 103.1.168.192.in-addr.arpa
115 31.109458 195.952.195.94 192.168.1.102 DNS standard query response, No such name
131 40.776286 192.168.1.102 195.92.195.94 DNS standard query A www.tri.napier.ac.uk
133 40.816157 195.92.195.94 192.168.1.102 DNS Sstandard query response CNAME tri.napier.ac.uk a 146.176.1.121
943 67.186499 192.168.1.102 195.92.195.94 DNS standard query A www.google.com
944 67.227317  195.92.195.94 192.168.1.102 DNS Standard query response CNAME www.1.google.com A 66.102.9.104 A 66.102.9.147 A &
976 129.420758 192.168.1.102 195.92.195.94 DNS Standard query A ftp2.dcs.napier.ac.uk
977 129.476450 195.92.195.94 192.168.1.102 DNS Standard query response CNAME titan.napier.ac.uk A 146.176.166.6
978 129.486704 192.168.1.102 155.92.195.94 DNS Standard query PTR 6.166.176.146. in-addr. arpa
979 129.527025 195.92.195.94 192.168.1.102 DNS Standard query response PTR www.titan.napier.ac.uk
1027 165.452483 192.168.1.102 155.92.195.94 DNS Standard query PTR 100.1.168.192. in-addr.arpa
1028 165.493560 195.92.195.94 192.168.1.102 DNS Standard query response, No such name
1079 223.443918 192.168.1.102 155.92.195.94 DNS Standard query PTR 94.1095.92.195. in-addr.arpa
1080 223.486408 195.92.195.94 192.168.1.102 DNS Standard query response PTR resolverl.swvr.pol.co.uk
1081 223.492797 192.168.1.102 195.92.195.94 DNS Standard query A waww.intel.com
1082 223.520744 195.92.195.94 192.168.1.102 DNS Standard query response CNAME www.glb.intel.com A 198.175.96.33
1083 233.035639 192.168.1.102 195.92.195.54 DNS Standard query PTR 94.195.92.195. in-addr.arpa
1084 233.114347 195.92.195.94 192.168.1.102 DNS Standard query response PTR resolverl.swvr.pol.co.uk
1085 Z33.115488 192.768.1.107 195.92.10585.594 DNS Standard query A www.microsotft.com .
1086 233.143326 195.92.195.94 192.168.1.102 DNS standard query response CNAME toggTE.www.m5.akadr5.net CNAME g.www.ms. akadns. net

+ Frame 1085 (77 bytes
= Ethernet II,
Destination: 192.168.1.1 (00:0c:41:f5:23:d5)
Source: 192.168.1.102 (00:15:00:34:02:F0)
Type: IP (0x0800)
+ Internet Protocol,
+# User Datagram Protocol, Src Port: 1399 (1399),
- Domain Mame System (query)
Transaction ID: 0Ox0002
+# Flags: 0x0100 (standard query)
Questions: 1
Answer RRs: 0
authority RRs: 0

on wire,

Src: 192.168.1.102 (192.168.1.102),

77 bytes captured)
Src: 192.168.1.102 (00:15:00:34:02:T0),

Dst Port: domain (53)

Dst: 192.168.1.1 (00:0c:41:f5:23:d5)

Dst: 195.92.195.94 (195.92.195.94)

DNS Query

0000 00 Oc 41 f5 23 d5 00 15 00 34 02 T0 08 00 45 00 O T
0010 00 3f 0a 87 00 00 80 11 e7 5d c0 a8 01 66 c3 5¢C ST ] Seil
0020 ¢3 5e 05 77 00 35 00 2b 01 3d 00 02 01 00 00 01 AW.5.+ =00,
0030 00 00 00 00 00 Q0 03 77 77 77 09 6d 69 63 72 6F  ....... W ww.micro
0040 73 6fF 66 74 03 63 6Ff 6d 00 00 01 00 O1 soft.com .....

?

Author: Prof Bill Buchanan
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(&) capture? - Ethereal

=/2/&d

File Edit WView Go Capture Analyze Statistics Help
A T PR
Bl & BEx®EE Qer0F 2 BEEH QA MbMEB X O
Filter: |udp.p0rt ==5h3 ~ Expression... Clear Apply
MNa. - Time Source Destination Protocol | Info &
77 17.575787 195.92.195.94 1%2.168.1.102 DNS standard query response A 131.107.113.786
114 31.06B585 192.168.1.102 195.92.195.94 DMNS standard query PTR 103.1.168.192.1in-addr.arpa
115 31.109458 195.92.195.94 192.168.1.102 DNS standard query response, No such name
131 40.776286 192.168.1.102 195.92.195.94 DNS standard query A www.tri.napier.ac.uk
133 40.816157 195.92.195.94 192.168.1.102 DNS Standard query response CNAME tri.napier.ac.uk A 146,176.1.121
0943 67.186489 192.168.1.102 195,.92,.195.94 DNS Standard query A www.google.com
944 ©7.227317 195.92.195.94 192.168.1.102 DNS standard query response CNAME www.l.google.com A 66.102.9.104 A 66.102.9.147 A 6
976 129.420758 192.168.1.102 195.92.195.94 DNS standard query A ftp2Z.dcs.napier.ac.uk
977 129.476450 195.92.195.94 192.168.1.102 DNS Standard query response CNAME titan.napier.ac.uk A 146.176.166.86
978 129.486704 192.168.1.102 195.92.195.54 DNS Standard query PTR 6.166.176.146. in-addr.arpa
979 129, 527025 195.92.195.94 192.168.1.102 DNS Standard query response PTR www.Titan.napier.ac.uk
1027 165.452482 192.168.1.102 195.92.195.94 DNS Standard query PTR 100.1.168.192.1in-addr.arpa
1028 165.493560 195.92.195.94 192.168.1.102 DNS Standard query response, No such name
1079 223.443918 192.168.1.102 195.92.195.94 DNS Standard query PTR 94.195.92.195.in-addr.arpa
1080 223.486408 195.92.195.94 192.168.1.102 DNS standard query response PTR resolverl.svr.pol.co.uk
1081 223.492797 192.168.1.102 195.92.195.94 DNS standard query A www.intel.com
1082 223.520744 195.92.195.94 192.168.1.102 DNS standard query response CNAME www.glb.intel.com A 198.175.96.33
1083 233.035639 192.168.1.102 195.92.195.94 DMNS standard query PTR 94.195.92.195.in-addr.arpa
1084 233.114347 195.92.195.94 192.168.1.102 DNS standard query response PTR resolverl.svr.pol.co.uk
1085 Z233. 1715488 1572.768.1.102 155.587.7585.594 DNS Standard query A www.microsotT.com
1086 233.143326 195.92.195.94 192.168.1.102 DNS standard query response CNAME togg1e.www.m5.akadnf.net CNAME g.www.ms. akadns. net |«
+ Frame 1086 (552 bytes on wire, 5532 bytes captured) "~
= Ethernet II, Src: 192.168.1.1 (00:0c:41:f5:23:d5%), Dst: 192.168.1.102 (00:15:00:34:02:f0)
Destination: 192.168.1.102 (00:15:00:34:02:F0)
source: 192.168.1.1 (00:0c:41:f5:23:d5)
Type: IP (0Ox0800)
# Internet Protocol, Src: 195.92.195.94 (195.92.195.94), Dst: 192.168.1.102 (192.168.1.102)
+# User Datagram Protocol, Src Port: domain (53}, Dst Port: 1399 (1399)
= Domain Name System (response)
Transaction ID: 0x0002
+# Flags: Ox8180 (Standard guery response, No error)
Questions: 1 DNS Response
Answer RRs: 11
plEDeILY RESe S v
0000 OO0 15 00 34 02 TO 00 Oc 41 T5 23 d5 08 00 45 00 i 1 A.#...E -
0010 02 1a 00 00 40 00 3e 11 f2 09 c3 5c c3 5e c0 a8 STl
0020 ©O1 &6 00 35 05 77 02 06 ff 52 00 02 81 80 0O 01 f.5.w o A PN
0030 00 Ob 00 Ob 00 04 03 77 77 77 09 6d 69 63 72 of ....... W ww.micro
0040 73 &f 66 74 03 63 6f 6d 00 00 01 00 01 cO Oc 0O soft.com ........
(AR~ NS AN N1 An NN Nk Na Ao 1=~ NE 74 &F EF7 &7 &~ EC +rmmTn i
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Filter: |Udp.p0|‘t == 43 ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocel | Info £
77 17.575797 195.92.195.94 192.168.1.102 DNS standard query response A 131.107.113.76
114 31.068585 192.168.1.102 195.92.195.94 DNS standard query PTR 103.1.168.192.in-addr.arpa
115 31.109458 195.92.195.94 192.168.1.102 DNS standard query response, No such name
131 40.776286 192.168.1.102 195.92.195.94 DNS standard query A www.tri.napier.ac.uk
133 40.816157 195.92.195.94 192.168.1.102 DNS standard query response CNAME tri.napier.ac.uk A 146.176.1.121
943 67.186499 192.168.1.102 195.92.195.94 DNS standard query A www.google. com
944 67.227317 195.92.195.94 192.168.1.102 DNS standard query response CNAME www.l.google.com A 66.102.9.104 A 66.102.9.147 A &
976 129.420758 192.168.1.102 195.92.195.94 DNS standard query A ftp2.dcs.napier.ac.uk
977 129.476450 195.92.195.94 192.168.1.102 DNS standard query response CNAME titan.napier.ac.uk A 146.176.166.6
978 129.486704 192.168.1.102 195.92.195.94 DNS standard query PTR 6.166.176.146. in-addr. arpa
979 129.527025 195.92.195.94 192.168.1.102 DNS Standard query response PTR www.Litan.napier.ac.uk
1027 165.452483 192.168.1.102 195.92.195.94 DNS standard query PTR 100.1.168.192.in-addr.arpa
1028 165.493560 195.92.195.94 192.168.1.102 DNS standard query response, No such name
1079 223.443918 192.168.1.102 195.92.195.94 DNS standard query PTR 94.195.92.195. in-addr. arpa
1080 223.486408 195.92.195.94 192.168.1.102 DNS standard query response PTR resolverl.svr.pol.co.uk
1081 223.492797 192.168.1.102 195.92.195.94 DNS standard query A www.intel.com
1082 223.520744 195.92.195.94 192.168.1.102 DNS standard query response CNAME www.glb.intel.com A 198.175.96. 33
1083 233.035639 192.168.1.102 195.92.195.94 DNS standard query PTR 94.195.92.195. in-addr. arpa
1084 233.114347 195.92.195.94 192.168.1.102 DNS standard query response PTR resolverl.swvr.pol.co.uk
1085 233.115488 192.168.1.102 195.92.195.94 DNS standard query A www.microsoft.com
1086 233.143326 195.92.195.94 192.168.1.102 DNS standard query response CNAME toggle.www.ms. akadns.net CNAME g.www.ms.akadns.net |«
Additional RRs: 4 b
+ Queries
- Answers
# www.microsoft.com: type CNAME, class IN, cname toggle.www.ms. akadns. net
+ toggle.www.ms. akadns.net: type CNAME, class IN, cname g.www.ms.akadns.net
+ g.www.ms. akadns.net: type CNAME, class IN, cname Tbl.www.ms.akadns. net
# 1bl.www.ms. akadns.net: type A, class IN, addr 207.46.18.30
# 1bl.www.ms. akadns.net: type A, class IN, addr 207.46.225.860
+ 1bl.www.ms. akadns.net: type A, class IN, addr 207.46.19.30
+ 1bl.www.ms. akadns.net: type A, class IN, addr 207.46.20.60 IP addresses
# 1bl.www.ms. akadns.net: type A, class IN, addr 207.46.19.80
# 1bl.www.ms. akadns.net: type A, class IN, addr 207.46.199.30 returned
+ 1bl.www.ms. akadns.net: type A, class IN, addr 207.46.198.30 -
0040 6f 66 74 03 63 6f A
0050
0060 77 02 &d
0070 c0 2f 00
0080 cO 55 00 e
(alalstal Cl - Cl

Udp.port == 53
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Filter: |ip.addr ==B6B8.37.75.158 T Expression... Clear Apply
Mo. - Time Source Destination Protocal Info ]
1083 15.216535 BE.37. 75158 10.0.1.50 SR, 9373 > smtp [SYN] Seq=0 Ack=0 win=512 Len=0 M55=1460
1085 15.217603 BB.37.75.158 10.0.1. 50 TCP 9373 > smtp [ACK] Seq=1 Ack=0 wWin=32120 Len=0
1089 15.233285 68.37.75.158 10.0.1.50 SMTP command: EHLO jupiter.cherry.org
1091 15.233900 68.37.75.158 10.0.1.50 SMTP Command: HELO jupiter.cherry.or
1093 15.234651 ©68.37.75.158 10.0.1.50 SMTP Command: MAIL From:<henningt@jupiter.cherry.org=
1095 15.252584 68.37.75.158 10.0.1:50 SMTP command: RCPT To:<yvonnej@zeno.eyrie.af.mil>
1097 15.253648 683775158 10.0.1. 50 SMTP command: DATA
1099 15.254919 68.37.75.158 10.0.1. 50 SMTP Message Body
1101 15.271975 68.37.75.158 10.0.1.50 SMTP Message Body
1103 15.273001 BB.37.75.158 10.0.1. 50 SMTP Message Body
1105 15. 273987 BRI FA A58 10.0.1. 50 TCP 9373 > smtp [FIN, ACK] Seq=927 Ack=380 win=32696 Len=0
1108 15.274909 68.37.75.158 10.0.1. 50 TEE 9373 > smtp [ACK] Seq=928 Ack=381 Win=32695 Len=0
1109 15.275240 BE.37.75.158 10.0.1.50 SR 9428 > smtp [SYN] Seq=0 Ack=0 Win=512 Len=0 M55=1460
1110 15.275894 68.37.75.158 10.0.1.50 =R 9428 > smtp [ACK] Seq=1 Ack=0 Win=32120 Len=0
1317 35.276573  68.37.75.158 10.0.1.50 SMTP command: EHLO jupiter.cherry.org
1112 15.277968 68.37.75.158 10.0.1.50 SMTP Command: MAIL From:<henningt@jupiter.cherry.org>
1113 15.278975 68.37.75.158 10.0.1.50 SMTP Command: RCPT To:<lupitam@pascal.eyrie.af.mil=
1114 15.292232 68.37.75.158 10.0.1.50 SMTP command: DATA v
+# Frame 2583 (60 bytes on wire, 60 bytes captured)
# Ethernet II, Src: Dellcomp_a3:58:23 (00:c0:4f:a3:58:23), Dst: 10.0.1.1 (00:0c:ce:85:ab:60)
+ Internet Protocol, Src: 68.37.75.158 (6B8.37.75.158), Dst: 10.0.1.207 (10.0.1.207)

Transmission Control Protocol, Src Port: smtp (25), Dst Port: 24230 (24230), Seq: 0, ack: 1, Len: O
Source port: smtp (25)
Destination port: 24230 (24230)
Sequence number: 0 (relative sequence number)
Acknowledgement number: 1 {relative ack number)
Header length: 24 bytes
+ Flags: Ox0012 (S¥N, ACK)
Window size: 32736
Checksum: 0x9fd2 [correct]

+# Options: (4 bytes)
0000 00 Oc ce 85 ab &0 00 cO 4f a3 58 23 08 00 FOpNY  ..... 0. X#.
0010 73 00 00 40 06 ed c6 44 25 4b
0020 15 5e a6 12 7 16 2d 88 c7 dc ad 60 12
00320 d2 00 00 02 04 05 b4 05 b4

[nternet Protocol {ip), 20 bytes P: 100000 D: 113 M: 0

ip.addr == 68.37.75.158
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Filter: |ip.addr == 68.37.75.158 and ip.addr ==10.0.1.207 ¥ Expression... Clear Apply
Mo. - Time Source Destination Pratocal Info ]
. 866014 68.37.75.158 10.0.1.207 e smtp > 24730 |S¥YN, ACK] Seq=0 Ack=I Win=32736 Len=0 M55=1460
25384 32.8BA567 68.37.75.158 10.0.1.207 SMTP Response: 220 jupiter.cherry.org Sendmail 4.1/5MI-4.1 ready at Mon, 1 Jun 1998 11:40:14 -0400
2585 32.884923 68.37.75.158 10.0.1. 207 SMTP Response: 500 command unrecognized
2586 32.885171 68.37.75.158 10.0.1. 207 SMTP Response: 250 (pigeon.eyrie.af.mil) pleased to meet you.
2587 32.88B5390 68.37.75.158 10.0.1.207 SMTP Response: 250 <juttar@pigeon.eyrie.af.mil=... Sender Ok
23BB 32.8B5607 68.37.75.158 10.0.1. 207 SMTP Response: 250 <edwinav@jupiter.cherry.orgs> OK
2589 32.BESE18 B6B.37.75.158 10.0.1. 207 TCP smtp > 24230 [ACK] Seq=244 Ack=137 win=32736 Len=0
2580 32.885921 68.37.75.158 10.0.1. 207 SMTP rResponse: 354 Enter mail, end with "." on a 1ine by itself
2591 32.914918 68.37.75.158 10.0.1.207 EE smtp > 24230 [ACK] Seg=294 Ack=1161 Win=32736 Len=0
25392 32.915576 68.37.75.158 10.0.1. 207 SMTP Response: 250 Mail accepted
2593 32.916206 68.37.75.158 10.0.1. 207 SMTP Response: 221 Closing connection
2594 32.916510 68.37.75.158 10.0.1.207 TCP smtp > 24230 [FIN, ACK] Seq=337 Ack=1727 win=32736 Len=0
2595 32.918331 68.37.75.158 10.0.1. 207 IEE smtp > 24230 [ACK] Seq=338 Ack=1728 Win=32735 Len=0
v
+ Frame 2382 (&0 bytes on wire, 60 bytes captured)
® Ethernet II, Src: DellComp_a3:58:23 (00:c0:4f:a3:58:23), Dst: 10.0.1.1 (00:0c:ce:85:ab:60)
= Internet Protocol, Src: 68.37.75.158 (6B.37.75.158), Dst: 10.0.1.207 (10.0.1.207)
= Transmission Control Protocol, Src Port: smtp (25), Dst Port: 24230 (24230), Seq: 0, Ack: 1, Len: O
Source port: smtp (25)
Destination port: 24230 (24230)
Sequence number: 0 (relative sequence number)
acknowledgement number: 1 {relative ack number)
Header length: 24 bytes
# Flags: Ox0012 (S5YN, ACK)
window size: 32736
Checksum: 0x9fd2 [correct]
# options: (4 bytes)
0000 00 Oc ce 85 ab 60 00 cO 4f a3 58 23 08 00 45 00  ..... .. O.X#..E.
0010 00 2c f1 73 00 00 40 06 ed c6 44 25 4b 9e 0a 00 ,.5..8, .. DRK...
0020 01 cf 00 19 5e a6 f2 78 16 2d 98 c7 dc a4 60 12 AL
0030 7f e0 of d2 00 00 02 04 OS5 b4 OS5 B4 _.......

|File: "c:\docsYadv_security\notes2005_2006\cour .. [P: 100000 D: 13 M: 0

ip.addr == 68.37.75.158 and ip.addr ==10.0.1.207
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Filter: |eth.SrC == 00:60:97:de:54:36 ~ Expression... Clear Apply
Ma. - Time Source Destination Protocal Info i
1 0. 000000 9.5, 720. 248 10.0.1.768 TCP | TCP seqgment of a reassembled PDU|
2 0.000187 9.9,20. 248 10.0.1.168 HTTP HTTP/1.1 200 ok (GIF89a)
3 0.000878 9.9.20.248 10.0.1.168 TCP http = 21003 [FIN, ACK] Seq=1304 Ack=0 Win=32736 Len=0
4 0.001879 9.9.20. 248 10.0.1.168 TCP http > 21003 [ACK] Seq=1305 Ack=l Win=32735 Len=0
5 0.004633 39.8.29.15 10.0.1.168 TCP http > 21004 [5YN, ACK] Seq=0 Ack=1 wWin=32736 Len=0 M55=1460
6 0.005719 39.8.29.15 10.0.1.168 TCP http > 21004 [ACK] Seg=1 Ack=163 win=32736 Len=0
7 0.030106 39.8.29.15 10.0.1.168 HTTP HTTP/1.0 200 oK (text/html)
& 0.080080 39.8.29.15 10.0.1.168 HTTP continuation or non-HTTP traffic
9 0.090070 39.8.29.15 10.0.1.168 HTTP Continuation or non-HTTP traffic
10 0.110081 39.8.29.15 10.0.1.168 HTTP Continuation or non-HTTP traffic
11 0.130116 39.8.29.15 10.0.1.168 HTTP Continuation or non-HTTP traffic
12 0.160099 39.8.29.15 10.0.1.168 HTTP Ccontinuation or non-HTTP traffic
13 0.180085 39.8.29.15 10.0.1.168 HTTP Ccontinuation or non-HTTP traffic
14 0.200145 39.8.29.15 10.0.1.168 HTTP continuation or non-HTTP traffic
15 0.230150 39.8.29.15 10.0.1.168 HTTP continuation or non-HTTP traffic
16 0.250083 39.8.29.15 10.0.1.168 HTTP Continuation or non-HTTP traffic
17 0.270093 39.8.29.15 10.0.1.168 HTTP Continuation or non-HTTP traffic
18 0.300171 39.8.29.15 10.0.1.168 HTTP Continuation or non-HTTP traffic v
+ Frame 1 (1078 bytes on wire, 1078 bytes captured) -
= Ethernet II, Src: 3com_de:54:36 (00:60:97:de:54:36), Dst: 10.0.1.1 (00:0c:ce:85:ab:60)
Destination: 10.0.1.1 (00:0c:ce:85:ab:60)
source: Jcom_de:54:36 (00:60:97:de:54:36)
Type: IP (0Ox0B00)
+ Internet Protocol, Src: 9.9.20.248 (9.9.20.248), Dst: 10.0.1.168 (10.0.1.168)
= Transmission Control Protocol, Src Port: http (80), Dst Port: 21003 (21003), Seq: 0, aAck: 0, Len: 1024
Source port: http (80)
Destination port: 21003 (21003)
Sequence number: 0 (relative seguence number)
[Next sequence number: 1024 (relative sequence number)]
Acknowledgement number: 0 (relative ack number)
Header length: 20 bytes
+ Flags: 0x0018 (PSH, ACK)
wWindow size: 32736
Checksum: 0x75f5 [correct]
lReassemhlad PRIl in Fframa- 271 i
0000 00 Oc ce 85 ab 60 00 60 97 de 54 36 08 00 45 00 ..... : T6. .E P
0010 04 28 15 d2 40 00 40 06 7 55 09 09 14 f8 0a 00 (..@.@ .U......
0020 01 aB 00 50 52 Ob aa 2c 76 B4 a9 BB 48 97 50 18 .PR.., V...H.P.
0030 7f e0 75 f5 00 00 48 54 54 50 2f 31 2e 31 20 32 szl WP SRR . 2
0040 30 30 20 4f 4b 0d 0a 53 65 72 76 65 72 3a 20 4d 00 OK..S erver: M
0050 69 63 72 6F 73 6F 66 74 2d 49 49 53 2f 34 2e 30 dcrosoft -IIS5/4.0
0060 0Od Oa 44 61 74 65 3a 20 4d 6f 6e 20 4a 75 6e 20 ..Date: Mon Jun
0070 20 31 20 31 31 3a 33 36 3a 34 31 20 45 44 54 20 1 11:36 :41 EDT
0080 31 39 39 38 0a 43 6f 6e 74 65 6e 74 2d 54 79 7 1998.Con tent-Typ
0090 65 3a 20 69 6d 61 67 65 2f 67 69 66 0Od Da 41 632 e: image /gif..Ac
00a0 63 65 70 74 2d 52 61 6e 67 65 73 3a 20 62 79 74 cept-Ran ges: byt
00b0 65 73 0d 0a 4c 61 73 74 2d 4d 6f 64 69 66 69 65 es..Last -Modifie
00cO 64 3a 20 54 68 75 2c 20 31 39 20 4d 61 72 20 31 d: Thu, 19 mar 1
n0d0 29 39 I8 20 22 20 2a 0 35 Ia 2 20 P20 47 4Ad 54 998 20:0 5:20 GMT inc?

[File: "c:\docs\adv_security\notes2005_2006\cour... [P: 100000 D: 9317 M: 0

eth.src == 00:60:97:de:54:36
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Filter: |eth.SrC == 00:0c:ce:B85:ab:60 ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol Info i)
10 0. 316838 176,120, 31.12 10.0.1.33 TP 2730 = 27 |ACK| 560=0 Ack=0 Win=0956 L&n=0 TSV=1281805 TSER=23000752
27 0.466620 10.0.1.1 10.0.1.1 LOOP Reply
141 1.823842 10.6.1.1 Broadcast ARP who has 10.0.1.1687 Tell 10.0.1.1
188 2.327515 128.129.31.12 10.0.1.33 TCP 2730 = 22 [ACK] Seg=0 Ack=256 Win=9956 Len=0 TSV=1283816 TSER=23999953
303 3.689337 10.0.1.1 Broadcast ARP who has 10.0.1.2347 T1ell 10.0.1.1
338 4.337518 1281253192 10.0.1.33 TCP 2730 > 22 [Aack] seg=0 Ack=528 win=9956 Len=0 TsSv=1285826 TSER=24000154
469 5.693261 i+ I B Broadcast ARP who has 10.0.1.2347? Tell 10.0.1.1
483 5.762739 a4 12 i i Broadcast ARP who has 10.0.1.2047? Tell 10.0.1.1
539 6.348391 128.129.31.12 100133 TCP 2730 > 22 [AcK] Seg=0 Ack=832 win=9956 Len=0 T5V=1287837 TSER=24000355
559 6.562507 a4 i 5 Broadcast ARP who has 10.0.1.1487 Tell 10.0.1.1
6. 807662 x
649 7.702327 a4 T2 i Gl Broadcast ARP who has 10.0.1.2347 Tell 10.0.1.1
695 8.358031 128.129.31.12 10.0.1.33 TCP 2730 > 22 [ACK] Seg=0 Ack=1056 wWin=9956 Len=0 TSV=1289847 TSER=240005356
716 B.587684 a1 e i Broadcast ARP who has 10.0.1.1487 Tell 10.0.1.1
809 9.673488 1002101 Broadcast ARP who has 10.0.1.2047 Tell 10.0.1.1
852 10. 370067 128.129.31.12 10.0.1.33 TCP 2730 > 22 [ACK] Seg=0 Ack=1360 Win=9956 Len=0 T5V=1291859 TSER=24000757
861 10.532142 10.0.1.1 10.0.1.1 LOOP Reply
892 10.964032 1. 6.1.1 Broadcast ARP who has 10.0.1.1687 T1ell 10.0.1.1

+ Frame 19 (66 bytes on wire, 66 bytes captured)

pestination: 10.0.1.33 (00:50:04:35:59:1d)
source: 10.0.1.1 (00:0c:ce:85:ab:60)
Type: IP (0x0800)
© Internet Protocol, Src: 128.129.31.12 (128.129.31.12),
= Transmission Control Protocol, Src Port: 2730 (2730),
source port: 2730 (2730)
Destination port: 22 (22)
Seguence number: 0 (relative sequence number)
Acknowledgement number: 0 (relative ack number)
Header length: 32 bytes
# Flags: Ox0010 (ACK)
window size: 9956
Checksum: 0x74a3 [correct]
% options: (12 bytes)

= Ethernet II, Src: 10.0.1.1 (00:0c:ce:85:ab:060), Dst: 10.0.1.33 (00:50:04:35:59:1d)

pst: 10.0.1.33 (10.0.1.33)
Dst Port: 22 (22), Seq: 0, Ack: 0, Len: O

0000 00 50 04 35 59 1d 00 Oc ce B5 ab &0 08 00 45 10
0010 00 34 4d bd 40 00 2f 06 43 49 80 81 1f 0Oc 0a 00
0020 01 21 0a aa 00 16 dO 6e &9 ea OF 76 16 62 B0 10
0030 26 e4 74 a3 00 00 01 01 OB 0Oa 00 13 8F 0Od 01 eée
0040 35 08

[File: "c:\docsYadv _security\notes2005_2006\cour.. [P 100000 D: 345 M: 0

eth.src == 00:0c:ce:85:ab:60
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Filter: |eth_d51 == fi-ff-ff- - * Expression... Clear Apply
Ma, - Time Source Destination Protocol | Info b
141 1.823842 10.0.1.1 Broadcast ARP who has 10.0.1.1687 Tell 10.0.1.1
303 3.689337 10.0.1.1 Broadcast ARP who has 10.0.1.2347 Tell 10.0.1.1
469 5.693261 10.0.1.1 Broadcast ARP who has 10.0.1.2347 Tell 10.0.1.1
483 5.762739 10.0.1.1 Broadcast ARP who has 10.0.1.2047 Tell 10.0.1.1
559 6.562507 10.0.1.1 Broadcast ARP who has 10.0.1.1487 Tell 10.0.1.1
649 7.702327 10.0.1.1 Broadcast ARP who has 10.0.1.2347 Tell1 10.0.1.1
716 B.587684 10.0.1.1 Broadcast ARP who has 10.0.1.1487 Tell 10.0.1.1
809 9.6734806 10.0.1.1 Broadcast ARP who has 10.0.1.2047 Tell 10.0.1.1
852 10.964032 10.0.1.1 Broadcast ARP who has 10.0.1.1687 Tell 10.0.1.1
980 12.968362 10.0.1.1 Broadcast ARP who has 10.0.1.1687 T1ell 10.0.1.1
1069 14.983393 10.0.1.1 Broadcast ARP who has 10.0.1.1687 Tell 10.0.1.1
1086 15.221225 10.0.1.1 Broadcast ARP who has 10.0.1.507 Tell 10.0.1.1
1087 15.221837 10.0.1.1 Broadcast ARP who has 10.0.1.1587 Tell 10.0.1.1
1122 15.321153 10.0.1.1 Broadcast ARP who has 10.0.1.2047 Tell 10.0.1.1
1134 15.404541 10.0.1.1 Broadcast ARP who has 10.0.1.877 Tell 10.0.1.1
1221 16.184625 10.0.1.1 Broadcast ARP who has 10.0.1.1697 Tell 10.0.1.1
1231 16.2436601 10.0.1.1 Broadcast ARP who has 10.0.1.2347 T1el11 10.0.1.1
1386 18.044130 10.0.1.1 Broadcast ARP who has 10.0.1.1687 Tell 10.0.1.1
1471 18.684471 10.0.1.1 Broadcast ARP who has 10.0.1.1697 Tell 10.0.1.1
1478 18. 721807 10.0.1.1 Broadcast ARP who has 10.0.1.1327 Tell 10.0.1.1
1495 19.042875 10.0.1.1 Broadcast ARP who has 10.0.1.2047 Tell 10.0.1.1 |
+ Frame 141 {60 bytes on wire, 60 bytes captured) -~
- Ethernet II, Src: 10.0.1.1 (00:0c:ce:85:ab:60), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)
Destination: Broadcast (ff:ff:ff:ff:ff:fF)
Source: 10.0.1.1 (00:0c:ce:B5:ab:60)
Type: ARP (0x08086)
Trailer: 000000000000000000000000000000000000
- Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0x0800)
Hardware size: @6
Dratrcrnl cd=wa- A B
Uy 00 g5 By VU UL OO -
0010 OB OO0 06 04 OD O1 00 Oc ce B85 ab 60O Ca OGO O1 01 ........ SR S
o020 ©0 00 00 00 OO0 OO0 0a 00 01 a8 OO0 OO QD 0D OO 00 .....ch ciiennnn
Q030 OO0 00 00 OO0 Q0 00 00 00 00 Q0O QO OO LL......

eth.dst == ff.ff.ff.ff:ff.ff

Author: Prof Bill Buchanan
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= &l & BERExRERe»2F L EEQQAF EME XD

Eilter: |arp.opcode ¥ Expression... Clear Apply
Mo. - Time Source Destination Protocol Info i

147 1. 873847 10.0.1.7 Broadcast ARF Who has 10.0.1.1687 Tell 10.0.1.1

303 3.689337 10.0.1.1 Broadcast ARP who has 10.0.1.2347 Tell 10.0.1.1

469 5.693261 3l eal Broadcast ARP who has 10.0.1.2347 Tell 10.0.1.1

483 5.762739 3Ll LAl Broadcast ARP who has 10.0.1.2047 Tell 10.0.1.1

559 6.562507 10.0.1.1 Broadcast ARP who has 10.0.1.1487 Tell 10.0.1.1

649 7.702327 10.0.1.1 Broadcast ARP who has 10.0.1.2347 Tell 10.0.1.1

716 B.587684 10.0.1.1 Broadcast ARP who has 10.0.1.1487 Tell 10.0.1.1

809 9,673486 1A LAl Broadcast ARP who has 10.0.1.2047 Tell 10.0.1.1

892 10,.964032 16.0.1.1 Broadcast ARP who has 10.0.1.1687 Tell 10.0.1.1

980 12.968362 10.0.1.1 Broadcast ARP who has 10.0.1.1687 Tell 10.0.1.1
1069 14.983393 10.0.1.1 Broadcast ARP who has 10.0.1.1687 Tell 10.0.1.1
1086 15.221225 16.0.1.1 Broadcast ARP who has 10.0.1.507 Tell 10.0.1.1
1087 15.221837 10.0.1.1 Broadcast ARP who has 10.0.1.1587 Tell 10.0.1.1
bl oAl s 16.0.1.1 Broadcast ARP who has 10.0.1.2047 Tell 10.0.1.1
1134 15.404541 10.0.1.1 Broadcast ARP who has 10.0.1.877 Tell 10.0.1.1
1221 16.184625 106.0.1.1 Broadcast ARP who has 10.0.1.1697 Tell 10.0.1.1
1231 16. 243661 16.0.1.1 Broadcast ARP who has 10.0.1.2347 Tell 10.0.1.1
1386 18.044130 10.0.1.1 Broadcast ARP who has 10.0.1.1687 Tell 10.0.1.1 Vv

+ Frame 141 (60 bytes on wire, 60 bytes captured)
= Ethernet II, src: 10.0.1.1 (00:0c:ce:85:ab:60), Dst: Broadcast (ff:ff:ff:ff.ff:ff)
Destination: Broadcast (ff:ff:ff:ff:ff:ff)
source: 10.0.1.1 (00:0c:ce:85:ab:60)
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
+ Address Resolution Protocol (request)

0000 +f #Ff £f ff £f ¥f 00 Oc ce B5 ab 60 08 06 0O 01  ........
0010 08 00 06 04 00 01 00 Oc ce 85 ab 60 0a 00 01 01  ........ Sl aiferbate
0020 00 00 00 00 00 00 0a 00 O1 a8 00 00 00 00 00 00  .......n ciwennn.
0020 00 00 00 00 00 00 00 00 0O 0O OO OO LL......

[File: "c:\docs\adv security\notes2005 2008\cour.. |P: 100000 D: 147 M: 0

Arp.opcode

Author: Prof Bill Buchanan

ARP analysis
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broadcast

192.168.1.1

\

Who has 192.168.1.17
Tell 192.168.1.102

192.168.1.4 192.168.1.10

192.168.1.3

192.168.2.1

Author: Prof Bill Buchanan
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192.168.1.1 is at
*|00:0c:41:f5:23:d5

\

S
192.168.1.2 5 192.168.1.4 192.168.1.102

192.168.1.3

ARP
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£

Filter: ‘ ¥ Expression... Clear Apply
Mo, Time Source Destination Protocol - Info &
oo e e e e e e R e
7 2.460794 192.168.1.1 239.255.255. 250 S5DP NOTIFY * HTTP/1.1
B 2.461366 192.168.1.1 239.255.255. 250 S50DP NOTIFY * HTTP/1.1
9 2.462065 192.168.1.1 239.255.255. 250 S50DP NOTIFY * HTTP/1.1
10 2.462857 192.168.1.1 239, 255. 255. 250 SSDP NOTIFY * HTTP/1.1
11 2.463440 192.168.1.1 239, 255. 255. 250 SSDP NOTIFY * HTTP/1.1
17 3.180406 197 168.1.7107 Broadcast ARP wWho has 197.768.1.17 Tell 197.368.1.3102
13 3.196684 192.168.1.1 192.168.1.102 ARP 162.168.1.1 is at 00:0c:41:¥5:23:d5
14 3.196693 192.168.1.102 195.92.195.94 DNS Standard query PTR 250.255.255.239.in-addr.arpa
15 3.253824 195.92.195.94 192.168.1.102 DNS Standard query response, No such name
16 3.940487 192.168.1.102 195.92.195.94 DNS Standard auerv PTR 102.1.168.192.in-addr. arpa i

M= Frame 12 (42 bytes on wire, 472 bytes capturedy -~
= Ethernet IT, Src: 192.168.1.102 (00:15:00:24:02:f0),
Destination: Broadcast (ff:ff:ff:ff:ff:ff)
source: 192.168.1.102 (00:15:00:34:02:T0)
Type: ARP (0x0B0&)

Hardware type: Ethernet (0x0001)
Protocol type: IP (0Ox0800)
Hardware size: &

Protocol size: 4

g&t: Broadcast (ff:ff:ff:ff.ff:ff)

TRdAFEsS ResorutTon Protdcol —refmestr. — — — -/

sender
sender
Target
Target

Opcode:

request (0x0001)
MAC address: 192.168.1.102 (00:15:00:34:02:F0)
IP address: 192.168.1.102 (192.168.1.102)
MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
IP address: 192.168.1.1 (192.168.1.1)

e R A
08 00 06 04 00 01 00 15
00 00 00 00 00 00 cO a8

00 34 02 T0 08 06 00 01
00 34 02 fO cO a8 01 66
01 01

0000
0010
0020

P: 1108D: 1108 M: 0

|Fi|e: "ci\capture1”™ 773 KB 00:05:00

Author: Prof Bill Buchanan




© capturel - Ethereal E]@
File Edit View Go Capture Analyze Statistics Help
| 2l ] : H] (e
Bl &l &l BEx® 8 Qe 0F L EBEI QM MMMBEBX O
Eilter:| * Expression... Clear Apply
Mo, Time Source Destination Protocal - Info »
e e LTy e e e e v T T
7 2.400794 192.168.1.1 239, 255.255. 250 SS5DP NOTIFY ¥ HTTP/1.1
8 2.461366 192.168.1.1 239, 255.255. 250 S5DP NOTIFY * HTTP/1.1
g 2.462065 192.168.1.1 239, 255.255. 250 S5DP NOTIFY * HTTP/1.1
10 2.462857 192.168.1.1 239.255.255. 250 55DP NOTIFY * HTTP/1.1
11 2.463440 192.168.1.1 239, 255.255. 250 SS5DP NOTIFY ¥ HTTP/1.1
12 3.180406 192.168.1.102 Broadcast ARP who has 192.168.1.17 Tell 192.168.1.102
13 3.196684 192.168.1.1 192.168.1.102 ARP 192.168.1.1 is ar 00:0c:41:F5:23:d5
14 3.196693 192.168.1.102 195.92.195.94 DNS standard query PTR 250.255.255.239. in-addr.arpa
15 3.253824 195.92.195.94 192.168.1.102 DNS Standard query response, No such name
16 3.940487 192.168.1.102 195.92.195.94 DNS standard auerv PTR 102.1.168.192.1in-addr. arna bl
< >
# Frame 13 (60 bytes on wire, 60 bytes captured) -
= | el 1 G Tl ; e 1 e D il G, Lo} Ol - e T St} i) g T 192.168.1.102 (00:15:00:34:02:F0)
pestination: 192.168.1.102 (00:15:00:34:02:f0) t]
source: 192.168.1.1 (00:0c:41:f5:23:d5)
Type: ARP (0x0808) |
Trailer: 901EFC775018FE7590A000002A204C495354
= address Besolution Brotocol Creply) o o o0 0 /
Hardware type: Ethernet (0x0001)
Protocol type: IFP (0Ox0B0OO)
Hardware size: 6
Protocol size: 4
opcode: reply (0x0002)
Ssender MAC address: 192.168.1.1 (00:0c:41:f5:23:d5)
sender IP address: 192.168.1.1 (192.168.1.1)
Target MAC address: 192.168.1.102 (00:15:00:34:02:T0) -
0000 00 15 00 34 02 fO0 00 Oc 41 T5 23 d5 08 06 00 01 LWL ALE L.
0010 08 00 [i[§ 04 00 Q2 00 Oc 41 f5 23 d5 c0 a8 01 01 e | [ocnintiet J e ARRGR RS
0020 00 15 00 34 02 fO cO aB 01 66 90 1e fc 77 50 18 T, L . . -+ |
0030 fe 75 9d a0 00 00 2a 20 4cC 49 53 54 SCS0e®  LIST
Hardware size (arp.hw.size), 1byte |P: 1108 D: 1108 M: 0

Author: Prof Bill Buchanan
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} | El = ] P
= il & EEHxR8 Qe»0F L QQ QK bl X E
Filter: |icmp_type ¥ Expression... Clear Apply
Mo, Time Source Destination Protocol -| Info [
z : T p . 9. ICMFP Echo {(ping) reqguest
946 67.284001 66.102.9.104 192.168.1.102 ICMP Echo (ping) reply
947 68.240072 192.168.1.102 66.102.9.104 ICMP Echo (ping) request
948 68.301073 66.102.9.104 192.168.1.102 ICMP Echo (ping) reply
949 69.241058 192.168.1.102 66.102.9.104 ICMP Echo (ping) request
950 69. 302003 66.102.9.104 192.168.1.102 ICMP Echo (ping) reply
951 70.242048 192.168.1.102 66.102.9.104 ICMP Echo (ping) request
952 70.302754 66.102.9.104 192.168.1.102 ICMP Echo (ping) reply
v
# Frame 945 (74 bytes on wire, 74 bytes captured)
¥ Ethernet II, src: 192.168.1.102 (00:15:00:34:02:f0), Dst: 192.168.1.1 (D0:0c:41:f5:23:d5)
YO P T Oy | =S Ct—it O PO S, 1 68— (52 Jofn 1382 Dot .102.9.104 (66.102.9.104)
- Internet Control Message Protocol
Type: & (Echo (ping) request)
Code: 0 I
Checksum: 0x455c [correct]
N [deptifiers Ox0200 0 0 o e e —— — — — S
Sequence number: 0x0600
pata (32 bytes)
0000 00 Oc 41 5 23 d5 00 15 OO0 34 02 ¥0 08 00 45 00 CJAGELL. 4Ll L LE. -
0010 00 3c 0a 60 00 00 80 01 22 B5 cO a8 01 66 42 66 el Do SicessbBL
0020 09 68 08 0D 43 5c 02 00 06 OO0 €1 62 63 €64 65 66 .h..E\.. ..abcdef
0030 67 68 69 6a 6b 6c 6d 6e &f 70 71 72 73 74 75 76 ghijklmn opgrstuv
0040 77 61 62 63 64 65 66 67 6B 69 wabcdefg hi -
ICMP.type
Author: Prof Bill Buchanan

ICMP analysis




[
@ capture1 - Ethereal [Z]@
File Edit View Go Capture Analyze Statistics Help
| { & ] = M o
= &l & EEAx@E Res0F LIEE Q] dMEX B
Filter: |icmp.type ~ Ewxpression.., Clear Apply
Mo, Time Source Destination Protocol - | Info [
945 67.238974 192.168.1.102 66.102.9.104 ICMP Echo (ping) reguest
5 3 . 9. B = ICMF Echo (ping) reply
947 08, 240072 192.168.1.102 66.102.9.104 ICMP Echo (ping) request
948 68.301073 66.102.9.104 192.168.1.102 ICMP Echo (ping) reply
949 69, 241058 192.168.1.102 66.102.9.104 ICMP Echo (ping) request
950 ©9, 302003 66.102.9.104 192.168.1.102 ICMP Echo (ping) reply
951 70.242048 192.168.1.102 66.102.9.104 ICMP Echo (ping) reguest
952 70.302754 66.102.9.104 192.168.1.102 ICMP Echo (ping) reply
v
+# Frame 946 (74 bytes on wire, 74 bytes captured)
® Ethernet II, src: 192.168.1.1 (00:0c:41:f5:23:d5), Dst: 192.168.1.102 (00:15:00:34:02:F0)
Lorerael RLoTofl] eSl Combboll? 00 04 (061029 1040, Dot 192.168.1.102 (192.168.1.102)
- Internet Control Message Protocol
Type: 0 (Echo {(ping) reply)
Code: 0 I
Checksum: 0x4dS5c [correct]
N— Identifier: Ox0200__ _ ___ | O 0 0 — —
Sequence number: 0x0600
Data (32 bytes)
00C0 OO0 15 00 34 02 ¥O0 00 Oc 41 5 23 d5 08 00 45 00 L.ad L0 AL#LLLE. ~
0010 00 3c 0a 60 00 00 6 01 ac 84 42 66 09 68 cO as O R T ] e |
0020 01 66 00 00 4d 5c 02 00 06 00 61 62 63 64 65 66 Fo.M\.. ..abcdef
D030 &7 68 69 6a 6b 6c 6d 6e o6f 70 71 72 73 74 75 76  ghijkimn opgrstuv
0040 77 &1 62 63 64 65 66 67 ©E 69 wabcdefg hi e
ICMP.type
Author: Prof Bill Buchanan

ICMP analysis
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Filter: |http.request.methnd=="GET' * Expression... Clear Apply
Ma. Time Source Destination Protocal - Info 2
34 15.703785 1587.168.1.3102 o6, 102.9.147 HTTF GET HTTR,/1.1 ]
99 26.872927 192.168.1.102 66.102.9.147 HTTP GET /search?hl=en&g=napier+university+research&meta= HTTP/1
127 40.516290 1%2.168.1.102 66.102.9.147 HTTP GET Jurl?sa=T&ct=res&cd=1&ur I=httpf%Ia%ZF%ZFwww. tri.napier.z |
138 40. 855081 192.168.1.102 146.176.1.121 HTTP GET / HTTP/1.1
141 41.111071 192.168.1.102 146.176.1.121 HTTP GET /Fonts/LinkNotunderTined.css HTTP/1.1
156 41.246320 192.168.1.102 146.176.1.121 HTTP GET /images_about/tunnel_pic.jpg HTTP/1.1
159 41. 249030 1%2.168.1.102 146.176.1.121 HTTP GET /images_about/about_us.gif HTTP/1.1
161 41.308425 192.168.1.102 146.176.1.121 HTTP GET /images_about/left_spacer.gif HTTP/1.1
163 41.322293 192.168.1.102 146.176.1.121 HTTP GET /images_about/members.gif HTTP/1.1
165 41.360616 192.168.1.102 146.176.1.121 HTTP GET /images_about/research.gif HTTP/1.1 ==
< E
+ Frame 34 (371 bytes on wire, 371 bytes captured) |
= Ethernet II, Src: 192.168.1.102 (00:15:00:34:02:f0), Dst: 192.168.1.1 (00:0c:41:5:23:d5)
pestination: 192.168.1.1 (00:0c:41:f5:23:d5)
source: 192.168.1.102 (00:15:00:34:02:F0)
Type: IP (0x0800)
+ Internet Protocol, Src: 192.168.1.102 (192.168.1.102), Dst: ©66.102.9.147 (66.102.9.147)
= Transmission Control Protocol, Src Port: 1386 (1386), Dst Port: http (8B0), Seq: 1, Ack: 1, Len: 317
Source port: 1386 (138&)
Destination port: http (80)
Sequence number: 1 (relative sequence number)
[Next sequence number: 318 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)
Header Tlength: 20 bytes
+ Flags: Ox0018 (PSH, ACK)
wWindow size: 17640 o
0000 00 Oc 41 f5 23 d5 00 15 OC 34 02 TO 08 00 45 DO N Y T - ~
0010 01 65 07 58 40 00 g0 06 eX 337c0 af 01 bs 22 66  e.x@& .. 73...°08BF "~ ~— ]
0020 09 93 05 6a 00 50 &b de bb 4b 79 20 18 00 50 18 P [ L T "
0030 44 e8 2b 7f 00 00 47 45 54 20 2f 20 48 54 54 50 D.+...GE T / HTTP
0040 2f 31 2e 31 0d Oa 41 63 63 65 70 74 3a 20 2a 2f /1.1..Ac cept: */ I
0050 2a 0d Oa 41 63 63 65 70 74 2d 4c 61 6e 67 75 61 ¥, .ACCep T-Langua
0060 7 65 3a 20 65 6e Rd 67 62 0d 0a 55 41 2d 43 50 _gs: er‘l—g_g..UA—CP J
0070 55 3a 20 78 38 36 0 I 6T 6300 TOU T 2dTY XET cEpr-E T T
[alas-Tal Gn B2 BEF EA A0 HA BT 3Aa N RT TAa E0O TH Y~ 3N £A el e e ol i

|File: "c:\capture 1" 773 KB 00:05:00  [P: 1108D: 28 M: 0

Http.request.method=="GET"”

Author: Prof Bill Buchanan

nlication layer analysis
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| # ] = k] (er
B & & FEH*x®RE Re»DFLEBE QQQF MMEBEX O
Filter: |http.request.methnd!="GE'I'" * Expression... Clear Apply
Mo, Time Source Destination Protocal - Info B
9 2.462065 192.168.1.1 239. 255. 255. 250 S50DP NOTIFY * HTTP/1.1
10 2.462857 1592.168.1.1 239.255.255.250 S5DP NOTIFY ®* HTTP/1.1
11 2.463440 192.168.1.1 239. 255. 255. 250 S50DP NOTIFY * HTTP/1.1
45 16. 2759598 1682.7J68.7.707 131.307.113. 76 HTTP POST /sam/ie/sgmserver.dll HTIP/1.1 {application/octet-stre
60 16.811655 192.168.1.102 131.107.113.76 HTTP POST /sgm/ie/sgmserver.dl]l HTTR/1.1 (application/octet-stre
75 17.504991 192.165.1.102 131.107.113.76 HTTP POST /sagm/ie/sgmserver.dl]l HTTP/1.1 (application/octet-stre
90 18.119891 192.168.1.102 131.107.1132.76 HTTP POST /sgm/ie/sgmserver.dl]l HTTP/1.1 (application/octet-stre
116 33.484474 192.168.1.1 239, 255.255.250 SSDP NOTIFY * HTTR/1.1
117 33.484790 192.168.1.1 239. 255. 255. 250 S5DP NOTIFY * HTTP/1.1
118 33.485646 1592.168.1.1 239, 255.255.250 SSDP NOTIFY ®* HTTP/1.1 o
£ >
+# Frame 45 (662 bytes on wire, 662 bytes captured) -
= Ethernet II, 5Src: 192.168.1.102 (00:15:00:34:02:f0), Dst: 192.168.1.1 (00:0c:41:f5:23:d5)
Destination: 192.168.1.1 (00:0c:41:f5:23:d5)
Source: 192.168.1.102 (00:15:00:34:02:F0)
Type: IP (0x0800)
z Internet Protocol, Src: 192.168.1.102 (192.168.1.102), Dst: 131.107.113.76 (131.107.113.76)
= Transmission Control Protocol, Src Port: 1387 (1387), Dst Port: http (B0), Seq: 433, ack: 1, Len: 608
Source port: 1387 (1387)
Destination port: http (80)
Sequence number: 433 (relative sequence number)
[Next sequence number: 1041 {relative sequence number)]
Acknowledgement number: 1 (relative ack number)
Header length: 20 bytes
+ Flags: Ox0018 (PSH, ACK)
window size: 17640 o
0000 00 Oc 41 5 23 d5 00 15 00 34 02 TO 08 00 45 00 I L .
0010 02 88 07 5f 40 00 80 06 32a 4b cO a8 01 &6 83 &b Pl - D e s
0020 71 4c 05 6b 00 50 43 a3 cd e6 22 27 2d dB 50 18 qislkzPES wn™ =ap
0030 44 e8 c3 6a 00 00 4d 53 51 4d 78 00 00 00 QO 0O D..j..M5 QMx.....
0040 OO0 OO0 dO 89 15 12 03 00 00 00 eB 01 00 00 OO0 OO0 .. ..v.vie teneenns
o050 oD OO OO0 OO DO OO OO DD DO QO DO DD OD OO0 6D AT ..., ..., "0 v
(aTal~tal . | ~F 2~ O [aTa T ATl [ T T T T W T T T T T T N T +
Frame (662 bytes) | Reassembled TCP (1040 bytes) |
[File: "c:\capture1” 773 KB 00:05:00  [P: 1108 D: 104M: 0

Http.request.method!="GET”

Author: Prof Bill Buchanan
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Filter: |ﬂp_requeSt.command=="USER" ¥ Expression... Clear Apply
Mo, Time Source Destination Protocol - Info i
ZE3XT 750.613568 44.76.773.50 10.0.7.69 FTP Reguest: USER anonymous
30389 309.711793 68.37.75.158 10.0.1.148 Bl Request: USER anonymous
44803 451.299916 66.7.24B8.153 10.0.1.148 FTP Request: USER anonymous
65656 634.070352 68.37.75.158 10.0.1.148 [E1 Request: USER anonymous
69504 669.595091 44.16.113.50 10.0.1.69 FTP Request: USER anonymous
75088 745.452837 66.27.251.21 10.0.1.148 FTP Request: USER anonymous
82560 863.403952 66.27.251.21 10.0.1.148 FTP Request: USER anonymous
87004 915.406069 67.73.151.50 10.0.1.148 FTP Request: USER anonymous
87471 921.677631 67.73.151.50 10.0.1.148 BB Request: USER anonymous
87890 927.690212 67.115.218.108 10.0.1.148 FTP Request: USER anonymous
87898 927.709866 66.27.251.21 10.0.1.148 FTP Request: USER anonymous
BO170 Q42 IRAANG A7 115 218 1NR 10 0 1 148 ETE Rennast = [ISFR annmv/mnis ™|
+# Frame 28321 (70 bytes on wire, 70 bytes captured)
= Ethernet II, Src: Cisco_04:41:bc (00:00:0c:04:41:bc), Dst: 10.0.1.1 (00:0c:ce:85:ab:60)

pestination: 10.0.1.1 (00:0c:ce:85:ab:60)
Source: Cisco_04:41:bc (00:00:0c:04:41:bc)
Type: IP (0x0800)
¥ Internet Protocol, Src: 44.16.113.50 (44.16.113.50), Dst: 10.0.1.69 (10.0.1.69)
= Transmission Control Protocol, Src Port: 1026 (1026), Dst Port: ftp (21), Seq: 1, Ack: 96, Len: 16
Source port: 1026 (1026)
Destination port: ftp (21)
Sequence number: 1 (relative sequence number)
[Next sequence number: 17 (relative sequence number)]
Acknowledgement number: 96 (relative ack number)
Header Tlength: 20 bytes
+ Flags: Ox0018 (PSH, ACK)
window size: 4096
Checksum: 0x5b1lf [correct]
= File Transfer Protocol (FTP)
= USER anonymous'r'n
Request command: USER

Request arg: anonymous
0000 00 Oc ce 85 ab 60 00 00 Oc 04 41 bc 08 00 45 00 ..... A...E.
0010 00 38 07 85 00 00 2b 06 cf b4 2c 10 71 32 Da 00 . e 2o
0020 01 45 04 02 00 15 2d 57 6c 02 67 a2 Of 27 50 18 LE....-W l.g.."'P.
0030 10 00 5b 1f 00 00 55 53 45 52 20 61 6e 6f 6e 7 ..[...US ER anony
0040 6d 6f 75 73 0d Da mous. .

Ftp.request.command=="USER”

Author: Prof Bill Buchanan
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Filter: |ﬂp.request.cnmmand!:"USER" > Expression... Clear Apply
Mo, Time Source Destination Protocal - Info ]
28323 290.614229 44.16.113.50 10.0.1.69 FTP Regquest: PASS avrap@zeno.eyrie.af.mil
ZE3IZY 290.615675 44.76.713.50 10.0.7.69 FTP Request: PORT 1727,16,113,50G,4,3
28326 290.616098 44.16.113.50 10.0.1.69 FTP Request: NLST
28332 290.635457 44.,16.113.50 10.0.1.69 FTP Request: CWD mailing_list
28334 290.636110 44.16.113.50 10.0.1.69 FTP Request: PORT 172,16,1132,50,4,4
28335 290.636926 44.16.113.50 10.0.1.69 FTP Request: NLST
28341 290.655277 44.16.113.50 10.0.1.69 FTP Request: CwWD archive
28343 290.655993 44.16.113.50 10.0.1.69 FTP Request: PORT 172,16,1132,50,4,5
28344 290.656401 44.16.113.50 10.0.1.69 FTP Request: NLST
28351 290.677156 44.16.113.50 10.0.1.69 FTP Regquest: CWD music
28353 290.696676 44.16.113.50 10.0.1.69 FTP Request: PORT 172,16,112,50,4,6
2R354 240N AGQ7127 44 1A 113 &0 in 01 ARG ETP Renunast* NI ST |

+ Frame 28325 (7B bytes on wire, 78 bytes captured)
= Ethernet II, Src: Cisco_04:41:bc (00:00:0c:04:41:bc), Dst: 10.0.1.1 (00:0c:ce:85:ab:60)
pestination: 10.0.1.1 (00:0c:ce:85:ab:60)
source: Cisco_04:41:bc (00:00:0c:04:41:bc)
Type: IP (0Ox0BOO)
© Internet Protocol, Src: 44.16.113.50 (44.16.113.50), Dst: 10.0.1.69 (10.0.1.69)
= Transmission Control Protocol, Src Port: 1026 (1026), Dst port: frp (21), Seq: 47, ack: 212, Len: 24
Source port: 1026 (1028)
Destination port: ftp (21)

sequence number: 47 (relative sequence number)
[Next sequence number: 71 (relative sequence number)]
Acknowledgement number: 212 (relative ack number)

Header length: 20 bytes
+ Flags: Ox0018 (PSH, ACK)
wWindow size: 4096
Checksum: O0x86ee [correct]
- File Transfer Protocol (FTP)
= PORT 172,16,113, 50,4, 3\r\n
Request command: PORT
Request arg: 172,16,113,50,4,3
Active IP address: 172.16.113.50 (172.16.113.50)
Active port: 1027
Active IP NAT: True

D000 00 Oc ce 85 ab 60 00 00 Oc 04 41 bc 08 00 45 00 ..... T | R =
0010 00 40 07 92 00 00 3b 06 cf 9f 2c 10 71 32 Qa 00 R | P
0020 01 45 04 02 00 15 2d 57 6c 30 67 a2z Of 9b 50 18 LE....—W 10g...P.
0030 10 00 86 ee Q0 0O 50 4f 52 54 20 31 37 32 2c 31 ...... PO RT 172,1
0040 36 2c 31 31 33 2c 35 30 2c 34 2c 33 0d Oa B, 1350004 5350

Ftp.request.command!="USER”

Author: Prof Bill Buchanan
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@ capture1 - Ethereal E]@
Ele Edit Wew Go Capture Analyze Statistics Help
; & E] 5 HH]
= EEAx®RE Qer0TF L @ Q @ [ o & Hy
Eilter: | * Ewpression... Clear Apply
Mo, - Time Source Destination Protocol | Info o
17 3.940580 192.168.1.102 195.92.195.54 DNS standard gquery PTR 94.195.92.195. in-addr. arpa
18 3.983040 195.92.195.94 192.168.1.102 DNS standard gquery response, No such name
19 3.984345 195.92.195.94 192.168.1.102 DNS standard guery response PTR resolverl.svr.pol.co.uk
20 4.704158 192.168.1.102 195.92.195.94 DNS standard query A resolverl.swr.pol.co.uk
21 4.757633 195.92.195.94 192.168.1.102 DNS Standard gquery response A 195.92.195.94
22 5.443409 192.168.1.102 195.92.195.95 DNS standard gquery PTR 1.1.168.192.1in-addr.arpa
23 5.496852 195.92.195.95 192.168.1.102 DNS standard query response, No such name
24 6.197343 192.168.1.102 195.92.195.94 DNS standard gquery PTR 95.195.92.195.1in-addr.arpa
25 6.239212 195.92.195.94 192.168.1.102 DNS standard guery response PTR resolver2.svr.pol.co.uk
26 6.944430 192.168.1.102 195.92.195.94 DNS standard query A resolver2.swvr.pol.co.uk
27 6.993211 195.92.195.94 192.168.1.102 DNS Standard guery response A 195,92.195.95
28 15.617521 192.168.1.102 195.92.195.94 DNS standard query A www.google. co.uk
29 15.657133 195.92.195.94 192.168.1.102 DNS standard guery response CNAME www.google.com CNAME www.1.google.com A 66.102.9.
30 15. 658058 192.768.7.7072 66.107.9.3747 TCP 1386 = http |SYN] Seq=0 Ack=0 Win=163Ed | en=il MEC=TTA( |
31 15.660307 192.168.1.1 192.168.1. 255 SNMP TRAP-V1 SNMPV2-SMI::enterprises.39 Mark Packet (toggle)
32 15.703566  66.102.9.147 192.168.1.102 TCP http > 1386 [SYN, ACK] Se0=0 Ack=1]  Time Reference |2
33 15.703606 192.168.1.102 66.102.9.147 TCP 1386 = http [ack] Seq=1l Ack=1l winsg
34 15.703739 192.168.1.102 66.102.9.147 HTTP GET / HTTP/1.1 Apply as Filter 4
35 15.763432 66.102.9.147 192.168.1.102 TCP http > 1386 [ACK] Seq=l Ack=318 Wi  prepare aFilter N
p 36 15 76353 66,1020 14 CP Window Updatel http = 1386 -% Follow TCP Stream P .
E N w
&) Follow TCP stream E]@. — |
Stream Content Print...
........... B . L. P [ I . H.ode o o L. . . Show Packet in New Window
| P [N B 0 i B e D.4 g
6_0 REEA 9%
£ XN#CE .n'@A, .G"..5.1IB...t.1
F-..>....3F vR.+Y. . ! T J.~C..... wWHQ..8.0E..0....... P ‘2C.M @z..fm.\.%s..:..
= e A ]
vi(z.6..;1.%+g..q e ey 7 o e e (3] i b]...0J.N.w.
5al.y - m.Aj....Jg@. .8 ... Q.ML....... e & 7" .0.d.y [.5 “H o
...... Ik., fuw A..E [n PR e S | [ L s g e | ESN R Misa
ad
N TN O e s
PR e e T i A o D o NNz e S e e T co L pr sk 216823
0
GET /url?sa=Ta&ct=res&cd=1&url=http%3A%ZF%2Fwww. tri.napier. ac. uk%2F&ei=wqVLRIGRCCjurdihg

jaccept: ®/*
rReferer: http://www.google. co.uk/search?hl=en&g=napier+university+researchi&meta= ~‘\\‘___”’,,//””—_—\\\\\u///
laccept-Language: en-gh

UA-CPU: x86

laccept-Encoding: ?zip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.1; Svl; .NET CLR 1.1.4322)
Host: www.google. co. uk

Connection: Keep-Alive

)Cookie: PREF=ID=3885260b4cb19112:TM=1145537782:LM=1145537782:5=B7-bRBIBTNIB3IVFL

HTTP,/1.1 204 No Content
)Icache-Control: private
Content-Type: text/html

server: GWs/2.1

)content-Length: O

Date: Sun, 23 Apr 2006 16:05:35 GMT

<
Entire conversation (8648 bytes) w | (&) AsCII () EBCDIC () Hex Dump () C Arrays () Raw Author: Prof Bill Buchanan

Filternutﬂ-.isstream“ Close ] O Iication Ia er anal Sis




'mpm@z-mﬁimam

File Edit View Go Capture Analyze 5Statistics Help
DN EEXREE AT L Qaan @B mx B

Emen|(1p.addr eq 192.168.1.102 and ip.addr eq 198.1 ~ Expression.. Clear Apply

MNo. . Time Saurce Destination Protocol Info

'198.175.98.64 - TCP
'_____ZH_II_EESZSS"_TIEB:I?S 931 64  192.168.1.102 TCP
25 14.965326 192.168.1.102 198.175.98.64 TCP ms~sq'|—s > ftp [ACK] Seq=1 Ack=1 wira:l?‘ﬁdﬂ
26 15.354782 198.175.98.64 192.168.1.102 Response: 220 ftpl FTP server (version wu-;
28 15.479238 192.168.1.102 193.1?5.93 64 ms-5ql-5 > frp [ACK] Seq=1 Ack=63 wWin=1757!
B.429908 02.168.1. 98. . 98 Request: USER anonymous
.733716 R .98. . - ftp > ms-sql-s [ACK] Seq=63 Ack=17 win=584(
.734206 c .98. - . Response: 331 Guest login ok, send your cor
.901326 3 Gk - . 98. ms-sql-s > ftp [ACK] Seq=17 Ack=131 win=17'
.438971 3 o B : . 98. Request: PASs fred@home
_?9?929 F g 2 : : g Responge: 23G_ﬂ'*ﬁﬁﬂ'*ﬁﬁﬂ'*ﬁﬁﬁl!ﬁﬁﬁl!ﬁﬁﬂ'l!ﬁﬁﬂ'l!ﬁﬁ1
. 949360 : i B : . 98. ms-sgl-s > ftp [ACK] Seq=33 Ack=198 win=17:
.413369 . .98. - -1ig Response: 230-
. 552757 : il b : - ms-s5ql-s5 > frp [ACK] Seq=33 Ack=1530 win=1:
. 213063 . -1. . . Request: PORT 192,168,1,102,5,155

. 714505 : .98. ; . Response: 200 PORT command successful.
T185N0%7 Banuast* | TSET
T

Frame 31 (70 bytes on wire, 70 bytes captured)

| Ethernet II, Src: IntelCor_34:02:f0 (00:15:00:34:02:f0), Dst: Cisco-Li_f5:23:d5 (00:0c:41:f5:23:d5)
Internet Protocol, Src: 192.168.1.102 (192.168.1.102), Dst: 198.175.98.64 (198.175.9E.64)

| Transmission Control Protocol, Src Port: ms-sql-s (1433), Dst pPort: frp (21), seq: 1, aAck: 63, Len: 16
File Transfer pProtocol (FTP)

Analysis

0000 00 Oc 41 f5 23 d5 00 15 00 34 02 fO 08 00 45 00 LALEL L

0010 00 38 26 f3 40 00 80 06 e8 ce cO a8 01 66 c6 af .B&.@...

0020 62 40 05 99 00 15 36 c2 eb6 c9 30 87 7f a5 50 18 bd....6. ..0...P.
0030 44 aa 24 dl 00 00 55 53 45 52 20 61 6e 6f 6e 79 D.$...U5 ER anony
0040 o6d 6f 75 73 0d 0Qa mous. .

File: "C:\capture2” 21 KB 00:01:08 Packets: 121 Displayed: 59 Marked: 0 Profile: Default

L
n
o
O
—
o

L

SAMPLE

Author: Prof Bill Buchanan
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