
Author: Prof Bill Buchanan

REVOLVERBALLROOM Prof. PLUM



Author: Prof Bill Buchanan

Ethical to Technical

Ethical

Law

Policy

Procedure

Technical 

Storage/ 

Processing/

Communication

Operational

Administrative/

Management

Legal

Ethical/Cultural
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Ethical to technical

Ethical

Law

Policy

Procedure

Technical 

Define rules, 

responsibilities

Report,

advise

As IT Professional, it is 

normally the role to 

translate polices into 

procedures. It is not 

normally their role to 

judge legal and ethical 

issues.

Bob

Alice
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CPAR

Network

Infrastructure

Security/

Audit

Policy

Network

logs
Network

logs

Network

logs

Event

detection

Network

sensors

Host

logs

Host

logs

Collection

Preservation

Analysis

Reporting

Event

logs

Event

logs

Server

logs

Organisational

Perimeter

Network

logs

Forensic Computing 

Investigation
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CPAR

Pre-incident

preparation

Detection of

incidents

Initial

response

Formulate

response

Data

collection

Data

analysis
Reporting

Throughout the investigation, other with legal and 

senior management roles must be informed of the 

procedures, and they must agree to the actions 

taken.
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Pre-incident Preparation

Pre-incident

preparation

Detection of

incidents

Initial

response

Formulate

response

Data

collection

Data

analysis
Reporting

- Prepare the organisation/security of potential

threats.

- Define processes/responses for each threat.

- Prepare documents for audit/reporting.
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Detection of Incidents

Pre-incident

preparation

Detection of

incidents

Initial

response

Formulate

response

Data

collection

Data

analysis
Reporting

Detection of incidents, such as:
Data stealing.

Email spam/harassment.

Embezzlement.

DoS Attacks/Intrusions.

Extortion.

Physical Damage.

Terrorism.

Fraud.

Sabotage.

Child pornography.

Breach of contract0.
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Initial Response

Pre-incident

preparation

Detection of

incidents

Initial

response

Formulate

response

Data

collection

Data

analysis
Reporting

- Initial investigation, and report the incident.

- Create a response team, and define process

and activities.

- Notify management.

- Create an incident report.



Author: Prof Bill Buchanan

Formulate Response

Pre-incident

preparation

Detection of

incidents

Initial

response

Formulate

response

Data

collection

Data

analysis
Reporting

Define the response to the incident.

- Define civil, criminal, administrative actions.

- Obtain approval from management.
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Reporting

Pre-incident

preparation

Detection of

incidents

Initial

response

Formulate

response

Data

collection

Data

analysis
Reporting

Report analysis.

- Define conclusions.

- Define steps to resolve/forward incident.

- Define steps to stop incident occurring in

the future.



Author: Prof Bill Buchanan

REVOLVERBALLROOM Prof. PLUM



Author: Prof Bill Buchanan

Collection

Intrusion 

Detection 

System

Intrusion 

Detection 

System

Firewall 

(Packet filter)

Internet

Switch

Router (NAT)

Proxy

server

Email

server

Web

server

DMZ

FTP

server

Firewall

(Stateful)

Event logs

Web logs

Email 

messages

Proxy 

logs

IDS logs

Router logs

Syslog

Syslog

FTP

logs

Domain

server
Domain logs

Router logs

Event logs

Firewall logs

Collection: Audit logs running on routers; Packet Monitors; Intrusion 

Detection Systems; Web logs; Proxy logs; Event/resource logs; and so 

on.
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Collection

Intrusion 

Detection 

System

Intrusion 

Detection 

System

Firewall 

(Packet filter)

Internet

Switch

Router (NAT)

Proxy

server

Email

server

Web

server

DMZ

FTP

server

Firewall

(Stateful)

Event logs

Web logs

Email 

messages

Proxy 

logs

IDS logs

Router logs

Syslog

Syslog

FTP

logs

Domain

server
Domain logs

Router logs

Event logs

Firewall logs

Routers can be setup to sent system logging information to a 

remote server which supports Syslog (which is UDP port 

514). The example sends to 192.168.0.20.

<0-7>              Logging severity level
<4096-2147483647>  Logging buffer size
alerts             Immediate action needed           (severity=1)
critical           Critical conditions               (severity=2)
debugging          Debugging messages                (severity=7)
emergencies        System is unusable                (severity=0)
errors             Error conditions                  (severity=3)
informational      Informational messages            (severity=6)
notifications      Normal but significant conditions (severity=5)
warnings           Warning conditions                (severity=4)
xml                Enable logging in XML to XML logging buffer
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Collection

Intrusion 

Detection 

System

Intrusion 

Detection 

System

Firewall 

(Packet filter)

Internet

Switch

Router (NAT)

Proxy

server

Email

server

Web

server

DMZ

FTP

server

Firewall

(Stateful)

Event logs

Web logs

Email 

messages

Proxy 

logs

IDS logs

Router logs

Syslog

Syslog

FTP

logs

Domain

server
Domain logs

Router logs

Event logs

Firewall logs

Routers can be setup to sent system logging information to a 

remote server which supports Syslog (which is UDP port 

514). The example sends to 192.168.0.20.

<0-7>              Logging severity level
<4096-2147483647>  Logging buffer size
alerts             Immediate action needed           (severity=1)
critical           Critical conditions               (severity=2)
debugging          Debugging messages                (severity=7)
emergencies        System is unusable                (severity=0)
errors             Error conditions                  (severity=3)
informational      Informational messages            (severity=6)
notifications      Normal but significant conditions (severity=5)
warnings           Warning conditions                (severity=4)
xml                Enable logging in XML to XML logging buffer
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Windows Event Log (Application)
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Windows Event Log (Security)
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Windows Event Log (System)



Author: Prof Bill Buchanan

Problems

User has moved 

the clock forward
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Preservation

A key element is the preservation and 

validation of data. Thus data must be time 

stamped and validated.

Time 

stamp 

files

Hash

signature

Mirror

data

Store

data

128-bit fingerprint of files 

(3.40x10
34
)
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Preservation

Automated script written, which does the following:

1. Details of incident taken (IP address, MAC address, and so on).

2. Directory listing taken.

3. MD5 fingerprint taken for each file.

4. Files ZIP’ed into a single folder, with full path names.

and so on.

Host-under-investigation

Report_host_date_time.txt

Files_host_date_time.txt

Backup storage
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Data Hiding

Information

hiding

Covert

channels
Steganography Anonymity

Copyright

marking

Robust

copyright 

marking

Fragile

watermark

Linguistic

steganography

Technical

steganography

Fingerprinting Watermarking

Imperceptible

watermarking
Visible

watermarking
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Data Hiding
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Data Hiding
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Data Hiding
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Data Hiding
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Data Hiding
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Data Hiding
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File name changing

Change name from:

Mypic.gif

To

Mypic.dll
Mypic.gif

REVOLVERBALLROOM

Prof. PLUM

Mypic.dll

Prof. PLUM
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File name changing

Change name from:

Mypic.gif

To

Mypic.dllMypic.gif

REVOLVERBALLROOM

Prof. PLUM

Mypic.dll Prof. PLUM
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File name changing (JPEG)

Change name from:

Mypic.gif

To

Mypic.dllMyphoto.jpg

REVOLVERBALLROOM

Prof. PLUM

Myphoto.dll Prof. PLUM



Author: Prof Bill Buchanan

File name changing (JPEG)

Graphic has been 

imported into 

PowerPoint

(cookie_transpare

nt_32colors.gif)

Meta-data

Is still 

stored in 

file

(but 16-bit 

character 

format)
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File name changing (ZIP)

Change name from:

Mypic.gif

To

Mypic.dllMyzip.zip

REVOLVERBALLROOM

Prof. PLUM

Myzip.doc Prof. PLUM
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File name changing (ZIP)

Myzip.zip

REVOLVERBALLROOM
Prof. PLUM

Myzip.doc Prof. PLUM

cha
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Covert messages (in a GIF file)

“hello” 

covert 

message 

added to 

the colour 

table
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Stenography involves hiding information in the body of the content

Hello how 

are you?

Image does not change as

text is hidden in the JPEG 

conversion



Author: Prof Bill Buchanan

Stenography involves hiding information in the body of the content

Hello how 

are you?

Frequency

Normal conversion area

Covert message
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Stenography involves hiding information in the body of the content

Original image
Image+Message

Changes that are made are

small and cannot be picked-up

by the human eye, unless the 

image is zoomed-in 
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Covert channels

Covert channels have been used

by secret operations for a long time, 

such as:

- Passing a briefcase in a busy place.

- Hiding microfilms in objects.

- Using templates for typewritten text
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Covert channels
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Covert channels
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Covert channels

Bank records

Email 

messages

Postal 

messages

Suspect A
Suspect B

Wire taps

Internet 

communications

Internet

A covert channel is 

typically used when the

suspects know that they

are being monitored
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Covert channels (Storage and timing)

Suspect A

Suspect B

Covert

channels

Storage covert channels are where 

one process uses direct (or 

indirect) data writing, whilst 

another process reads the data. It 

generally uses a finite system 

resource that is shared between 

entities with different privileges. 

Covert timing channels use the 

modulation of certain resources, 

such as the CPU timing, in order to 

exchange information between 

processes.

Suspect A

Suspect B

Start 

process

Start 

process

Detect 

process

Detect 

process
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IP and TCP Covert Channels

Version Header len. Type of service

Total length

Identification

0 D M Fragment Offset

Time-to-live (TTL) Protocol

Header Checksum

Source IP Address

Destination IP Address

TCP Source Port

TCP Destination Port

Sequence Number

Acknowledgement Number

Data Offset Flags/Reserved

Window

Checksum

Urgent Pointer

IP header TCP header

PolicePolice

Time-to-live (TTL)

Fragment Offset
Urgent Pointer

Data Offset

Possible Covert Channel Fields

Identification
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IPv4 ID Field

IP Header.

IPv4 ID: This field is an 

identification field and is 

primarily used for uniquely 

identifying fragments of an 

original IP 

Source: David Llamas

Version Header len. Type of service

Total length

Identification

0 D M Fragment Offset

Time-to-live (TTL) Protocol

Header Checksum

Source IP Address

Destination IP Address
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DNS Covert Channels

DNS Request

Src IP: Alice IP

Dest IP: DNS Server

Request: www.fred.com

DNS Reply

Src IP: DNS IP

Dest IP: Alice IP

Reply: www.fred.com

Reply: 192.168.0.3

Local 

DNS

Next-level

DNS

Root level

DNS

Next-level

DNS (dns.com)

Domain 

(fred.com)

Authoritative

server

www.fred.com

Police
Bob

Alice
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DNS Covert Channels

DNS Request

Src IP: Bob IP

Dest IP: DNS Server

Request: 

k0hlbGxvLCBob3cgYXJlI

HlvdT8=.fred.com

Local 

DNS

Next-level

DNS

Root level

DNS

Next-level

DNS (dns.com)

Domain 

(fred.com)

Authoritative

server

www.fred.com

DNS Reply

Src IP: Fred’s DNS

Dest IP: Bob IP

Reply: 

k0knbSBmaW5lIC4uLiBh

bmQgeW91Pw==

Hello, how are 

you?

I’m fine 0 and 

you?

Bob

Alice

Police
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DNS Covert Channels (Timing)

DNS Request

Request: 

www.strangeYYY.com

Local 

DNS

Next-level

DNS

Root level

DNS

Next-level

DNS (dns.com)

DNS Request

Request: 

www.strangeYYY.com

“Non-recursive lookup”

If exists – “1”

If does not exist – “0”

Bob

Alice

Police
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Application Layer Covert Channels (HTTP)

Alice

Bob GET /home.html HTTP/1.1

Host: www.bbc.com

Ways to implement covert channels:

Reordering

Case Changing

Optional Headers/Values/Flags

New Header

Linear spacing characters 

Modifying server object

Detection:

Protocol-based

Signature-based

Behaviour-based
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HTTP Covert Channel (Re-ordering)

GET /home.html HTTP/1.1

Host: www.bbc.com

GET / HTTP/1.1

Accept: */*

Accept-Language: en-gb

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)

Host: www.bbc.com

Connection: Keep-Alive

GET / HTTP/1.1

Accept: */*

Accept-Language: en-gb

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)

Connection: Keep-Alive

Host: www.bbc.com

1
st
request

2
nd
request

Transmission: ‘0’

Transmission:’1’

Bob
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HTTP Covert Channel (Changing case)

GET /home.html HTTP/1.1

Host: www.bbc.com

GET / HTTP/1.1

Accept: */*

Accept-Language: en-gb

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)

Host: www.bbc.com

ConnECtIon: Keep-Alive

Bob

0x72 -"R”
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HTTP Covert Channel (Optional flags/fields)

GET /home.html HTTP/1.1

Host: www.bbc.com

GET / HTTP/1.1

Accept: */*

Accept-Language: en-gb

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)

Host: www.bbc.com

Connection: Keep-Alive

Bob

GET / HTTP/1.1

Accept: text/xml, */*;q=0.5

Accept-Language: en-gb

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)

Host: www.bbc.com

Connection: Keep-Alive

1
st
request

2
nd
request

Transmission: ‘0’

Transmission: ‘1’
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HTTP Covert Channel (New field)

GET /home.html HTTP/1.1

Host: www.bbc.com

GET / HTTP/1.1

Accept: */*

Accept-Language: en-gb

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0)

Host: www.bbc.com

Connection: Keep-Alive

Covert-Channel: My Covert Channel

Bob
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HTTP Covert Channel (Spacing characters)

GET /home.html HTTP/1.1

Host: www.bbc.com

GET / HTTP/1.1

Accept: */*

Accept-Language: en-gb

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 

Host: www.bbc.com

Connection: Keep-Alive

Bob

GET[SP]/[SP]HTTP/1.1[CRLF]

Accept:[SP]*/*[HT][SP][SP][HT][SP][SP][SP][CRLF]

Accept-Language:[SP]en-gb[CRLF]

Accept-Encoding:[SP]gzip,[SP]deflate[CRLF]

User-Agent:[SP]Mozilla/4.0[CRLF]

Host:[SP]www.bbc.com[CRLF]

Connection:[SP]Keep-Alive[CRLF]

SPACE -
TAB -
CR + LF



C
o
v
e
rt
 C
h
a
n
n
e
ls

F
o
re
n
s
ic

Author: Prof Bill Buchanan

HTTP Covert Channel (Timing channel)

GET /home.html HTTP/1.1

Host: www.bbc.com

Bob

Alice
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Example investigations

Investigation

TCP flags

ARP

activity

DNS 

activity

ICMP

activity

Application

Protocol

activity
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TCP flags

tcp.flags.syn == 1
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TCP flags

tcp.flags.syn == 1 and tcp.flags.ack == 0
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Port analysis

tcp.port. == 21
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UDP analysis

Udp.port == 53

DNS Query
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UDP analysis

Udp.port == 53

DNS Response
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UDP analysis

Udp.port == 53

IP addresses 

returned
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IP filter

ip.addr == 68.37.75.158
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IP filter

ip.addr == 68.37.75.158 and ip.addr ==10.0.1.207
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Ethernet filter

eth.src == 00:60:97:de:54:36
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Ethernet filter

eth.src == 00:0c:ce:85:ab:60
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Ethernet filter

eth.dst == ff:ff:ff:ff:ff:ff
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ARP analysis

Arp.opcode
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ARP analysis

ARP

192.168.1.2

192.168.1.3

192.168.1.4 192.168.1.102

192.168.1.1
192.168.2.1

192.168.2.2 192.168.2.3

Who has 192.168.1.1? 

Tell 192.168.1.102

ARP

broadcast
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ARP analysis

ARP

192.168.1.2

192.168.1.3

192.168.1.4 192.168.1.102

192.168.1.1
192.168.2.1

192.168.2.2 192.168.2.3

192.168.1.1 is at

00:0c:41:f5:23:d5
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ARP analysis

ARP

192.168.1.2

192.168.1.3

192.168.1.4 192.168.1.102

192.168.1.1
192.168.2.1

192.168.2.2 192.168.2.3

192.168.1.1 is at

00:0c:41:f5:23:d5
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ARP analysis

ARP

192.168.1.2

192.168.1.3

192.168.1.4 192.168.1.102

192.168.1.1
192.168.2.1

192.168.2.2 192.168.2.3

192.168.1.1 is at

00:0c:41:f5:23:d5
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ICMP analysis

ICMP.type

192.168.1.2

192.168.1.3

192.168.1.4 192.168.1.102

192.168.1.1
192.168.2.1

192.168.2.2 192.168.2.3

192.168.1.1 is at

00:0c:41:f5:23:d5
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ICMP analysis

ICMP.type

192.168.1.2

192.168.1.3

192.168.1.4 192.168.1.102

192.168.1.1
192.168.2.1

192.168.2.2 192.168.2.3
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Application layer analysis

Http.request.method==”GET”

192.168.1.2

192.168.1.3

192.168.1.4 192.168.1.102

192.168.1.1
192.168.2.1

192.168.2.2 192.168.2.3
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Application layer analysis

Http.request.method!=”GET”

192.168.1.2

192.168.1.3

192.168.1.4 192.168.1.102

192.168.1.1
192.168.2.1

192.168.2.2 192.168.2.3
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Application layer analysis

Ftp.request.command==”USER”

192.168.1.2

192.168.1.3

192.168.1.4 192.168.1.102

192.168.1.1
192.168.2.1

192.168.2.2 192.168.2.3
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Application layer analysis

Ftp.request.command!=”USER”
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SAMPLE
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