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Password problems

What to authenticate?
Often weak.
Open to social engineering

Password Length (Schneier, Users forced to remember
) longer ones and change
o them on a regular basis.
-4 0.82 % Open to dictionary attacks
11%
15%
23 %
25%
17 %
13%
27%
0.93 %
0.93 %

T He also found 81% used a mixture
of alphanumeric characters,
whereas only 9.6% used only
letters, and 1.3% used just
numbers.

Also his Top 10 was: password1,
abc123, myspace1, password,
blink182, qwerty1, #uck$ou,
123abc, baseball1, football1,
123456, soccer, monkey1,
liverpool1, princess1, jordan23,
slipknot1, supermant, iloveyou1
and monkey. The MySpace

was popular as the
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- 128 bit signature

Biometric issues
= Identity
SANIL (Security Assertion Markup -
arguage) ¥ F94FBED3DAEQ5D223E6B963B9076C4EC
-8

« Users must adopt and trust
Or Custom
-~ d
\ ) - +U++09rgXSI+a5Y7kHbE7A==

the biometric method.
WS-Security Policy

WS-Security
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Introduction

Authentication

Fundamental
principles

Authentication.
Confidence/Assurance.
Privacy/Confidentiality.

Authentication
(Device,
User, Servers,
Connections, etc)

ﬁ

Confidentiality
(Encryption)

ﬁ

Assurance
(Integrity)

Author: Prof Bill Buchanan




Authentication

Authentication is a
fundamental issue in security.

o7

Public-key

Introduction

How do we know that it was really Bob
who sent the data, as anyone can get
Alice’s public key, and thus pretend to
be Bob?

Authentication

Author: Prot Bill Buchanan




Authentication

Authentication is a
fundamental issue in security.

PE—
Alice

L=

Public-key

Introduction

How can we tell that the message has
not been tampered with?
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How does Bob distribute his public key
to Alice, without having to post it onto a

Web site or for Bob to be on-line when
Alice reads the message?

.
A

Authentication is a
fundamental issue in security.

Public-key

'd N\
Alice
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Authentication

Authentication is a
fundamental issue in security.

N
P
Alice

2

Introduction

Who can we really trust to properly
authenticate Bob? Obviously we can’t
trust Bob to authenticate that he really
is Bob.
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What to authenticate?

Systems.
Users.
Data.
Servers.

£y

>

Devices

Methods

Hello. How are you? Is this
okay?

Authentication
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Methods

Authentication

Intermediate Intermediate
device device

-

Where authenticated?

End-to-end. User to service.
Intermediate. Part of the

authentication process.

Server Service

End-to-end authentication

Intermediate Intermediate
device device

Intermediate authentication
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Authentication type

One-way server.
One-way client.
Two-way.

One-way server authentication. Server provides
authentication to the client, such as SSL (HTTPS,
FTPS, etc).

One-way client authentication. Client provides
authentication to the server such as EAP-TLS in
Wireless.

Methods

Mutual authentication. Client and server provide 1D
to authenticate each other. Examples include PEAP in
wireless.

Authentication
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Authentication type

One-way server.
One-way client.
Two-way.

Service

Intermediate Intermediate
device

| , Device name
Username/password 3 Digital Certificate — — | D —

Show: |ETNES i

Digital Certificate Pass phrase

- [Elsubject wiliam Buchanan

TOken Card - Y 4 'Q ] MAC address [Elpubic key RSA (1024 Bits)

- @Eﬂh:mcsdk?yu‘sags EmryptmuFiElSylstsm(Lﬂ.ﬁu..
Soft Tokens - Encryption key | e
Session key x::x:;:dmhm :;lsnmsasdssl?aarsm
Pass phrase

Biometrics

Methods

[ it Properties... | [ copytoFie... |

1234567809101112
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Authentication
methods

Iris scans Something you have
Something you know
Something you are

Retina i N B Digital
scan ' . : certificate

Network/physical
address

Something you Something you

Finger prints have
Smart card

Methods

Mother’'s maiden name

Username/ _
password Something you

| know
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Authentication
methods

Every authentication method
has weaknesses, and, if
possible, multiple methods
should be used.

Biometrics

Token Cards/Soft
Tokens

S/Key (OTP for
terminal login) Digital Certificate —

Username/password
(ageing)
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Username/password
(static)

Methods

DHCP/Mac address
validation

No username/
password

Ease-of-use
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Password problems

Often weak.

Open to social engineering.

Users forced to remember
N longer ones and change

2006) , them on a regular basis.

10. ‘thomas’ (0.99%0) ) Open to dictionary attacks.

‘arsenal’ (1.11%)
'monkey’ (1.33%o)
‘charlie’ (1.39%) Suffer from many problems,
‘qwerty’ (1.41%0) especially that the full range of
'"123456' (1.63%o) available passwords is hardly ever
'letmein’ (1.76%o) ‘ used.

'liverpool'  (1.82%) .
'password’  (3.780%o) : For example a 10 character password
123’ (3.784%o) has 8 bits per character, thus it there
should be up to 80 bits used for the
password, which gives
1,208,925,819,614,629,174,706,176
possible permutations.

Top 10 Passwords (Brown,

9.
8.
7.
6.
5.
4,
3.
2.
1.

Methods

Unfortunately the actual number of
useable passwords is typically less
| than 1.3 bits per character, such as

gy the actual bit size is less than 13 bits

- (8192).
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Password problems

Often weak.
Open to social engineering.

Password Length (Schneier, & Users forced to remember
2006) Nigg longer ones and change

o 4 them on a regular basis.
1-4 0.82 % Open to dictionary attacks.
1.1 %

15 %
23 %
25 % He also found 81% used a mixture
17 % of alphanumeric characters,

13 % whereas only 9.6% used only

2.7 % ( letters, and 1.3% used just

0.93 % ' numbers.

Also his Top 10 was: password1,
abc123, myspace1, password,
blink182, qwerty1, #uckS$ou,
123abc, baseball1, football1,
123456, soccer, monkey1,
liverpool1, princess1, jordan23,

| slipknot1, superman1, iloveyou1
| mer—m and monkey. The MySpace
| password was popular as the

Name of dog 21% survey was done over the MySpace

Favourite colour 17% domain.
Mother’'s maiden name 9%
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Authentication

Biometrics
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Biometric issues

the biometric method.

e Users must adopt and trust

Acceptability

This relates to the acceptable of the
usage by users. For example, iris
scanning and key stroke analysis are
not well accepted by users, while hand
scans are fairly well accepted. The
acceptability can also vary in
application domains, such as
fingerprint analysis is not well liked in
medical applications, as it requires
physical contact, but hand scans are
fairly well accepted, as they are
contactless.




Biometric issues

Users must adopt and trust
the biometric method.

Distinctiveness. This
relates to the characteristics
that make the characteristic
unique.

Methods

Authentication
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Biometric issues

e Users must adopt and trust
the biometric method.

Permanence. This relates to
how the characteristic changes
over time. Typical problems
might be changes of hair length,
over a short time, and, over a
long time, skin flexibility.

Method

Authentication
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Authentication

Biometric issues

e Users must adopt and trust
the biometric method.

Collectability. This relates to the
manner of collecting the
characteristics, such as for remote
collection (non-obtrusive

collection), or one which requires
physical or local connection to a
scanning machine (obtrusive
collection).
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Authentication

Biometrics

Biometric issues

e Users must adopt and trust
the biometric method.

Performance. This relates to the
accuracy of identification, which is
typically matched to the requirement.
For example, law enforcement typically
requires high level of performance, while
network access can require relevantly
low performance levels.

Law enforcement methods

Host/network access

muwiui. riun will Buchanan




Biometric issues

e Users must adopt and trust
the biometric method.

Universality. This relates to
human features which translate to
physical characteristics such as
finger prints, iris layout, vein
structure, DNA, and so on.

Methods

Authentication

Author: Prof Bill Buchanan




Authentication

Authentication

Biometrics Methods

Author: Prof Bill Buchanan




DNA/Fingerprints

T DNA. This involves matching the DNA of the user,
T E and is obviously one of the best methods of
CLEEEptt O ¢ authentication, but has many legal/moral issues. It
e ' is typically only used in law enforcement applications,
rand also suffers from the fact that other information
can be gained from DNA samples such as medical
disorders. It is also costly as a biometric method, but
it is by far the most reliable. Also the time to sample
and analyze is fairly slow, taking at least 10 minutes
to analyze. Finally, the methods used to get the DNA,
such as from a tissue or blood sample can be fairly
evasive, but newer methods use hair and skin

samples, which are less evasive.

Finger prints. This involves scanning the
finger for unique features, such as ridge
endings, sweat ports, and the distance
between ridges, and comparing them
against previous scans. It is one of the
most widely used methods, and is now
used in many laptops for user
authentication. Unfortunately, the quality
of the scan can be variable, such as for:
dirty, dry or cracked skin; pressure or
alignment of the finger on the scanner;
and for surface contamination. The main
methods used include thermal, optical, Fingerprints
tactile capacitance, and ultra-sound.

Methods

Authentication




Iris scanning

One of the best methods of authentication.
Everyone has a unique iris, which is fairly complex
in its pattern.

Key characteristic marking such as the corona,
filaments, crypts, pits, freckles, radial furrows and
striations.

Extremely difficult to trick the system.

Affected by glasses which affect the quality of the
image.

Moral issues associated with this method.

Fairly costly to implement.

Fairly evasive in its usage, where the user must
peer into a special sensor machine.

Accuracy obviously depends on the resolution of
the scanner, and the distances involved.

hods

Retina scan Retina scan

NMat

Shines a light into the eye.

Analyses the blood vessels at the
back of the eye for a specific pattern.
Good method of authenticating users.
Needs careful alignment for
creditable scans.

May cause some long term damage
to the eye.

B Authentication

Iris/retina scan



Face recognition

Scans the face for either a 2D or 3D image, and

performs pattern.

. Match to determine the likeness to a known
face.

. Optical scanning, also can be infrared (thermal)
scanning.

. Distance between the eyes, width of forehead,
size of mouth, chin length, and so on.

. Suffers from permanence factors that cause the
face to change, such as facial hair, glasses, and,
obviously, the position of the head.

+ |+ Remote scanning and unobtrusive sensor.

. Poor match the further the face is away from the
scanner.

2D or 3D image is taken of the hand.
System measures key parameters, such
as the length of the fingers, the position of
knuckles, and so on.

One of the most widely used methods.
One of the most acceptable from a user
point-of-view.

Can be inaccurate, and thus should be
only used in low to medium risk areas.
Typically contactless, and can handle
fairly high volumes of users.

Main application is typically in building/
room access.

Hand geometry

Methods
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Authentication

Voice Recognition

How Biometrics Works

Vein/voice

Vein pattern

e Scans the back of a hand when it
is making a fist shape.

e View structure is then captured
by infrared light.

e Finger view recognition is a
considerable enhancement to
this (where the user inserts their
finger into a scanner).

e Produces good results for
accurate recognition.

Analyzing speech against a known pattern for
a user

Resonance in the vocal tract, and the shape
and size of the mouth and nasal cavities give
a fairly unique voice print.

Used with a limit range of words, such as for
passwords or pass phrases.

Can be used remotely, especially in
telephone applications,

Degrades with background noise, along with
changes to a users voice, such as when they
have a cold, or when they’ve being over
exercising their voice.

Author: Prof Bill Buchanan
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Keystroke

e Analyzing the keystrokes of a user, for certain
characteristics, such as typing speed, typical
typing errors, time between certain keys, and so on.
One of the least liked authentication methods, and
also suffers from changes of behavior, such as for
fatigue and distractions.

Can be matched-up with other behavioral aspects

to more clearly identify the user, such as in

matching up their mouse stokes, applications that
ah they run,\and SO on.

Ear shape. Analyzes the shape of the ear, and
has not been used in many applications. It is
normally fairly obtrusive, and can involve the
user posing in an uncomfortable way.

Body odor. Analyzes the body odor of a user,
for the chemicals they emit (knows as volatiles),
from non-intrusive parts of the body, such as
from the back of the hand.

Personal signature. Analyzes the signing
process of the user, such as for the angle of the
pen, the time taken for the signature, the
velocity and acceleration of the signature, the
pen pressure, the number of times the pen is
lifted, and so on.

Methods

Authentication
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How do we get a finger-print for data?

Hello. How are you? Is
this okay?

With a
fingerprint we
can hopefully tell
if Eve has
modified any of
the data

<
7
©
I
()
o
©
0
?
()
=

Solved by Prof Ron Rivest
with the MD5 hash
sighature.

Authentication
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Authentication
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Hashing
Algorithm (MD5)
- 128 bit signature

hello

Hello

Hello. How are you?

Napier

. XUFAKrxLKna5czZ2REBTFkg
_ 1XgZU8RhEpaoJ6v4xHgE1w
. CysDE5j+Z0OUbCYZtTdsFiw

J4NXH5Mkrk43j13N1MFXHtg

hello

Hello

Hello. How are you?

Napier

5D41402ABC4B2A76B9719D911017C592

B 8B1A9953C4611296A827ABF8C47804D7
e CC/708153987BF9AD833BEBF90239BFOF

e 8F83571F9324AE4E23D773753055C7B6

Hex

MUUTOT,. T TUT DT DuUcTTtartar

MD5 hash algorithm
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Authentication
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Hashing
Algorithm (SHA-1)
- 160 bit signature

hello

Hello

Hello. How are you?

Napier

gqvTGHdzF6KLavt4P00gs2a6pQ00=
9/+ei3uy4]twklpdeF4MxdnQq/A=
Puh2Am76bhjqES5 1bTwtwsgbdFC8=

v4GxNavod2b09GR2Tqw4yopOuro=

Base-64

hello

Hello

Hello. How are you?

Napier

AAF4C61DDCC5E8A2DABEDEOF3B482CD9AEA94 34D
F7FFOE8B7BB2EO09B70935A5D785E0CC5D9D0OABFO
3EE876026EFAGE18EA13995B4D6B70B2A6DD142F

—

BF81B135A5687766F4F464764EAC38CA8A4EBABA

o HIEX

SHA-1 hash algorithm




Message Hash

Authentication

Algorithm (MD5)
- 128 bit signature

Hashing

d mobility are two

portant issues
gat, as they will
allow users t8&>ecure their
data transmissions, and also
break their link with physical
connections.

FO4FBED3DAEO5D223E6B963B9076C4EC

+U++09rgXSI+a5Y7kHbE7A==

Base-64

Farg mobility are two

mportant issues
ntergat, as they will
allow users 8¢ ecure their
data transmissions, and also
break their link their physical
connections.

8A8BDC3FF80A01917D0432800201CFBF

iovcP/gKAZFI9BDKAAgHPVw==

MD5 hash algorithm




- Hash signature
Files/folders Algorlthm (MDS)

e Hash signatures are used to
- 128 bit signature gain a signature for files, so
that they can be checked if
they have been changed.

[Path] / filename MD5 sum
[C:\Wwindows\System32\]

12520437.cpx 0a0feb9eb28bde8cd835716343b03b14
12520850.cpx d69ae057cd82d04ee7d311809abefb2a
8pointl.wav beabl65fa58ec5253185f32e124685d5
aaclient.dl] ad45dedfdcf69a28cbaf6a2ca84b5fle
AC3ACM.acm 59683dle4cdOblad6ae32eld627ae25f
Ac3audio.ax 4b87d889edf278e5fa223734a9bbe79a
ac3filter.cpl 10b27174d46094984e7a05f3c36acd2a
accessibilitycpl.dl1 ac4cecc86eeb8elcc2e9fe022cff3acl
ACCTRES.d11 58f57f2f2133a2a77607c8ccc9a30f73
acledit.dl] Obcee3f36752213d1b09d18e69383898

ZSHP1020.CHM c67led[rath] / filename MD5 sum
ZSHP1020.EXE 96e45gd -~ TTTTTTTTTT T TTTmomommomomomomommemomoee

= [C:\Windows\system32\]

-S ZSHP1020.HLP a0769 12520437 .cpx Cg/rnrkL30zYNXF]jQ7A7FA==
o ZSPOOL .DLL fae33412520850. cpx 1prgVv82COE7nOXGAMr77Kg==
= BMZTAG.DLL 7ca83q8pointl.wav vgswXewoxsuxhfMuEkaF1Q==
g ZTAG32.DLL 27b026 aaclient.d11 ruxe39z2mijLr2osqetfHg==
< AC3ACM. acm wwg9HkzQsalq4y4dynriXw==
<:E Ac3audio.ax S4fYie3ye0X6IjcOqbvnmg==

MD5 hash algorithm




Hash signature

Hashing
Files/folders Algorlthm (MD5)
- 128 bit signature

il Hash signatures are used to
identify that a file/certificate
has not been changed.

Value

fil1.3.6.1.4.1.311.44.0.1 0300 00 00 The digital
li. |subject Alternative Name Other Name:1.3.6.1.4.1.311....

| Subject Alternative Name DNS Mame=p.bd5h2e76ce370... Certlflcate haS an

,-;.."‘;:.1;.1.311.44.2.2 0000 00 00 — SHA-1 hash
KeyU Peer to Peer Trust (1.3.6. 1.4.... :
I — ;i ey 0 H thumbprint

Thumbprint algorithm shal
| Thumbgrint 3f62a163b492595dSbfd... | (3f6a...89) which
will be checked,

3f 6a al 63 bd 92 59 5d Sb fd 64 df b7 48 83 :
cc 61 ff da 89 and if the

thumbprint is
different, the
certificate will be
invalid.

Message Hash

[E‘“PWPHM ] [ Copy to File... ]

Learn more about certificate details

Lo J

Authentication
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Authenticating with the
private key
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Message

Message

Encrypted
MD5

Bob’s
private
key
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Authentication
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Authentication

Message

Bob’s
private
key

Message

Encrypted
MD5

Alice’s A
private (

key
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Authentication

Message

Bob'’s
private
key

Bob’s
public
key

0

o7

Message

Encrypted
MD5

Alice’s
public
key

Alice’s P,
private 6/

key
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pts the message/hash with Alice’s public ke
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Authentication

Message

Message

Encrypted
MD5

Bob’s =
private 6/
key

Bob’s
public
key 0

Message

Encrypted
MD5

Alice’s
public
key

Alice’s P,
private 6/

key
|

Author: Prof Bill Buchanan

Alice dec

pts the message
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Authentication

Message

Message

Encrypted
MD5

Bob’s =
private V
key

Bob'’s
public
key (o

Encrypted
MD5

MD5 (message)

MD5 (result) values. If they are the

AN J

Alice compares the MD5

same ... Bob sent the
message

Author: Prof Bill Buchanan

Alice dec

pts the message
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Sender Receiver

N

Message

o7

Secret
key

Receiver

checks the HMAC code
against received one —

if they match the sender is
validated, and the message
is also confirmed

Authentication
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Digital Certificates
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‘;;; Digital certificates are a soft
token of authentication, and
u require a trust mechanism.

6 -

Public-key

One method is the digital certificate
which can carry the public key (and
also the private key, if nesc.)

N h an How does Bob distribute his =
ol\;\:_t Et wels n?eh the public key to Alice, without s s
B having to post it onto a Web ==
encrypt data for a site or for Bob to be on-line T L
reiﬁ'p'?_"t’tor to 4 when Alice reads the
authenticate a sender...
message? =l
[ ]
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Certificate

General | Details | Certification Path |

@A Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:  William Euchanan

Digital Cert.

c
(©)
o=
Q)
O
=
C
()
e
el
>
<

Issued by: Ascertia CAl

valid from 17/12/2006 to 17/12/2007

Issuer Statement

Certificate

Certificate

| General | Details |Certiﬁcation Path |

Show: | <Al -

Field Yalue ]
[Elrublic key RS (2046 Bits)
5ubject ke Identifier cFze 7Pl c089cl 3eadadf,..
Authnrity Key Identifier KeyID=04 fe 59 37 45 7b d3 4...
CRL Distribution Points [1]ZRL Distribukion Point: Diskr. ..
.ﬁ.uthority Information Access  [1]authority Info Access: Acc...
Thumhprint algarithm shal

+ Thumbprink 1ibacach2c93b7? 7Fza 70 ... |0

b’

13 b3 68 cb 2c 93 bY 7f 2a 7o 6f 81 11 fa ab
97 99 72 80 5Sa

Thumbprint

[ Edit Properties. . ] [ Copy to File, .. l

D

izeneral | Details |CertiFin:aI:in:|n Path |

Sho: | <Al = W |

Field Yalue

Elssuer
E'-.-'alid Fram
[F]valid to
ESuhject
= Public
I;'f',: Subject Key Identifier
P.uthn:urit‘;.f Key Identifier

Ascertia A 1, Class 1 Certific, .,
17 December 2006 21:04:49
17 December 2007 21:14:49
‘William Buchanan, 1T, Mapier L. ..

cf 26 7F 61 c0 89 ¢l 3268 a4 f...
keylD=24 fe 50 87 45 7b d3 4.,

(>

Certificate

Show: | <all= w |
Field Yalue A
E'u'ersinn V3
[Elserial number 55 74 4e 71 00 00 00 00 44 ba
ESignature algorithnn

shalR3A
Ascertia CA 1, Class 1 Certific. .

[=]valid From 17 December 2006 21:04:49
E'u'alid to 17 December 2007 21;14:49
ESubject ‘William Buchanan, IT, Mapier ...
[Flrublic ke RSA (2048 Bits) hd

CH = Ascertia Ca 1

0l = Class 1 Certificate Authority
O = Ascerkia
_ =GB

Edit Properties. .. ] [ Copyw ko File. .. ]

ECRL Distribution Painks [1]CRL Distribution Paink: Diskr,,, %
P
Public-key
| General | Details |Certificatinn Path | as o2
g8 bt ¥

[opy ko File., ..

wivi. 11Ul o owuonicaldn

ILdl Lerulivdate vulitains a tuimwprint to verif

it




Certificate

General | Detais | Certification Path |

General | Details || Certification Path |

Certificate Information
Certificate Information m

This CA Root certificate is not trusted. To enable trust,
Windows does not have enough information to verify install this certificate in the Trusted Root Certification
this certificate. Authorities store.

This certificate has both
public and private key

Issued to: Bob

This certificate has only
the public key

Issued to: ‘William Buchanan
Issued by: Bob

Issued by: Ascertia CA 1
Valid from 11/08/2008 to 11/08/2010

valid from 17/12/2006 to 17/12/2007 ¥ Youhave a private key that corresponds to this certificate.

Issuer Statement

Learn more about cerfificates

Digital Cert.

Issuer Stakement

]

Authentication

Auuivi. 1 un o ouoniaaldn

Digital certificates should only be distributed with the public ke



[ | Internet Properties (]

[ General [ security [ Privacy | Content | Connectons [ Programs | Advanced

Content Advisor
P 7 b fo rm at QI Ratings help you control the Internet content that can be

viewed on this computer.

MIID2zCCA4WgAWIBAGIKWHROCQAAAABEU]ANBgkghkiGOwOBAQUFADBGMQSWCQYD Certficates
VQQGEWJIHQj ERMA8GATUEChMIQXN]ZXJ0awExJjAKBgNVBASTHUNSYXNZIDEgQ2Vy Use certificates for encrypted connections and identification.
dGTmawNhdGugQXv0aG9yaXR5MRYWFAYDVQQDEW1BC2NTcnNRpYSBDQSAXMB4XDTA2 R
MTIXNZIXMDQOOVOXDTA3MTIXNZIXMTQOOVowgz8xJjAkBgkqhkiGOWOBCQEWF3cu [ dearssl state Gertiicates |[ Publshers |
YnVvjaGFuYw5AbmFwawvyLmFjLnVrMQswCQYDVQQGEWIVSZEQMA4GATUECBMHTGI0
aG1hbjESMBAGA1UEBXMIRWRpbmI1cmdoMROWGAYDVQQKEXFOYXBPZXIgVW5pdmvy SR | b e ol s
c210eTELMAKGATUECXMCSVQXGTAXBgNVBAMTEFdpbGxpYW0gQnVjaGFuYw4wggE:i ) g;f‘-;::?aoes and suggests matches
MAOGCSQGSIb3DQEBAQUAA4IBDWAWGYEKAOIBAQCVCFETYJL8VXAhDEMRZQIOGMS1
ci75nMms0oamjzcb6fhGeMgowmycoscmQkrvjAknoS+4mxznhcy3mdob+szbwovax ] Feeds provide updated contentfom | setipes |
M5FOxhSrv+Q86hsk8cDc+1sqyJ8TQtufubDNsSONFNY61R6G7CgGgQ8/ViSxNgzK39 ; gebﬂmsd‘;'?ﬂﬂmread in Internet
iLUFlahhycet/ab60/qwzL4iVsz2nmL4dyAuyiThLP1VbppHGAE6SDQXWYdOCP TV perer and other progrems. e —
ZN7pauD5fgBEST06bUKCieI47AzRMQ]3kHUDt7MexVW7aoX+nXLP4wn7IamaxasF - .
QvhdoKyCzhys8231QDGatXRCqkk1ztmzw516GkPSE7XVux265wiQ5athp2hy1AgmB Welcome to the Certificate Import
AAGjggEXMIIBEZAABGNVHQ4EFgQUzYZ/YCCIWT50pPHLPTcQKkOTkIwwYwYDVRO] Wizsed
BFWWWOAU1P52h0V700k6Co rvRMWB91 FvkBmhP6QIMDSXCZzAIBgNVBAYTAKACMREW i e
DWYDVQQKEWhBC2NTcnRpYTEZMBCGALUEAXMQQXNjZXJ0awEgUm9vdCBDQYIBDTBN S
BgNVHR8ERj BEMEKGQKA+hjx0dHRwO1 8vd3d3LmFzY2vydG1hLmNvbS9PbmxpbmvD Elm“mﬁfﬁﬁ"ﬁ“:::"
QS9jcmxzLO0FzY2VydGThQOEXL2NSYXNzMS5j cmwwPgYIKwYBBQUHAQEEM]jAWMCAG mﬁ’:ﬁ:‘.ﬁ?‘“ store is the system area where
CCSGAQUFBzACh1i JodHRwO18vb2NzcC5nbG91 YWxOcnvzdGzpbmR1ci5jb20vMAOG
CSqGSIb3DQEBBQUAAOEATOCWGI 1tSOkTTupmpjkM18IdxMmD5WuhszjB1GsSMhPXI
H+vXhL9yaow+Prpzy7ajs4/3xXU8VRANhyU9yU4qDA== e T (=)
END CERTIFICATE

AutoComplete

To continue, dick Next.

File to Import
Spedify the file you want to import.

=25 File name:

[ General | etais [ certification Path Fioclparkingbllp75

Note: More than one certificate can be stored in a single file in the following formats:
.-'g,.ﬁ Certificate Information Personal Information Exchange- PKCS #12 (.PFX,.P12)

el . i@ bphic Message Syntax Standard- PKCS =7 Certificates (.P78)
This CA Root certificate is not trusted. To enable trust, [L ceﬂ'ﬁ_l

install this certificate in the Trusted Root Certification Serialized Certificate Store (.S5T)
Authorities store. Intended purpose: | <Al> B

personal | Giher Peope | Intermediste Certficaion Authoribes | Trusted Root Certiicater |

igital Cert.

Issued To Issued By Expiratio... Friendly Name
| i bill 07/07/3008 <None>
| Galoin bill 11/05/2108  <None>
Issued to: Bob | Galeon Bob 11/08/2010 Bob
| Gilfred2 fred2 10/06/2010 fred2

certificate file formats

Issued by: Eob [ <Back ][ Next > ][ Cancel ]

Valid from 11/08/2008 to 11/08/2010

s——————— e The main certificate
—— formats include:

. P7b. Text format

. PFX/P12. Binary.

. SST. Binary.

Learn more about certificates

Learn more about certificates

Authentication

Digital certificates should only be distributed with the public ke



A. Bob creates the message.

B. Bob encrypts with Alice’s public key
and sends Alice the encrypted message
C. Alice decrypts with her private key

D. Alice receives the message

Communications
Encryption Channel

Alice sends
her digital
certificate with
her public key
on it

Digital Cert.

Alice’s private
& key

Hello

Authentication

Author: Prof Bill Buchanan




Digital Cert.

Authentication

Encryption/
Decryption

Bob’s private
key

Bob sends his
Digital certificate
to authenticate
himself

Communications

Channel

Encryption/
Decryption

f Alice’s private
& key

Hello

Alice checks the hash
using Bob’s public key
from his certificate

Author: Prof Bill Buchanan

Authenticating Bob




Authentication

Authentication

Trust — meet Trent

Author: Prof Bill Buchanan




Eve

Who do we trust to get
Bob’s certificate ... we

can’t trust Bob, as he
may be Eve... meet Trent.

General |petals [ Certiication Path

E4f) (Certificate Information

This CA Root certificate is not trusted. To enable trust,

n
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Bob
Issued by: Bob

valid from 11/08/2008 to 11/08/2010

7 You have a private key that corresponds to this certificate.

Learn more about certificates

Digital certificates are a soft
token of authentication, and
require a trust mechanism.

-
Vs

-

mAuuIve

1ul i wuunianldn



Trusted Root CA

Certificate Authority (CA)
The Trusted Root CE - Able to grant

(Trent) checks Bob'’s > certificates

identity and creates a Examples; Verisign,
certificate which he Entrust, Microsoft Trust.
signs

Trusted root certificates
are installed as a default
on the machine (or
installed with the user's ¥
permission)

Trusted root certificate

Alice checks the signature of the
certificate to validate Bob. ( | =
Both Alice and Bob trust the m

CA (Trent) as a third party.

J

Authentication

Author: Prof Bill Buchanan
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Trusted Root CA

Certificate Authority (CA)
- Able to grant
Eve tricks the CA to 5 certificates
get a certificate with Examples; Verisign,
Bob’s name Entrust, Microsoft Trust.

Trusted root certificates :
are installed as a default |
on the machine (or I
installed with the user's ¥
permission)

Trusted root certificate

Alice checks the signature of the —
certificate to validate Bob. ([ | =
Both Alice and Bob trust the m

CA (Trent) as a third party.

J

Authentication

Author: Prof Bill Buchanan

Drawbacks of PKI



-
Certificates

Intended purpose: <All=

Certificate purposes:
— . Secure email.

Issued To Issued By Expirakio,,. | Friendly # . .

icrosoft Authenticode(tm. .. Microsoft Authenticode(tm)..,  31/12/1999  Microsoft Server authentlcatlon_

Ft oot Autharity i Rook Autharity 31 0 Microsof

crosoft Roat Certificate ... Microsoft Rook Certificate ... 09/05/2021  Microsoft COde Slg n I ng .

EdmetLock Expressz (Class C... Metlock Expressz (Class C)...  20{02/2019  Metlock|

EdnstLock Kozjegyzoi (Class ... MetLock Kozjegyzai (Class ... 19/02/2019  Metlock| Driver authentication .

EdmetLock Uzleti (Class B) Ta... Metlock Uzleti(Class B) Ta..,  20y02/2019  Metlock |

Edno LiaeILITY ACCEPTED, ... MO LIABILITY ACCEPTED, (... O7/01/2004 VeriSign ' F e TI me Stam pl ng -

EPTT Post Root C4 PTT Past Rook C& 26/06{2019  KeyMail F o

< | 2 J Client authentication.

- — IP tunnelling.
[(mport.. | [ Export.. | [ Remove | EFS (Encrypted File

Certificate intended purposes

<Al System)
Trusted Root CA |

- always trusted Certificates

Intended purpose: =all=

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ & *

. Intermediate Certification Authorities | Trusted Rook Certification Autharities || Trusted Publ ¢ *

Certificate

Issued To Issued By - Expiratio,., = Frio#
General | Details | Certification Path | ETE CyberTrust Root Rk SGC Autharity Z302/2006 <M
EMicrosaft Internet Autharity GTE CyberTrust Global Roat 23/02/2007 <M
@ ElMicrosaft Internet Autharity GTE CyberTrust Global Rook 19/04/2009 <M

¢*J Certificate Information EMicrosoft Secure Server Authority  Microsoft Inkernet authority  23/02/2007 <M
EdMicrosoft Secure Server &uthority  Microsoft Internet sothority 19/04/2009 <M

This CA Root certificate is not trusted. To enable trust, EMicrasoft windows Hardware C...  Microsoft Root Authority 312)z2002
install this certificate in the Trusted Root Certification =

Authorities store.

Hardware C,., I Rook Authority 31 2
Ems s6C suthority Roakt SGC Autharity 014012010

Self signed '
- Can never be trusted .. I Eport. I pemove

Issued to:  Wiliam Buchanan icate intended purposes

Signing, Windows Hardware Driver Yerification

Issued by: ‘William Buchanan

valid from 22/02/2007 to 29/01/2107 I nte rm ed iate CA E

@ You have a private key that corresponds ta this certificate, - Can be trusted for some
things

Issuer Skakement

reiieee e i —we. —hanan

Levels of trust



The two main problems with digital
certificates are:

e Lack of understanding of how they
work.
e They can be spoofed.

So let’s look at a few ... are they real or
fake?

Humori2.com

Authentication

Author: Prof Bill Buchanan

Real or fake?



General | Detais | Certification Path |

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

*= Refer to the certification authority's statement for details,

Issued to: signin.ebay.com

Issued by: VeriSign Class 3 Extended Validation S5L CA

Valid from 25/01/2007 to 25/01/2009

Install Certificate...| [ Issuer Statement |

Learn more about certificates

[ x ]

Real or fake?

Authentication

Author: Prof Bill Buchanan

Real or fake?



Certificate

Cethatanpat
) Certificate Information Certification path

This certificate is intended for the followi ( “‘J

= Ermres e ety of  renche coeputer {5 Verisign Class 3 Extended Validation SSL CA
(53] signin.ebay.com

General | Details [ Certification Path |

= Refer to the certification authority's statement for detads.

Issued to: signin.ebay.com

Issued by: VeriSign Class 3 Extended Validation S5L CA E 4 W in.com/repository/rpa.html - Wind ':mm?'.":‘.ﬁlﬁ‘!m

=

Valid from 25/01/2007 to 25/01/2008 - https://www.verisi * ;’ eriSign, L.. '{g}llm Google

Eile Edit View Favorites JTools Help

vy [E’Elrighthﬁw... i@' hitps:/... x] I  deh v [ Page » {F Tools v

\é‘riSign'

Products & Services Solutions About VeriSign

[ Home = R
UNITED STATES eposiory

VeriSign Relying Party Agreement

YOU MUST READ THIS RELYING PARTY AGREEMENT ("AGREEMENT") BEFORE VALID:
CERTIFICATE , USING VERISIGN'S ONLINE CERTIFICATE STATUS PROTOCOL ("OCSPT)
Licenses & Approvals OR USING A VERISIGN OR VERISIGN AFFILIATE DATABASE OF CERTIFICATE REVOCA
E-Sign ANY VERISIGN CERTIFICATE-RELATED INFORMATION (COLLECTIVELY, "VERISIGN INF
e NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO NOT SUBMIT A QUERY AND DO
ACCESS, OR RELY ON ANY VERISIGN INFORMATION. IN CONSIDERATION OF YOUR A
TERMS, YOU ARE ENTITLED TO USE VERISIGN INFORMATION AS SET FORTH HEREIN.

US Home | (0 Worldwide

RESOURCES
PKI Disclosure

H u m 0 r1 2 . C 0 m 1. Term of Agreement. This Agreement becomes effective when you submit a quen
Certificate, or rely on any VeriSign Information in the manner set forth in the preamble a
shall be applicable for as long as you use and/or rely on such VeriSign Information.

2. Definitions.
"Certificate” or "Digital Certificate™ means a message that, at least, states a name or ider
identifies the Subscriber, contains the Subscriber's public key, identifies the Certificate’
_a Certificate serial number. and contains a dioital sionature of the issuino CA,
T} 3

(g € Internet | Protected Mode: Off H100% -

Authentication

Author: Prof Bill Buchanan
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Certificate

General | Details | Certification Path |

3
! = Certificate Information

This certificate is intended for the following purpose({s):

*Ensures software came from software publisher
#Praotects software from alkeration after publication
« Al issuance policies

Issued to:  Amazon eCommerce

Issued by: Amazon eCommerce

valid from 01012007 to 01/01}2013

Humori2.com

Issuer Staterment

5] 4

Real or fake?

Authentication

Author: Prof Bill Buchanan

Real or fake?



Certificate
Certificate

General | Detals | Certfication Path | General || Details | Certification Path

Certification path

i
Certificate Information
AMazon eCommerce

This certificate is intended for the fFollowing purpose(s):

*Ensures software came from software publisher d !
*Prot
il Security Warning .

"j You are about toinstall a certificate From a certification authaority (CA) claiming ko represent:
L

AmMazon eCommerce

Windaws cannot walidate that the certificate is actually Fram "Amazon eCommerce”, You should confirm iks arigin by conkacking "Amazon eCommerce”, The Fallowing number
will assisk you in this process;

Thumbprint {shal) DOC30ESS 98AAGEC] 29BAS4ES 513920F6 EED4E3SE
\Warning:

If wiou inskall this root certificate, Windows will aukomatically trust any certificate issued by this A, Installing a certificate with an unconfirmed thumbpring is & security risk,
IF wou click "Yes" wou acknowledge this risk,

Certificates
D yaou want ko install this certificate?

Intended purpose: <all=

| Intermediate Certification Autharities | Trusted Root Certification Authorities | Trusted Publ % *

Issued To Issued By Expiratio...  Friendhk Mame b
P.BP..ECOM Root C& ABA ECOM Rook CA 09/07/2009  DST (ABA.ECOM..., —
& iAmazon eCommerce  Amazon eCommerce 013 <Mone=
= sutoridad Certifica...  Autaridad Certficadar. .. 28106/2009  Autoridad Certifi, ..

E sutoridad Certifica...  Autoridad Certficadar... 29)06/2009  Autoridad Cerkifi. ..
ElBaltimore E2 by DST  Baltimore EZ by DST 03/07/2009  DST (Baltimore E. ..
EBelgacom E-Trust ... Belgacom E-Trust Prim...  21/01/2010  Belgacom E-Trus. ..
C&W HKT SecureM..,  C&W HET SecureMet ... 16/10/2009  CW HET Secure...
c&w HKT Securehl,..  CEw HET Secureiet ... 16/10/2009 O HET Secure. ..
C&W HET SecureM...  CaWw HKT Securehet ... 16/10/2010 W HKT Secure...

[ Import... ” Export... H Remowve ]

Certificate intended purposes

Code Signing

nedl Vi 1dne 1

Authentication




General | Detais | Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
# Ensures the identity of a remote computer

* Refer to the certification authority's statement for details.

Issued to: *.napier.ac.uk

Issued by: GlobalSign Domain Validation CA

Valid from 15/05/2008 to 16/05/2013

Humor12.com |[nstall:=rtiﬁcate..,| [Iss:.m'stahmmt ]
Learn more about certificates

]|

Real or fake?

Authentication

Author: Prof Bill Buchanan
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General Certification Path

Details | Certification Path

| a Certificate Information

This certificate is intended for the following purpose(s): Cmﬂ path
* Ensures the identity of a remote computer I .ﬂ.l

5] GlobalSign Domain Validation CA
5] ®.napier.ac.uk

= Refer to the certification authority's statement for details.

Issued to: *.napier.ac.uk

Tssued by: GlobalSign Domain Veldaton CA (= GlobalSign (SSL Certificate) Legal Repository - Windows Internet Explorer —

vt 5 10 R = /o oo comostoryine ~1 5

File Edit View Favorites Tools Help

[ .= I . - »
Instal Certificate...| [ Issuer Statement | W< i;_. _) GlobalSign (SSL Certificate) Legal Repository | - v = v i Page v ) Tools ~

Learn more about certificates

Contact Us

GlobalSign~

GMO Internet Group

Products Solutions Partners About GlobalSign

You are here: United States Home > Repository > Legal Documents

About GlobalSign

Company Profile
Humori2.com Company History Repository of Legal Documents & Root Certificates

Management Team

Press Center GlobalSign Root Certificates

All Root & Intermediate CA Certificates
Lomieat} RITReY GlobalSign Certification Practice Statement (CPS)
International Current version -v6.1 - June 08
Contact Us Previous version - v6.0 - December 07

GlobalSign Certification Practice Statement (CPS) for

Adobe Certified Document Services (CDS)
m

m ﬁ Internet | Protected Mode: Off

Authentication

Author: Prof Bill Buchanan
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Authentication

2% /
Q ‘7,
tgj ’0“,
CJ':)
Mz rasaf
.net

Framework

Wersion 2.0

Authentication

<L

Author: Prof Bill Buchanan




Roaming
details

M

Secure communication of
details

Personal Card

Secure storage
of details

Managed Card

(for on-line purchases,
managed logins,

and so on

Verification of the user

Cardspace

Off Storage of sensitive details
machine (such as credit card details,
storage passwords, and so on)

Authentication

Author: Prof Bill Buchanan
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| Windows CardSpace (en-GB)=

@ Add a card

Select the type of card you want to add. what type of card should,
1 add?

Help El Windows CardSpace (en-GB)o

& Card Details

*> Creatle adpirf‘gns‘ ?ar.d o This personal card is encrypted and stored on this computer. To edit the card data, name, and picture, Edit card
auicky. The daloon you rew car il o encrmed s slncs o o camputen. o EiED View card history
‘ E one card to many sites. Change PIN

2 Install a Managed card ||  Information that you can send with this card: Remove lock

Morgod e o ety e o oeinon, Ty e i fr s, s o it ot sz
cards, click What lype of card should | add? W Last Narne: Buchanan Help
Email Address: w.buchanan@napier.ac.uk
Personal Card Strest: Test
City: Edinburgh
State: Lothian
Postal Code: EH1050T
Country/Region: UK
Home Phone:
Other Phone:
Mobile Phone:
Date of Birth: 27/08f2006

Managed Cards:

- Created by identity
provider.

- Encrypted.

Information:

Maintained by IP that
provides card.

Stored at site.

Some info on local machine
(Card name, when installed,
Valid until date, History of
card)

Personal cards:
- Created by the person.

- Encrypted.

Personal information:
Name, addresses, phone
numbers, date of birth,
and gender.

Additional:

Card name, card picture,
and card creation date
and a history of the sites
where this card was used.

Cardspace

Authentication

Author: Prof Bill Buchanan

pes of card



@ Codbeais Taks

akear

Last Name: ‘Buchanan Lz
ersonal Car

271812008

Windows Live Account - Summary - Windows Internet Explorer

6@ + [ hetpsijjaceountlive,

fle Edt Yiew Favoites Took Help

w* I.ﬁ; Windaws Live Account - Summary

Name, @ Windows Live™ Home Hotmail Spaces OneCare
add resses Account summary Settings | Help
]

Account summary i Bill Buchanan Common tasks
phone 55

w_j_buchanan@hotmail.com

Settings s Change your password

: Brodilcs, Registered since: 21 May 2000 * Edit your registerd informi
numbers, date -

s Country/Region: United Kingdem Frequently asked guestion
ervices

1 Birth date: 06 March 1361 + Towtall chontaia sronai
of birth, and

o How can I add an alternate
Help Central Password reset information the alternate e-mail addres

gender. PP

Question: ex-cat name Change How can I create my mobil

= e oR s Alternate e-mail address: Not specified Add s e
e ylng ari y o e
Privacy statemant

- . . View more questions
y Linked Windows Live IDs i

Quick links
Link your Windows Live IDs, and sign in only once to use multiple accounts.

® Check network status
Link Windows Live IDs ® Newsletters and offers

& windows Live Betas

U Security

MSN Online Safety and Security
Microsoft Update
Windows Live OneCare

Cardspace

windows Live Family Safety Settings

€D mreernet

N

Identity Provider (IP)

Authentication

Author: Prof Bill Buchanan
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Cardspace

Authentication

User

Request security toker@

<

Identity Provider Relying Party

(IP)

@ User approves release of token

(0 s Gl

@ @ Client wants to access a resource

@ hich IPs can satisfy requirements?

@ RP provides identity requirements

(&)

Return security token based
on RP’s requirements

Token released to RP

(RP)

Author: Prof Bill Buchanan
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Cardspace

Authentication

Identity

Identity selector

Security Token Service (STS)

Identity
Provider (IP)

Certificate
Kerberos
PKI Server

Digital Certificate Granter (Verisign)

SAML (Security Assertion Markup
Language)

Or Custom

>

WS-Security Policy
WS-Security

Relying Parity (RP)

Open XML standards:
WS-*:-

WS-Trust, WS-Metadata
Exchange Framework

Author: Prof Bill Buchanan

RP and IP




o B

(0 excessive heat o direct sunlight

Do not expose t

Token

AmericanAirlines’

me nAi ssmooemcoons 1 « BOARDING PASS
A rica "nee ISNOVOS.xwm US wueer

SS&S fien —08 ANGELES « WENDELL/ROGER

DELL /ROGER
4.0S ANGELES

o mou
1 w *08 ANGELES

IMmS78 Y 19NOV305P
DENVER

L AI‘ER!LAN AlRLthb

b it B B

BOARDING PASS

i GHOJJP 6 s vﬁWaosp

e e PO SR T‘F?CU"“

L 00108671215840 | FiLECTRONIC

STS
(Security
Token
Service)

Cardspace

Check in

Airline
security

Authentication

Author: Prof Bill Buchanan
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Cardspace

Authentication

Check in

Trust Infrastructure

Airline
security

Author: Prof Bill Buchanan

RP and IP



! Windows CardSpace (en-GB)=

\_J Select a card to preview

T_D sea or edit card data before you send it, select a card, and then click Preview. To criies
click Add a card. &£ Windows CardSpace (en-GB)c

Your cards: @ Card Details Tasks

m]}- This personal card is encrypted and stored on this computer, To edit the card data, name, and picture, Edit card
click Edit. : d i
add a card Wiesw card histary

Change PIM
Rermnove lock

-u'l : Information that you can send with this card.

k First Mame: Bl Wwhat data wil be sent?
(b X
‘ ' Last Marne: BuChanan =l

Ernail Address: w buchanan@napiet, ac, ok

PersonahCard Street; Test

r

{= Manage your Information Card - Windows Internet Explorer |' “D ||-><| Edinburgh

LS AT A |g, https: {flogin.live.comfbetajmanagecards, stffwa=wsigninl , 02wreply=http:  frma, V| % 4| X |G00gle | }J ';

Lothian

File Edit Wiew Favorites Tools  Help @'

& ke I@Manage vour Information Card l_l /ﬁ i @ 3t @Eage = Q Tools - ®' ﬁ 3

& Windows CardSpace (en-GB)z

EH1050T

&, Choose a card to send to: Microsoft Corporation Tasks

To see or edit card data before you send it, select a card, and then click Preview, To create a new card, Duplicate card

click Add a card. Delete card

Add a card
Back up cards
Restore cards

Cards you've sent to this site:

i—‘. ,.r

Preferences
4 Wind Live r - mi Delete all cards
Rg VVindows Live Manage your Information Card (Beta) ' “l‘%".‘ | —

Dizable Windows

Windows Live ID' now supports Information Cards. By replacing passi Bills CardSpace
G Information Card can help prevent phishing and identity theft. = Mrd e
Your other cards:

Help To manage your Information Card, sign in with your password. e ~—— : send?

Sign in I | Cancel 5= Heln .
- . Learn more about this
L2 site

3‘ Windows Live ID

Learn more about Infermation Cards.
Works with MSN, Office Live, and

Microsoft Passport sites Add a card

Preview

©2007 Microsoft Corporation  About  Privacy  Trademarks Account | Help df .
Dane € Internet H100% v C a rd S




> Manage your, Information Card - Windows Internet Explorer

mr - |g, https:fflogin.ve. com/betafManageCards srffwa=wsigninl . 0fwreply=http:ffww Vl Q ‘? X | |Iogin with cardspace

File Edit Miew Favorites Tools  Help

D

* “1'5? [ gManage vour Information Card

[ ]

A B Doe- G- @ Q3

f : Windows Live

Help

Manage your Information Card (Beta)

Windows Live ID now supports Information Cards. By replacing password, an
Information Card can help prevent phishing and identity theft.

w_j_buchanan@hotmail.com | Sign out

IYou successfully updated an Information Card for your account.

af Windows Live 1D

Works with MSN, Office Live, and [[Finish | | change |

Microsoft Passport sites

Learn mere about Information Card

/= Windows Live Account - Summary - Windows Internet Explorer

@\:;r - |n{‘ https:)faccount. live.comySummaryPage . aspx?mki=EN-US&lc=10332&noteid=Note. Saved@natelevel= V| % ‘1‘ X |G00gle

©2007 Microsoft Corporation  About  Privacy  Trademarks

Windows CardSpace [en-GB)c

€]

This card has been sent to the folowing sites, You can sort the cards by name ar by the most recent date
that the card was sent.

Wiew card history Tasks

Help

Last Used
1112007 =050

Site
ingin Jive,com

Personal Card

File Edit Mew Favorites Tools Help

=

* & [J‘;‘ Windows Live Account - Summary

Home Hotmail  Spa

@- Windows Live™
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Private-key encryption
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Public-key
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Private-key
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1. Secret-ke

Is used to /,r/ Secret-key
encrypt \

message.

2. RSA is used to encrypt
secret key with the
recipients public key.
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2. RSA is used to encrypt Author: Prof Bill Buchanan
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recipients public key.

] Authentication

Cardspace



Authentication

Authentication

Conclusions

Author: Prof Bill Buchanan




Password problems

What to authenticate?
Often weak.
Open to social engineering

Password Length (Schneier, Users forced to remember
) longer ones and change
o them on a regular basis.
-4 0.82 % Open to dictionary attacks
11%
15%
23 %
25%
17 %
13%
27%
0.93 %
0.93 %

T He also found 81% used a mixture
of alphanumeric characters,
whereas only 9.6% used only
letters, and 1.3% used just
numbers.

Also his Top 10 was: password1,
abc123, myspace1, password,
blink182, qwerty1, #uck$ou,
123abc, baseball1, football1,
123456, soccer, monkey1,
liverpool1, princess1, jordan23,
slipknot1, supermant, iloveyou1
and monkey. The MySpace

was popular as the

Methods

hentication
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Hashing
Algorithm (MD5)
- 128 bit signature

Biometric issues
= Identity
SANIL (Security Assertion Markup -
arguage) ¥ F94FBED3DAEQ5D223E6B963B9076C4EC
-8

« Users must adopt and trust
Or Custom
-~ d
\ ) - +U++09rgXSI+a5Y7kHbE7A==

the biometric method.
WS-Security Policy

WS-Security
Performance. This relates to the Identity selector N
accuracy of identification, which is data transmissions, and also
typically matched to the requirement. break their link with physical

connections.

Base-64

For example, law enforcement typically . Security Token Service (STS)
= Relying Parity (RP)
mobility are two 8A8BDC3FF80A01917D0432800201CFBF
portant issues i0vcP/gKAZFIBDKAAGHPVW:

requires high level of performance, while = genti
network access can require relevantly E Fromider (1P)

data transmissions, and also

break their link their physical

low performance levels. i
Open XML standards:
S
Hash signature

Biometrics

Message Hash

X509
Certificate <S g
I Kerberos. WS-Trust, WS-Metadata

N\

Digital

- ﬁ Cardspace

RP and IP

Authentication

Message

Encrypted e
LMWD'; Communications
Encryption/ Channel
Decryption

Encryption/
Decryption

— Alice’s private
s <5
Bob's private

Bob sends his

Digital certificate N Alice checks the hash
to authenticate using Bob's public ke

igital certificates to authenticate

The maaic orivate kev

MD5 (message)

nticati

Alice compares the MD5

EOCHEISS L o= MDs (result) values. If they are the.

Using hash signature to authenticate D

3ntication
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