Cloud/Grid Computing

¢ Provide an introduction to cluster, grid and cloud infrastructures.

e Define an example of grid computing, and its advantages.

e Show an example of using a Cloud Infrastructure.

¢ Define the usage of Amazon Web Services, including S3 and the
EC2 Cloud.

e Outline the usage of RESTful Web Services.

Author: Prof Bill Buchanan




YEARS
MEDIA
THEFT
CENERAL SOCAL

ALDOW

ClTKTmN

USERS u MO8ILE
ALSO A,

UNWANTED

COMMERCIAL ARTICLE —
mmmSPAMMERS
‘”"""“SPAMMING

AMOUNT o omioa

SPAMMER M MON!:Y .
S MESSAGING —y_

“==INTERNET
vear SEAHCH EDIT v

- son'wuu:
\,l‘\:]\“ \l[J’SENET

l\l LUDE CUST ACT

Spoofing

MAY
OSTS = gvan
RAUD FIRST JUNK

LosT
ANTI-SPAM LICITED NoWSGROUP  EVEN

ww~ MESSAG
OED

Cloud Computing

Introduction

Author: Prof Bill Buchanan




Terminals

Computers
connect to
services (SoA)

Stand-alone
computers

Computers
connected to
servers

Changing trends




Software Software
Applications Services

Operating
System

Hardware

Current (Thick client where
applications run locally)

Isolation between
imagef
|
|
|
|
|

Software Software
Applications J[ll Applications [l Applications

Operating Operating Operating
System System System
Virtual Server (VMWare, Virtual PC, and so on).

Operating System

Virtualisation images allow multiple OSs
to run on a single OS.

Software

Future (Thin clients and
Virtualisation)

Software Software
Applications Services

Web server




Client Windows Local Virtualised
1en % (eg VMWare
oS Workstation)

NAT (Network Address Translation)

OS and Services can be
either temporal or
permanent (until deleted)

Services

0S Services Windows Lunix Other OS

Remote Virtualised

(eg WMWare Workstation) VMWare ESX
(bare metal virtualisation)

Base OS

Server cluster

Virtualisation



Local multi-core F

: Storage
Creation Creation

Cloud Interface (Service
Provision)

Grid Layer (Middleware)

Cluster ... grid ... cloud
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Cloud Computing

Grid Computing

Author: Prof Bill Buchanan




Local multi-core

/@ Thread1
& Thread2
Thread3 \

Grid Layer (Mlddleware)

CPU scavenging
(such as when
the screen-saver
Is on)

Distributing applications




1. Submit

Client Q
% Data Manager

5. Read results Y 2. Push data set

i - Workers watch
Messaging T~ queue
Queue [N

[

4. Publish &\
result 3. Pull data

set

CPU scavenging

Q
Q) \4’ (such as when
-.-\ @ the screen-saver

Is on)

Separating architecture from data processing nodes




Okay... we select a 64-bit

key ...
which has 1.84x10"°

combinations

18.4 million million million different keys
000000000000....000000000000000000

To
1M1M1111111111 . 1 11111111111111111

1

How long will it take to cracked It by brute-force
(on average)?

Distributing applications



A 64-bit key has 1.84x10™
combinations and it could be
a4 cracked by brute-force in

o J §10.9x10™ goes.

1

If we use a fast computer
such as 1GHz clock (1ns), and
say it takes one clock cycle

to test a code, the time to
crack the code will be:

l

9,000,000,000 seconds (150 million minutes)
... 2.5 million hours (285 years)

Distributing applications




Hours Days Years
2,500,000 104,167 — 285
1,250,000 52,083 143
625,000 26,042 71
312,500 / 13,021 36
156,250, 6,510 18
78,125 3,255
39,0631 1,628
19,532 | 814
9,766 407
4,883 | 203
2,442 | 102
1,221 | 51
611 | 25
306 |\ 13
153 6
77 3
39 2
20 1

56-bit DES:
Developed
1975

30 years ago!
... how easily
crackable

Distributing applications




16x16 = 256 element array

Distributing applications
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4x4 = 16 element array




4 element array

2x2 =
= 256 element array

16x16
Distributing applications
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4x4 = 16 element array




2x2 =4 element array

2x1 =2 element array

Processors Year 0 Year3 Year4 Year5
1 104000 days 13000 6500 3250
4 26000 3250 1625 813

16 6500 813 407 204

64 1625 204 102 51

256 406 51 26 13
1024 102 13 7 4
4096 25 4 2 1

16,384 152hr
65,536 38hr
262,144 10hr
1,048,576  2hr

16x16 = 256 element array

4x4 = 16 element array Author: Prof Bill Buchanan

Distributing applications




]@REA]/ \PAN

1997. RSA Lab's 56-bit RC5 Encryption Challenge
- 250 days and 47% of the key space tested) —
distributed.net

1998. RSA Lab's 56-bit DES II-1 Encryption
Challenge - 39 days.
1998. RSA Lab's 56-bit DES 11-2 Encryption
Challenge - 2.5 days.

1999. RSA Lab's 56-bit DES-III Encryption
Challenge - after 22.5 hours using EFF's Deep
Crack custom DES cracker.

2002. RSA Lab's 64-bit RC5 Encryption Challenge

— Completed 14 July 2002 — 1,757 days and 83%

of the key space tested.

RSA Lab's 72-bit RC5 Encryption Challenge
- In progress.

Distributing applications




\:\‘:\‘:\ \
A\

File Options View Help

CPU Usage

Distributed.net is starting and
stopping (Max CPU when
searching for possible keys) I e = 0s Sy

Ble £t Yew Favorkes Jook Heb ’
Qs - § | Osewsr [ roies | [T Totals Physical Memory (K)
g SP Handles 16669 Total 1047920
Threads 635 Available 217804
Processes 78 System Cache 343884

Commit Charge (K) Kernel Memory (K)

Total 727864 Total 97492
Limit 1737080 Paged 76112
Peak 738496 Nonpaged 21380

Processes: 78 CPU Usage: 18% Commit Charge: 710M | 1696M

Distributing applications
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Cloud Computing

Cloud Computing

Author: Prof Bill Buchanan




On-demand self-service.
Consumers get server CPU,
memory, bandwidth and
storage resources whenever

| required.

Rapid elasticity. Consumers
can easily scale-up and scale-
down, whenever required.

Location independent resource
pooling. Multiple customers use
shared resources within the
provider, without actually knowing
where the exact location of these

Pay per use. All access to resources
is monitored, and paid for either by
advertising or usage. Payment
methods: per users created, per hour
usage (service), etc.

Cloud characteristics




<
Private Cloud ~

owned and run by
an organisation

)

S

D

j:.’:{;f':' L]

ackspaceclourt

S

amazon
webservices”

Public Cloud — owned by
an organisation selling a
cloud infrastructure

E) flefséale“

n[]

shared by several
organisation, with a
common policy, compliance,
mission, etc

two or more
clouds

Cloud types



Q: Rate the challenges/issues ascribed to the 'cloud'/on-demand model
{(1=not significant, S=very significant)

Security

Performance

Availability

Hard to integrate with in-house IT

Not encugh ability to customize

Waorried on-demand will Cost more
Bringing back in-house may be difficult
Regulatory requirements prohibit cloud

Not enough major suppliers yet

20% 30 40% 50% 60% TOYa

% responding 4 or 5
Source: IDC Enterprise Panel, August 2008 n=244

External Cloud

Audit/compliance

Can | be compliant with statutory and
regulatory requirements?

e Where is my data stored?

e Who handles breach notifications?
e How long is my data stored for?

e How is eDiscovery handled?

Audit/compliance




Software as a Service (SaaS)

e User interface.
e Machine interface

Platform as a Service (PaaS)

Service Oriented Architecture (SOA)
Sophisticated Web Services
Developing

Testing

Deploying

Hosting

Service platform providers, e.g. Google
GAE, Microsoft Windows Azure

Infrastructure as a Service (laaS)

Resource virtualisation

Computing power

Storage capacity

Network bandwidth

Usage-based payment scheme

Cloud enablers, e.g. Amazon EC2 / S3

Hardware as a Service (HaaS)

« Cluster & data centre providers
Reduction of capital & operation
investments
Enhanced reliability — redundancy,
replication & failover
Enhanced scalability
Enhanced load-balancing

Servers

Cloud/grid infrastructure




@ Pay-per-usage

APl interface
To virtual servers

Amazon Web

Software as a Services

Service (SaaS)

Platform as a Service
(PaaS)

Infrastructure as a Server
(laaS)

Virtual
Servers




Pay-per-usage

Microsoft Azure,
APl interface Google Application
To services Engine (GAE),

Amazon EC2

Software as a
Service (SaaS)

User Interface

) Creation
Platform as a Service (PaaS)

Security

Service

Data storage
Infrastructure as a service

Server

(laaS)
Service

Platforms

SOAP, WSDL
Used to find services




Access to
applications

Software as a Service (SaaS)

Platform as a Service
(PaaS)

Infrastructure as a
Server
(laaS)

Pay-per-usage

Software
Applications
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Cloud Computing

Amazon EC2

Author: Prof Bill Buchanan




This produces a mixture of

structured data storage with

the reliability of a traditional
database.

Amazon SimpleDB gg})]sgrﬁigeg*
Pay-per-usage

Amazon CloudFront Amazon Simple
This allows content to be

Storage Service
placed close to the places g

where it is to be consumed, Amazon Elastic Cloud Thi (Amdazoc? S3).
the content thus gets moved Compute (Amazon ECZ) witlﬁ pwrg; Is:rzicaetsa titg:gt?
to the edge of the cloud to This is the core of the Amazon Cloud, APIs. It differs from nor,ﬁm
support rapid delivery of and provides a Web services API to '

content. create, manage and delete virtual flliiﬁst:g?es;nhtig?;rig;}f S

servers within the Amazon Cloud. This structure. Instead it uses

includes US and European data centres, buckets, which are unique
and uses the Xen hypervisor for the

L4 namespaces across all of
. management of the servers. ;
Amazon Slmple the Amazon customers. It is

. thus not a filesystem, and is
Queue Service

a Web service, thus
(Amazon SQS). applications need to be
This supports a grid

written which specifically
infrastructure, where store data into the S3 Cloud.
message can be passed to a

queue, and then consumed
by any subscribers.

Amazon Web Services



NGET /login.html?name=Fred
Client ;

GET /resource/myservice

POST /resource/myservice

GET /resource/myservice/elemlll
PUT /resource/myservice/elemlll

DELETE /resource/myservice/elemlll

e REST defines a set of architectural
principles that focus on a system'’s
resources.

¢ Is stateless, and focuses on how to
define states using HTTP.

e Used by Yahoo, Facebook, Amazon,
Microsoft Azure, etc.

¢ A lightweight alternative to SOAP/
WSDL.

HH&RHEH“* GET /resource/myservice

Resource is identified by a URI

List members in a collection
CREATE a new member in a collection
READ a member in a collection

UPDATE a member in a collection

DELETE a member in a collection

C reate
Read

U pdate

Delete

Web Service

RESTful Web Services (REST -Representational state transfer)




Eavesdrop
ping

Trap-door

o
=
=
=
o
&
O
&
e
=
O
O

Amazon E3

Author: Prof Bill Buchanan

—



Amazon Simple

amazon
webservices”
@ Pay-per-usage
Storage Service
(Amazon S3).

This provides data storage $0.150 per GB - first 50 TB /

with web services through
APls. It differs from normal month of storage used

filesystems in that it does
not have a hierarchal
structure. Instead it uses

buckets, which are unique mb s3://bill.bucket
namespaces across all of put myfile.mp3 s3://bill.bucket/myfile.mp3

the Amazon customers. It is ) . . .
T 5t (i, e get s3://bill.bucket/myfile.mp3 myfile.mp3

a Web service, thus
applications need to be Is .

written which specifically 1s s3://bi11.bucket/

store data into the S3 Cloud.

delete s3://bill.bucket/myfile.mp3
mb s3://bil1.bucket

Amazon Web Services
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Cloud Computing

Amazon EC2

Author: Prof Bill Buchanan




amazon
webservices”

Amazon Machine
Images (AMI)

=

Q
i-0d895567

Machine Instances
e Command line tools
e Web Service Console

i-0d895566

$ ec2-describe-images -0 AKIAIWUMTTAZYST2IZ2AA

$ ec2-describe-images

IMAGE ami-45c22e2c powerdns/image.manifest.xml 495219933132 available private
$ ec2-run-instances 1-0d895566

Amazon Web Services




Client

ONS

Amazon Elastic Cloud
Compute (Amazon EC2)

This is the core of the Amazon Cloud,

) AWS Management Console - Mozilla Firefox

File Edat View Higtory Bookmarks

8b- ¢

Jools Help

A & REEIES https://console.aws.amazon.com/ec2/homesc=EC28&s=Instances

AWS Management Console

aws.amazon.com

Amazon EC2

Amazon
CloudFront

Amazon Elastic
MapReduce

T e

N
“a. Remote Desktop Connection

Remote Desktop
Connection

Computer
User name

ec2-204-236-199-96 compute-1.amazonaws < ¥~
ec2-204-236-199-96\Administrator

Saved credentials will be used to connect to this computer
Yo an odit or delete th redentia

Welcome, Dr William Buchanan

Settings

J

Region:

EC2 Dashboard

Instanc

#& Launch hstance Instance Actions  ~ Reserved nstances ~
Viewing: All Instances -
AMI 1D

ami-45¢c22e2c ebs

All Instance Types
Instance Root Device Type

& i-0d895566

Spot Requests

AMIs

Bundle Tasks

» Volumes

» Snapshots

> Elastic 1Ps

» Security Groups

» Key Pairs

a EC2 Instance:

Description Monitorning

AMI ID: ami-45¢2
Security Groups: bl
Status: running
Reservation: r-fcd18794
Platform: windows
Kernel 1D:

AMI Launch Index:

Root Device:

Load Balancers

Block Devices:
Lifecycle:

Public DNS:

Type

m1.small

Status -~ Lifecycle

& running normal

Zone:

Type:

Owner:
Ramdisk ID:
Key Pair Name:
Monitoring:

Elastic IP:

Root Device Type:

vol-49e43920:attached:2010-03-077T19:58:20.0002 :true

ShowMde ' Refresh @ Melp
1to 1 of 1 Instances
Public DNS

Security Groups  Key Pair Na

€c2-204-236-199-96 compute-  bill bellvandows2

us-east-1c

ml.small

billwindowsz

enabled

An amazoncom company

B Sarece

. WS Servw
oo WTTP Fastires

o, Connmnt

Amazon Web Services




Client
S

Amazon Elastic Cloud
Compute (Amazon EC2

) AWS Management Console - Mozilla Firefox
Eile Edt View Higtory Bookmarks Tools keip

“ - C 2 & BREERERY rips//consotesws.amazon.comyec2/homesca EC28ise SecurityGroups

AWS Management Console x Mail Folder

AWS.amazon.com

Amazon Elastic Amazon

Amnzon EC2 MapReduce CloudFront

“a. Remote Desktop Connection

Remote Desktop
Connection

r
ec2-204-236-199-96 compute-1.amazonaws « 'on

’ 198 963 S doinistrator 'ices.'
2 to this computer usage

2§ - smazon web servers . (
Help | | Options >>

Welcome, Dr William Buchanan

. i | B
Region:  —— D Create Securty Group 96 Delete
Viewing: All Security Groups »

> EC2 Dashboard
Name Description

& bl bl
» Instances

Spot Requests & defaylt default group

AMLs 1 Security Group selected

Bundle Tasks & Group Name: bill
Description: bill

Allowed Connections:
Volumes
Snapshots Connection Method Protocol From Port

tep 3389

» Elastic IPs ; 80

Key Pairs

Load Balancers

Source (IP or group) Actions
00000

00000

@ Untitied Document - Mozilla Firefox

[ Eile Edit View Higtory Bookmarks  Tools Help
g 9 C Y http://ec2-204-236-198-170.compute-1.amazonaws.com/

Untitled Document

This is a simple page.

Amazon Web Services




Cloud Computing

YEARS
MEDIA
THEFT
CENERAL SOCAL

ALDOW

CITATIUN

USERS u MO8ILE
ALSO A,

UNWANTED

COMMERCIAL ARTICLE —
s SPAMMERS
e S PAM MING-
AMOUNT o opana i

SPAMMER M MON!:Y .
S MESSAGING —y_

”mﬂNTERNET

NETWORK

SEAHCHEDIT COURT

- son'wuu:
\,l‘\:]\“ \l[J’SENET

l\l LUDE CUST ACT
R =
see  USED nowons '<

UNITED
= COSTS ™ byan
ONE FRAUD FIRST JUNK

LosT
ANTI-SPAM LICITED NoWSGROUP  EVEN

ww~ MESSAG
OED

Spoofing

Amazon EC2
Programming

Author: Prof Bill Buchanan




Arazon Elastic Compete Cloud - v oL et |

Fée fdit View Migtory Bockmaris Took elp
@ = C B hitp://docs. amazonwebservic es.com/ AWSEC 2 Latest/C ommuandLineReferenceindex htmi?Api = - 1 programming language &

Amazon Elsstic Compute Clowd

Amazon Elastic Compute Cloud
Command Line Tools Reference (API Version 2009-11-30)

Welcomes
What's Hew

Getting the Command Line

::"mh _— * ec2-describe-images : a m azo n

o
et commant e || Deseription webservices
Referonte

c o # Retwns iformation about AMIs, AKls, and ARIs. This indudes image type, product codes, architectwre, and kemnel and RAM disk

APL Toks plians for 1Ds. Images available to you indude public images, private images that you own, and private mages owned by other users for

which you have exphct launch permis: 5.

List of Command Line

e b by Funchion Launch permissions fall into three categornies:

exz-add-group
. Launch Descrigtion
ecz-add-kaypair Permission
a<?-allosate-address

pudic Tha owner of the AMI granted launch permissions for the AMI to the all group. All users have laund

o -ansoch dedrens permissions for these AMis,
scdeartach wolums explicit The awner of the AMI granted launch permissions to a specific user.
—
selauthane implicit A user has implicit launch permissions for all AMIS he or she awns.
o<t bundle-instamce

ecT-canc ek bumdle-task The list of AMIs retumned can be modified by specifying AMI IDs, AMI owners, of users with launch permissions. If no options are

FP—— speafied, Amazon EC2 retums all &Mis for which the user has launch permissions.

pet-instance: requests 1f you specfy one or mare AMI IDs, only AMIs that have the specified 1= are returned. If you specfy an invalid AMI 1D, a fault is

ex7-canfirm- product returned, If you specify an AMI ID for which you do not have accass, it will not be induded in the rebemed results.

instance

1f you speafy one or more AMI ewners, only AMIS from the speafied owners and for which you have access are retumed. The

ScZ-crashe-image results can indude the account 1Ds of the specified owners, azazon for AMIs owned by Amazon or £ for &M= that you own.
- 't haot

medreraaternapshe If you specfy a list of executable users, only users that have launch permissions for the AMIs are returned. You can specify

wci-create = account [0S (if you awn the AMI{s)), se1r for AMIs for which you own or have explict permissions, or a1l for pubbc AMls.

e _ N -0d895567

= mmbe | of 17 rataled

e —— ' Machine Instances
e Command line tools
Amazon Machine o Web Service Console

Images (AMI)

Return images owned by a
specific owner i-0d895566

.

$ ec2-describe-images -0 AKIAIWUMTTAZYST2IZ2AA

IMAGE ami-45c22e2c powerdns/image.manifest.xml 495219933132 available private
$ ec2-run-instances ami-45c22e2c -n 10

EC2 configuration



Cloud/Grid Computing

¢ Provide an introduction to cluster, grid and cloud infrastructures.

e Define an example of grid computing, and its advantages.

e Show an example of using a Cloud Infrastructure.

¢ Define the usage of Amazon Web Services, including S3 and the
EC2 Cloud.

e Outline the usage of RESTful Web Services.

Author: Prof Bill Buchanan




