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Societal Technical

Patient records are often

Lack of integration between static

assisted living, primary and
secondary care

Different systems/formatting
Aging population used for data

Limited/difficult access

g 3 : methods ... typically
S |nformat|9n e ing Government infrastructures
across the public sector

| ... lack of trust

Strong demand to consume ‘ Poor access control to data
health care data B P
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Data often aggregated and

Lack of integration with context is often lost

careers and trusted people

Some Key Issues



Rights

Digital
Trust

Identity Ininite

possiblities

Clinical

Services
Human

Strong Trust

Governance

Translation of rights
Translation of identities

Policy

Primary Health Care (Formal
and role-oriented)

Assisted Living

(Informal and Trust
based)

Secondary Health Care
(Formal and role-oriented)

Strong Governance

Manager might ask: What's
difference in length-of-stay
between different age
categories for June?

Consultant might ask: How
does the Early Warning Score
affect the length-of-stay?

Family friend might ask: In
which ward is Deirdre?
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PatientID &

PatientCloud:

Often localised

Different systems/formats
Poor access control

Poor identity verification
Cannot be aggregated
Etc.

PN

ConsumeriD
(RolelD)

Capturer

E’ A ID i?

(RolelD)
CaptureTime & ﬂ

PatientID DevicelD

entlD Ve
A
Y

Ev
V.
% ClinicalMeasurelD

(ClinicalUnitsID) ArealD

© &

LocationIlD

g{t‘ure

Data Storage

Domain A

J

(within the Cloud
in buckets)

PatientID

E 2 Bucie/t//

Dynamic

Patient
Records

ient
Cloud

Funded by EPSRC and TSB, and is a collaboration between C&W, Imperial College, Edinburgh Mapier University, Kodit, GS1 and Ciperlab

Security Policy
(including interdomain
rights)




PatientCloud:

imulator

A

24

ConsumerlD
(RolelD)

Domain A

S

Funded by EPSRC and TSB, and is a collaboration between C&W, Imperial College, Edinburgh MNapier University, Kodit, GS1 and Ciperlab

Domain B

N

- |en‘ y ¢ tg
Capture | Sovie B 1 mcal
Services
DevicelD Data Storage (Infection
| (within the Cloud in Tracking) \
CapturerlD buckets) !
(RolelD) |
=\ Service C Interface
= Capture (Blood) Delivered
Agent @ From service
Data &
Capture  PatientlD
) ©  PatientD
( DevicelD | Bucket Service A
ﬂ (EWS)
Capturé'l':l.D
(RolelD) | =N
Simulation .
Agent ““tient
PatientID Cloud
Patient -
Simulator . A | — A e‘”
| Klinical
lent ~ Services




Security Policy
Translation Bridge

Data Translation

Security Policy
(including interdomain rights)

PatientCloud:

G

ConsumerlD
(RolelD)

Domain A

S

Funded by EPSRC and TSB, and is a collaboration between C&W, Imperial College, Edinburgh Mapier University, Kodit, GS1 and Ciperlab

Domain B

-~

7

ervices

' L
ggt'ure | Service B t’- ical
ervices
. DevicelD ( thta f;orglge d g!:afzi::,ogr;
' witnin e ou
CaptureriD ﬂ | in buckets) | e
(RolelD) )
I =S Service C Interface
=N :gel:‘:e @ (Blood) Delivereq
| From service
|
Data & L
Capture PatientID
>aptu auen / ©  PatientiD | .
( DevicelD ) — Service A
ﬂ (EWS)
CaptureriD '
(RolelD) | =N |
Simulation .
Agent “ettient |
PatientID Cloud
Patient -
Simulator .& | - {\ G
ﬁ " inical
e -
Ilmtﬂator




¥y
f—gjgeqi%
. apture |
,, DevicelD
CaptureﬁD ﬂ |
(RolelD)
Capture
A Agent
Data ﬁ
(Capture PatientID )

e

DevicelD |

U

PatientCloud:

CaptureriD
(RolelD) |
Simulation
Agent
PatientID
Patient
LSimuIator . A

lent
mﬂator

(E)

CaptureTime

=N
A4

PatientiD

CaptureriD |
(RolelD) A7

DevicelD
EventID
V. a
Al
E -
= ClinicalMeasurelD
= .. .
(ClinicalUnitsID) ArealD
LocationID A
PatientID
Bucket

Window of

————————

Example of context (Infection Tracking)

Funded by EPSRC and TSB, and is a collaboration between C&W, Imperial College, Edinburgh Mapier University, Kodit, GS1 and Ciperlab




Service
Infrastructure

Storage
service

Web
service

Service
consumption

SERVICE
PROVISION

Identity
credentials

Ticket
Identity

Provider (IP)

Py
A
Windows Live

Federated
Identity Management

Security Policy

(including interdomain rights)

Service
Instance creation/
invocation

SPoC
(Single Point of
Contact)

Pointer to
service

Service
Requirement,
Ticket

Organisational
Infrastructure

_ SERVICE
S RIGHTS
\%riSign

PatientCloud:
Funded by EPSRC and TSB, and is a collaboration between C&W, Imperial College

Edinburgh Napier University, Kodit, GS1 and Ciperlab




Service B
(Infection
Tracking)

Service C
(Blood)

Interface
Delivered
From service

ConsumeriD
(RolelD)

Domain A

Service A
(EWS)

SEWS KEY [DATEIFI=
o 72 @ [TIME:] do-co
236 1 & ko | |
31-35
| e |
| R 820 " =l . .
i_ =8 | L A I .l I " I
[ 243 |
90-32 |92 |
got P O s P 2
‘ Ty S I, T 2 A P
Inspired 0:% % m 1 1
| Humidifier Tomp . | |
. = ! 3
| %
| .
s == s o
‘ TEMP / 36
36 t I 2
- e | . NHS
il | ' Ob Ch
[ o i | servation art i,
200 Lothian
190 P I S e
] | Consultant: | | Attach a patient Addressograph here
| Date chart commenced: | i
| |
This is chart number this admission Nome: |
Actual or estimated patient weight kgs | Dog:
SEWS SCORE ASU: || unitNo:
uses Systolic BP N Jook e e T D R
BLOOD An Early Warning Score (SEWS) must be cnlculmd avery time patient observations are rueuniud ‘
PRESSURE 1f SEWS score 4 or more then call the appropriate doctor in charge using the guidelines b
I d h of ob ions (mini hourly) should be commenced and a detailed rep
the patient’s medical notes should be completed.
Early Waming Score 4 or more Early Waming Score 6 ar more
or concem with a pathents condition, or rapidly deteriorating patient
e R :
[ Call Junior Dactor & Sonor Niitse/Nurse Practitioner i
| ) IF Or cannoct attend within 20 mins,
i) ! Ine';_i shauld grrange & Depusy. |
HEART 0 | ————— e
RATE 0 | | Practitioner/Dr unabile to attand within 20 mins or
.I.:J | SEWS increased by 2 or paum deteriorating. [
50
20 i Call appropriate SHO/Re r & Senior Nurse/Nurse Pra
0 - o L
| i S AL H i Or unable to attend within 10 mins or
Sleap SEWS increased by 2 or patient deteriorating,
Alart | o | e ———,
/ NEURO Verbal |

| 5
‘ SEDATION o
1

2
< Moderate
& Mild

None

Nausea Score (0-3/
Bm

|Weight

iE:m:Is

|Draia Type
[Wound
EC:N.I:Ia[lD'\
|Sensation

|Movement

PatientCloud:

| Call approgriate RegistrarConsultant
i- Consider ICU referral/review of treatment plan

‘ersistent P or above and unresponsive to guidelines

L]

Call M | Stafl/Senior Nurse/Nurse Practitioner

ACUTE ~ CANCER-RELATED
| Mon- Fri: Bleep Acute Pain Team Man- Fri: Bleep Pallistive Care Team
|  Outof hours: On-call anassthetist Out of hours: via switchboard

Reorcar Ret: WLTI016-Rev. 0507

Funded by EPSRC and TSB, and is a collaboration between C&W, Imperial College, Edinburgh Napier University, Kodit, GS1 and Ciperlab

Clinical Sernvre==



gl DACAR dient - Nurse view

gl DACAR dient — Login Tl ESE vemi) b
1d Provider: helsea & Westminster Hospital s DEES0 «{BEa @ o~ 5
ey PT— J Tnfarmation | Early Warning Score | Blectronic Health Recard i "
— -
remame: Fora et Patiert Td: Sarvice bype: EWS Seare 4 v R L\
B Llinical i
Maritar 1d: Channel: 0z W
Lo ) Lo ] ST Service B SeNiceS
(Infection
LA \
Recavars: Cantact methods: Service C |nterface
i — e T B (Blood) Delivered ConsumerlD
2 Tedephane 01310000001 E From service (RoleID)
Mobie (SMS) 07900010002 ¥
[aot ] [Cpeem | FOA Push b Phone BV App [
Domain A
[ok ] [oaa ] [_pedr
v,
N\
Service A
Blood pressure Blood pressure (Fuzzy) (EWS} ER ]
De B 1 mmn o~ 0
Heart rate Heart rate (Fuzzy) T
Event alert . ~
Resp. rate Early Resp. rate (Fuzzy)
e =
Temperature Score (EWS) e?;?gf}t"e alyse
Fuzzifier =
Sp02 SpO2 (Fuzzy) Risk Factor —— = T
Neurology Neurology (Fuzzy) g = =1
J " Refinement of rules e o Domain B
A J
— A &
Length of stay
Bayesian A = _n
Calibration of fuzzy Predictor Assessment % ' ]I nica I
levels Ly, Sewices

PatientCloud:

Funded by EPSRC and TSB, and is a collaboration between C&W, Imperial College, Edinburgh Mapier University, Kodit, GS1 and Ciperlab




i Carrier ¥ ___9:02 PM
Your Patients
.. John Doe
'.. Christian Green
.. James Brown
« Michael Grey
« Jessy Palmer,

« Michael

Data

EWS

Pationt Infe

PatientiD : 1

First Name : John

Last Name - Doe

Maniter

#:33 Pl

Faenn Patient Detall

Patient
Sjmulator

il Carrier =

~linical
Services

Service B
(Infection
Tracking)

Service C

Interface
Delivered
From service

(Blood)

ConsumerlD
(RolelD)

Domain A

Heart rate
Resp. rate
Temperature

Sp02

Neurology

Score (EWS)

Blood pressure (Fuzzy)

Heart rate (Fuzzy)

Early Resp. rate (Fuzzy)

Warnin
3 Temperature

A (E il
Fuzzifier ——

Expert
Analyser

Sp02 (Fuzzy)

Neurology (Fuzzy)

Bayesian

Calibration of fuzzy
levels

Predictor

Event alert

Risk Factor

v

Refinement of rules

Length of stay

Assessment

"

Service A
(EWS)

I "

Domain B

— A

N
~inical
Services

PatientCloud:

Funded by EPSRC and TSB, and is a collaboration between C&W, Imperial College, Edinburgh MNapier University, Kodit, GS1 and Ciperlab




Assisted Living

@ HealthVault

Sam (Son and

Web Master)
f=\
o o %
Nigel (Son)
- -
Deirdre M
(Caree) T .
Circle-of-Trust

Circle-of-Trust-based Polices

Primary/Secondary Care

Data Storage

(within the Cloud | Service A
in buckets) (EWS) : .
=) - |
— @ EHEm
Translation ——
Gateway . Domain B
(Security €%
Policy/ . '&Eie h,&glﬁ
ID Mapping) Sfen—
..." -
\ CW.CONSULTANT CW.NURSE
\
\
\ Role-based security policies

[permit] [C&W.NURSE] [C | R] [Temp | SpO2 | HR | BP | RR |
Pain] of [Patient26078] with [EwS] from [Chelsea &
westminster Hospital] for [*] records in [P2010-12-
30T00:00:00] using [Data Protection Act]

[permit | deny] [Requester] [C | R | U | D] [Attribute] of
[object] with [Context] from [Owner] for [N] records in
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Policy Syntax

[permit] [Medical Staff] [C | R] [Temp | SpO2 | HR | BP | RR | Pain] of
[Patient26078] with [EWS] from [Chelsea & Westminster Hospital] for [*] records
in [P2010-12-30T00:00:00] using [Data Protection Act]

[permit | deny] [Requester] [C | R | U | D] [Attribute] of [Object] with
[Context] from [Owner] for [N] records in [Time Window] using [Compliance].

A similar syntax is also applied to the request messages:

[Requester] [C | R | U | D] [Attribute] of [Object] with [Context] from [Owner]
within [Start] to [End]

o {[permit | deny] This is part of the rule syntax which indicates the action of the rule. This defines whether a request
meeting the rule criteria will be permitted or denied access.

* {[Requester] This identifies a request sender's role, e.g. GP, or pseudonym, e.g. 10420, or a combination of the two, e.g.
GP10420.

« {[C| R | U| D] This defines detailed permissions for a requester to create, read, update and delete certain information.

« { [Attribute] This is a unit of information describing an object. An attribute may be a primitive data type, e.qg. the
pseudonym of an object as a string, or a complex data type, e.g. a person's ECG record for 45 seconds.

o { [Object] This is part of DACAR's system model. It refers to any entities in a healthcare scenario, about which information
is held.

» {[Context] This identifies the reason why the information is being shared. The context governs the level of access and
permissions associated with information exchange, and hence defines the priority accorded to information requests.

o {[Owner] This species a role with sufficient privileges to manage all aspects of an information source. The owner has the
authority to allow or deny access to an information element, as required by legislation and defines responsibilities.

o {[N] records in [Time Window] This defines the number of records permitted over a period of time, where N can be any
positive integer.

« { [Compliance] This refers to legislative requirements that support the exchange of information, such as the Data
Protection Act, the Human Rights Act, the Freedom of Information Act and so on.

o {[Start] and [End] These identify the start and end of the date/time period over which information shown.
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Dependent Attributes:
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