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Why IT/Cloud?

Large 

demand for

IT graduates

We architecture, we 

design, we analyse, 

we build, and we test

There’s lots 

of different 

jobs

· Networking.

· Security.

· Software Development.

· Media Design

· Mobile Devices

· Web Development.

New areas 

every day ...

· Cloud Computing.

· Big Data.

· Mobile Devices.



Why IT/Cloud?

Data 

increases 

every day:

It’s part of every 

aspect of our lives...

Everything

Is 

dependent 

on the 

Internet

· Banking.

· Oil and Gas.

· E-Commerce.

· Transport.

· … virtually everthing

It’s all going 

digital:

· Data.

· Voice.

· Video/Images

· Sensors.

· 12TB of Tweets.

· 90% of all data in the Cloud 

produced in the last two 

years.

· 2,500,000,000,000,000 

bytes of data produced 

every data 2.5 Quintillion 

Bytes – 1 billion hard disks



Computer Security and 

Digital Forensics

Areas:
It’s about 

understanding 

everything ...

Every 

changing 

field

· New applications.

· New threats.

· Cloud and Mobility makes it 

an every great challenge.

· Lots of opportunities for 

different careers.

It’s all going 

digital:

· Banking.

· On-line shopping.

· Media/News.

· Government.

· Health.

· Networks.

· Operating Systems.

· People/Motivations.

· Application Software.

· Encryption/Identity.

· Mobile Devices.

· Wireless ...
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Risk analysis (Cost/likelihood)

Highly Likely, Low Cost

- Worth mitigating against

High Likelihood, High Cost

- Maybe worth mitigating 

against.

Low Likelihood, Low Cost

- Maybe worth mitigating 

against.

Low Likelihood, High Cost

- Probably not worth 

mitigating against

Cost

Likelihood

High

cost

Low

cost

High

likelihood
Low

likelihood
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A few examples ...

Hacktivism

Who? … Why? … 

Where? … When?

· Attacks against an 

organisation for political 

reasons.

· Who?

· Why? 

· Where?

· When?

Organisation

Risk?

2011, HBGary

Why: HBGary were going 

after Anonymous

Reward: Emails published, 

Web site defaced. 

2009. Climate Research Unit of East 

Anglia University

Why: Emails published showed conspiracy 

to suppress data that contradicted their 

conclusions on global warming (Russian 

FTP server)

2010, Australian 

Government.

Why: Australian 

Government’s attempt to 

filter the Internet.

2012. Department 

of Justice and the 

FBI. Denial of 

service attack

2011. Sony's PlayStation Network. 

· Why: Sony were suing Geohotz, who 

jailbroke the PlayStation 3.

· Result: Afterwards, a group of hackers 

claimed to have 2.2 million credit card 

numbers from PSN users for sale

2011, Tunisian government 

websites

· Why:  Censorship of the 

Wikileaks documents 

· Result: DDoS attacks 

against sites. Some 

Tounisians assisting in these 

attacks.

2010, Mastercard and 

Visa 

· Why: Decision to stop 

processing payments to 

the whistle-blowing site 

Wikileaks, 

· Result: DDoS attacks 

on Visa, Mastercard, 

om.nl and politie.nl 

2012 /2013

· New York Times brought down 

by Syrian EA hacktivist.

· Anonymous focus on India on 

censorship.

· Virgin Broadband over PirateBay 

block. 

· SOCA (Serious and Organised 

Crime Agency) over arrests, also 

Norwegian Lottery and Bild.

· Home Office sites over Gary 

McKinnon case.
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    Security policy
Organisation of information systems

Asset management Human resources security

Physical and Environment 

Security

Communications and 

Operational Management

Access Control

Information System 

Acquisition, Development 

and Maintance
Business Continuity 

Management

Compliance

Critical Control 1: Inventory of Authorized and 

Unauthorized Devices

Critical Control 2: Inventory of Authorized and 

Unauthorized Software 

Critical Control 3: Secure Configurations for 

Hardware and Software on Mobile Devices, Laptops, 

Workstations, and Servers 

Critical Control 12: Controlled Use of Administrative 

Privileges 

Critical Control 15: Controlled Access Based on the 

Need to Know 

Critical Control 5: Malware Defenses 

Critical Control 19: Secure Network Engineering 

Critical Control 4: Continuous Vulnerability Assessment 

and Remediation 

Critical Control 20: Penetration Tests and Red Team 

Exercises 

Critical Control 9: Security Skills Assessment and 

Appropriate Training to Fill Gaps 

Critical Control 8: Data Recovery Capability 

Critical Control 17: Data Loss Prevention 
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Pen Testing

Technical Scan

For Vulnerabilities

(eg NESSUS)

Business Scan for 

Vulnerabilities

(eg Human)

White 

Hat
White Hat

Adversarial Role

· Social Engineering.

· Password Cracking.

· Data Theft.

Automated Testing

· Port scanning.

· Malware detection.

· SQL Database Exploits.

Adverse Disclosure

Service Availability

Business 

Disruption

Damage to or 

Modification to 

Assets

Fraud/E-Crime

Reputational 

Damage

Legal and 

Regulatory Censure

Risks

Malware

Hacking

Social

Misuse

Physical

Error

Environmental

Threats

Internal

External

Trusted Partner

Actor



V
u

ln
e

ra
b

ili
ty

T
h

re
a

ts

Author: Prof Bill Buchanan

Pen Testing

Technical Scan

For Vulnerabilities

(eg NESSUS)

Business Scan for 

Vulnerabilities

(eg Human)

White 

Hat
White Hat

Adversarial Role

· Social Engineering.

· Password Cracking.

· Data Theft.

Adversarial Role

Denial of Service

User Account Breach

Password Cracking

Physical Attack

Database Breach

Email Breach

SNMP Breach

Malware Install

Web Comprise

Backdoor Install

Spyware Install

SCADA Compromise

VoIP Compromise

Cloud Compromise

Adverse Disclosure

Service Availability

Business Disruption

Damage/Modification of Assets

Fraud/E-Crime

Reputational Damage

Legal and Regulatory Censure

Risks
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