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DFET

Training in Napier Cloud

Mac Forensics.

Open Source Data Investigations.

Red Team v Blue Team.

Network Investigator.

Threat/Vulnerability Analysis.

Critical Incident Response.

Disaster Recovery.

EnCase v7.

On-site training

Campus-based 

training

Academic Credit (MSc)





Gartner Trend
The 

Cloud Mobile Device 

Battles
- Android 81%

- iOS 13%

Personal Cloud

Internet of Things
 All devices 

addressable

Enterprise App Stores

Hybrid IT and Cloud Computing

Mobile Apps and HTML 5

 12TB of Tweets.

 90% of all data in the Cloud 

produced in the last two 

years.

 2,500,000,000,000,000 

bytes of data produced 

every data 2.5 Quintillion 

Bytes – 1 billion hard disks In-memory Computing

Integrated Ecosystems





What type of phone operating 
system do you have?

1. 2. 3. 4. 5.

14%

34%

0%

5%

48%
1. Blackberry.

2. Android IOS.

3. Apple IOS.

4. Windows 8.

5. None. I don’t have a 
phone.



How many different logins do 
you have:

1. 2. 3. 4.

10%

44%

19%

27%

1. One

2. 2-4.

3. 4-8.

4. More than eight.



How many different 
passwords do you have?

1. 2. 3. 4.

4%

23%
25%

48%
1. One

2. 2-4.

3. 4-8.

4. More than eight.



1. 2. 3. 4. 5. 6. 7.

7%

2%

11%

60%

2%

16%

4%

Which best matches your one 
of your passwords:

1. It is an animal/pet 
(past/present)

2. It is a car (past/present)

3. It is someone in my 
family.

4. It is my football/sports 
team.

5. It is a place.

6. It is a toy/game character.

7. None of the above.



1. 2. 3. 4.

2%

58%

25%

16%

1. Up to 7 characters.

2. 8 characters.

3. 9 characters.

4. More than 9 
characters.

What is your longest 
password:



1. 2. 3. 4. 5. 6.

28%

41%

19%

3%

7%

2%

What is your greatest worry 
on the Internet?

1. Someone steals my identity.

2. Someone gets my bank 
account/credit card details.

3. Someone tracks my location.

4. Someone gets into my 
computer/phone.

5. Someone tracks my Web 
activity.

6. Someone gets my 
passwords.
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Risk 1: Loss of Device

Phone Records

Web connections 

(Cloud+Corporate)

Email connections

(Cloud+Corporate)

File connection

(Cloud+Corportate)

Break PIN Root mobile phone
Extract Memory and 

Storage (USB)

Memory Analysis

Disk Storage 

Analysis

Location Records



Risk 2: Rogue SSID/Gateway

Free Moonbucks Wireless

Moonbucks Wireless

Rogue Gateway

Internet Gateway

http://youtu.be/P1YfOzgp9vY


Risk 2: Rogue SSID/Gateway

Free Moonbucks Wireless

Moonbucks Wireless

Rogue Gateway

Internet Gateway

VPN – Tunnel’s over Internet

Https: Encrypted
Http: Non secure

Eve



Risk 3: Lack of Separation

Business Life

Home Life

Corporate Firewall



Business Life

Home LifeC:\dropbox\kpmg>route print
===========================================================================
Interface List
 19...00 05 9a 3c 7a 00 ......Cisco AnyConnect Secure Mobility Client 
 12...c8 f7 33 4b 82 37 ......Intel(R) Centrino(R) Advanced-N 6235
===========================================================================
Active Routes:
Network Destination        Netmask          Gateway       Interface  Metric
          0.0.0.0          0.0.0.0      192.168.0.1      192.168.0.3     25
      146.176.1.5  255.255.255.255    146.176.217.1  146.176.217.218      2
      146.176.2.5  255.255.255.255    146.176.217.1  146.176.217.218      2
    146.176.5.151  255.255.255.255    146.176.217.1  146.176.217.218      2
     146.176.32.0  255.255.255.128    146.176.217.1  146.176.217.218      2
     146.176.54.0    255.255.255.0    146.176.217.1  146.176.217.218      2
    146.176.162.0    255.255.255.0    146.176.217.1  146.176.217.218      2
    146.176.163.0    255.255.255.0    146.176.217.1  146.176.217.218      2
    146.176.164.0    255.255.255.0    146.176.217.1  146.176.217.218      2
    146.176.165.0    255.255.255.0    146.176.217.1  146.176.217.218      2
    146.176.166.0    255.255.255.0    146.176.217.1  146.176.217.218      2
  255.255.255.255  255.255.255.255         On-link     192.168.132.1    276
  255.255.255.255  255.255.255.255         On-link   146.176.217.218  10000

Risk 3: Lack of Separation



Risk 4: One Password Fits All

150 million accounts 

compromised

#      Count      Ciphertext                      Plaintext
--------------------------------------------------------------
1.   1911938      EQ7fIpT7i/Q=                    123456
2.    446162      j9p+HwtWWT86aMjgZFLzYg==        123456789
3.    345834      L8qbAD3jl3jioxG6CatHBw==        password
4.    211659      BB4e6X+b2xLioxG6CatHBw==        adobe123
5.    201580      j9p+HwtWWT/ioxG6CatHBw==        12345678
6.    130832      5djv7ZCI2ws=                    qwerty
7.    124253      dQi0asWPYvQ=                    1234567
8.    113884      7LqYzKVeq8I=                    111111
9.     83411      PMDTbP0LZxu03SwrFUvYGA==        photoshop
10.    82694      e6MPXQ5G6a8=                    123123

1 million accounts – in 

plain text. 77 million 

compromised

47 million accounts

200,000 client accounts

Dropbox 

compromised 2013

One account hack … leads to others

6.5 million accounts

(June 2013)



Risk 4: One Password Fits All

150 million accounts 

compromised

#      Count      Ciphertext                      Plaintext
--------------------------------------------------------------
1.   1911938      EQ7fIpT7i/Q=                    123456
2.    446162      j9p+HwtWWT86aMjgZFLzYg==        123456789
3.    345834      L8qbAD3jl3jioxG6CatHBw==        password
4.    211659      BB4e6X+b2xLioxG6CatHBw==        adobe123
5.    201580      j9p+HwtWWT/ioxG6CatHBw==        12345678
6.    130832      5djv7ZCI2ws=                    qwerty
7.    124253      dQi0asWPYvQ=                    1234567
8.    113884      7LqYzKVeq8I=                    111111
9.     83411      PMDTbP0LZxu03SwrFUvYGA==        photoshop
10.    82694      e6MPXQ5G6a8=                    123123

Two-factor everything in 

the Cloud













Risk 5: Device Poisoning

Gateway 

(192.168.0.1)

Who has this IP 

address (192.168.0.1)? 

Here is my MAC 

address 

(11:22:33:44:55:66)

Eve

Here is my MAC 

address 

(22:33:44:55:66)DHCP Request ...

Eve

      1 0.000000    0.0.0.0               255.255.255.255       DHCP     314    DHCP Discover - Transaction ID 0x3d1d

Frame 1: 314 bytes on wire (2512 bits), 314 bytes captured (2512 bits)

Ethernet II, Src: Grandstr_01:fc:42 (00:0b:82:01:fc:42), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)

User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

      2 0.000295    192.168.0.1           192.168.0.10          DHCP     342    DHCP Offer    - Transaction ID 0x3d1d

Frame 2: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Ethernet II, Src: DellComp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grandstr_01:fc:42 (00:0b:82:01:fc:42)

Internet Protocol Version 4, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.10 (192.168.0.10)

User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

      3 0.070031    0.0.0.0               255.255.255.255       DHCP     314    DHCP Request  - Transaction ID 0x3d1e

Frame 3: 314 bytes on wire (2512 bits), 314 bytes captured (2512 bits)

Ethernet II, Src: Grandstr_01:fc:42 (00:0b:82:01:fc:42), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)

User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

      4 0.070345    192.168.0.1           192.168.0.10          DHCP     342    DHCP ACK      - Transaction ID 0x3d1e

Frame 4: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Ethernet II, Src: DellComp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grandstr_01:fc:42 (00:0b:82:01:fc:42)

Internet Protocol Version 4, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.10 (192.168.0.10)

User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

ARP 

Poisoning

DNS 

Poisoning

Here is your IP address, 

Gateway, and DNS IP



Risk 6: Unpatched Systems

Eve

CVE-2013-5331

Adobe Flash Player. 

Run code on 

machine.

CVE-2007-0071

Adobe Flash Player. 

Integer overflow

CVE-2013-1723

Java Exploit

CrimeBoss

Phoenix Exploit Kit

http://asecuritysite.com/subjects/chapter14



Risk 7: Shoulder Surfing

Passwords, customer details, 

emails, usernames, etc can all be 

shoulder surfed. Privacy filter is an 

inexpensive investment.



Risk 8: Storing Non-encrypted to the Cloud

Non-UK/EU storage. Open to hack.

Encryption Layer



Risk 9: Digital Shadows

Twitter
Facebook

Photos

Device Records

Forums



Risk 10: Trusting https and fake cert

Eve

Eve-in-the-middle (Proxy/Fake 

Certificates)



A. Loss of device.

B. Rogue SSID/Gateway.

C. Lack of separation.

D. One password fits all.

E. Device Poisoning.

F. Unpatched Systems.

G. Shoulder Surfing.

H. Non-encrypted to Cloud.

I. Digital Footprint.

J. Fake Certificates.
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12%

9%

6%

16%

13%
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12%
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16%
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Rank the Risks (Top 5)



A. Microsoft

B. Apple

C. Google

D. Facebook

E. Twitter

F. Linked.

G. Scottish Government ID.
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22%

29%

14%

20%

6%

4%4%

Who do you trust with your 
ID (Top 5)?



A. Microsoft

B. Apple

C. Google

D. Facebook

E. Twitter

F. Linked.

G. Scottish Government ID.
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3% 4%

18%

7%

10%

16%

43%

Who do you trust least with 
your ID (Worst 5)?
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