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Abstract Software Defined Network (SDN) and Net-
work Virtualization (NV) are emerged paradigms that
simplified the control and management of the next gen-
eration networks, most importantly, Internet of Things
(IoT), Cloud Computing, and Cyber-Physical Systems.
The Internet of Things (IoT) includes a diverse range
of a vast collection of heterogeneous devices that re-
quire interoperable communication, scalable platforms
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and security provisioning. Security provisioning to an
SDN based IoT network pose a real security challenge
leading to various serious security threats due to the
connection of various heterogeneous devices having a
wide range of access protocols . Furthermore, the log-
ical centralized controlled intelligence of the SDN ar-
chitecture represents a plethora of security challenges
due to its single point of failure. it may throw the en-
tire network into chaos and thus expose it to various
known and unknown security threats and attacks. se-
curity of SDN controlled IoT environment is still in in-
fancy and thus remains the prime research agenda for
both the industry and academia. This paper compre-
hensively reviews the current state-of-the-art security
threats, vulnerabilities and issues at the control plane.
Moreover, this paper contributes by presenting a de-
tailed classification of various security attacks on the
control layer. A comprehensive state-of-the-art review
of the latest mitigation techniques for various security
breaches is also presented. Finally, the paper presents
future research directions and challenges for further in-
vestigation down the line.

Keywords Software Defined Networks - Controller -
Denial of Service attacks - Spoofing attacks - Malicious
injection attacks - Link Flooding attacks

1 Introduction

By 2020, it is expected that the Internet of Things (ToT)
will incorporate nearly 50 billion real-world physical
devices. Numerous solutions have been proposed and
implemented to deal with an increased number of con-
nected devices, however, they were not designed while
keeping in mind the evolution of IoT-enabled devices
[84]. The projected growth in the number of connected
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devices means that the existing wired/wireless and mo-
bile networks need to evolve to become more intelligent,
secured, scalable and resource-efficient to incorporate
them. The scalability of these networks is essential to
manage the diverse nature of data generated by these
devices. Software Defined Network (SDN) and Network
Virtualization (NV) are the two promising technologies
to serve as key enablers for the IoT of the near future
[35]. NV allows the service providers to form separate
and isolated virtual networks by enabling them to share
physical resources. It offers a reduced cost by sharing
the network infrastructure and improved time to mar-
ket for novel applications. For future IoT networks, NV
will be a crucial feature that will enable differentiated
Quality-of-Service (QoS) for the diverse usage scenario
and quick introduction of new applications and services.

SDN, on the other hand, is a novel programmable
architecture that simplifies the control and manage-
ment of next-generation networks. It has changed the
way a network operates by decoupling the data plane
from the control plane and manages the whole network
through a centralized control intelligence [100],[114],
[79], also known as SDN controller. An SDN controller
is the backbone of an SDN architecture because it per-
forms the essential operations related to the control and
management of the underlying networks [78], [97], [165],
[158], [178]. It is responsible for the establishment and
termination of data flows at the data plane, based on
various data handling policies. It implies that the net-
work elements at the data plane are simple forward-
ing devices, managed and controlled by the controller.
The SDN controller can assign the required resources by
configuring the network policies as per requirements of
an application and network hardware at the data layer.
Moreover, it provides an up-to-date view of the net-
work and topology by collecting various statistical data
using open APIs. This allows network managers to ap-
ply different network-wide policies such as redirection
of traffic and blocking certain packets, at the packet
level without actually touching the underlying network.
These attributes brought substantial managerial ben-
efits. Although SDN has brought significant changes
to the way a network operates, the single-point depen-
dency remains a prime and challenging security issue.
Compromising the security of the controller means that
the safety of the whole network is at stake.

Despite all the benefits offered by the SDN | there
are numerous challenging issues that need to be tackled
prior to its widespread adoption. Some of these chal-
lenging issues include but are not limited to scalabil-
ity, fault tolerance, communication overhead, security
provisioning, and single point dependency. The central-
ized nature and a single point dependency of the SDN

controller is its strength. However, at the same time,
it is its weakness from security point of view. For in-
stance, if the security of the controller is compromised,
protection of the whole network is compromised, and
the controller becomes vulnerable to a wide range of
attacks. According to [74], "why take over the hosts
when you can take over the whole network”. It is, there-
fore, crucial to secure not only the controller but all
the layers and interfaces while designing an SDN archi-
tecture. Security needs to be delivered as a service to
protect the network resources from unauthorized access
and attacks. This is because the security was not ini-
tially considered while designing an SDN architecture
[8], [67]. Thus, an SDN design requires a simple, scal-
able, cost-effective, and in particular, an efficient and
secure architecture. In an SDN architecture, the con-
trol plane is particularly vulnerable to a wide range
of security attacks due to its strategic and centralized
nature [76], [144], [159]. These attacks include but are
not limited to DoS, DDoS, spoofing, and malicious in-
jection attacks [8],[138], [170],[18],[106] as depicted in
Fig. 1. Besides these attacks, an attacker may exploit
various vulnerabilities in the Open Flow Protocol, the
most commonly used protocol at the southbound inter-
face that facilitate communication between the control
and data layers of an SDN architecture [10], [161]. Se-
curing the controller remains a key challenging area due
to it single point failure for the research community in
the years to come.

DDoS

ATTACKS ON

CONTROLLER

MALICIOUS
INJECTIONS/

ANAMOLIES

Fig. 1 Security Attacks on an SDN Controller

Based on the literature, various SDN-related sur-
vey papers are available exploring various dimensions
of SDN security. For instance, SDN and its evolution
[56], [25], [77], [104], [82], whilst only a few surveys
focuses on the security of SDN [88], [104], [71], [166],
[141], [42], [138], [56], [139], [21]. [6], [167], [138], [104].
Among them,[139] in 2013 first discussed several secu-
rity challenges in SDN without an analysis model. Ad-
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ditionally, they did not provide a discussion of the po-
tential countermeasures. Furthermore, [16] conducted a
survey on SDN security by means of STRODE threats
model, which discuss various security issues to the over-
all SDN architecture. Furthermore, in [6], the authors
studied various security challenges experienced by the
protocols and architecture of an SDN architecture. This
work further explored the existing solutions for miti-
gating various attacks and at the same time, classified
these solutions in term of scalability, reliability, secu-
rity, and performance. Another valuable work in this
regards was presented in [167]. The authors surveyed
various DDoS attacks targeting an SDN-based cloud
architecture. An in-depth analysis of emerging trends,
features and mitigating techniques for these attacks
were also explained. In [138] the authors provide an
overview of various security challenges, introduced at
each layer of an SDN paradigm. They suggested var-
ious security enhancement techniques to address the
aforementioned challenges. In [104], [19], [94], the au-
thors investigated numerous security challenges faced
by the southbound interface, i.e., OpenFlow. Moreover,
various solutions were proposed to overcome such chal-
lenges. A layered taxonomy of various vulnerabilities
that target each layer of an SDN architecture was also
discussed. Moreover, [21], [166] considers only one type
of attack, i.e., DDoS attack, data plane security and
challenges [141],[42] or discusses security challenges of
the whole SDN architecture where only a section is ded-
icate to the security of the SDN controller and are thus
limited in their scope and completeness as they are not
controller exclusive [25] [56] [104] [138] [171]. Unlike
these surveys, This paper is first of its kind that provide
an in-depth analysis of various security issues related
to SDN controller along with their countermeasures. A
systematic taxonomy of control plane agnostic attacks,
i.e., Denial of Service (DoS), Distributed DoS, Spoofing
attack and Malicious Injection attacks is also presented.
Furthermore, this survey provides an insight into var-
ious solutions for the detection and mitigation of the
aforementioned attacks along with their strength and
weaknesses with regard to an SDN controller. Because,
a secure controller implies a secure SDN network con-
troller. Failure of the controller is failure of the whole
SDN architecture. Due to this dependency, it is manda-
tory to know various controller agnostic attacks, so as
to protect it as well as for its widespread adoption.

This survey paper will help us to answer questions
like When, Why and which solution is the most ap-
propriate to tackle a particular type of attack on the
controller, due to unlimited number of mitigation tech-
niques available in the literature. it thus help the re-
searchers in choosing the most appropriate technique

for the future on one hand, while suitable choice for
practitioner on the other hand in-order to fully benefit
from this technology along with making SDN a promis-
ing, trustable, dependable and secure architecture for
the years to come. The main contributions of this pa-
per are as follow.

1. This paper comprehensively reviews the existing state-
of-the-art security threats, vulnerabilities and issues
at the control plane.

2. This paper present an up-to-date, thematic taxono-
metric classification of various security attacks on
the control layer of an SDN architecture.

3. A detailed analysis of these attacks along with their
mitigating techniques is also provided. Moreover,
design trade-off of these mitigation techniques is
also provided. These mitigation techniques are sum-
marized in a table at the end of each subsection,
highlighting their main attributes, strength and weak-
nesses.

4. Finally, various research gaps are identified that open
the gates for further exploration.

The rest of the paper is organized as follow. In Sec-
tion 2, we provide an overview of an SDN architecture.
In Section 3, we provide a detailed description of at-
tacks and their countermeasures on an SDN controller.
In this section, we provide a brief taxonomy of these
attacks as well. Open security issues, challenges and
future research directions, in the context of SDN con-
troller, are provided in Section 4. Finally, the paper is
concluded in Section 5.

2 Overview of SDINN Architecture

According to Open Networking Foundation (ONF), the
control and data planes in an SDN architecture are
decoupled. Furthermore, the network intelligence and
states are logically centralized, and the underlying net-
work infrastructure is abstracted from the applications
[157]. The architecture is vertically divided into three
layers, i.e., an application layer, a control layer and a
data layer [63]. These layers are separated from each
other using northbound and southbound programming
interfaces (APIs) [97], [124], as depicted in Fig. 2. The
northbound interface facilitates the communication be-
tween the application layer and control layer. Although
there exists no standardized interface, the most com-
monly used interface for application-to-control commu-
nication is Rest API. On the other hand, the south-
bound interface facilitates the communication between
the control layer and data layer of an SDN architecture.
OpenFlow is the most widely used API for the south-
bound interface. A detail discussion on these interfaces
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along with the aforementioned three layers are provided
in this section.

Network
Virtualization, tiagement A
Security Apps

APPLICATIONS

APPLICATION
LAYER 3

Topology
Management

mwaoam<X>rr

ARCHITECTURE __~ CONTROL
- LAYER
DATA @ m
LAYER [ ; b
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Fig. 2 An SDN Architecture

2.1 Application Layer

Application layer, also known as an application plane,
provides a set of services for various applications, such
as security provisioning, QoS, routing, and deep packet
inspection (DPI), are few to mention here. Each appli-
cation consists of an SDN Application Logic and one or
more Northbound Interface (NBI) drivers. Each appli-
cation supported at this layer programmatically states
its requirements and desired network behavior to the
controller via the northbound interface.

2.2 Northbound Interface

The Northbound Interface (NBI) facilitates application-
to-control plane communication using vendor neutral
open APIs. This interface is responsible for providing
an abstraction of the underlying network. Furthermore,
it empowers the applications by expressing the required
network behavior to the controller. However, the NBI
lacks a standardized interface and as such, is used on
an ad-hoc basis as per SDN administrator choice.

2.3 Control Layer

Control layer, also known as control plane, is responsi-
ble for the management and control of the overall net-
work. This layer contains an important network com-
ponent, known as the SDN controller. This component

is logically centralized, however, in principle, it is phys-
ically distributed [78], [97], [165]. It is responsible for
establishing and terminating data flows on various net-
work components at the data layer, based on data han-
dling policies. Its prime responsibility is to fine-tune
the forwarding tables which reside in the forwarding
plane. This tuning is based on the network topology or
external service requests [68]. This layer abstracts the
network complexity by maintaining an up-to-date net-
work holistic view. There are various components of an
SDN controller such as single or multiple NBI Agents,
SDN Control Logic, and the Control-Data-Plane Inter-
face (CDPI) agent. Also, the logically centralized con-
troller can be applied to a wide variety of physical me-
dia. For instance, guided media such as Ethernet, and
unguided media such as Wi-Fi, LTE and WSN. Some
of the most widely used controllers are highlighted in
Fig. 3.

Fig. 3 SDN Controllers

2.4 Southbound Interface

Southbound interface provides communication between
the control and data layers of an SDN architecture.
This interface provides event notification and statisti-
cal reports using southbound APIs. This interface is
also known as a controller-switch communication inter-
face because it facilitates communication between the
controller and a switch, at the data plane. This inter-
face enables the network managers to implement the
controller decisions on the network components of a
data plane. OpenFlow is the most popular and widely
used protocol at the southbound interface. Other such
protocols are Cisco’s Open Network Environment Plat-
form Kit (onePK), Junipers contrail [85] and Forward-
ing and Control Element Separation (ForCES) frame-
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work [51],and protocol oblivious forwarding (POF) [149],
[85].

2.5 Data Layer

The lowest layer in the SDN architecture is known as
data layer/plane. This layer consists of forwarding net-
work components such as, routers, physical and virtual
switches, and access point. As a result, this layer is
also known as infrastructure layer [83]. The data layer
is responsible for the implementation of management
functionalities such as forwarding data, fragmentation
and reassembly, as instructed by the controller to the
SDN-enabled switches. Furthermore, the information
collected by these OpenFlow switches are forwarded to
the controller, using a southbound interface [66].

3 Controller-related Threats and Attacks

In SDN, all network-related functionalities are man-
aged, controlled and secured from a centralized con-
troller. The single-point dependency and programmable
nature of an SDN controller make it a potential choice
for the attackers. If security of the controller is com-
promised, the whole network is vulnerable to various
attacks [76], [144], [159]. An adversary can launch vari-
ous attacks by exploiting vulnerabilities of a controller.
These vulnerabilities can lead to castrotrophic situa-
tions, particularly in the absence of a robust and se-
cured policy [8], [112]. For instance, an attacker can
spoof the address of a controller or insert a fake con-
troller to hijack the whole network. As a result, it is es-
sential to design a secure mechanism to protect the net-
work in general, and the controller in particular, from
a wide range of attacks.

The southbound interface needs to be protected and
secured against communication overhead. Therefore, un-
necessary communication that results in congestion at
this interface needs to be avoided for the smooth func-
tioning of the network. In addition, the availability and
confidentiality of the controller need to be ensured. There-
fore, it is essential to secure both the controller and
the southbound interface against attacks and is attract-
ing the attention of the researchers in recent years [40],
[130], [138]. Securing the controller and southbound in-
terface may include:

1. Ensuring availability of the controller by protecting
it against flooding attacks such as DoS and DDoS
attacks.

2. The controller must be guaranteed with security
policy enforcement, high availability and the min-

Fig. 4 Security attacks on the SDN controllers and South-
bound interface

imum possible delay experienced during incoming
packets [157].

3. Being a programmable architecture, the operating
system installed on a controller must be guarded
against various vulnerabilities such as exploitable
patches, back and open door accounts, and open
ports.

4. The controller should be protected against external
and physical threats.

5. The controller needs to have an automatic alert sys-
tem that needs to control the data-to-control plane
communication to a minimum level, during an at-
tack as well as informing the administrator in case
of an attack.

In this section, we provide a detailed discussion of the
most common attacks, such as DoS/DDoS, spoofing
and malicious injection, in the context of SDN con-
troller

3.1 DoS/DDoS Attacks

The denial-of-service (DoS) and distributed DoS (DDoS)
are the most common attacks launched by cyber crim-
inals, cyber extortionists and hackers. These attacks
flood the controller with spoofed packets that result
in serious disruption of the provided services. These
attacks compromise the controller, and as such, it is
unable to respond to legitimate requests and fail to of-
fer services due to the flooding of illicit traffic by an
attacker, as shown in Fig. 5. Such a situation results
in the exhaustion of network resources. Moreover, the
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controller is unable to differentiate between a genuine
request and an attackers request, due to the changes
in the packet header that look somewhat identical for
both these requests. During these attacks, it is a chal-
lenging task to analyze the huge traffic flow. Thus, the
accuracy of the services provided by the controller is
compromised along with lower response time. There are
various reasons for launching DoS/DDoS attacks, such
as financial gains, political gains, competitive edge and
disruption of services [64].

Target Controller 8§

Fig. 5 DoS attacks on an SDN Controller

Keeping in view the importance of a controller in
an SDN environment, there is a need for sufficient re-
search to detect, mitigate and design preventive tech-
niques, for the ever-increasing, novel and highly sophis-
ticated DoS and DDoS attacks. In literature, there ex-
ist few works that study the unique relationship be-
tween DoS/DDoS attacks and an SDN controller [167].
Moreover, the available literature is not up to date. It
is mainly due to the unique relationships between an
SDN and DDoS attacks that are yet to be discovered.
In this section, we present the latest DoS and DDoS
mitigation techniques based on Entropy, Machine learn-
ing and Traffic pattern analysis from the literature [27],
[49], [52], [80], [173], [87], [106], [116], [144], [145], [176],
[160], [161]. Moreover, a summary of these mitigation
techniques is provided in Table 1.

8.1.1 DoS and DDoS mitigation Techniques

In [27], the author proposed StateSec, that employs a
stateful method to utilize in-switch processing capabil-
ities for accurate detection and efficient mitigation of
DDoS attacks in an SDN architecture. StateSec mech-
anism offloads the controller by reducing the commu-

nication overhead at the southbound interface. The se-
curity management of StateSec consists of three main
phases, i.e., traffic/flow monitoring, anomaly detection,
and mitigation/countermeasures. Traffic monitoring is
performed within the switch while anomaly detection
and mitigation are usually implemented at the control
layer. During traffic monitoring, the proposed method
monitors and matches packets against four configurable
traffic features, i.e., IP addresses of source and destina-
tion and port addresses of source and destination in-
side a switch, using stateful programming. During the
anomaly detection, an entropy-based algorithm is used
at the controller for the detection of anomalies and var-
ious types of attacks, such as port scan, DoS and DDoS
[99]. Finally, during mitigation, the controller alleviates
these attacks by taking appropriate action, such as fil-
tering, rate limiting and re-routing malicious traffic to-
ward a black hole or fake server, i.e., honey pot. Exten-
sive simulation results show that StateSec is an effective
and efficient technique against DDoS attacks, that in-
curs a lower overhead at the controller and southbound
interface. However, StateSec is unable to detect attacks
with unknown patterns. Furthermore, the accuracy of
the detection rate needs to be improved significantly.

In [80], the authors proposed a scheme to protect
the SDN controller against DDoS attacks. During the
first stage, the proposed method predicts the large vol-
umes of incoming packets. These packets are associated
with every new request for each OpenFlow switch. If the
amount of incoming packets is higher than a specific
threshold value, the rest of the requests are forwarded
to a secured gateway to determine a DDoS attack. An
algorithm is employed at the gateway by designing rules
that filter out those requests that cause a dramatic de-
crease of entropy. Finally, the controller forwards these
rules to each OpenFlow switch that inspects the incom-
ing packets. The switch requests for irregularities, in
case of irregular requests. Simulation results prove that
the average of false positive and false negative is less
than 2%. However, the comparison needs to be made
with similar algorithms, proposed in the literature.

Security analysis and monitoring are the two core
elements that are required for ensuring the security
of a controller. In [144], the author proposed AVANT-
GUARD, a secured framework to protect the network
against DoS attacks. AVANT-GUARD addresses the
two primary security challenges, i.e., reducing commu-
nication overhead at the OpenFlow protocol (south-
bound interface) and providing a quick response to the
changing flow dynamics at the data plane. To overcome
the first challenge, AVANT-GUARD adds connection
migration to the data plane that avoids any further
communication. To overcome the second challenge, the
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Table 1 A Summary of mitigation techniques for DoS/DDoS attack on the SDN controller

Page 14 of 31

Mitigation Techniques

StateSec [27]

Issues Addressed
DDoS and anomalies
detection

Strengths ‘Weaknesses

Efficient against Not tested on com-
attacks, lower plex networks, mask-
communication ing anomalies, and
overhead also unable to detect

anomalies disturbing
randomness

OpenFlow DoS efficient and ef- Low accuracy, needs
switch [80] fective, Average to be evaluated using
of both false pos-  formal methods
itive and false
negative are less
than 2%
AVANT- DoS Reduce data- Need to be installed
GUARD [144] to-control plane at each network com-
communication ponent, otherwise,
overhead, quick unable to secure the
response to the network
changing  flow
dynamics at the
data layer
Entropy-based DDoS computationally Need to be inte-
DDoS detection lightweight, grated with others
and mitigation generates fine- techniques to ac-
[160] grained pat- complish  threshold
terns, lower determination and
communication multi-element weight
overhead at  assignment
the southbound
interface
SGuard [161] DoS scalable, effec- Controller exclusive,
tive and easily needs to be evaluated
integrates with in complex scenarios
OpenFlow to obtain better re-
sults
FL-GUARD DoS, DDoS effective against Generic detection al-
[106] spoofing attacks  gorithm
Fuzzy-based DoS lightweight, effi- Needs to be evaluated
DoS  Detection cient and effec- in complex environ-
[52] tive ments with different
topologies
Early detection DDoS lightweight, Unable to detect

of DDoS attacks
against SDN
controllers [116]

detect  attacks attack that generate
within the first varying traffic flows
five hundred

packets

author introduced a statistic collection service on the
data plane. Simulation results show that the AVANT-
GUARD protects the SDN network against TCP sync-
flooding attacks and network scanning attacks. How-
ever, it does not preserve the SDN against DoS attack
on the application layer as well as on the Internet Con-
trol Message Protocol (ICMP) and UDP (User Data-
gram Protocol) layers.

In [160], the authors proposed an approach to pro-
tect SDN controllers from DDoS attacks and anoma-
lies. The proposed method employs a distributed and
lightweight entropy-based DDoS attack detection mod-
ule on every edge switch at the data plane. It results

in a lower communication overhead at the controller as
well as at the southbound interface. The higher value
of entropy indicates an increased variation in the prob-
ability distribution, whereas, a lower value indicates a
decreased variation. The proposed approach uses the
destination IP address at each switch for a probabil-
ity distribution. As soon as a DDoS attack is detected,
the alert information is forwarded to the controller for
further necessary actions. The supremacy of the pro-
posed system is that it generates fine-grained patterns
with low calculation overhead in comparison to the tra-
ditional volume-based traffic analysis scheme [21]. The
proposed approach has its own shortcomings. For ex-
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ample, the relevant information about the distribution
of the analyzed feature is lost that leads to masking
of anomaly effects [58]. Similarly, the different distri-
butions with the same amount of uncertainty cannot
be distinguished by entropy values. Therefore, the pro-
posed method is unable to detect anomalies that do not
disturb randomness [86].

In [161], SGuard, a lightweight and efficient secu-
rity application on top of the NOX controller, for the
detection of DoS attacks was proposed. The proposed
architecture consists of two modules: access control and
classification. The access control module uses autho-
rization information for tracing the genuine source of
a packet by taking preventive measures, using such in-
formation. As soon as a new entity enters the network,
this module gathers information related to this entity
such as medium access control address (MAC), logical
address, port address and switch ID. Based on this in-
formation, SGuard compares the source address, i.e.,
MAC/IP, against the hash table entries. This module
allows normal traffic into the network while denies pack-
ets from a spoofed source. Classification module, on
the other hand, employs a Self Organizing Map (SOM)
[95], based on the artificial neural network to classify
network traffic as normal or abnormal, using a feature
vector. The classification includes three sub-parts: data
collector, feature extractor and a classifier. The data
collector gathers the flow entries from the flow tables of
OpenFlow switches, at a particular time interval. Once
the data is gathered, features are extracted and are then
classified using the most relevant data as feature vector
from the data flow entries. This feature vector is used
for the classification between normal and malicious traf-
fic. Moreover, the classification is enhanced further by
feature ranking and selection algorithms to obtain high
accuracy and efficiency. All modules of SGuard cooper-
ate in an SDN controller to guard against DoS attacks.
SGuard can easily be integrated with the OpenFlow,
without making any changes to its underlying archi-
tecture. Based on extensive experimental work, it was
concluded that the proposed approach is lightweight,
scalable and effective against these attacks. However,
the overall data training time needs to be minimized
to improve the classification performance. Furthermore,
SGuard needs to be evaluated for large and complex
scenarios.

In [106], the authors proposed a novel DDoS detec-
tion and prevention system, known as Floodlight-based
Guard system (FL-GUARD). The architecture of FL-
GUARD is based on three components: anti-spoofing
module, sFlow-RT collector and a blocking module at
the application plane of an SDN architecture. Initially,
FL-GUARD uses the concept of dynamic IP address

binding for the identification of anti-source of spoofed
IP address. Next, FL-GUARD employs an improved
network monitoring component, known as sFlow-RT
collector, that monitors the traffic in real-time with
lower delay and enhanced accuracy. Finally, DoS and
DDoS attacks are detected at the source port using
C-SVM, an improved version of the Support Vector
Machine Algorithm (SVM). The modular design of an
FL-GUARD is convenient for further modification and
extension. The simulation results conclude that FL-
GUARD is an efficient solution against DDoS attacks.
Nonetheless, accuracy and performance of the proposed
method can be enhanced further, using various other
machine learning approaches such a random forest and
decision tree. The FL-GUARD needs to be evaluated
using performance metrics such as specificity, accuracy,
precession, sensitivity, and F-Measure. Finally, execu-
tion time needs to be taken into account to understand
and evaluate the behaviour of the proposed architecture
fully.

In [52], the authors proposed a fuzzy-based security
mechanism to guard an SDN controller against DoS
attacks. The proposed approach uses a Tree-reweighted
message passing (TRW) algorithm [136] along with rate
limiting and fuzzy inference [34]. The inference approach
is the most realistic one for resolving fuzzy inference
problems as it is lightweight in term of computation
and resource utilization. Simulation results reveal that
the proposed method effectively detects DoS attacks in
comparison to other security mechanisms. However, the
proposed scheme needs to be evaluated, using complex
scenarios having large volumes of traffic. Furthermore,
the proposed approach does not have provisioning for
mitigating strategies against attacks. In [49], the au-
thors proposed an anomaly detection technique, for the
mitigation of DDoS attacks on the controller in an SDN
environment. The proposed method calculates a stan-
dard deviation of packet rate, collected for certain time
intervals. The controller gathers these statistics from
the OpenFlow switches at the data plane. A compar-
ison is made between the previously calculated devi-
ations against a real deviated value in the data set,
to detect anomalies. The proposed approach employs a
three-stage solution for the detection and mitigation of
DDoS attack, using an RYU controller. During the first
stage, irregularities are identified in the network flow.
Next, the source is traced back, using packet analy-
sis of the samples. Finally, the incoming packets from
malicious sources are dropped. Although the proposed
approach is efficient for the detection and mitigation
of DoS attacks, its performance is dependent on the
underlying dataset that are used for training purposes.
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Thus, its performance needs to be tested using more
than one datasets.

In [116], the authors proposed an entropy-based so-
lution that detects DDoS attacks at the controller, us-
ing randomness of the incoming packets. The proposed
method measures the probability of the occurrence of
an event concerning the total number of events for early
detection of an attack. The implementation of the pro-
posed solution is based on a threshold value of entropy
for the efficient detection of a DDoS attack. It implies
that if the entropy value is lower than this threshold
value, it needs to be considered an attack. The proposed
approach is lightweight in term of the resources used
and is capable of detecting DDoS within the first five
hundred packets of the traffic. However, this approach
is not reliable since the threshold value varies in differ-
ent scenarios. Due to the programmable nature of an
SDN, the network configuration may change while the
network is still performing real-time monitoring. Fur-
thermore, the proposed approach lacks any mitigation
strategy.

3.2 Spoofing Attacks on the SDN controller

The controller is the backbone of an SDN network as
it manages and controls the whole network. Due to its
centralize nature, it is vulnerable to many types of se-
curity attacks. One such attack is spoofing attack. In
spoofing attacks, an adversary launches attacks on a
legal entity (server/system) by mimicking a legitimate
user. The adversary forges the network information, i.e.,
IP address, MAC address, and ARP, intentionally by
hiding its original identity, as shown in Fig. 6 [122].
These attacks violate the authentication security prop-
erty of an SDN controller. Some studies show that SDN
controllers, such as Floodlight, Open Daylight, Beacon,
and POX are adversely affected by spoofing attacks
[10]. In SDN, spoofing occurs in many forms such as
IP spoofing, ARP spoofing and controller spoofing. In
IP spoofing, IP address other than the attacker real IP
address is used to hijack the whole network.

On the contrary to IP spoofing attacks, in Address
Resolution Protocol (ARP) spoofing attacks, an associ-
ation is made between the MAC address of an attacker
with the IP address of a legitimate host [104]. These at-
tacks result in the hijacking of traffic from the intended
genuine users and as such these users are taken out of
the network. In controller spoofing attacks, a fake con-
troller is inserted into the network that pretends to be a
legitimate controller by tricking the users. In this work,
we aim to refer to all these attacks as spoofing attacks
collectively. A detailed discussion on spoofing attacks
can be found in [16], [70], [45].

Controller
Link service
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Fig. 6 IP Spoofing attack on an SDN Controller

The most challenging aspect of these attacks is trac-
ing back the origin of an attack. This is because of
poisoning network visibility, infecting topology infor-
mation, misconfiguration and hijacking of services and
application provided by an SDN controller. Due to these
complications, sophisticated attacks such as DoS at-
tacks, network hijacking attacks, blackhole attacks by
manipulating the routing services inside the controller,
man-in-the-middle attack and sometimes complete fail-
ure of the entire network takes place [7], [94], [138].
Looking at the severity of these attacks, in this sec-
tion, we will discuss various solutions proposed in the
literature for the detection and mitigation of an entire
range of spoofing attacks that exclusively target the
controller. A substantial amount of work is previously
carried out in the literature to examine these attacks
along with their mitigation techniques [2], [4], [9], [54],
[61] [93], [107], [152]. This work is an effort to combine
the previous and latest related research work. More-
over, this section also highlights strength and weak-
nesses as well as possible future extensions in the afore-
mentioned research work. It will help the research com-
munity to better understand this domain and the re-
search efforts carried out for possible future exploration.
Furthermore, it is crucial for the widespread adoption
of SDN-based networks. All these attacks are summa-
rized in Table.2.

3.2.1 Spoofing mitigation techniques

In [9], the author has proposed Software Defined Se-
curity controller (SDSec), based on the Open vSwitch
Controller, for the detection and mitigation of MAC
and IP spoofing attacks [10]. SDSec uses an improved
version of the OFDP protocol, known as Link Layer
Discovery Protocol (LLDP), to identify an active link
in the network. This is because the older version of
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Table 2 A Summary of various mitigation techniques for spoofing attack on the SDN controller

Mitigation Techniques
SDSec [9]

Issues Addressed
IP and MAC spoofing
prevention

Strengths
efficiently detects
and prevents IP
and MAC spoof-
ing attacks

‘Weaknesses

does not integrated fully
in SDN, and unable to of-
fer the acceptable level of
QoS as well as privacy

ARP Spoofing Mit-
igation [2]

ARP Reply and
Request spoofing
attacks

Attack detection
with minimum
latency and in-
creased reliability,
Performs port-
level ARP packet
monitoring

Lacks of an all-element
threat model

Anomaly traceback
(61]

Spoofing and trace-
back

Can easily be im-
plemented at the

lacks evaluation on a
benchmark data set, lack
of trace route mecha-
nism for an anomaly, and
does not devise any flow
statistics procedures to
weighted anomalies

SDNsecured [54]

DDoS attack using IP
spoofing, reply, ARP
spoofing and man-in-
the-middle

SDN  controller
without devel-
oping dedicated
routers

Employ AES
for encryption
and  decryption
while TLS for

secured key ex-
change among the
switches

lacks scalability evalua-
tion of the controller, and
cross layer controller se-
curity

Hybrid SDN [154]

ARP spoofing

A separate server
is used for the
collection and
analysis of ARP
request along
with topological
information of the
whole network

does not study the fre-
quency of traffic rule up-

dates on the network
performance, and non-
scalable

Security-awareness Network scanning, Security situation lacks a balance between
SDN [55] OpenFlow flooding, awareness based resources utilization and
Switch compromise on features ex- performance
and ARP attack traction with low
prevention overhead
Mitigation of DNS DNS  Amplification Stores history of high communication
Amplification [93] attacks DNS queries as an  overhead due to memory

evidence to dif-
ferentiate normal
packets from ma-
licious packets

lookup

User Flow Valida-

Flow table overload-

Uses multiple

does not ensure accuracy

tion Approach [107] ing, DDoS attacks Discrete-Time of anomaly detection
and link spoofing Finite-State
attacks Markov Chain
(DTMC) model
for users flow
validation, unsu-
pervised hashing
for link spoofing
and L1-ELM for
classification
Software-dened IP-related source  Multi-tier non-scalable
Mobile  Networks spoofing, DoS and component-
[75] DDoS based security

architecture  for
threats detection
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LLDP is vulnerable to spoofing attacks [11]. The oper-
ation of SDSec is based on two tables, i.e., switch table
and host table, that is added to the controller using
the SQLite in-memory database. The host table holds
information such as hostname, IP addresses, MAC ad-
dresses, concerned switch and its connected interfaces,
authentication status and action on traffic, relevant to
the hosts in the network. The switch table, on the other
hand, holds information such as names, IP addresses,
MAC addresses and available interfaces, about trusted
switches of the network. Every time, a new switch or
host join the network; it is authenticated before its com-
munication with the SDSec controller. The latter either
permits or denies the former to communicate on the
network. The information of a new entity is checked
and is authenticated by inspecting their data against
the information contained in both of those tables. In
case of a match in either of these tables, a false value
is assigned to the AUTH field that indicates IP/MAC
spoofing attacks. This means that the new host is us-
ing the same information similar to the one used by
the genuine host in the network. Once a device leaves
the network, its related information is removed from
those tables to facilitate re-joining the network in the
future. The proposed controller is extensively simulated
in Mininet simulator using customized topology. Sim-
ulation results show that SDSec can efficiently detect
and prevent IP and MAC spoofing attacks. The per-
formance of SDSec may be enhanced further by adding
more tables to the controller to cater for other types of
attacks. Furthermore, the effectiveness of the proposed
controller should be evaluated using other performance
metrics and using various topologies and complex sce-
narios.

The authors in [2], proposed a technique that mit-
igates Address resolution protocol (ARP) request as
well as reply spoofing attacks on the controller of Soft-
ware Defined Networks. The notable features of this
technique are that it protects the network against the
said attacks with increased reliability, minimum latency
and minimum communication overhead. The proposed
method performs port-level ARP packet monitoring by
adding an ARP module to the controller for the suc-
cessful detection and mitigation of spoofing attacks on
the controller. Furthermore, it can also guard a con-
troller against communication overloading during DoS
and other such attacks under various scenarios. Sim-
ulation results reveal that the proposed approach can
effectively mitigate these attacks with lower overhead.
However, The proposed technique is studied in a LAN
network with a single controller, thus, its effectiveness
should be studied in a complex environment with mul-
tiple controllers.

In SDN, tracing back the sources of an anomaly is
a real challenge. Anomaly refers to an attack using a
spoofed packet or misbehavior by an attacker. The au-
thors in [61] proposed a method that passively identifies
switches that are on the network path of an anomaly.
Because SDN technologies tend to be deployed in the
next generation networks including data centers, the
proposed method can easily be implemented without
developing dedicated routers like usual IP traceback
techniques. The concept of the proposed method is based
on forwarding rules with different parameters. The two
most crucial forwarding rules are matching and instruc-
tion. The matching rule works like a filter where each
packet’s header is checked and matched with that of the
switch tables entry to confirm whether it belongs to the
flow or not. As a result, the actions such as forwarding/
modification are taken for each packet. On the other
hand, instruction refers to a set of actions. OUTPUT is
the primary instruction that forwards the packet to a
particular port of a switch. Other such actions are mod-
ification of the header of a packet, i.e., MAC address,
TTL, and various counters for monitoring purposes, i.e.,
number of bytes, number of packets and duration. The
proposed method is evaluated using various topologies
and various attacks such as distributed attacks with
many hosts to study its effectiveness. It is concluded
that the proposed approach fulfill its design objectives.
However, this method may be enhanced further by us-
ing stochastic analysis to find out the route that has
been taken by an anomaly.

IP spoofing, reply attacks, ARP spoofing, DDoS
along with man-in-the-middle attack are series of threats
to an SDN architecture in general and the controller in
particular. In [54], the author proposed a solution that
guards the SDN controller against the attacks above.
The authors has employed Advanced Encryption Stan-
dard (AES) [26] along with Transport Layer Security
(TLS) [48]. AES was used for encryption and decryp-
tion purposes while TLS was employed for secured key
exchange among the switches. Moreover, IPsec is em-
ployed for tunneling between the hosts and gateways.
Thus, IPsec preserves confidentiality and authenticity
of data packets. Simulation results show that the pro-
posed approach can effectively mitigate DDoS attack
using IP spoofing, reply, ARP spoofing and man-in-the-
middle attack. However, the proposed methods should
be evaluated and tested in a real-time environment to
study its effectiveness.

An automatic ARP spoofing detection and mitiga-
tion mechanism for hybrid SDN were proposed [154].
Hybrid SDN refers to the partial installation of SDN-
enabled devices in a traditional network. The key bene-
fits of such an architecture are to achieve all the benefits
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of SDN from a traditional environment with lower de-
ployment cost. The proposed method achieved this by
installing a separate server that collects all the ARP re-
quests. Furthermore, the controller and southbound in-
terface are protected from the unnecessary processing of
malicious data from the attackers by diverting them to-
wards that particular server. In addition to that, topo-
logical information of the whole network is also gath-
ered at the aforementioned server. The authors have
employed a graph-based traversal mechanism that rep-
resents the network topology in the form of a graph. It
can aids in the accurate detection of the attacker’s loca-
tion by verifying legitimate users. Next, the flow rules
related to forwarding of ARP packets from the source to
that particular server are installed on the switches for
further analysis and accurate detection of ARP spoof-
ing attacks. Simulation results demonstrate that the
proposed method can effectively detect and mitigate
threats and attacks related to ARP spoofing but lacks
real-time evaluation and results.

Another beneficial work that focuses on the detec-
tion of four types of attacks, i.e., network scanning at-
tacks, OpenFlow flooding attacks, switch compromised
attacks and ARP attacks, targeting both the data plane
and control plane of the SDN controller is presented in
[55]. The author proposed a security situation-awareness
approach based on flow features extraction. The author
considered a total of twelve features for these four differ-
ent types of attacks. Furthermore, multiple observations-
based hidden Markov model (HMM) [129] was employed
for the situation assessment purposes and building a
quantification model in the assessor. The quantifica-
tion model calculates the situation value and predicts
the SDN situation status. Higher the situation status
value, higher is the risk of attack. Moreover, The Baum-
Welch algorithm [163] is employed to calculate proba-
bilities and model training while Viterbi algorithm [73]
was employed for predicting the status of the network.
As an initial step towards security situation awareness
in SDN;, simulation results show its effectiveness. How-
ever, the proposed approach may be further extended to
consider other type of attacks. Furthermore, accuracy
and efficiency of the proposed method may be further
enhanced to adapt it for a real-time environment.

Another significant contribution in this area is pre-
sented in [93] that proposes a novel security framework
to protect the network against DNS amplification at-
tacks. The proposed framework stores the history of
DNS queries and uses it as an evidence to differenti-
ate between normal and malicious packets. The pro-
posed framework consists of two main components: a
switch and an SDN controller. The responsibilities of
the switch are that it stores mapping (strict one-to-one

mapping), and validate query records related to DNS
request, e.g., the source IP addresses, destination IP ad-
dresses contained in a DNS request message. Initially,
a switch checks whether the received packet is a DNS
request. If true, the information is stored locally at the
memory of the switch or forwarded to the controller in
case of unavailability of memory in the switch. Next, the
switch checks the validity of the request with the DNS
response available in its memory. Upon matching, the
request is then forwarded and becomes part of the DNS
requests which is later on used for validation purposes.
Simulation results show that the proposed system can
effectively tackle these attacks by removing the possi-
bility of false positive packets. However, communication
delay that occurs when a switch communicates with a
controller due to unavailability of memory space and
for the DNS request validation, should be minimized.
Moreover, further experiments need to be carried out
in a real-world environment to study its effectiveness.

Another security architecture that protects the SDN
controller from three types of security attacks, i.e., flow
table overloading, DDoS attacks and link spoofing at-
tacks, is presented in [107]. The proposed architecture
uses multiple controllers in a star topology, instead of
a single controller used in previous studies, to vali-
date the user flows. A star topology is mainly cho-
sen to mitigate the effects of flow table overloading at-
tacks that occur due to anomalies. For validation of
users flow and flow table occupancy, the proposed ar-
chitecture employs Discrete-Time Finite-State Markov
Chain (DTMC) model [36] at all switches in the net-
work. This model provides updated information from
time to time on the state, i.e., idle, busy/transmitting,
of these switches. Moreover, the proposed architecture
tackles the issue of link spoofing attack that occurs
between the switches at the data layer by verifying
these links using an unsupervised hashing method at
the controller [121] Finally, a hybrid classifier is em-
ployed at the controller by combining fuzzy logic classi-
fier with extreme learning machine (L1-ELM) running
on a neural network. This hybrid approach is used be-
cause it proved to be an efficient classifier that classifies
malicious packets from regular data packets. The pro-
posed approach initially blocks and detects anomalies
at the switches, while the remaining anomalies that es-
cape those switches are identified and mitigated by the
controller. Moreover, switches are informed by the con-
troller about those escaped anomalies. Results from the
simulation reveal that the proposed approach can effec-
tively defend SDN networks against the aforementioned
attacks. However, the network flow should be validated
in large-scale networks.
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Another vital contribution for SDN controller is pre-
sented in [75]. The authors have proposed a novel multi-
tier component-based security architecture. The pro-
posed architecture aims to protect Software-defined Mo-
bile Networks (SDMNSs) against IP-related attacks such
as DoS, DDoS and IP spoofing attacks. The proposed
architecture consists of five components, i.e., secure com-
munication, policy-based communication, security in-
formation and event management, security-defined mon-
itoring and deep packet inspection component. The role
of the secure communication component is to protect
the data-to-control plane channel using Host Identity
Protocol (HIP) with IPSec tunneling. The policy-based
communication component protects the network, asso-
ciated channels and devices against DoS and source ad-
dress spoofing, based on pre-defined policy. In the se-
curity management and monitoring component, Deep
Packet Inspection (DPI) is carried out for the detection
of vulnerabilities and security threats as well as check-
ing the security mechanisms used in the underlying net-
work. [107]. The responsibility of security-defined mon-
itoring is to coordinate the monitoring activities. Fi-
nally, Deep Packet Inspection (DPI), is used to improve
security threat detection. Simulation results prove that

the proposed architecture can protect the network against

IP-related attacks on SDMNs. However, its feasibility
needs to be studied in real-world settings. Furthermore,
the requirements and guidelines are not clear on how to
integrate it with the current system.

3.3 Anomalies and Malicious Injection attacks on the
SDN controller

Malicious injection attack is yet another type of at-
tacks and remains an intruder’s preferred choice to ex-
ploit various vulnerabilities in SDN-based networks, as
shown in Fig. 7 [47]. During malicious injection attacks,
an adversary seizes a single or multiple hosts for launch-
ing malicious packets. The only thing that an attacker
requires is the same privileges as a normal user. On the
other hand, during SQL injection attacks, a perpetrator
modify the anticipated effect of an SQL query by inject-
ing new SQL keywords or operators into the query. A
detailed discussion on SQL injection attacks and their
countermeasures can be found in [69] Recently, some
research works have been carried out on the detection
of anomalies as well as malicious injection attacks on
an SDN controller [18], [72], [101], [103], [137], [148],
[153], [168]. However, numerous challenges remain un-
addressed due to the unique characteristics of SDN con-
troller along with the varying nature of SDN traffic. In
the following subsection, we present the aforementioned
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Fig. 7 Malicious injection attacks on the SDN Controller

mitigation techniques and provide an overview of them
in Table 3.

3.8.1 Mitigation Techniques for Anomalies and
Malicious Injection attacks

A novel topology discovery protocol, Secure and FEf-
ficient OpenFlow Discovery Protocol (sOFTDP) was
proposed in [18]. The design objectives of the sSOFTDP
were to overcome various operational and security lim-
itations of the OpenFlow Discovery Protocol (OFDP)
[111]. The proposed protocol is lightweight, dynamic
and suggests minimal changes to the Open Flow switch
design. Minimal changes to the open flow switch im-
ply that sOFTDP shifts a part of the topology dis-
covery procedure from the controller to a switch. As
such, the switch alone detects the link events and no-
tifies the controller, whenever necessary. A controller
contains the necessary mechanism to deal with switch
notifications and dynamically changes its topology map
for making routing decisions without prior knowledge of
the events that cause topological changes. The two main
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Table 3 A Summary of mitigation techniques for Malicious Injection attacks on the SDN controller

Mitigation Techniques
sOFTDP [18]

Issues Addressed
Link Injection and
Fabrication attacks

Strengths
Secured, Im-
proved perfor-
mance and topol-
ogy discovery
time

‘Weaknesses

Ineffective against link
fabrication attacks in re-
lay manner, and not eval-
uated on larger testbeds

EUNOIA [148]

IDS

Machine learning-
based effective so-
lution for intru-
sion detection sys-
tem

Needs to be tested on
multiple classifiers

RAD [92]

Anomalies detection

Enhances per-
formance by
detecting attacks
with improved
agility and ef-
ficiency, even
during link failure
and burst Traffic

Needs to be evaluated
for complex traffic gener-
ation and in different at-
tack scenarios

Synaptic [137]

Anomalies and wvul-

Guard a security

Can be enhanced further

nerabilities chain against  using formal methods
anomalies, in-
trusion and
vulnerabilities
ML-based IDS [5] Detect and mitigate A flow-based Low accuracy, i.e., high-
DoS, probe, U2R, and  anomaly de- false rate
R2L attacks with an  tection using
improved accuracy machine learning
techniques to
overcome the
limitation of

signature-based
IDS.

Byzantine FL [103]

Protect data and
control planes, and
southbound interface
against unauthorized
access using multiple
controllers

A cost effective
controller assign-
ment  algorithm
for a given set of
switches

Lacks optimal controller
assignment algorithm

Athena [101]

Detects  well-known
network anomalies in
an efficient manner

Scalable anomaly
detection frame-
work requiring
minimal program-
ming effort and

Controller exclusive, and
overload the devices at
the data plane during
heavy traffic

no specialized
software
Sampled-DP [72] Anomalies detection Cluster  centers Low performance, and
and outlier points  slow response towards in-
extraction to  trusion
eliminate redun-
dancy
Dynamic  Access API abuse attacks Secured API re- Limited in its scope be-
Control system quests with mini- cause it is controller spe-
(DAC) [153] mum latency cific
Scalable Traffic Anomalies and mali- Enhances mon- Does not consider com-
Sampling [168] cious packet detection itoring and plex topologies and at-

in large-scaled net-
works

performance by
selecting the most
feasible switches
for scalable traffic
sampling

tacks scenarios
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events that cause topological changes are: adding new
links to the network and removal of existing links from
the network. The proposed protocol was implemented
as a topology discovery protocol module in the flood-
light controller for evaluation purposes. Simulation re-
sults showed that sOFTDP outperforms OFDP regard-
ing security, performance and topology discovery time,
respectively. Despite all these advantages, SOFTDP is
unable to protect the network against the link fabri-
cation attacks on relay nodes. Moreover, effectiveness
of the proposed protocol should be tested in large and
complex scenarios.

Another significant contribution is EUNOIA [148],
a threat-aware system based on machine learning. The
proposed system detects and mitigates network intru-
sion in four stages: data processing for feature selec-
tion, predictive data modelling for machine learning
and anomaly detection, decision making for intrusion
detection, and response system. During the first stage,
redundant data is filtered out from a large volume of
data that include raw data containing both historical
archival traffic and real-time incoming traffic data. This
stage reduces ambiguity from voluminous traffic gath-
ered previously for the predictive data modelling sub-
system with increased reliability. In the predictive data
modelling stage, an attack model for intrusion detec-
tion is developed using decision-tree machine learning
algorithms [146]. The classification algorithm is used
to train a classifier that can label or predict any new
unknown audit data, related to either relevant or irrele-
vant class. Once a classification model is developed, ma-
licious data is identified in real-time with minimal over-
head. In decision making for intrusion detection stage,
redundancy and uncertainty in the previous stages are
further enhanced using random forest machine learn-
ing algorithm [30] along with active learning technique
[37]. This stage protects the controller against network
intrusion while detecting anomalies with improved ac-
curacy. In the final stage, i.e., the response system, EU-
NOIA employs a reactive routing and novel cost func-
tion. Simulation results show that the proposed system
is lightweight and an efficient solution against the net-
work intrusion detection. The drawback of EUONIA is
that the cost function employed at the response system
is straightforward and needs to be improved. Further-
more, EUNOIA exclusively considers a large volume of
data. However, the effectiveness of the proposed meth-
ods should be studied and tested with varying sizes of
data.

Robust and Agile Defense (RAD) system [92] is a re-
active mechanism that guards the SDN controller against

spoofing attacks while ensuring high availability and re-
liability of the underlying network. The design of RAD

is based on three modules of a controller, i.e., a traf-
fic analyzer, a traffic engineer, and a rule manager.
Each of these modules has its role and responsibilities.
The role of the traffic analyzer is to monitor the bursty
and bandwidth-starving traffic flows using sampled flow
real-time (sFlowRT) [140], a real-time monitoring tool.
A signature-based intrusion detection system, i.e., snort
IDS [147], is used to recognize anomalies and attacks,
based on attack signatures. Traffic engineering module,
on the other hand, monitor network utilization and de-
lay for each link. The link incurring high cost regarding
these two metrics are excluded from the route gener-
ation. The authors aim for the creation of a suitable
route for multi-dimensional and load balancing data
with improved efficiency. The cost function of the traf-
fic engineering module controls the preference weight of
these two sub-modules and is responsible for the nor-
malization of various ranges of metric values. Finally,
the rule manager module creates the flow rules for the
data layer and selection of the best routes for regulat-
ing traffic using both reactive and proactive approaches
with increased scalability. Simulation result shows that
RAD can easily be integrated with the SDN controller
and enhance its performance. However, the proposed
system fails to detect anomalies. Furthermore, RAD
should be evaluated using various topologies, attack
scenarios using routing metrics other than the one used
by the authors. The cost function used in the traffic en-
gineering sub-module can be enhanced and evaluated
for further studies.

Synaptic [137] is an automated method that per-
forms automatic verification of security chains deployed
at the control and data planes of an SDN architecture
. Security chains consist of various security functions
such as firewalls and intrusion detection systems and
are responsible for the prevention of data leakage and
any security violations. Due to the dynamic and com-
plex nature of these security chains, it is essential to
guard it against attacks, anomalies and possible intru-
sion. Synaptic built formal verification models from se-
curity chains using a frenetic family of the SDN pro-
gramming language, particularly using pyretic language
along with an extension called Kinetic [59], [60], [91].
The role of the pyretic language is to specify network
configuration in Python, which is later on compiled into
low-level rules. On the other hand, the Kinetic exten-
sion is used to define policies for the control layer. All
these functions are combined to generate formal mod-
els based on security chain specification before its im-
plementation. Translation specification algorithms, e.g.
Satisfiability Modulo Theories (SMT) [29] is used at
the data plane, while, Kinetic is used at the control
plane to translate specification of security chains into
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formal methods that can then be verified automatically.
A prototype of the proposed approach is designed, and
its performance is evaluated in term of response time
and memory consumption with varying sizes of security
chains using various validity checkers such as CVC4
[20], veriT [29], and nuXmv [33]. Simulation results
show that the proposed system can be enhanced fur-
ther by using various translation algorithms that sup-
port more complex rules, related to the said security
functions. Furthermore, formal models that are gener-
ated by checked properties may be enhanced.

There are two types of Intrusion Detection System

(IDS) [117], i.e., a Host intrusion detection system (HIDS)

and a network intrusion detection system (NIDS). In
[5], the authors proposed a two-stage Network Intrusion
Detection System (NDIS). It is based on pattern recog-
nition used for a neural network with machine learn-
ing approaches for the detection of signature and non-
signature based attacks on an SDN controller. During
the first stage, a virtual testbed is designed and devel-
oped to simulate the processes of a real network envi-
ronment, using a star topology. Hosts with the server
and vice versa are connected to the OpenFlow switch
for the detection of signature-based attacks. In the sec-
ond stage, non-signature based or unknown attacks are
detected and are integrated with the signature-based
architecture, designed for the previous stage. This hy-
brid approach can effectively detect both signature and
non-signature based attacks. Based on the simulation
results, it was concluded that the proposed architecture
achieves its objectives with 97% detection accuracy.
However, this detection accuracy may be enhanced fur-
ther using other neural network techniques.

The Byzantine fault-tolerant mechanism [103] is used
to secure the control plane, data plane and control-to-
data plane interface against unauthorized access. The
proposed mechanism manages each device at the data
plane using multiple controllers [32]. Byzantine archi-
tecture ensures accurate updates of flow tables despite
issuing false instructions by numerous compromised con-
trollers. The authors have designed a cost-effective con-
troller assignment algorithm, based on a heuristic, also
known as Capacity First Allocation (CFA). The CFA
ensures that an optimal number of controllers required
for a given set of switches are maintained while satis-
fying their security requirements. The assignment al-
gorithm serves two purposes. Firstly, the varying num-
ber of controllers needed for each switch and secondly,
the number of switches served by a single controller.
Thus the proposed algorithm ensure to employ an op-
timal number of controllers needed for a switch, based
on the minimum residual capacity of the controllers,
while, keeping in view the cost of deploying these con-

trollers. Furthermore, Byzantine mechanism exchanges
various messages between a set of controllers connected
with a switch. Its performance is hugely dependent on
the link latency among these controllers. The proposed
algorithm is extensively simulated using various sce-
narios. Based on the simulations results, it was con-
cluded that the proposed mechanism efficiently assigns
the controllers based on the requirements for a given
set of switches. The performance of the proposed ar-
chitecture may be evaluated further using algorithms
other than the one used in this paper. Furthermore, the
proposed architecture may be studied further in more
complex scenarios under different network conditions.

Another significant contribution is Athena [101], an
integrated, scalable and distributed framework to sup-
port sophisticated anomaly detection across the control
and data planes of an SDN controller. Athenas API of-
fers the developers an abstraction from a complex data
extraction service, with minimal programming effort
while implementing and adding new and third party
anomaly detection services to the SDN stack. This is
because the proposed architecture does not require any
specialized software except OpenFlow support. Com-
pared with the previously available solutions, the pro-
posed architecture include a variety of network features
and detection algorithms for use in simplifying the de-
sign and deployment of general-purpose data plane-
based anomaly detection framework in large-scale SDN
networks. In term of scalability, the network feature col-
lection and data management of the proposed architec-
ture uses a distributed database, a computing cluster
and a distributed controller. Network features are gen-
erated and collected above the controller instances in a
distributed manner, and the same is published to the
database. To speed up the runtime detection, Athena
integrates a machine learning library and an anomaly
detection algorithms, which is installed in the form of
jobs at the computing cluster. Simulation results of the
proposed architecture reveal that it can efficiently sup-
port well-known network anomaly detection services.
However, the performance of the proposed method can
be enhanced further using high performance distributed
databases such as Cassandra, instead of MongoDB used
by Athena.

Sampled-DP [72] is yet another essential anomaly
detection framework. It is the combination of two al-
gorithms, namely density peak-based clustering algo-
rithm with sampling adaptation and an unsupervised
cluster-based feature selection mechanism. The density
peak-based clustering algorithm with sampling adapta-
tion algorithm automatically extracts the cluster cen-
ters and outlier points with increased memory and time
efficiency, as opposed to the other such clustering meth-
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ods in the literature. On the other hand, the second
algorithm groups together attributes having maximum
redundancy and remove them for feature selection pur-
poses. The performance of sampled-DP is evaluated
using KDDCup99 dataset [90]. It was concluded that
the proposed framework outperforms the existing algo-
rithms in term of runtime, adjusted mutual informa-
tion, homogeneity score and detection accuracy. How-
ever, the sampled-DP needs to be improved further in
such a way that it performs real-time packet clustering
to protect the network much quicker against any possi-
ble intrusion. Furthermore, the performance of sampled-
DP is dataset-dependent. Therefore, its behavior needs
to be studied using complex datasets having a variety
of features.

In [153], the authors proposed a controller-specific
Dynamic Access Control system (DAC). According to
the authors, the static permission does not protect the
controller against APT abuse. Therefore, DAC employs
four dynamic permission controls: read, add, update
and remove, for authorizing an Open Flow app to access
an SDN controller. The DAC consists of three compo-
nents, i.e., a high-level policy engine, a northbound se-
curity extension between the control layer and applica-
tion layer, and a controller-specific IDS. The high-level
policy engine pre-defines and validates every request for
each Open Flow application, according to the aforemen-
tioned permission set. The northbound security exten-
sion is responsible for authenticating and authorizing
every request from Open Flow app as well as validat-
ing every request, using accounting records provided
by the controller-specific IDS. This extension employs
a token-based and password-based authentication. The
controller-specific IDS, on the other hand, is responsi-
ble for the collection of information related to permis-
sion choices and accounting records from the database
and high-level policy engine. Controller DAC is used
on the top of four open source SDN controllers includ-
ing OpenDaylight, ONOS, Floodlight and Ryu. Simu-
lation results show that the proposed methods can ef-
fectively and efficiently protect an SDN controller from
API abuse vulnerabilities with a minor latency of less
than 0.5%, using dynamic access control, as opposed to
static control.

One of the challenging issues is how to select a set of
switches for data sampling in an SDN with increased re-
liability and scalability. The authors in [168] tackle this
issue by selecting switches with the relatively higher im-
portance that improve the monitoring and performance
of the IDS as well as reduces the chances of congestion
in the network. The author has used a packet sampling
technique by capturing only selected packets from the
traffic flow at the selected set of switches for monitoring

purposes. To overcome this issue, The authors employ a
centrality measure, based on graph theory, as a packet
sampling technique for the selection of packet sampling
points among the switches in the network. It selects
the sampling points based on the number of shortest
paths that pass through a switch for all the node pairs
[62]. Once a decision regarding data sampling points is
confirmed, a decision sampling rate is made. Packets
are sampled at the selected switches at a specific rate.
The sampled data are then forwarded to an IDS for
further analysis of malicious traffic and anomalies. Sim-
ulation results demonstrate that the proposed method
enhances the performance of an IDS by efficiently cap-
turing anomalies in a large-scale network. However, fur-
ther experiments need to be carried out using sampling
point techniques, other than the one employed in this

paper.

4 Open Research Issues, Challenges and
Directions

The centralized and programmable nature of an SDN
makes it a promising, innovative and adaptable technol-
ogy. It has simplified many issues related to the control
and management of the next generation networks [12],
[131]. However, among others, security provisioning re-
mains one of the major issue that hinder its widespread
adoption [23] [135]. This is particularly due to the cen-
tralized controller, which is responsible for the control
and managemet of the overall network [177]. According
to Robert Hinden [74], ”"why take over the hosts when
you can take over the whole network?”. It is therefore
imperative to consider security as a service while de-
signing an SDN network in general, and the controller
in particular [8]. To ensure security of the SDN con-
troller, novel and innovative mechanisms need to be de-
veloped that are computationally lightweight and can
efficiently and effectively identify malicious traffic [96],
[150]. Moreover, further studies should be carried out to
study the characteristics of southbound interface (SBI)
which facilitates communication between a controller
and various network components at the data layer, i.e.,
flow rules installation [38], [24], network configuration
[143], traffic statistics [46], and optimal path selection
[13]. These challenges should be addressed to protect
the controller against malicious traffic that later on re-
sults in various security attacks such as DoS/DDos,
spoofing and malicious injection attacks [14], [110], [23].
Furthermore, such malicious traffic can disrupt various
network operations required for the smooth functioning
of a network. There is no built-in security mechanism at
the southbound interface. This provides an ideal plat-
form for adversaries to launch various attacks on the
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SDN controllers [23], [46]. It is thus imperative to de-
velop novel link scanning mechanisms, similar to [115],
to identify whether congestion on the southbound in-
terface is caused by normal traffic or malicious traffic
from an attacker.

The SDN controller is highly vulnerable to mali-
cious traffic, particular during flooding attacks. These
attacks disrupt various functions and services offered
by the network in general and controller in particu-
lar to the legitimate users. In the literature, a thresh-
old value is used to detect and mitigate such attacks
and proved to be very effective [43], [162], [126]. Once
the traffic at the network crosses that specific thresh-
old value, flooding attack on the network is detected,
and an alarm is raised. However, attacks such as flash
crowd-based attacks [21] bypass these threshold-based
mechanisms and are thus remain undetected. This is
because the attackers craft their traffic to look legiti-
mate and may use spoofed addresses to launch such at-
tacks by making it very difficult to combat. Therefore,
more research is needed that not only detect attacks
on the basis of threshold value but also on novice IP
address filtering techniques [41], [102], and deep packet
inspection [142], [169], [28] that detect malicious pack-
ets with lower delay and increased accuracy [113], [44].
The researchers should strive for novice and computa-
tionally lightweight traffic flow analysis techniques that
analyze the characteristics of Open Flow traffic stored
in switches at the data layer to identify the malicious
traffic. Therefore, early detection of DDoS becomes an
important area for further exploration [110].

In SDN, real-time monitoring needs to be performed
for the identification of malicious traffic with increased
accuracy, primarily during large-scale DoS/DDoS at-
tacks. Thus, accuracy is a major concern of various
DDoS mitigation techniques [3], [120], [57]. It can help
us to determine how accurately the system can detect
the occurrence or absence of an attack. For instance,
an inaccurate technique can generate a large number
of false alarms by making the traffic flow through the
system unnoticed. It is thus important to quickly react
to an attack by detecting it with high precision, par-
ticularly, during heavy traffic from the perpetrator in
DDoS attacks. In addition, most of the existing DoS
mitigation techniques incur higher communication and
processing overhead during the detection stage in which
the data from network components at the data layer
are collected and transferred to the controller for de-
cision making [132] [105] [123] [31]. It is thus neces-
sary to design novel monitoring and response mech-
anisms with lower computational overhead that alert
the network component, detecting the attacker traffic,
and safeguarding the network from such attacks [134],

[39]. In this regard, some of the response mechanisms
that need to be looked further in detail includes high
enforced policy module with predefined actions [109],
identity management [15], certification from multiple
authorities [133], threat isolation and public key en-
cryption of data [23]. Establishing an automatic trust
management [175], [151] and mutual authentication [155],
among the communicating entities should be supported
to protect the network from various known and un-
known attacks [23]. Scalability is another important
issue that needs to enhance in particular during the
DDoS attack [164], [150], [125]. With the increasing
rate, volume and number of bots used in these attacks,
defense mechanisms should be able to perform effec-
tively in the presence of a large attack. In these sit-
uations, automatic network slicing is an effective tech-
nique for securing controllers against DDoS in distributed
environments [50]. However, issues such as inconsistent
configuration / synchronization [169], [128], [23] is a
hidden security threat and need further research.

In addition, security of the existing mechanisms such
as forensic remediation [89], [127], verification frame-
work[17], proactive and reactive recovery mechanisms
[108], [22] [1], resilient control planes [65], [108], [53],
[156], [141], SDN security framework [171], [98], state
machine replication [119], [171], [118], dynamic, auto-
mated and assured device association [172] should be
enhanced to cater for the known and unknown attacks
in the future. On the other hand, malicious packets can
affect the network view that results in flow rule conflicts
and policy violations. It is thus necessary to propose
novel techniques that enforce the security by tackling
the issue of policy violation in SDNs [81], [125], [162].
Moreover, for the effective mitigation of malware in-
jection attacks, defense mechanisms such as N-version
protection [174] should be investigated further.

5 Conclusions

Despite the hype surrounding SDN; its security-related
issues have not been explored in depth. It is because se-
curity was not considered initially, despite its core value
in an SDN design. It is due to various aforementioned
security issue among many other security dimensions
that hinder its widespread adoption. It is thus imper-
ative to tackle various security dimensions to make it
a promising and secure technology, otherwise, its bene-
fits might be quickly overcome by its security concerns.
It is therefore, utmost important to consider security
as essential part while designing an SDN. In this pa-
per, we have provided a comprehensive and critical dis-
cussion on the latest security attacks that exclusively
target SDN controller along with a detailed discussion
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