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Abstract— High/ultra-high speed data connections are cur-
rently being developed, and by the year 2020, it is expected
that the 5th generation networking (5GN) should be much
smarter. It would provide great quality of service (QoS) due
to low latency, less implementation cost and high efficiency
in data processing. These networks could be either a point-
to-point (P2P) communication link or a point-to-multipoint
(P2M) communication link, which, P2M is also known as multi-
casting that addresses multiple subscribers. The P2M systems
usually have diverse nodes (also called as ‘Things’) according
to services and levels of security required. These nodes need
an uninterrupted network inter-connectivity as well as a cloud
platform to manage data sharing and storage. However, the
Internet of Things (IoT), with real-time applications like in
smart cities, wearable gadgets, medical, military, connected
driver-less cars, etc., includes massive data processing and
transmission. Nevertheless, integrated circuits (ICs) deployed in
IoT based infrastructures have strong constraints in terms of
size, cost, power consumption and security. Concerning the last
aspect, the main challenges identified so far are resilience of the
deployed infrastructure, confidentiality, integrity of exchanged
data, user privacy and authenticity. Therefore, well secured and
effective cryptographic algorithms are needed that cause small
hardware footprints, i.e. Lightweight Cryptography (LWC),
also with the provision of robustness, long range transfer of
encrypted data and acceptable level of security.

In this paper, the implementation, challenges and futuristic
applications of LWC algorithms for smart IoT devices have
been discussed, especially the performance of Long-Range Wide
Area Network (LoRaWAN) which is an open standard that
defines the communication protocol for Low-Power Wide Area
Network (LPWAN) technology.

Index Terms— Lightweight cryptography (LWC), Internet-
of-Things (IoT), encryption

[. INTRODUCTION

Cryptography is a well-established, secure information and
communication technique derived from mathematical con-
cepts and a set of rule-based calculations called algorithms.
It transforms messages (cipher) in diverse ways, so that it
is hard enough to decipher [1]-[3]. These algorithms are
used for cryptographic key generation, digital signing and
verification to protect data privacy, safe web browsing on the
internet and confidential communications such as credit card
transactions, email, etc. In parallel, cryptographic systems
are being progressed with the improved performance of
algorithms, i.e., Advanced Encryption Standard (AES) [4],
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Fig. 1. Security levels of IoT architecture

[5], Rivest Shamir Adleman (RSA) and Data Encryption
Standard (DES).

According to the latest estimations, more than 18 billion
IoT devices will be connected via cloud platform by 2020.
Amongst, 57% will be industrial IoT (IIoT) applications
[6]. Thus, the insurance of privacy and data protection is
struggling at the moment to be solved. Generally, IoT devices
target simple data processing, i.e, smartwatch, radio fre-
quency identification (RFID) tags, mobile apps, etc. There-
fore physical appearance as well as computational capacities
are often small, i.e., low random access memory (RAM),
low data rates, small internal memory, battery powered, etc.
Because of that, unlike in desktop computers, tablets, and so
on, IoT devices are unable to allocate considerable memory
and processing energy just for security functions. That is
when a need of lighter version of conventional cryptography
arose, which is named as lightweight cryptography (LWC)
[7]. This version expects to execute cryptographic algorithms
with use of a few computational cycles providing high
robustness against security attacks meanwhile.

LWC is yet in its emerging phase. Nevertheless, the
necessity of efficient LWC methods is an urgent requirement
in IoT to proceed with SGN smart city demands of data
processing. That includes ultra-high speed transmission, very
low latency, affordability, open source capabilities, green
networking with minimal power consumption and prevention
of possible new threats or attacks. Hence our effort is
to propose a novel LWC optimization that can rely on
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less on-board memory, less computing resources and longer
battery life with the least possible power consumption. In
addition, to deliver efficient security and confidentiality. As
the initial state, this paper is a summary of the state-of-the-art
findings. The paper structures theoretical as well as empirical
approaches in academia and LWC predictability towards Lo-
RaWAN which helps cover long-range [oT communications

(81, [9].

II. STATE OF THE ART

The key features of an IoT prototype are the sensors which
collect data, the edge which offers an entry point to the
core network, the fog which is a supportive construction to
process edge data, and lastly, the cloud which manages data
distribution and storage. A comprehensive diagram for IoT
security levels is shown in Fig. 1. The whole architecture
operates integrated with different technologies and network
protocols, i.e., near field communication (NFC), low energy
Bluetooth, ZigBee, wireless fidelity (Wi-Fi) direct, etc. There
are tremendous advantages of using IoT sensors in a smart
city environment, but security and privacy concerns are enor-
mously challenging at the moment. It has been investigated
that the level of security deceases towards the cloud level
from the data level, i.e. data in transit has more threats [10],

[11].

A. Theoretical Approaches

For imparting a high level of security to IoT devices, few
challenges do exist as:

« IoT devices operate on low power, but the least possible
latency is expected.

o Current successful implementations of IoT devices work
up to a maximum of 100-150 m distances only [12].
Thus improving the availability for longer distance
transmission is essential.

« Huge number of networking nodes connects and dis-
connects simultaneously at the same time. Hence an
insurance must be there that none of the node leaks
information or gets attacked by, during handovers.

o Smart networks may create smarter threats/hazards that
may be blind spots to researchers or security analyzers
for some time. In fact, real-time access to the data
of smart cities may give researchers more in-depth
knowledge of the dynamics, but there should be a
mutually agreed General Data Protection Regulation
(GDPR) scheme in place.

For long-distance IoT networks, researchers are looking
into LoRaWAN protocol which is ultimately a cost-effective
implementation in the unlicensed frequency spectrum. More-
over, it is a media access control (MAC) layer based tech-
nique that can be used for communications up to 20-25 Km
successfully under low power [13], [14]. As per concerns
in any security mechanism in LoRaWAN, cryptography is
highly responsible for validating heftiness against attacks,
prevention of hazards and self-recovery having minimal risk
of complete failure. In comparison, LWC is a novel tactic as
in Fig. 2, although it does not have enough literature [15]
to validate optimized performance nowadays. Especially,
resource allocation and software-defined networking still
are a necessity to be investigated. However, the literature
proposes 2 core categories of LWC depending on the type
of the application, its hardware (HW) and software (SW)
aptitudes [7], [15], such as:

o Ultra LWC: Correspondence only to specific areas of
the algorithms, i.e., selective micro-controllers (uC),
selected cipher sections (block/stream/hash), etc.

o Ubiquitous LWC: Compatibility to wide variety of
platforms, i.e., 8 bit to 32 bit uCs, field programmable
gate arrays (FPGA), etc.

Existing research trials are primarily based on ubiqui-
tous LWC. Nevertheless, ultra LWC is implementable with
existing regular resources [16], [17]. The LWC further
lies under 2 forms likewise in conventional cryptography,
known as symmetric and asymmetric. Yet only symmetric
developments are available [16]. Due to the complexities
associated with asymmetric key generation, authentication
and validation, it finds problematic to invent methods to
share private-public key relationships by means of a few
computation cycles that would cause small footprints. The
categorization of LWC is shown in Fig. 2. In block ci-
phers, CLEFIA and PRESENT indicate promising grounding
for practical systems at the moment [16]. Concurrently,
sub versions of AES along with some modifications have
proven successful approaches towards LWC block ciphers
[13]. To specify, Grain vl, MICKEY v2 and Trivium are
some LWC algorithms considered in stream ciphers [13],
[14]. Correspondingly, a theoretical study mentions that hash
functions are too immature to adopt its tasks individually,
but a combination of LWC hash functions and LWC block
ciphers would be a proper recommendation [16]. Amongst,
some of the most common algorithms together with their
performance parameters are shown in Table I.

B. Empirical Approaches

According to the existing literature published, a greater
number of empirical analysis are biased on enhancing Lo-



TABLE I
COMPARISON OF LWC ALGORITHMS WITH CLASSICAL AES METHOD

Cipher Block Key size  Security  Target
size (bit)  (bit) level

AES 128 128 0.70 SW, HW
Fantomas 128 128 NA SW
HIGHT 64 128 0.69 HW
LBlock 64 80 0.72 SW, HW
LED 64 80 NA SW, HW
Piccolo 64 80 0.56 HW
PRESENT 64 80 0.84 HW
PRINCE 64 128 0.83 HW
RC5 64 128 0.90 SW
Robin 128 128 NA SW
Simon 64 96 0.67 SW, HW
Speck 64 96 0.58 SW, HW
TWINE 64 80 0.64 SW, HW

Note: NA = Not Applicable

RaWAN key management in order to afford sufficient secu-
rity. Even though it has nothing to do with the expansion
of LWC, optimization in traditional LoRa architecture now
offers better cryptographic characterizes via its improved
key management. More technical information together with
result summary is available in [17], [18]. The objective they
considered was to update the key once the key is leaked,
however, it was impossible in the past. Therefore, each node
is encouraged to have a different key, so once a key is
known, only the particular node would be at risk. Moreover,
the decreasing number of gateways (GW) progresses the
energy efficiency [19]. The study states that LoRaWAN
performs better when the nodes are closer to the GWs, as
a result, reduced performance tends to occur in the middle
nodes, as in Fig. 3. Regardless, several studies [13] emphasis
on modifications of AES algorithm to gain small memory
footprints, whereas a study [14] was able to minimize the
encryption power down to 26.2%. All the referred efforts
had targeted 3 types of attacks, which are known key, replay
and eavesdropping [13], [14], [17]. Only one study [18] was
able to reach up to 5 different attacks, including ‘falsification’
and ‘battery exhaustion’ in addition. The trials had been
conducted on a simulation basis. To conclude the outcomes:

o Studies [15], [17] prove that the battery life can be
maintained from 5-10 years via their LW scheduling
in LoRaWAN.

o A trial [17] shows that fairness can be improved by
99.6% by reducing packet error ratio (PER) in 20%.
Their method is named as RS-LoRa.

« A consequence occurred in an experiment [15] through
the introduction of overheads when the security was
better upgraded, but further optimization could reduce
43% of the overheads from the end devices and 48%
from the network server side.

¢ Minimizing the encryption power by 26.2% [13] as
mentioned above is also a great accomplishment.
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Fig. 3. [Evaluation of RS-LoRa PER against distance to the GW [12]

ITI. DISCUSSION

According to the Tab. I, it is obvious that RC5 can be
assumed to have the strongest security feature owning the
highest security level of 0.90. In contrast, it has the lowest
available block size, which is 64 bits while having 128 bits
for the key size which is the longest amongst. However,
long key generation technically improves the quality of
security though, it tends to outbound the expectations of
LWC slightly. Also, the targeted area of RC5 is towards
SW attacks only. However, the 2nd strongest one being
PRESENT retaining 0.84, it also has the same block size
as RC5 and a lower key size, which is 80 bits, but targeted
only HW attacks. Both SW and HW wise, AES, LBlock,
LED, Simon, Speck and TWINE are available though, their
strength varies from 0.58 to 0.72. Consequently, AES takes
the highest block and key sizes that might not satisfy LWC
objectives, because those are expected to be minimum. In
comparison, LBlock, LED, Piccolo, PRESENT and TWINE
satisfy the LWC expectations keeping the lowest block and
key sizes. The predictions towards exact attack types of a
device may be not accurate, also it increases the risk factor.
Thus, robustness to both SW and HW attacks is a necessity.
In the present, algorithms that are capable of handling both
SW and HW targets comparatively have lower strength.
Therefore, further work to strengthen security features is
desired theoretically and practically. In addition, empirical
trials would validate the accuracy of the methodologies if
the experiments are scaled up beyond just simulations.

The ultimate level of LWC is only possible if security
functions are capable of being executed through LW scripting
languages, i.e., lo, wren, squirrel, etc. There is no available
preliminary effort taken on the matter known to the authors at
the moment. More on, the creation of LW scripting language
libraries has the highest demand in the present due to the lack
of concerns. The overall challenges and objectives of LWC
can be concluded such that:

o Unavailability of the essential libraries in LW scripting
languages, thus, initial work has to be started on the
subject.



o Power drainage issues over introduced overheads by
the adoption of conventional cryptography over smaller
footprints for LW scale.

« Each individual case is based on different open system
interconnection (OSI) layers, mainly on physical (PHY)
layer and MAC of data link layer, hence, all 7 layers
should be taken into account to investigate the overall
performances.

« Security assurance of the whole four-layer IoT architec-
ture, shown in Fig. 1.

« A proper measuring method is needed to validate re-
search outcomes depending on the LWC categories, i.e.,
block, stream, hash, etc.

« Control mechanisms are essential to prevent privacy
violations through open source IoT devices, defining
privacy policies can be suggested as a solution.

o Cost efficiency may be deficient due to payments on
cloud platforms.

o The assurance of cloud security is a must, which may
be difficult when cloud companies are not transparent
to clients or third parties.

Therefore, our aim is to propose or optimize LWC algo-
rithms that would result in less on-board memory usage along
with less computational resources, being more economical,
that also helps support green networking by power saving.
Meanwhile, to provide sufficient security and confidentiality
to resource-limited 5G IoT devices. The objective is to design
a method to include highly secured LWC mechanism in smart
IoT devices, hence, the project will deal with theoretical
analysis initially and empirical experiments lately. Thus, the
attention should be given to:

« Consideration of the number of central processing unit
(CPU) cycles for the number of algorithmic calculations
and operations.

« Analysis of random access memory (RAM) and read-
only memory (ROM) requirements.

« Mathematical algorithm adoption for enhancing security
features.

« Real time experiments of the proposed LWC mechanism
on actual HW.

« Verification of the proposed crypto system for all pos-
sible IoT attacks.

« Analysis of the results obtained and finalization.

IV. CONCLUSIONS

LWC is a novel approach headed for smart security ap-
plications in low-power constrained data-processing devices.
Specifically, in IoT applications, provision of high-level secu-
rity is challenging due to their in-built low-speed processors
and low memory modules. Therefore, much lighter versions
of conventional cryptography or new cryptologic algorithms
are researched on to suggest durable security solutions. This
paper has covered the necessity of LWC, its current status,
compatible technologies and protocols, i.e., LORaWAN, and
also challenges in the present situation by evaluating existing
theoretical and practical studies in academia. The overall
analysis indicates promising capabilities in the direction

of successful implementation of LWC and its performance
towards SGN smart cities. Yet, more theoretical, application-
oriented and feasible empirical researches have to be further
conducted in order to reach the ultimate optimization of
security assurance and privacy protection in the IoT world.
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