
3LS-Authenticate: an e-Commerce Challenge-

Response Mobile Application

Rania. A. Molla 
Department of Computer Science 

Collage of Computing and Information Technology 
King Abdulaziz University 

Jeddah, Kingdom of Saudi Arabia 
rmolla@kau.edu.sa 

 

Imed Romdhani, Bill Buchanan 
School of Computing 

Edinburgh Napier University 
Edinburgh, UK 

I.Romdhani@napier.ac.uk 
B.Buchana@napier.ac.uk 

 
Abstract - The rapid growth of e-commerce has been 

associated with a number of security concerns, which challenge 
its continual success. In view of this, an investigative study 
determining the most secure and convenient solution to protect 
online clients has been conducted. It was found that employing 
mobile phones to authenticate clients, through Out-Of-Band 
(OOB) communication channels, was the best solution to 
overcome security threats, such as Man-In-The-Browser (MITB) 
attacks. Therefore, a simple, yet highly secure, mobile application 
was developed to authenticate online clients within e-commerce 
applications using QR code capturing. 

 
This paper introduces the “3LS-Authenticate” mobile-

application, which captures an encrypted QR code from a 
server’s web-browser, and performs three levels of security to 
authenticate clients. It also presents results of verification of the 
proposed protocol, using the Scyther security protocol 
verification tool.  

 
Keywords - Authentication; Man-In-The-Browser (MITB) 

attack; QR code. 

I. INTRODUCTION  
With the rapid evolution of the smart phone industry, and 

the increase of online fraud and web-browser-based security 
vulnerabilities, there has been a developing trend towards 
using mobile phones as an authentication system in e-
commerce. These solutions are used for online identity 
authentication [1] [2] [3] [4] [5], secure virtual private 
network login [6] [7] [8], and online financial transactions [5] 
[9] [10] [11] [12] [13].  

This paper introduces a new mobile phone application, 
termed “3LS-Authenticate”, which provides a secure system 
for performing a three-level security authentication process for 
clients within the context of e-commerce applications. 

The proposed application is a part of a larger system 
termed the “Mobile User Authentication system” or (MUAS) 
[14]. The MUAS has been designed to transition from an 
insecure network (the Internet) to an OOB, in order to avoid 
MITB attack. Therefore, the MUAS process is split into two 
protocols: challenge-generation, and response-generation. This 
separation is performed due to the QR code capturing process, 
which is responsible for initiating the response-generation 

protocol with a new connection to the server. Fig. 1 illustrates 
a high-level representation of the MUAS. 
 

 
 

Figure 1.  MUAS high-level representation 
 

Challenge-generation represents the first phase of the MUAS 
protocol. This generates the QR code and displays it on the 
web-browser. The protocol takes place within a secure 
SSL/TLS communication channel between the browser 
(client) and the merchant (server), in order to mutually 
authenticate both parties, and to submit the required 
information to the server in a secure manner. The protocol 
employs one-time password (OTP) authentication to ensure 
that the connecting party (browser) is the legitimate holder of 
the authentication device (mobile phone). The server then 
verifies the received OTP to form the challenge-encrypted QR 
code, and sends it through a secure channel to be displayed 
within the browser, in order to be captured by the mobile 
phone. Next, the response-generation protocol continues the 
MUAS process, but in a different communication channel. 
The response-generation protocol takes place between the 
server (merchant) and the client’s mobile phone (3LS-
Authenticate) within a secure SSL/TLS communication 
channel. 
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In developing the “3LS-Authenticate” mobile application, 
as a part of an e-commerce authentication system that 
overcomes MITB attacks, the following questions arise: 

 Who will conduct the authentication process? 
 What kind of information must be provided by the client? 
 Can the system ensure mobile-phone-holder legitimacy?  
 If so, how do we verify the identity of the client and 

merchant via QR code? 
 How can the system overcome the risks of MITB attacks? 
 What kind of technologies and protocols were used to 

perform mutual authentication between participants, and 
to avoid malicious users and replay attacks? 

 Does the system satisfy e-commerce security 
requirements? 

 Is the system adequately secure against attacks? 

“3LS-Authenticate” is implemented using Objective-C on 
Xcode 6.1.1, with most of the application’s functions being 
performed using software components and libraries provided 
by Chilkat Software Inc. [15]. The client’s digital certificate 
(.pfx) is installed on the mobile phone, for use in the 
cryptography step within the authentication process. 

The remainder of this paper is divided into seven sections: 
II) lists research contributions; III) presents the application’s 
architecture; IV) describes the application's core algorithm; V) 
deals with response-generation protocol design; VI) presents 
the security analysis, along with protocol evaluation criteria 
and verification results, using Scyther; VII) discusses related 
work; and VIII) presents the conclusion. 

II. RESEARCH CONTRIBUTION 
This study describes the MUAS secure authentication system,  
which is designed to efficiently authenticate clients within e-
commerce websites in a secure manner, using smartphones. 
MUAS authenticates clients using a two-factor authentication 
method within the context of challenge and response 
generation protocols. Both protocols are built on top of the 
SSL/TLS protocols in order to secure all connections and 
communications between participants. These protocols also 
employ cryptographic nonce to prevent replay attacks. Thus, 
MUAS ensures authentication and secrecy. The main 
contributions of this study can be summarized as follows: 
 
 Designing a user-friendly and non-confidential input-

based authentication system. The proposed MUAS does 
not require registration with e-commerce websites. The 
client is required to submit only minimal, non-
confidential information. This step bypasses the 
traditional password-based authentication mechanisms, 
instead relying upon a more secure mechanism (OTP). 
The MUAS approach can be considered an economic 
authentication system within the context of a server’s 
storage media, as no registration information is saved for 
clients, thus saving server storage. Instead, a record for 

each real-time client is created and saved within a server-
specific table. 

 Overcome MITB attack by designing a two-factor 

mobile phone-based authentication system. Both MUAS 
authentication factors are based on proof-by-possession. 
The first factor transitions the mechanism from an 
insecure network to a direct OOB communication channel 
(SMS OTP-based channel), in order to ensure that the 
submitted mobile phone number is actually owned by the 
client initiating the authentication process. As the system 
is still prone to MITB attack (because a user submits the 
OTP through the browser), a second authentication 
mechanism is needed in order to minimize browser 
utilization. This second factor overcomes MITB attack by 
transitioning from an insecure network to an indirect 
OOB communication channel (QR code). 

 Generating unique and useful cryptographic-based QR 

code contents. For each session, a one-time secure 
cryptography-based QR code is generated. Its contents 
include the server’s cryptographic nonce and URL. The 
nonce, generated by the server, is never repeated during a 
session. Thus, it is unique. In a scalable system, a nonce is 
used to link the received response from the mobile phone 
to that client who initiated the authentication process 
using the browser. The server’s URL is exploited to 
establish a secure SSL/TLS connection between the 
mobile phone and the server, in order to send generated 
cryptography-based responses for verification. 

 Designing a three-level secure mobile phone 

application. “3LS-Authenticate” is a user-friendly mobile 
phone application, composed of three security layers: 
activation, cryptography, and authentication. The 
application focuses on capturing the challenging QR code, 
in order to generate and send a cryptography-based 
response to the server for client verification. In case of 
stolen mobile phones, the “3LS-Authneitcate” activation 
layer only authorizes legitimate owners to use the 
application. 

 Exclusive QR code decryption. Although encrypted QR 
code can be scanned by any QR code-scanning 
application, “3LS-authenticate” is the only mobile phone 
application that can decrypt the QR code contents, due to   
the embedding of the client’s SSL-certificate in the 
mobile phone. 

 

III. “3LS-AUTHENTICATE” APPLICATION 
ARCHITECTURE 

Before discussing the “3LS-Authenticate” application 
architecture, the MUAS challenge-generation phase is 
presented briefly, in order to show the background on which 
the application operates. 

In the challenge-generation process, whenever a client 
initiates an SSL/TLS connection with a merchant through their 



browser, they jointly establish a shared secret key K(B,S). Both 
client and server exchange freshly generated encrypted-
cryptographic numbers (nonce), denoted by nb and ns, 
respectively, to secure exchanged messages. The client is 
requested to submit the mobile phone number that will be used 
for OTP authentication. After submitting the received SMS-
based OTP, the server composes and appends QR code 
contents, which contains the server’s certificate (CERTs), 
session server-nonce (ns), submitted mobile phone number 
(mn), and response end-point (URL). The contents are then 
encrypted with the client’s public key, as certificates have 
been exchanged during SSL/TLS protocol establishment. 
Finally, the QR code image is generated and displayed within 
the browser, to be captured by the mobile phone application 
(“3LS-Authenticate”). 

In the challenge-generation phase, a record of the client is 
created and added to the server’s “Client-Table”. This table 
contains the fresh server-nonce (ns) as its primary-key, nonce-
hashing result, submitted mobile phone number, QR code 
contents, and the OTP.  

The proposed “3LS-Authenticate” mobile application is 
responsible for capturing the generated QR code from the web 
browser and generating a response to be sent to the server for 
ensuring the client’s authenticity. 
   The “3LS-Authenticate” application is composed of three 
layers: activation, cryptography, and authentication. 

 
1. Activation Layer 

The activation layer is the first layer of the “3LS-
Authenticate” application, which resides in the client’s 
mobile phone. The purpose of this layer is to display an 
alert view that requests the client to submit the Login ID 
and password, as a requirement for the application to 
operate.  

2. Cryptography Layer 
The cryptography layer is the second layer of the “3LS-
Authenticate” application. It takes place after capturing 
the QR code. This layer is based on the client’s installed 
digital certificate in the mobile phone, for cryptography-
related functions. It decrypts and splits the QR code 
contents to recover the server-side nonce. This nonce is 
hashed and appended with the original value to be 
encrypted with the server’s public key, by employing 
RSA cryptography. 
 

3. Authentication Layer 
The Authentication layer is the third and final layer of the 
“3LS-Authenticate” application. Its actions take place 
between the mobile phone application and the server. The 
authentication layer establishes a secure SSL/TLS 
communication channel between the mobile phone 
application and the server. The former sends the 
cryptography layer’s encrypted outcome to the server. 
The latter decrypts the received message, and compares 
the recovered server-side nonce against its Client-Table 
records. If found, the server verifies the recovered hash 
against its own nonce-hashing result, which exists within 

the Client-Table. Otherwise, the authentication process 
terminates. Finally, the server sends the authentication 
results to the mobile phone. 

The authentication layer also employs a freshly 
generated nonce for both parties, to be exchanged along 
with the sent and received messages, in order to prevent 
replay attacks and avoid impersonators. 

 

 
 

Figure 2. “3LS-Authenticate” Architectural Overview within the MUAS 

IV. “3LS-AUTHENTICATE” ALGORITHM 
In this section, we present the core algorithm of the “3LS-

Authenticate” application, used when communicating with the 
server to finalize the client authentication process within the 
MUAS. The basic workflow is shown in Fig. 2, with a 
summary of notations used described in Table 1.  

Table 1. Summary of notations used in Fig. 2. 
Symbol Description 

nb Fresh browser nonce 
ns Challenge-Generation Fresh Server nonce 
mn Mobile Phone Number 

OTP One-Time Password 
CERTS Server’s Certificate 
URL Response End-Point 
B_id Browser ID 
S_id Server ID 
K(B,S) Shared Session Key (browser and server) 
K(M,S) Shared Session Key (mobile phone and server) 
pk(C) Client’s Public Key 
sk(C) Client’s Secret Key 
pk(S) Server’s Public Key 
sk(S) Server’s Secret Key 
ns2 Response-Generation Fresh Server nonce 
nm Mobile Phone nonce 

 



The following steps along with Fig. 3 illustrate the “3LS-
Authenticate” application sequence of events: 

1. The mobile phone user submits their credentials to 
activate the application. 

2. The application captures the QR code with the mobile 
phone camera and decrypts its contents, using the client’s 
secret key sk(C). 

3. QR code contents are split, to recover the server-nonce 
(ns) and URL. 

4. A hashing algorithm is performed on the recovered 
server-nonce (ns), to obtain hash1. 

5. The hash result (hash1) is appended with the original 
value (ns), and encrypted with the server’s public-key 
pk(S), to obtain Value1. 

6. A fresh mobile phone nonce is generated (nm) by the 
mobile phone application. 

7. Using the QR code recovered URL, an SSL/TLS 
communication channel is established between the mobile 
phone application and the server.  

8. The generated mobile phone nonce (nm), along with 
Value1, are encrypted with the shared secret-key K(M,S), 
and sent to the server for verification. 

9. As the response-generation process represents a new and 
separate connection from the challenge-generation 
process, the server generates a new nonce (ns2). 

10. The server decrypts the received message from step 8, 
using the shared secret-key K(M,S) and by decrypting 
Value1 (using the server’s secret-key sk(S)). 

11. The server split the message contents to recover the 
server-nonce (ns) from the challenge-generation process. 

12. The server LOOKUP recovers (ns) against the server’s 
Client-Table, to match the received response from the 
mobile phone to the specific client who initiated the 
process. If the client is found within the Client-Table, 
then: 
13. The server compares the recovered hash1 against 

hash2. If both match, they represent the server’s own 
hashing-result (hash2) that took place within the 
server. Next, the authentication result is generated. 

14. The server sends the authentication result to the 
mobile phone, along with the recovered and received 
mobile-nonce (nm) and the new server-nonce (ns2). 

15. The mobile phone sends its identity (M), along with 
the received server-nonce (ns2) to the server (S). 

Otherwise, the server terminates the process. 
 

 
 

Figure 3. “3LS-Authenticate” workflow within the MUAS 
 

V. RESPONSE-GENERATION PROTOCOL VERIFICATION 
The response-generation protocol finalizes the MUAS 
authentication process. It takes place between the server 
(merchant) and the client (mobile phone application), within a 
secure SSL/TLS communication channel. Hence, a shared 
secret-key K(M,S) is established between the two parties. The 
mobile phone application is responsible for generating a 
response from the captured-challenge, to be sent to the server 
for verification. Fig. 4 depicts the MSC of the response-
generation protocol, and illustrates the roles of this protocol, 
which are the server and mobile phone, denoted by S and M, 
respectively. S knows its own secret-key sk(S), and the public-
key of the client’s mobile phone pk(M). Symmetrically, M 
knows its own secret-key sk(M), and the public-key of the 
server pk(S). M is designed to share the same digital certificate 
with the browser (B), where they both represent the same 
client. Therefore, the client’s public-key pk(C) is used within 
the browser role (B), and is the same public key used by M. As 
a result, pk(C) represents the same client that uses the browser 
and the mobile phone. The same process applies for the 
client’s secret key, which is denoted by sk(C). 



 
 

Figure 4. Response-Generation Protocol 
 

The response-generation protocol takes place following 
capturing and decryption of the QR code. The detailed 
response-generation (R_G) protocol functions as follows: 
 
Step R_G1: the mobile phone performs a concatenation of the 
result, by hashing the recovered server-nonce hash(ns), and its 
original value (ns), encrypted with the server public-key. 

macro var1 = hash(ns); 
 {var1, ns)}pk(S); 

The encrypted value is then sent to S, along with a freshly 
generated nonce (nm), and the mobile phone identity (M). All 
of these attributes are encrypted with the shared secret-key 
K(M,S). 

send_1(M,S ,{M, nm, { var1, ns)}pk(S) }k(M,S) ); 
 

Step R_G2: S generates a new nonce (ns2), and decrypts the 
received message from Step R_G1, and uses LOOKUP to find 
the recovered (ns) against its Client-Table. If found, the 
process moves to StepR_G3. Otherwise, S terminates the 
process without authenticating the client.  
 
Step R_G3: S verifies the received (ns) from Step R_G1 
through hashing and comparing the result against its own hash 
result hash2, in order to match the response generated by the 
mobile phone with the hashed server-nonce (ns), which was 
generated for the same client who initiated the connection with 
S in the challenge-generation phase. 

macro hash2=hash(ns);  

match(hash(Received_ns), hash2) ; 
 

Step R_G4: S sends the recovered mobile-phone nonce (nm) 
back to M, along with its new nonce (ns2), server identity (S), 
and the authentication result, encrypted with the shared secret-
key K(M,S). 

send_2(S, M, {S, nm, ns2, AuthResult}k(M,S) ); 
 

Step R_G5: M decrypts the received message from Step 
R_G4, and sends the received server nonce (ns2), along with 
the mobile phone name (M) back to S, encrypted with the 
shared secret-key K(M,S). 

send_3(M, S, {M, ns2}k(M,S) ); 
 

Prior to the response-generation protocol, a number of internal 
computations are performed within the mobile phone 
application (“3LS-Authenticate”), as discussed in section IV. 
These computations involve decrypting the captured QR code 
and splitting its contents, in order to recover its information. 
This represents the essence of the authentication mechanism. 
Following the last step, control returns to the server, to ensure 
that the authentication result has been received by the mobile 
phone. 

VI. SECURITY ANALYSIS 
The desire to overcome Man-In-The-Browser (MITB) 

attacks has caused the MUAS protocol to transition from an 
insecure network to another communication channel, resulting 
in the emergence of two separate protocols: challenge-
generation and response-generation. Challenge-generation 
represents the basis on which the protocols are isolated from 
one another, due to the employment of the QR code as an 
authentication method. As QR codes within online 
authentication frameworks can only be processed by mobile 
phones, moving to another communication channel was a 
turning point in being able to separate the protocols. Even 
though both protocols are isolated and verified separately, they 
are still tightly connected via the QR code contents. 

The challenge-response protocol design was based on 
establishing a secure communication mechanism between 
participants. Therefore, both protocols were built on top of the 
SSL/TLS, in order to ensure a secure message exchange. 
Furthermore, freshly generated nonce were employed between 
participants in both protocols to satisfy secrecy and 
authentication security properties, and to help secure exchange 
messages from impersonators and malicious clients trying to 
replay the same request. The client nonce gives the client 
additional protection by preventing malicious users from 
impersonating the server, and the server nonce helps prevent 
malicious users from obtaining sent packets, which can be 
resent later using a separate connection to impersonate the 
client. Moreover, the nonce prevents adversaries from 
participating in other sessions by using an intercepted nonce, 
since it can only be used once.  

Another aspect that was considered in the challenge-
generation protocol design was to generate a private and 
secure QR code with unique and useful contents. Uniqueness 



was satisfied by including the server’s nonce (ns) within the 
QR code contents used for verification within the response-
generation protocol. Usefulness is considered in a scalable 
system, where the server-nonce (ns) is used to link the 
received response from the client’s mobile phone to the client 
initiating the authentication process with the server.  A further 
attribute considered while creating QR code contents was the 
server’s URL. This URL is sufficient to establish a secure 
connection between the mobile phone application and the 
server, in order to send the generated response from the 
mobile phone application to the server for verification.  

The proposed “3LS-Authenticate” mobile application was 
developed with a secure authentication system in mind. 
Therefore, three levels of security are performed on the mobile 
phone. The first level requires the client to submit their 
credentials, which safeguards the mobile phone user’s 
legitimacy, while protecting the server from unnecessary 
overheads. Cryptographic hash functions are considered an 
important building block in information security over the 
internet. Therefore, the second security level employs the 
(SHA256) hash function, in order to secure messages that will 
be sent to the server, which in turn satisfy integrity. SHA256 
was chosen due to its high speed and reasonable digest size.  
The third and final level establishes a secure communication 
channel between the application and the server, in order to 
send the response to the server, where the authentication result 
is stored. Furthermore, cryptographic nonces are exchanged 
between participants to prevent replay attacks and other kinds 
of malicious acts. 

In terms of cryptography, RSA cryptography is considered 
one of the most secure asymmetric algorithms for this 
purpose, as it is suitable for real-world use, where secret keys 
do not have to be shared. 

 
a Evaluation Criteria 

Employing mobile phones as an authentication device within 
an authentication system helps satisfy their mobility and 
usability features, while eliminating the need for special 
hardware devices. The proposed “3LS-Authenticate” mobile 
application provides a simple and convenient challenge-
response protocol for capturing a QR code in a secure 
authentication system. The application is user-friendly, due to 
its minimal requirement for user input. 

The proposed system satisfies the following e-commerce 
security requirements: 

 
1) Authenticity. Mutual authentication takes place between 

the “3LS-Authenticate” mobile application and the server. 
This is due to the establishment of the SSL/TLS protocol 
within the response-generation process. In addition, the 
server identity can be verified through the certificate 
authority (CA) who issued the digital certificate. 

2) Integrity. The “3LS-Authenticate” application ensures 
integrity by establishing the SSL/TLS communication 
channel. In addition, it employs cryptography and QR 
code contents, and verifies these contents within another 
communication channel.  

3) Confidentiality. Using cryptographic nonce by both 
participants within the established SSL/TLS protocol, 
along with RSA cryptography, helps to secure exchanged 
messages within the response-generation process from 
impersonators and other malicious users trying to replay 
the request. Furthermore, by forming and encrypting 
substantial information into a QR code, which can only be 
decrypted via the legitimate phone holder, the application 
is able to further satisfy confidentiality requirements. 

 
b Verification Results 

Research in the formal protocol verification area show 
that formal verification tools have helped in avoiding 
standardizing protocols with security defects [16]. This section 
evaluates and verifies the application’s response-generation 
security protocols with respect to possible attacks, using the 
Scyther security protocol verification tool [17]. 

During the protocol verification process, Scyther scans a 
proof tree for all possible protocol behaviours. When verifying 
the response-generation protocol, where the size of the proof 
tree is either bounded by the maximum number of runs or 
unbounded, we determined that no attacks within the state 
space [18] [19] took place (Fig. 5).  

 

 
 

Figure 5. Response-Generation Verification Results 

Fig. 5 shows that the secrecy property of nm, ns and ns2 are 
successfully verified in both roles, and not revealed to an 
adversary, where nm and ns2 are nonce-generated by the 
mobile phone and the server, respectively. The recovered ns 
represents the same nonce generated by the server within the 
challenge-generation protocol. However, ns is represented as a 



constant value within the response-generation protocol. 
Authentication is also achieved for both roles by satisfying its 
properties, which are aliveness, weak agreement, non-injective 
agreement, and non-injective synchronization. 

Synchronization security is a strong intentional property, 
requiring all communication messages and their contents to 
occur exactly as specified by the protocol description, with 
respect to the order of communicating events. As non-injective 
synchronization is verified within the protocol, and based on 
the hierarchy of authentication properties in Fig. 6, any 
protocol satisfying the synchronization property also satisfies 
the agreement property [20] [18]. As the non-injective 
synchronization property also satisfies non-injective 
agreements, and since every received event in the response-
generation protocol is preceded by a send event, the protocol 
satisfies both properties [18] [21]. 

 

 
 

Figure 6. Hierarchy of authentication properties 
 

The agreement property is very similar to the 
synchronization property, except when placing less restrictions 
on event ordering. However, most protocols satisfying both 
properties in practice are considered correct authentication 
protocols [18]. 

Moreover, the proposed response-generation protocol 
satisfies the “alive” property, indicating that the intended 
communication partner of both participants are alive and have 
been running the protocol and executing events [18], and that 
each party has been progressing at least until the last message 
was sent [22]. Another satisfied property of the proposed 
protocol is “weak agreement”, which subsumes the “alive” 
property; each user believes that they are communicating with 
the intended recipient [22] [23]. 

 

VII.        RELATED WORK 
Due to recent widespread online attacks and identity theft, 

a number of studies have analysed new methods for e-
commerce authentication. Many of these involve extending 
the use of mobile phones as SIM-based identity authentication 
devices.  

For example, mobile phones can be used as identity 
providers (IdP) for Single-Sign-On (SSO) authentication. 
Some of these require client credentials for logging-in [1] [3] 

[4] [24] [25], whilst others necessitate extra hardware devices 
[2] [26]. Although these approaches satisfy mobility, usability, 
availability, and security requirements, they also have 
shortcomings: clients must manage and memorize their 
credentials; and have the burden of carrying extra devices for 
authentication, respectively.  

Another simple and effective online authentication 
approach has recently emerged. This approach uses mobile 
phones to authenticate clients by capturing QR codes, which 
establishes a secure connection between the desktop, server, 
and the mobile phone [27]. Some authentication solutions are 
based on embedding OTPs within QR codes, such as in online 
banking systems [28] [29] and e-healthcare authentication 
systems [30]. Another banking system approach prevents 
attacks from phishing websites, by dividing a bank-generated 
QR code into two shares. The system sends one share to the 
user via e-mail, whilst the other is sent through the network to 
the server, and finally to the user, in order to combine the two 
shares and obtain the QR code. This is then scanned to recover 
the embedded OTP [31].  

Another approach involves shared secrets between client 
and server [24] [27] [32]. While Starnberger et al. (2009) use 
the same QR code methodology, they provide a more secure 
system, in which the proposed mobile phone application 
performs cryptography on received data before it is sent back 
to the server for verification [33]. Moreover, algorithms have 
increased QR code content security and confidentiality by 
encrypting QR code contents [34] [35] [36] [37]. 

Other technologies, such as Bluetooth, are being used with 
QR code-based authentication schemes to connect a user’s 
computer with their mobile phone, in order to send a server-
generated OTP to the user’s mobile phone, thus increasing 
security and reducing consumption [37]. QR codes have also 
been used to develop an Android-based mobile payment 
system that functions as a wallet [38].  

By comparing the previous approaches with the proposed 
“3LS-Authenticate” application, it was found that our 
approach can overcome MITB attacks by transitioning from 
an insecure network (internet) to an OOB communication 
channel. It is also more secure against malicious attacks and 
impersonators, due to the employment of secure 
communication channels and the exchange of freshly-
generated nonce between participants.  

VIII.       CONCLUSION 
In this paper, we have presented the “3LS-Authenticate” 

mobile application, which plays a major part of a larger 
system called “Mobile User Authentication System” (MUAS), 
developed to authenticate online clients through an Out-Of-
Band (OOB) communication channel using a mobile phone to 
capture a QR code as a means of authentication. The system 
overcomes Man-In-The-Browser (MITB) attacks, by 
minimizing the use of PC browsers and using mobile phones 
instead [14]. 

The proposed “3LS-Authenticate” mobile application is a 
simple, fast, and secure authentication solution that does not 
require the input of personal information.  

In terms of security, the response-generation protocol 
design was based on establishing a secure communication 



mechanism between participants. Therefore, the protocol was 
built on top of SSL/TLS, in order to assure secure message 
exchange. The application’s three levels of security ensure an 
efficient and effective authentication mechanism.  
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